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Abstract: To advancement in security applications, for the first time, a bio-chaotic key
generated from the emerging biometric trait “finger knuckle print (FKP)” has been proposed
for data security and authentication. In the system, the feasibility to generate multiple keys
from the single FKP image has been exploited to secure multiple information, which results
in significant enhancement of the security strength. The encryption and decryption pro-
cesses keep the user-specificity and perform better in reducing space for key storage and
transmission. The research contribution is to facilitate a simplified optical implementation.
Simulation results show the validity and effectiveness of the proposed scheme.

Index Terms: Imaging systems, security and encryption, image analysis.

1. Introduction
The rapid proliferation of optical information processing systems provides several degrees of
freedom for securing data, information, or images that can be processed because of advantages
such as two dimensional (2D) imaging capabilities, high speed, and the parallelisms [1], [2]. To
secure image, double random phase encoding (DRPE) scheme based on the 4-f system was
first proposed in the concept of optical encryption by Refregier and Javidi [3]. Subsequently,
various extended encryption techniques based on optical transform have been proposed [2]–[6].
Unnikrishnan et al. [4] introduced an approach to implement optical encryption based on fractional
Fourier domain. Situ et al. [5] proposed an image encoding method by using the Fresnel transform.
In these schemes, some parameters (such as fractional order in FrFT, distance, angle, etc.) can be
considered as additional security keys.

In the reported systems, the random phase mask (RPM) keys used for encryption and decryption
are located at the input and the Fourier plane [3], [7]–[9]. Moreover, optical cryptosystems can be
classified into the symmetric and asymmetric types based on the key’s involvement [3], [10]. In the
optical domain, the phase-truncated Fourier transform scheme has been introduced to solve the
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issue of key distribution [10]. However, the reported optical techniques have also been detected
susceptible to attacks such as known-plaintext attack and ciphertext-only attack, when the RPMs
are employed as an encryption key [7]–[9], [11], [12]. Recently, it has been illustrated [13]–[16] that
optical authentication can be further used into optical encryption systems to increase security.

With advances in computer technology and data acquisition devices, various encryption tech-
niques for multiple image, three-dimensional(3D) object and multimedia content are becoming
more attractive due to its potential features for recording, storage, and transmission over com-
munication channels [17]–[30]. Especially, optical multiple-image encryption has received a con-
siderable amount of attention by researchers due to its high efficiency of data transmission, in
which several images can be encoded into one image. In this aspect, many digital or optical
multiplexing approaches have been proposed for multiple-image encryption [17]–[30], which also
helps to enhance system capacity. Situ et al. proposed the concept of multiple image encryption by
using wavelength multiplexing [24] and position multiplexing [27]. Deng et al. reported multiple
image security schemes based on phase retrieval and intermodulation in the Fourier domain
[26]. In this scheme, images are encoded and then multiplexed into a single-phase data without
involving cross-talk and loss of information [23], [25]–[29]. Kong et al. proposed a multi-image
encryption scheme based on the interference of a computer-generated hologram. In this scheme,
multi-user authentication is implemented by assigning different keys to different users [30]. It has
been pointed out that large numbers of keys or parameters are required in securing multiple
images, multispectral, and 3D images, which increases key storage space and complexity of
the system. Also, the research concern is to involve a user signature in order to access the
information. On the other hand, optical encryption systems combined with biometric technology
or other technologies have become a research focus of many researchers [31]–[42]. In the modern
world, biometrics techniques have been widely deployed in public and private sectors because
biometrics characteristics are unique and permanent throughout the life of a human being [32], [36],
[38]–[42]. From a security and authentication perspective, the use of a new biometric identity is a
challenging task with keeping factors such as biometric availability, user acceptability, performance,
and circumvention. In the system, the biometric data are utilized for encoding information with the
application of transforms or mathematical functions [43]–[55]. In comparison to other biometrics
such as fingerprint, voice, iris, and face, finger knuckle print (FKP) has been found as an innovative
trait when the finger is bent on a small degree that forms a unique skin pattern full of textural
features [43]–[47]. Moreover, the knuckle patterns are formed behind the finger dorsal surface
so it does not leave any print or impression on the device due to contact-less. Over the last few
years, interest in algorithms and concepts to investigate the utility of FKP characteristics is growing
rapidly. From a more recent research perspective, Kumar et al. proposed a smartphone-based on
the Android operating system that supports unlocking using the FKP signature [47]. Therefore, the
aim of the paper is to generate multiple keys from the single FKP image and used it to secure
multiple information.

In this work, we present a novel bio-chaotic key generation scheme for securing information.
The contribution of this idea is to extract initial seed parameters for chaotic function by using the
FKP image based on wavelet analysis that constructs an encryption key named bio-chaotic key. In
the process of key generation, the FKP data adds an additional layer of personal authentication,
while the combination of wavelet and chaotic analyses inherently provides more complex features
and randomness. Moreover, the feasibility of multiple keys generation from the single FKP image
is exploited to secure multiple information. This work is the first attempt to develop an optical
encryption system in which encryption keys obtained from the FKP image are involved. The
significant advantages of the system ensure the user’s specificity, who is authorized for sending
and receiving the data. The research implemented by simulation presented its effectiveness in
achieving higher security performance, and also has its simplified implementation over existing
methods. The rest of this paper is organized as follows. Section 2 discusses the working principles
of the proposed scheme, which include the details of the bio-chaotic key generation process, and
the encryption and decryption processes. Section 3 presents the simulation results of the proposed
scheme. In section 4, concluding remarks are discussed.
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Fig. 1. Proposed system description; WT: wavelet transform, CLM: chaotic logistic map.

Fig. 2. Schematic description of the bio-chaotic key generation process.

2. Proposed System
To provide a higher level of security, biometrics is one of the most advanced techniques used.
Since biometric traits are unique merit and are always associated with the person, which can be
used as a key. The use of the FKP trait for the security system offers several useful features
such as flexibility and versatile in terms of non-contact, high reliability, and accuracy in processing
steps [39]–[43]. Figure 1 shows a diagram of the proposed system for securing multiple images
by using the bio-chaotic keys. In this system, the wavelet analysis is performed to decompose the
FKP data into several frequency sub-bands, which are utilized to create the system parameters
of the chaotic function. These system parameters help in generating a bio-chaotic phase mask
for encryption and decryption purposes. These parameters can be explored as private keys. The
key generation procedure enables the significant ability to generate multiple bio-chaotic keys from
the FKP image. Moreover, the attractiveness of the wavelet analysis offers low computational cost
while the chaotic analyses inherently provide more complex features. It is important to note that the
type of wavelet, as well as chaotic function, must be known to the system designer at the sender
and receiver stages. This scheme can be realized using the following processes: (1) Bio-chaotic
key generation (2) Encryption and (3) Decryption.

2.1 Bio-Chaotic Key Generation

Figure 2 shows the process of the bio-chaotic key generation, which relies on the wavelet transform
and chaotic approach. Initially, the feature extraction processing steps are performed to extract a
specific region of the FKP, as reported in the published work [44], [45].
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Fig. 3. Subbands; LPF: low pass filters, HPF: high pass filters, l: decomposition level.

2.1.1. Wavelet Analysis: In this part, WT is one of the most used techniques to decompose
image into several frequency subbands at different levels of resolution [48]–[51]. This structure is
realized by using filter banks, [low pass filters h(x), and high pass filters g(x)] and sub-sampling
operation by a factor of (↓ 2) as

Alow(u) =
∑

n

h(x − 2α)F KP(x ). (1)

Dhigh(u) =
∑

n

g(x − 2α)F KP(x ). (2)

where Alow(u), and Dhigh(u)show the coefficient of the low-frequency subbands and high-frequency
subbands, respectively. The selection of the wavelet and the number of decomposition levels are
crucial factors. The implementation of the one level decomposition of the FKP image through filter
banks is shown in Fig. 3.

From the wavelet-based analysis, high pass frequency subbands are obtained by a combining
operation of low pass and high pass filtering in three directions such as horizontal (Hl ) , vertical
(Vl ) , and diagonal (Dl ) details as given

W T (F KP) = [ Ll , Hl , Vl , Dl ]
= [subbandsl ].

(3)

The high pass subbands provide valuable information in spatial/and frequency, are normalized,
which significantly helps subband coding [48]–[51]. The way to estimate the importance of the
feature contained in each subband is appropriate to calculate the statistical data. Several statistics
parameters such as mean, standard deviation, variance, entropy, and energy have been success-
fully applied by many researchers to texture classification purposes [51]. In our work, the standard
deviation coefficient for each high-frequency subband is found most efficient that can be calculated
as

Standarddeviat ion(SD) =
√√√√ 1

N

(
N∑

i=1

[Subbandsl − mean]2
)
. (4)
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Fig. 4. Flow diagram of multiple image encryption process.

Where N is the size of the subband. Since each subband carries useful and distinct features, it is
possible to create different statistical data from (4). As results, the steps state to yield the statistical
significance as

(Subbandsl )SD = (Hl
SD,Vl

SD,Dl
SD ). (5)

It is interesting to note from (5) that the statistical data belong in the range ∈ [0,1], which could be
utilized as initial conditions independently to the chaotic approach for random sequence generation.
Hence, analysis of the chaotic process is of great importance.

2.1.2. Chaotic Approach: The chaotic system possesses unique properties such as keen sensi-
tivity to the initial values, ergodicity, randomness, and non-periodicity that are become more attrac-
tive to the field of chaotic cryptography [52]–[55]. Recently, many cryptographic ways to generate
the initial conditions for the chaotic systems are focused. Han et al. proposed a new method for the
initial values of the chaotic function generation using the fingerprint image encryption method via
the multi-scroll chaotic attractors [54]. To perform analysis, the chaotic logistic map (CLM) function
is described by using the following equation.

Xk+1 = r.Xk (1 − Xk ). (6)

Where r is the control parameter and Xk is an initial condition or value. It has been confirmed
from the chaos theory that if parameters r�[3.564996, 4], and Xk ∈ [0,1] are in this region, then the
system generates the dynamical outputs in entirely random and chaotic states. In this study, the
CLM function as given in Eq.(6) is utilized the initial values (Xk ) obtained from the FKP image while
the control parameter (r) is kept the same.

CSl = CLM(Subbandsl
SD ). (7)

Equation (7) represents the obtained chaotic sequence (CS), which possesses the features in
terms of random distribution and sensitivity to the initial value that depicts a complete pseudoran-
dom sequence [52], [53]. Finally, the CS values are encoded in the phase domain that can be
expressed as

BCl = exp(2.π.i.CSl ). (8)

The phase mask constructed by a chaotic sequence of the deterministic nonlinear system
is coined as the bio-chaotic (BCl ) phase keys and its results are presented in Section 3.1. To
explore the utility of the bio-chaotic keys, a new framework of multiple image encryption scheme is
presented.

2.2 Encryption

Figure 4 shows the flowchart of the proposed multiple image encryption scheme using bio-chaotic
keys based on the phase retrieval algorithm. In this study, [Im(x, y ) (m = 1,2 . . . ,M )]present the ‘m’
input images to be encrypted, where M shows the total number. In the process, each image is
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initially encoded into its respective phase function by performing the kth iteration number, which is
combined with the bio-chaotic keys and then showed phase multiplexing.

The details of the process can be expressed as follows:
Step 1: Fourier transformed (FT) of the image can be written as

Gk (u, v) = F T [I(x, y ).RPM(x, y )]

= ∣∣P(u, v)
∣∣ .exp[iψk (u, v)]. (9)

Here, (x, y) and (u, v) denote features in the spatial and Fourier domain, respectively.
Step 2: In this step, the amplitude in the Fourier domain is changed to unity while kept its phase

unchanged.

G′
k (u, v) = 1.exp[iψk (u, v)]. (10)

Step 3: Now, the inverse Fourier transform (IFT) is performed as

I′k (x, y ) = IF T [G′
k (u, v)] = I′′(x, y ) · exp[iψ ′

k (x, y )]. (11)

Step 4: Now, the recovered amplitude I′′(x, y )of the input image is replaced with amplitude I(x, y ).

I′k (x, y ) = I(x, y ) · exp[iψ ′
k (x, y )]. (12)

The iteration process is stopped when convergence between the recovered image and the
original image is completed [35]–[37], [41]. The above steps are used to encode each image
into its phase-only function, respectively. It is important to note that the inverse FTs of the phase
functions retrieve the corresponding input images. In our approach, to enhance the non-linearity
of the encryption process, the obtained phase functions are combined with the bio-chaotic keys
[BCl (l = 1, . . . .,m)].

exp(iθm ) = exp(iψm ) × BCl . (13)

As mentioned in (13), the involvement of the bio-chaotic keys is not only used to increases more
complexity and nonlinearity into the process but also adds a security layer. In these processing
steps, different bio chaotic keys [BCl (l = 1, . . . .,m)] are multiplied to m phase function, respectively.
Also, the multiplexing process to produce combined phase data as described in the paper [20]–[24]
is further used. This can be written as

Ph(u, v) = exp(iφ(u, v)) = exp

[
i

M∑
k=1

θk (u, v)

]
. (14)

Using the single-phase data as reported in the papers [24]–[30]], the individual keys are produced
as

Um(u, v) =
M∑

k �=m

Phk (u, v), (m, k ) ∈ [1,M] (15)

From (14), the resultant phase (φ(u, v)) can be further distributed into two parts. Among them,
one part contains only absolute information (abs), i.e., amplitude, and the other part has its
sign distribution. Most importantly, the sign distributions of the resultant phase are indispensable
towards the retrieval of the data Ph(u, v) which are encoded by using the identity as given

BW =
{

1, i f φ(u, v) ≥ 1
0, i f φ(u, v) < 0

. (16)

Using (16), the obtained matrix is served as a binary (BW) key. If the BW key is missing, it will
make the process hard to decrypt the process. As discussed above, the intensity or amplitude
distributions of the phase are utilized to produce the ciphertext as

C = abs(φ(u, v)). (17)
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Fig. 5. Flow diagram of the decryption process.

The real distribution obtained using (17) is called the ciphertext, which is more convenient for
recording and transmission. The proposed scheme generates the individual keys and BW keys as
given in (15) and (16) for decrypting the information.

2.3 Decryption

Figure 5 shows the flow diagram of multiple image decryption. In the decryption process, the person
who goes for decrypting the information should provide the FKP data for the bio-chaotic keys
generation that further allow the process to retrieve the original images. Therefore, this approach
can be utilized to verify the user specificity for decrypting the information.

In the first step of decryption, ciphertext (C) is utilized to combine with the binary key (BW) to
retrieve the multiplexed phase data (Ph(u, v)) and is expressed as

φ(u, v) = C × BW. (18)

Ph(u, v) = exp(iφ(u, v)). (19)

Thereafter, the individual keys (Um) as mentioned in (15) are multiplied with the Ph(u, v) to
demultiplexed phase data for all images as

Im
′ = Ph(u, v) × U ∗

m(u, v). (20)

In the final step, the involvement of the corresponding bio-chaotic keys to decrypt images are
necessarily required, and then the IFT operation is carried out.

Im = IF T (I′m × BC∗
l ). (21)

The ‘∗’ indicates a complex conjugate operation. The modulus of the ‘Im’ yields the decrypted
image. In the proposed scheme, encryption and decryption processes can be experimentally
realized by using one set of optoelectronic devices such as lens, SLM (Spatial light modulator),
CCD (Charge-coupled device), and a personal computer (PC).

Fig. 6 shows the proposed experimental setup for decrypting the information. First, the ciphertext
combined with the binary key to retrieve single-phase data digitally that is displayed by the SLM,
and then multiplied with individual decryption keys, and the BC keys, respectively. The obtained
data are illuminated through laser light to perform an optical Fourier transform. In the last, the
resultant input information in the form of the intensity is recorded by the CCD.

3. Result and Analysis
In this section, several simulation experiments to test the feasibility of the proposed system have
been carried out on a Matlab platform. All numerical experiments are conducted on an Intel Core
i3-7100 CPU with 3.90 GHz and 8 GB of RAM. In our tests, we first present the results of the
encryption algorithm.
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Fig. 6. Simplified experimental setup for decryption: SF: spatial filtering, SLM: Spatial light modulator,
f: focal length of the lens (L), CCD: Charge-coupled device, PC: personal computer.

Fig. 7. (a) FKP image (384 × 288 pixels) (b) Extracted FKP (110 × 220 pixels).

3.1 Bio-Chaotic Key Generation Results

For the demonstration point of view, Figs. 7(a)–7(b) show the original FKP image (384 × 288 pixels)
and the extracted FKP region (110 × 220 pixels) by using the feature extraction steps as discussed
in references [44], [45], which is further involved into the wavelet analysis.

To select the wavelet family, tests are carried out with different types of wavelet that gives
maximum usability to the process. Based on results, the wavelet “Symlet 4” is utilized to decompose
till the third decomposition level, as shown in Fig. 8. The high pass subbands are encoded to yield
statistics significance, as described in Section 2, which are given below:⎧⎪⎨

⎪⎩
(H1 )st d = 0.1405, (V1 )st d = 0.1640, (D1 )st d = 0.0716,

(H2 )st d = 0.1858, (V2 )st d = 0.2547, (D2 )st d = 0.1963

(H3 )st d = 0.4035, (V3 )st d = 0.2311, (D3 )st d = 0.2034

⎫⎪⎬
⎪⎭ ∈ [0,1]. (22)

It is evident from (22) that the obtained parameters lie in the range ∈ [0,1]. For the bio-chaotic
keys, the setting of the LCM parameters are independently given as BC1∈ 0.1405, BC2 ∈ 0.1640,
BC3 ∈ 0.0716, BC4 ∈ 0.1858, BC5 ∈ 0.2547, BC6 ∈ 0.1963, BC7 ∈ 0.4035, BC8 ∈ 0.2311, and BC9

∈ 0.2034 while the control parameter (r = 3.78) are kept the same. The generated bio-chaotic keys
with size (256 × 256 pixels) are shown in Fig. 9.

3.2 Encrypted Data

Based on the bio-chaotic keys generated in Fig. 9, grayscale images with varying patterns of
size (256 × 256 pixels) are used as shown in Figs. 10(a)–10(i), respectively. First, each image is
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Fig. 8. FKP decomposition structure.

Fig. 9. Generated bio-chaotic keys at parameters; r = 3.76 (a) BC1 ∈ 0.1405 (b) BC2 ∈ 0.1640 (c) BC3

∈0.0716 (d) BC4 ∈ 0.1858 (e) BC5 ∈ 0.2547 (f) BC6 ∈ 0.1963 (g) BC7 ∈ 0.4035 (h) BC8 ∈ 0.2311
(i) BC9 ∈ 0.2034.
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Fig. 10. Multiple images.

Fig. 11 (a) Multiplexed phase data (Ph(u, v)) (b) Ciphertext (E).

encoded into the phase-only domain using the iterative algorithm at 200 number iterations, which
are combined with different bio-chaotic keys. Using the multiplexing process by (14), the multiplexed
phase data (Ph(u, v)) obtained is shown in Fig. 11(a). The decryption keys are received during the
encryption process by (15) and (16). The final ciphertext (E) produced using the proposed scheme
is shown in Fig. 11(b).
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Fig. 12. Decryption results using all correct keys.

3.3 Decryption Results

In the decryption process, the correct decryption results, as shown in Figs. 12(a)–12(i), are obtained
by using the BW key, individual keys, and the BC keys in the right order. To check the quality of
the decrypted images, the mean-square error (MSE) values between Figs. 12(a)–12(i) and the
corresponding input images (see Figs. 10(a)–10(i)) are found to be 7.3035 × 10−4, 3.8676 × 10−4,
2.1502 × 10−4, 6.0784 × 10−4, 4.7283 × 10−4, 1.3237 × 10−4, 1.6510 × 10−4, 1.2929 × 10−4,
and 3.9226 × 10−4, respectively, while the correlation coefficient (CC) values are all greater than
0.99, which show exactly the same retrieval of the input images.

Furthermore, to check the robustness, the decryption processes are performed to retrieve
the information against unauthorized attempts using incorrect bio-chaotic keys combinations,
while the BW and individual keys are correctly used. Fig. 13(a) shows the decrypted image without
using the bio-chaotic key. Fig. 13(b) shows the decoded result when the bio-chaotic keys are put
in the wrong position. Fig. 13(c) shows the decrypted information after using any arbitrary RPM in
place of the bio-chaotic key. The results in Fig. 13 shows corresponding to Fig. 10(a), while similar
results are obtained to remaining all images (Figs. 10(b)–10(i)), respectively.

In the following decryption experiment, the sensitivity of the bio-chaotic key is checked when
the initial parameters are slightly varied (�BC = 10−15). It can be observed from Fig. 14 that the
recovered image is unrecognizable and bears no resemblance to the original image. Figs. 14(a)–
14(c) show the results corresponding to Figs. 10(a)–10(c), respectively, while similar behavior is
observed to remaining images (Figs. 10(d)–10(i)), respectively.
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Fig. 13. Decryption results using: (a) No bio-chaotic key (b) bio-chaotic key in wrong positions
(c) Different RPM key in place of the original bio-chaotic key.

Fig. 14. (a–c) Decrypted results when the parameters slight changes (r = 3.76, �BC = 10−15).

Moreover, the sensitivity of the proposed scheme is also evaluated with the MSE and CC curves
with respect to the variation of the key parameter. From this point, the relationship between correct
bio-chaotic keys (used during encryption) and incorrect bio-chaotic keys (used during decryption)
is given by

BC′
l = BCl +�BC. (23)

where,BCl
′ and BCl as modified bio-chaotic keys and correct bio-chaotic keys, respectively. The

deviation (�BC) value is of the order of 10−15 for initial conditions while the control parameter is
kept the same. The obtained MSE and CC values are plotted to the variation of deviation (�BC) in
keys (BC1–BC3) for decrypted images as shown in Figs. 15(a)–15(c), respectively. Fig. 15 shows
that deviation (10−15) in any of the bio-chaotic keys results in high MSE (low CC) value between
the original image and the decrypted image. Thus, the graph presents the high sensitivity of the
proposed scheme.

In addition, to check the robustness against noise and occlusion contaminations during the
storage or transmission process, the proposed scheme is further analyzed. Figs. 16(a)–16(b) show
the retrieved image when the ciphertext is affected by the different intensity of noise. Figs. 17(a)–
17(b) show the recovered images when we occlude 12.5% and 43.75% of the encrypted image
pixels, respectively. It can be observed that the decrypted image remains recognizable against
contaminations of the noise and occlusion. Fig. (16) and Fig. (17) show the results correspond-
ing to Fig. 10(a), while similar results are obtained to remaining all images (Figs. 10(b)–10(i)),
respectively.
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Fig. 15. (a–c) MSE and CC plots to illustrate key sensitivity for deviation in correct key (BC1–BC3),
respectively.

Fig. 16. Results of noise attacks. (a) Salt &Paper (0.5var) (b) Gaussian (0.5 var).

3.4 Security Analysis

In the proposed scheme, the input images are converted into its phase-only function by discarding
its amplitude part by using the phase retrieval scheme. Furthermore, the obtained phase data is
combined with the different bio-chaotic phase keys. These keys are generated using the acquired
initial conditions of the chaotic function from the FKP image-based on wavelet analysis. According
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Fig. 17. Results of occlusion attacks. (a) When 12.5% pixels of Fig. 11(b) are occluded and the
recovered image (b)When 43.75% pixels of Fig. 11(b) are occluded and the recovered image.

to the results depicts in Fig. (14) and Fig. (15), if we involve a slight change in the key’s parameter,
then it causes to generate ultimately differently BC features, which have a significant impact on the
encryption approach. The process enhances non-linearity, complexity, and mixing of the encryption
process that comes from the nonlinear operations carried in the Fourier domain. Moreover, the
decomposing of the multiplexed phase data in terms of the binary key and the ciphertext make
it more difficult for an attacker to hack the correct keys. Hence, the proposed scheme can resist
existing attacks.

To check the robustness of the proposed scheme, the known-plaintext attack (KPA) has been
tested. In this attack, an attacker is supposed to know resources such as input images, binary
key, and the ciphertext which are utilized to retrieve the phase keys in between the input and
Fourier planes with the help of the phase retrieval algorithm. During the decryption process, the
retrieved phase keys, as well as the correct bio-chaotic key, are applied to the known ciphertext
to recover the input information. The recovered information as shown in Fig. 18 depicts the
results corresponding to Fig. 10(a), while similar results are obtained to remaining all images
(Figs. 10(b)–10(i)), respectively. Hence, the proposed scheme proves high robustness against the
iterative attacks.

3.5 Comparative Analysis

In comparison to the related work [3], [10], [18]–[30], the usage of several RPMs to secure
information increases the complexity of the encryption process since the knowledge of each RPM
is required at the decryption stage. Our scheme has the key advantage over RPMs based scheme
that the number of keys by using single FKP data can be obtained. This approach is not only
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Fig. 18. (a) Input image (b) Encrypted (c) Retrieved phase key (d) KPA result.

offering in reducing the space for key storage and transmission but also provides an additional layer
of security to the system. The computer simulation results demonstrate effectiveness in achieving
higher accuracy, robustness, and security against KPA attack as well as the ability to resist noise
attack and occlusion attack. In addition, its simple optical/digital implementation process offers
low computational complexities and need less feature storage, which makes it more attractive,
convenient, and versatile.

4. Conclusion
In this paper, a novel scheme is proposed to secure multiple information by using the bio-chaotic
keys. In this work, our main contribution is related to the bio-chaotic key, in which the system param-
eters (i.e., initial conditions) of the chaotic function are created from the FKP image-based wavelet
analysis. The process has the ability to generate multiple bio-chaotic keys from the single FKP
image, which makes it more effective in reducing space for key storage space and transmission.
Also, the bio-chaotic keys are further involved in securing multiple images, which ensures the user’s
specificity in the encryption and decryption process, who is authorized for sending and receiving
the data. Numerical results of the proposed system are presented to achieve higher security,
complexity, and robustness against existing attacks. Consequently, the proposed method offers
a highly simplified and more convenient optical implementation in comparison with the previously
reported techniques. The simulation result demonstrates the effectiveness and efficiency of the
proposal, as well as encouraging further research development of more advanced and secure
multimedia related application scenarios.
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