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Abstract: To protect image information security, we propose an encryption algorithm based
on chaotic sequences and bits’ cross-diffusion. First, two chaotic sequences are generated
by two-dimensional logic-sine coupling mapping, and the original image is scrambled with
the two sequences. Secondly, the scrambled image is transformed into a one-dimensional
sequence, and the low-order bits between every two pixels are fused to change the detailed
information of the image, improved the ability to resist differential attacks. Finally, chaotic
sequences are generated by iterative logical mapping to perform pixel replacement and
ciphertext diffusion. The known plaintext attack can be effectively resisted because of the
stochastic combination of diffusion scheme and chaotic sequence. It also has a significant
effect on resisting differential attack. Take Lena image as an example, NPCR and UACI can
reach 99.6063% and 33.4477%, respectively, which are very close to the ideal value. The
encryption scheme has good key sensitivity and strong ability to resist statistical attacks,
which shows that the algorithm has adequate security.

Index Terms: Chaotic mapping, cross-diffusion of bits, image encryption.

1. Introduction

It is well known that an effective encryption strategy can better protect the image information. With
the continuous development of society, especially in the 5G era, digital images have been widely
used in people’s social life. Improving the security of digital images in the transmission process has
become one of the important topics in computer science. Due to the large amount of information
carried by the image and the high correlation between adjacent pixels, the traditional encryption
algorithm can no longer meet the rapidly developing image encryption requirements and encryption
data with this characteristic will lead to inefficiency.

It is a good choice to encrypt images by a chaotic system because the chaotic system has
high randomness, good ergodicity and sensitivity of initial values, which correspond to avalanche,
diffusivity and confusability of cryptography [1]. Therefore, the chaotic system has been widely
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used in image encryption algorithms [2]-[6]. Previous chaotic encryption technologies were mostly
based on low-dimensional discrete chaotic maps [7]-[10]. Due to the limitation of finite calculation
precision, low-dimensional chaotic systems have weaknesses of a small period and few periodic
orbits, leading to low security of cryptographic techniques. As hyperchaotic systems have more
than two Lyapunov indexes, large key space, and more complex and unpredictable nonlinear
behavior, they have great application potential in image encryption, which has aroused great
research interest scholars. Enayatifar [11] combined two one-dimensional chaotic mappings into
a two-dimensional chaotic mapping for the image encryption. Hua et al. [12] proposed a two-
dimensional chaotic sequence generation model combining sine mapping and logistic mapping
in 2015, and the model uses sine mapping and parameters to adjust the output of logistic mapping,
thereby enhancing the nonlinearity of the two-dimensional chaotic sequence and randomness. This
method improves the encryption system’s security, but the encryption algorithm cannot effectively
resist the differential attack. The image encryption method only using the chaotic system also
has many shortcomings, such as chaotic degradation and low defense ability. Therefore, the
combination of chaotic systems and other techniques has become a research hotspot at present.
The scrambling operation can not only change the pixel value but also break the correlation
with the original pixel value, making the image encryption more secure [13]-[16]. Many bit-based
encryption methods have been proposed to reduce the correlation between adjacent pixels [17],
[18]. However, these encryption techniques have some limitations. For example, the replacement
phase is repetitive [19] and has a high time complexity [20], [21]. Li [22] proposed a robust
encryption scheme with an aperiodic chaotic map and random cyclic displacement to solve this
problem. First, the original image was scrambled using the aperiodic generalized Arnold transform.
Then, for the scrambled image, by changing the pixel value at the specific level and performing
a circular bit shift randomly for each pixel, the algorithm’s encryption speed is improved, but
the algorithm is simple and unsafe. Chai [23] proposed an image encryption algorithm based
on Brownian motion, the bit pixels in each bit plane are used as Brownian motion particles to
scramble the 8-bit planes of ordinary images, and further improved the security of the algorithm
by combining with one-dimensional chaotic system. Still, the encryption process takes a long
time.

In addition to the above encryption algorithms, some image encryption technologies are based
on the combination of DNA coding technology and chaotic system [24], [25]. However, the chaotic
system and DNA encryption scheme have some problems, such as small space and cannot resist
differential attacks. Yang [26] applied a new Lorenz chaotic system to encryption, this algorithm
has a large key space and can effectively resist brute force attack, but it increases encryption time.
Tu [27] proposed through DNA coding technology to encrypt the color image. The spatial structure
is relatively complex, but the input parameters are few. Liu [28] proposed an encryption scheme
combining dynamic S-box and chaotic system. Different from the traditional DNA-based diffusion
method, the dynamic S-box generated by the DNA sequence is used to diffuse the pixel value of
the image. These research methods have achieved good encryption effect, but there are still some
shortcomings. Because of the limited variety of DNA coding rules and DNA coding operations,
these schemes fail to make full use of these limited rules, which weakens the significance of using
DNA coding to some extent.

To solve these problems, this paper proposes an algorithm to encrypt images by two chaotic
systems; thereby, there are more key parameters, increasing the key space and better resist brute
force attacks. The pixel scrambling method using two chaotic mapping matrices can effectively
break the correlation between the image’s adjacent pixels. Fusing the pixel’s low-bit information
to change the details of the image can better resist differential attacks. Finally, ciphertext diffusion
effectively improves the security of the encryption algorithm.

We organize the rest of this paper as follows. Section 2 introduces the Two-Dimensional
Logistic-Sine Coupling Mapping. Section 3 introduces the encryption process. Section 4 analyzes
the security of the encryption algorithm proposed in this paper and Section 5 concludes this

paper.
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2. Theoretical Basis

The classical logistic mapping is a one-dimensional discrete time nonlinear mapping, which has
the following three characteristics: (1) Extremely dependent on initial conditions, (2) aperiodic, (3)
strange attractor. Its expression is:

Xnp1 = X (1= Xn), (1)

where x € [0, 1], n € [3.57, 4], when u > 3.57, the system is in a chaotic state.
The expression of sine mapping is:

Xni1 = Bsinmx, (2)

where g is a control parameter and 8 < [0, 1].

Logistic mapping and sine mapping have some disadvantages, such as simple behavior and
weak chaotic interval, which may negatively influence some applications based on chaos. When
logistic mapping and sine mapping are coupled, a new chaotic map is obtained, which has a rather
complex chaos behavior, namely, Two-Dimensional Logistic-Sine Coupling Mapping (2D-LSCM),
which is defined as:

{xn+1 = sin(m (46x, (1 — X)) + (1 — ) sin (7 y,)) 3)

Yot = Sin( (40y, (1 — ya) + (1 — 0) Sin (T Xn41))

where 6 is a control parameter and 6 < [0, 1]. As can be seen from the definition, the logical and sine
mappings are coupled, and then perform a sine transformation based on the coupling, expanding
the dimension from one dimension to two dimensions. Based on this method, the complexity of
logistic mapping and sine mapping can be improved to obtain complex chaotic behavior.

3. Encryption Scheme

Given an M x N original image matrix P, the encryption algorithm is mainly composed of scrambling
process, pixel replacement, cross-diffusion of bits and diffusion process.

3.1 Key Generation

To increase the algorithm’s security and make the key correlate with the original image, we generate
the chaotic system’s initial parameters according to the original image’s hash value. SHA-256, the
name comes from the abbreviation of Secure Hash Algorithm 2, which is a standard for hash
function algorithm. Sha-256 generates a 256-bit hash value for any length of a message, and the
resulting hash is called a message digest. Original image matrix P input SHA-256 algorithm, get
256-bit hash value H. The hash value H is divided into 32 binary sequences, get ki, k2, ..., Ksa.
The parameter u of logistic chaotic map was set as 4, 2D-LSCM initial parameters xg, yo, 6¢ and
the initial parameters z, of the logistic chaotic map are calculated by Eq. (4) and Eq. (5)

Q=k CkoDksD ks D ks D ks D k7 D ks

Qo = ko @ k1o @ ki1 @ k12 ® k13 @ k14 @ ki5 @ kie
Qs = K17 @ kig @ K19 ® koo @ ko1 @ koo @ ko3 @ Koy °
Qs = kos @ kos ® ko7 ® kog @ kog @ kao @ ka1 ® kao

(4)

Xo = 21_6 mod (Qy + Q4, 256) + X;
Yo = 355 mod (Qz + Qu, 256) + y{)
6 = 556 mod (Qs + Q4, 256) + 96 ’
2y =73 (X +Yo+06)+2

3.2 Pixel Scrambling

Adjacent pixels of an image may have a high correlation and data redundancy, and scrambling
can remove these high correlations. Two chaotic mapping matrixes are used to generate index
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Fig. 1. Builds the index matrix.

matrixes to scramble the image matrix P, and adjacent pixels can be randomly replaced to different
positions. The scrambling process is described as follows:

Generate chaotic sequence: Give the initial parameters of the 2D-LSCM mapping, which are
iterated 1000 times to eliminate the transient effect. Continue to iterate M x N times to produce the
sequence U= {uy, Uo, ..., uyxn} and V= {v1, vo, ..., vuxn}, Process the data according to the Eq.
(6) and Eq. (7) to obtain the sequence U’ and V’, ensure that the obtained data are within a given
range.

u; = floor (mod (2% x u;, 256)), (6)
v = floor (mod (2% x v;, 256)), (7)

Build index matrix: Map the sequence U’and V’to M x Nmatrices Sand R, sort the elements
of each row of the matrices S and R in descending order. After the sorting is completed, return their
position index and generate as shown in Fig. 1 position index matrix S’ and matrix R’. The matrix
S’ and matrix R’ are respectively used as the row index matrix and column index matrix;

Pixel position swap: Step 1: Set row index m = 1; Step 2: Select the pixels in P
with positions {[S,, ;. Ry, 1], [Sp2: Rnols [Spa: Amsl-- [Spa: Rmall @and corresponding positions
{Im, 1], [m, 2][m, 3]...[m, N]} pixels are exchanged in sequence.

lterate Step 1 to Step 2 for m = 2~M, scrambling each row’s elements, in turn, obtain the
scrambled image matrix P”.

As shown in Fig. 2, we give a 5 x 5 size image matrix as an example to explain the scrambling
process. As shown in Fig. 3, through one scrambling operation, the original image’s information
cannot be recognized.

3.3 Cross-Diffusion of Bits

A digital image can be broken down into eight bit-planes; different bit planes represent different
image information. The high bit plane represents the image’s outline information. The low bit
plane represents the detailed information of the image, and the middle bit plane represents the
image background information. Processing of different bit planes is equivalent to the processing of
different information positions of the image. For example, for a gray image with an amplitude gray
value between [0, 255], each pixel can be expressed as an eight-bit number, and the bits at the
same position of all pixels are combined to form different bit planes. Different bit planes contain
different amounts of information [29], as shown in Table 1.

The information contained in the A1~A3 plane matrix accounts for about 2.64% of the total
matrix information, which includes the detailed information of the image. Change the bit value of
the image matrix A;~As plane makes the image blurry, which can hide the details of the image
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Fig. 2. The scrambled image matrix. (a) The original image matrix P. (b) The scrambled image matrix
P1. (c) The scrambled image matrix Ps. (d). The scrambled image matrix P3. (e) The scrambling image
matrix P4. (f)The scrambled image matrix Ps.

(d) (e) ®

Fig. 3. The original image and scrambled image. (a) The original Elaine image. (b) The original Lena
image. (c) The original Hill image. (d) The scrambled Elaine image. (e) The scrambled Lena image. (f)
The scrambled Hill image.

TABLE 1
Information on Each Bit Plane

Bit plane As A7 Ase As Ay A3 Az A1
Amount of information (%) 5020 25.10 12.55 6.28 3.14 1.57 0.78 0.39

more effectively, thereby improving the ability to resist differential attacks. For a pixel, its binary
form can be expressed as agaryagasasasa.a;, randomly select two pixels, and exchange the a;~as;
bits two-pixel values, which can effectively change the details of the two pixels. For two pixels a, b,
the exchange results are a’and b’, the cross-diffusion of bits rules between the two elements are
shown in Fig. 4 below.
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Fig. 4. Pixel fusion rule.
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Fig. 5. Bit arithmetic rules.

3.4 Pixel Replacement

The pixel’s value can be changed randomly by replacing the pixel so that the pixel value distribution
presents a random state. Transform image matrix P into a one-dimensional sequence Q = {q1, 92,
g3, ---,» 9(m x n)}, chaotic sequence B = {by, by, bs, ..., b « n)}. According to formula (8), the
sequence Q elements are replaced to obtain the sequence Q’.

q = floor (mod (1010 x b; + ;. 256)) ) (8)

3.5 Bit Diffusion

The image encryption algorithm can effectively disrupt the relationship between the original image
and the cipher image in the case of diffusion. The chaotic sequence C = {ci, ¢2, C3, ..., C(m x M)}
as the key stream for bit diffusion. Sequence C is converted into a binary sequence for the
convenience of diffusion to obtain the sequence C’. The conversion rules are as follows:

¢;= 1ifc;> 0.5
c;-z 0 else

: (9)

The diffusion scheme of the current pixel value is determined based on the sequence C’' and
the previous diffusion pixel value. Small changes in the original image can spread throughout the
encrypted image. The detailed diffusion process is as follows.

Transform the image matrix P into a one-dimensional sequence Q = {q1, @2, G3, ..., Qv x )},
and let the sequence after diffusion as E = {ey, €2, €3, ..., & «x m}, in order to make the
calculation reversible, let e, = g,. Set L; = ¢;"+ t, where j =2, 3, ..., M x N, t can take any

bit of the pixel value e(,_1), where the highest bit of the pixel e(;_,) is selected. For any pixel g;, its
bits are expressed as agarasasasasa-ai;
1) If L; = 0, the current pixel value g; remains unchanged;
2) If L; = 1, the operation rules are shown in Eq. (10), and the corresponding a; ~ag’ are
replaced by the corresponding a;~as of q;, respectively;

e (10)
a, =a; else
)
3) If L; =2, ¢;’is used to perform XOR operation with &, in g;. Each operation result replaces
the original bit and applies to the next bit XOR calculation, thus resulting a; ~ag’replaces the
corresponding a;~as in g;, and the detailed operation process is shown in Fig. 5.
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3.6
The

Image Pixel Image
matrix P; scrambling matrix P,
1 1
Sequence Row index Column index Sequence Image
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2D LSCM I
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i )l Logistic
parameters

Sequence C

Image
sequence 0>

Fig. 6. The encryption flowchart.

Encryption Step
encryption process of the image encryption algorithm is divided into two parts. The first part is

the pixel scrambling process: the chaotic sequence generated by the 2D-LSCM chaotic system is
used as the index matrix to scramble the pixel position; second, pixel transformation and diffusion.
After cross-diffusion of bits is carried out for each pixel of the original image, the remainder is
taken for pixel replacement. Finally, the logistic system will generate the key stream to encrypt
image diffusion. An encryption flowchart as shown in Fig. 6 is presented to explain the encryption
process.

Input: Original image P, initial parameters Xy, ¥,, 65, Z,-
Output: Cipher image Ps.

Transform the original image P into image matrix Py with the size of M x N:

1)

2)

Initial value generation: Input the image matrix P; into SHA-256 algorithm and output 256
bits hash value H, the chaotic initialization parameters xy, ¥y, 69 and z, were calculated
according to Eqg. (4) and Eq. (5);

Pixel scrambling: lterative 2D-LSCM chaotic mapping produces two chaotic sequences U
and V, and processes the data according to Eq. (6) and Eq. (7) to obtain the sequence U’
and V. Map the sequence U’ and V’into the matrices R and S of size M x N. Sort each row
of two matrices in descending order, and return its position index, and then generate the row
index matrix 8’ and column index matrix R’. Scrambling the image matrix P, according to the
method described in Section 3.2; obtaining the image matrix Pg;

Cross-diffusion of bits: According to the cross-diffusion of bits method described in Sec-
tion 3.3, the image matrix P, is transformed into a one-dimensional sequence Q = {q1, 2,
g3, ---, 9(m x n)}, and the a;~as of every two-pixel bits are exchanged, the image sequence
Q; is obtained. If the length of the one-dimensional sequence is odd, the last element is not
exchanged;

Pixel replacement: Through logistic system to generate a chaotic sequence of length 2 x M
x N, and intercept the first M x N elements of the sequence as chaotic sequence B = {by,
b, bs, ..., b « v} Cut off the last M x N element are used as chaotic sequence C = {c|,

Vol.
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(]

Fig. 7. The original images, cipher images and decrypted images. (a) The original Peppers image. (b)
The encrypted Peppers image. (c) The decrypted Peppers image. (d) The original Hill image. (e) The
encrypted Hill image. (f) The decrypted Hill image. (g) The original Boat image. (h) The encrypted Boat
image. (i) The decrypted Boat image.

G2, C3, ..., C(M x N)}, @ccording to formula (8), the chaotic sequence B is used to replace the
elements in the sequence @ to obtain the sequence Qz;

5) Bit diffusion: According to the encryption diffusion technology described in Section 3.5, the
Q, sequence is encrypted and diffused, and the diffused sequence is converted into a matrix
of size M x N to obtain an image matrix Ps, that is cipher images.

4. Experimental Results and Safety Analysis

To verify the algorithm’s security, a computer with Windows 10, 8.00 GB RAM configuration, Intel(R)
Core(TM) i7-4510 CPU @ 2.00GHz was used for experimental simulation of the python3.7 version.
In this paper, experiments were performed on pepper, Hill, Boat, and Face images with the size of
256 x 256. The system parameters xy’, yo’, 0o’, and z,” of Eq. (5) were all set to 0. The original
image, cipher image and decrypted image are shown in Fig. 7. Through intuitive observation, the
cipher image can no longer see the characteristics of the original image.

The following is the security analysis of key space, histogram analysis, correlation analysis,
histogram distribution, noise attack and clipping attack analysis.

4.1 Key Space

Brute force cracking attacks are the most common and simple method to crack cipher images; the
attacker can break the cipher image by trying each key. The larger the key space of the algorithm,
the stronger the ability to resist brute force attacks. This algorithm’s key includes xy, o, 60, 2o and
a 256-bit hash value generated by SHA-256, and the calculation accuracy of xy, yo, 09, and z; is
10-1°, SHA-256. The key space is 228, so the total key space is 3.4028 x 10%2. Therefore, the key
space of this algorithm is very large. With the existing computer technology, it is difficult to directly
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TABLE 2
Encryption Key Sensitivity

Metrics NPCR (%) UACI (%)

Xo+ 10710 99.6155 33.4800

o+ 10710 99.6460 33.3433

0o+ 10710 99.6216 33.4156

20+ 101 99.6124 33.4191
TABLE 3

Decrypted Key Sensitivity Analysis

Metrics NPCR (%) UACI (%)
xo +101 99.5819 33.4097
yo + 101 99.6124 33.3021
00+ 1071 99.6033 33.4552
2+ 101 99.6307 33.4273

find the key used by the encryption algorithm by brute force attack; thus, the algorithm in this paper
can resist exhaustive attacks.

4.2 Key Sensitivity Analysis

Key sensitivity means that the encrypted image generated by the encryption algorithm on the
same image with two slightly different encryption keys is also completely different. The key with
a slight difference from the decrypted key can also decrypt the same encrypted image will cause
failure. The image encryption algorithm’s key sensitivity is directly proportional to its ability to resist
brute force attacks. By fine-tuning the key and analyzing the key’s sensitivity, the image encryption
algorithm’s diffusion effect can be detected. Since an attacker may encrypt the original image with
a guessed part of the correct key, it is possible to reconstruct a part of the original image based
on careful analysis of the encrypted image. Usually, NPCR (pixel change rate) and UACI (pixel
average change intensity) are used to measure the key’s sensitivity. NPCR and UACI are shown in

Eqg. (11).

M N )
NPCR = ZzmiBi o 1009 (1)

M N P P
UACI = Z=rZpACIRUDL 4009,

If Py (i.)) #* Pg(,'.l'), D(i,i) = 1; otherwise, D(,"j) =1.The theoretically expected values of NPCR and
UACI are respectively 99.6094% and 33.4635%. Taking Lena as an example, as shown in Table 2,
when the parameters of the original key are increased by 10~'° respectively, the values of NPCR
and UACI between the cipher image P» encrypt by key change and the cipher image P encrypt by
the original key.

The sensitivity of the key is more obvious in the decrypted process. When the decryption key is
slightly changed, the decrypted image will be very different from the original image, either through
the comparison of corresponding pixel values or through the analysis of visual effects. Take the
Lena image as an example; each time only one of the parameter variables is increased by 10~1°,
respectively, the resulting decrypted image is shown in Fig. 8. Table 3 shows the various indicators
of the difference between the decrypted image and the original image when the decrypted key
changes slightly. It shows that the key sensitivity of the algorithm is sensitive and can effectively
protect the image information.

Vol. 13, No. 1, February 2021 3900215
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b ©

@) © ) ®

Fig. 8. The analysis of key sensitivity. (a) The original Lena image. (b) The decrypted Lena imaqe. (c)
The decrypted Lena image with x, + 10~19. (d) The decrypted Lena image with the y, + 101, (e)
The decrypted Lena image with the 6, + 10~10. (f) The decrypted Lena image with the z, + 10~1°.
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Fig. 9. The histogram of the original image and encrypted image. (a) The histogram of original Lena
image. (b) The histogram of original Boat image. (¢) The histogram of original Face image. (d) The
histogram of encrypted Lena image. (e) The histogram of encrypted Boat image. (f) The histogram of
encrypted Face image.

4.3 Histogram Analysis

The histogram represents the distribution of image features and shows the general regularity of
images. Fig. 9 shows the histograms of the original image and the cipher image of Lena, Boat, and
Face. Fig. 9(a), Fig. 9(c) and Fig. 9(e) show that in the original image, the pixel value distribution is
uneven. But Fig. 9(b), Fig. 9(d) and Fig. 9(f) show that the pixel value of the cipher image presents
a flat and uniform distribution characteristic.

In addition to cipher image visual analysis, the chi-square (2) test [30] was used to analyze the
difference between the original and cipher images. For grayscale images of size M x N, chi-square
(2) is defined as follows:

X2 _ 2255 (observed value—expected value)2
— Lu1=0 Expected value (1 2)
expected value = %l

If the significance level is 0.05 and the X,ZES, result of the test on the encrypted image is lower than
X2 ,5(255) = 293.25, then the histogram can be considered to be evenly distributed. As shown in
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TABLE 4
Chi-Square Test of the Histogram

Image Lena Boat Face
X305 293.25 293.25 293.25
x%q, 229.5313 273.4063 213
Decision Pass Pass Pass
TABLE 5

Correlation Analysis With The Existing Methods for LENA Image in Size 256 x 256

Original Ours Ref.[31] Ref[32] Ref[33] Ref[34]

Horizontal 0.9621 -0.0020 -0.0072 0.0617 -0.0061 0.0012
Vertical 0.9247 -0.0065 0.0062 -0.0033 0.0094 0.0021

Diagonal 0.9190 0.0087 0.0120 -0.0022 0.0081 0.0115

Table 4, the algorithm in this paper tested the generated encrypted images, and the results were
all lower than the theoretical value of 293.25. Therefore, the encryption algorithm proposed in this
paper has passed the x2, test.

4.4 Correlation Analysis

The correlation coefficient of adjacent pixels can reflect the degree of diffusion of image pixels. The
correlation between adjacent pixels of the original image is very high. To resist statistical attacks,
the correlation between adjacent pixels of the cipher image must be reduced. The correlation
calculation between pixels is shown in Eq. (13):

E()=% X/

D (x)=4 ZLN X — E (x))?

cov (x.y) =4 3 (6 —E(X)(¥i—E ) (13)
_ ooy

pr_ Dx\/ﬁy

where x and y represent pixel values, cov(x, y) represent the covariance, D(x) is the variance, E(x)
is the mean, and pyy is the correlation coefficient. 10000 pairs of pixels were randomly selected from
the original image and the encrypted image, and the correlation between the original image and
the encrypted image in the horizontal, vertical and diagonal directions was calculated, respectively.
The correlation coefficients in all directions are given in Table 5. This encryption scheme breaks the
correlation between adjacent pixels very well, and the encryption effect is some current encryption
algorithms.

4.5 Local Shannon Entropy

The local Shannon entropy (LSE) of the image can better represent the image’s randomness.
Some known weaknesses of the global Shannon entropy can be overcome [35]. For an image P,
randomly select k non-overlapping image blocks S;, Ss, ..., Sk with Tp pixels, the LSE can be
defined as:

Ao ()= 1) (14)
i=1
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TABLE 6
The LSE Scores of Different Cipher-Images

Test images Original image = Local information entropy
Lena (256x256) 7.4153 7.9023
Boat (256x256) 7.1572 7.9027
Hill (256%256) 7.4460 7.9019
Face (256x256) 7.4248 7.9035
TABLE 7

NPCR and UACI Analysis With the Existing Methods for LENA Image in Size 256 x 256

Arithmetic Ours Ref.[31] Ref.[32] Ref.[33] Ref.[34]
NPCR (%) 99.6063  99.5039  99.5063  99.4600  99.3011
UACI (%) 33.4477 31.6549 32.2367 37.6390  34.5755

TABLE 8
NPCR Randomness Test

Image NPCR (%) Theoretical NPCR critical value
Ngoor = 99.5341%  Ngo, = 99.5527  Ngos = 99.5693%
0.001-level 0.01-level 0.05-level
Lena 99.6063 pass pass pass
Boat 99.6096 pass pass pass
Face 99.6307 pass pass pass

where H(S;) is the Shannon entropy of image block S; and can be defined as:

H(S) = —Z P (1) log(P (1)) (15)

=1

where /is the total number of pixel values and P(/) is the probability of th values.

We tested the local information entropy of the encrypted Lena (256 x 256), Face (256 x 256),
Hill (256 x 256) and Boat (256 x 256) images. We set the parameters (k, Tz) = (30, 1936) and
significance « = 0.05, then the ideal LSE is 7.902469317 and an image is considered to pass the
test if the obtained LSE falls into the interval (7.901901305, 7.903037329). The test results are
shown in Table 6, the local information entropy of encrypted images almost all in the interval, this
means that the proposed algorithm can encrypt images into cipher-images with high randomness.

4.6. Differential Attack Analysis

The differential attack involves changing any bit of the original image’s pixel value and then
comparing the differences between the encrypted images produced by the slightly altered images.
NPCR and UACI are usually used to test the performance of image encryption algorithms against
differential attack. @~ is the inverse cumulative representative under the standard normal distribu-
tion density function. When the NPCR > NPCR],, stands for NPCR pass the test. When the value
of UACI is in the interval [UACI’~, UACI"], it means UACI passes the randomness test. The ideal
values of NPCR and UACI were 99.609375% and 33.463541%, respectively. Table 7 represents
the NPCR and UACI of lean images under different algorithms. NPCR and UACI randomness tests
are shown in Table 8 and Table 9. As can be seen from these tables, the NPCR and UACI of
the encrypted images generated by our proposed encryption algorithm are very close to the ideal
values. All the encrypted images have passed the critical tests of NPCR and UACI. So the algorithm
can resist differential attack effectively.
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TABLE 9
UACI Randomness Test

Image UACI (%) Theoretical UACI critical value
UACI§ 501 = 33.1594%  UACIg,, = 33.2255%  UACI;,s = 33.2824%
UACIgho: = 33.7677%  UACIgh, = 33.7016% UACIg4:33.6447%

0.001-level 0.01-level 0.05-level
Lena 33.4477 pass pass pass
Boat 33.5173 pass pass pass
Face 33.5562 pass pass pass

(b)

(d)

Fig. 10. Robustness against occlusion attack under low computing precision. (a) Encrypted image with
1/64 data loss. (b) Encrypted image with 1/16 data loss. (c) Encrypted image with 1/4 data loss. (d)
Decrypted image with 1/64 data loss. (e) Decrypted image with 1/16 data loss. (f) Decrypted image
with 1/4 data loss.

TABLE 10
The Performance Assessment Results of Robustness Against Occlusion Attack

Occlusion Horizontal Vertical Diagonal NPCR (%) UACI (%)

0 0.9639 0.9292 0.9116 0 0
1/64 0.9019 0.8972 0.8654 1.5900 0.4490
1/16 0.7449 0.7579 0.7159 6.3187 1.7756
1/4 0.4106 0.4053 0.3754 25.0992 7.1369

4.7 Robustness Against Occlusion Attack

Occlusion attack analysis is to delete a part of the pixels in the encrypted image, after the original
decrypted algorithm, compare and analyze the obtained decrypted image and the original image
to see if the result can restore the image to the greatest extent. Because the encrypted image may
also lose part of its data due to various reasons during the transmission process. Suppose a certain
amount of data is lost in the cipher image, and the recovery ability of the decrypted algorithm is
limited. In that case, the decrypted image of the cipher image after the loss of information cannot
provide enough valid information to cause decrypted failure. As shown in Fig. 10(a), Fig. 10(b)
and Fig. 10(c), Lena encryption images data are loss 1/64, 1/16 and 1/4, respectively and then
decrypted. The resulting decrypted image is as shown in Fig. 10(d), Fig. 10(e) and Fig. 10(f). The
performance assessment results of robustness against occlusion attack are shown in Table 10.
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(b)

(@

Fig. 11. Robustness against noise attack under low computing precision. (a) Encrypted image with 0.01
salt and pepper noise. (b) Encrypted image with 0.05 salt and pepper noise. (c) Encrypted image with
0.1 salt and pepper noise. (d) Decrypted image with 0.01 salt and pepper noise. (e) Decrypted image
with 0.05 salt and pepper noise. (f) Decrypted image with 0.1 salt and pepper noise.

4.8 Robustness Analysis Against Noise

In the process of image transmission, some data will inevitably be affected by Gaussian noise and
salt noise, and there is the possibility of loss. The influence of image encryption algorithm on data
loss should have the immune ability, which is the image has anti-noise and anti-data loss ability
in the transmission process. The anti-noise ability is also one of the standards to measure the
performance of the encryption algorithm. We used pepper and salt noise with noise intensity of
0.01, 0.05 and 0.1 respectively to disturb the cipher, and then decrypted the interfered cipher. The
decrypted image interfered with by noise is shown in Fig. 11. It can be seen from the figure that,
despite noise interference, the decrypted image can still be recognized even if the noise intensity
reaches 0.1, indicating that the algorithm has a certain noise resistance capability.

5. Conclusion

The algorithm proposed in this paper encrypts the image based on chaotic sequences and cross-
diffusion of bits. The pseudo-random sequences generated by the 2D-LSCM system scrambles
the position pixels of image, and the pseudo-random sequence generated by the logistic system
diffuses the pixels of image. In the encryption scheme, the proposed scrambling method has an
excellent effect. The encryption method that introduces information fusion technology and cross-
diffusion has achieved good results in enhancing resistance to differential attack. The experimental
results show that this algorithm performs well in various tests and is superior to the encryption
algorithm compared. It can effectively resist exhaustive attacks, statistical analysis, and it can be
used to protect image information.
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