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Abstract: In this study, a networked spatiotemporal chaotic map model is proposed based
on the traditional coupled map lattice system. In addition, the time delay and variable
topology parameters are considered to make the system more practical. The chaotic
properties are analyzed using a bifurcation diagram, Lyapunov exponents, and entropies.
In addition, institute of standards and technology tests are conducted to further analyze the
randomness of the system signal. Based on the proposed system, a three-dimensional
encryption algorithm is designed to encrypt multiple color images with scrambling and
diffusion at the bit level. Several analyses, including histogram analysis, information entropy
analysis, correlation analysis, key sensitivity, differential attack analysis, and resistance
analyses, are performed to test the effectiveness and robustness of the proposed multiple
image encryption algorithm with a networked chaotic map model.

Index Terms: Bit-level, Image encryption, Multiple image, Networked system, Spatiotem-
poral chaos.

1. Introduction
With the development of computer science and information security theory, data encryption has
been widely studied and attracted intense research attention. In particular, as special text data,
image encryption technology has become a popular research field [1]–[10]. To encrypt image
information effectively, many typical image encryption algorithms have been proposed, such as
RSA [11] and DES [12]. However, classical image encryption algorithms are not able to resolve all
the problems in modern image processing. Extensive data and the strong correlation between
adjacent pixels in images have made it necessary to develop new effective image encryption
algorithms.
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The emergence of chaos science has inspired researchers in the study of cryptography and
chaos-based encryption is an important branch of typical image encryption. Different from the
typical image encryption, because of its sensitivity to initial parameters and state values, a chaos
system can generate completely different signals with different keys and reproduce these signals
for decryption just with chaotic system and initial values. This means less information needs to be
stored in the chaos-based encryption and decryption process and the risk of information leakage
is lower. In addition, chaos signals are pseudo-random; hence, it is easy to scramble and diffuse
plain information with chaotic signals and get satisfactory encryption effect. In a word, chaotic
encryption provides a new choice for traditional encryption. In recent years, many effective chaos
image encryption algorithms have been proposed [13]– [25].

In the earlier chaos image encryption studies, chaos maps utilized in encryption were always
traditional classical maps. These systems have good performances with limited dimensions and
detailed structures. However, limited dimensions and well-known properties also decrease the
security of such image encryption algorithms. Recently, a useful spatiotemporal map system, called
the coupled map lattice (CML), which adds coupling relations to multiple local dimensional maps,
has been proposed and utilized in image encryption [26]– [32]. The detailed pattern of CML can be
described as follows [26]:{

xn+1(i ) = (1 − ε(i ))f (xn(i )) + ε(i )
2 [f (xn(i + 1)) + f (xn(i − 1))]

f (x ) = μx (1 − x )
, (1)

where i = 1, 2 . . . , L is the lattice number, ε(i ) ∈ (0, 1) is the coupling parameter, μ ∈ (3.57, 4] is
the control parameter and f (x ) = μx (1 − x ) is the Logistic map equation. It should be noticed that
indexes of local Logistic map equation in Eq. (1) are i − 1, i and i + 1, respectively. This means
local lattices are adjacent and the corresponding Eq. (1) is called adjacent CML. Accordingly, CML
without above adjacent local map indexes is called non-adjacent CML.

With the CML system, the system dimension and encryption security are improved by the
flexibility of the coupling system.

However, it should be noted that the CML’s pattern is also fixed by its definition (Eq. (1)) and the
topology structure of the whole system can be seen as a regular network. In fact, complex networks
in practice are always random coupling. As a result, a networked extension is more practical and
can further improve security by randomly coupling the local maps. As far as we know, no literature
on this topic has been proposed before. In addition, time delays for the networked system are
common; hence, the CML needs to be extended by adding time lags.

Motivated by these discussions, this study proposes a networked chaotic map model with added
network time delays to make the system more practical. Because multiple chaos signals can be
generated by the networked system at the same time and signals can be applied in the encryption
of multiple images and channels, networked chaotic map model (NCMM) system signals are utilized
in the encryption of multiple color images. Multiple image encryption is an extension of single
image encryption and it can enhance the encryption efficiency and take full advantages of the
high dimensional chaotic system signals. In recent years, some research on the multiple image
encryptions [33]– [36] are proposed to make this study a hot spot. Based on the motivations and
background, the contributions of this study are listed as follows: (1) The NCMM system is a high-
dimensional spatiotemporal chaotic system with a random topological structure. (2) The variable
topology matrix and added time delay make the system practical and difficult to identify. (3) The
3D spatiotemporal structure of generated signals can be conveniently utilized to deal with the bit
space of multiple images and multiple channels in 3D space. (4) Fast scrambling and diffusion
methods with NCMM signals can yield satisfactory encryption results. The remainder of this paper
is organized as follows. In Section 2, the NCMM is introduced and analyzed. The main multiple
image encryption algorithm with NCMM is proposed in Section 3. Section 4 presents a variety of
analyses and experiments. Finally, Section 5 concludes the paper.
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2. The Networked Chaotic Map Model and Its Dynamical Analysis
In this paper, the networked chaotic map model (NCMM) system can be described by Eq. (2):{

xn+1(i ) = (1 − ε(i ))f (xn(i )) + ε(i )Af (xn( j ))
f (x ) = μx (1 − x )

, (2)

where the parameters are the same as those defined in Eq. (1). The coupling matrix A = (Ai, j )L×L

has following properties: ⎧⎪⎨
⎪⎩

Ai,i = 0, i = j
Ai, j ≥ 0, i �= j∑L

j=1, j �=i Ai, j = ε(i ), i, j = 1, 2, . . . , L

Remark 1: By fixing ε(1) = ε(2) = · · · ε(L) = ε, Ai,i−1 = Ai,i+1 = 1
2ε and other Ai, j = 0, the ex-

tended NCMM is degraded into the general adjacent CML model; If define ε(1) = ε(2) = · · · ε(L) =
ε, Ai,a = Ai,b = 1

2ε and other Ai, j = 0, where a and b are lattice indexes generated by Arnold map
with parameter a, then the NCMM is degraded into the non-adjacent CML model.

Although the proposed system (Eq. (2)) is an extended model of CML, it is still a simple model
without time delay. In practice, partial chaotic signals are not transmitted directly to the target node;
time delay should be considered. Therefore, the NCMM with time delay can be defined as{

xn+1(i ) = (1 − ε(i ))f (xn(i )) + (1 − α)ε(i )Ai, j f (xn( j )) + αε(i )Bi, j f (xn−τ ( j ))
f (x ) = μx (1 − x )

, (3)

where matrices A = (Ai, j )L×L and B = (Bi, j )L×L represent the coupling matrices with and without time
delays, respectively. τ is the time delay and α is the coefficient of delay. The other parameters are
defined similarly as the parameters in the system defined in Eq. (2). By considering the networked
topology and time delays in the network, the NCMM becomes randomly coupled and practical. To
analyze the representative NCMM (Eq. (3)) and apply the results to image encryption, we set L= 8,
ε(1) = ε(2) = · · · ε(8) = ε = 0.05, τ = 4, α = 0.3 and

A = B =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

0 0.2759 0.1379 0.069 0.0344 0.069 0.1379 0.2759
0.2759 0 0.2759 0.1379 0.069 0.0344 0.069 0.1379
0.1379 0.2759 0 0.2759 0.1379 0.069 0.0344 0.069
0.069 0.1379 0.2759 0 0.2759 0.1379 0.069 0.0344
0.0344 0.069 0.1379 0.2759 0 0.2759 0.1379 0.069
0.069 0.0344 0.069 0.1379 0.2759 0 0.2759 0.1379
0.1379 0.069 0.0344 0.069 0.1379 0.2759 0 0.2759
0.2759 0.1379 0.069 0.0344 0.069 0.1379 0.2759 0

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

With the aforementioned definitions, the derived temporal–spatial dynamic pattern of the NCMM
is shown in Fig. 1(a). For comparison, the temporal–spatial dynamic pattern of the adjacent CML
is shown in Fig. 1(b).

It can be seen from Fig. 1 that the NCMM has a similar dynamic pattern to CML. However,
the coupling relationships became more complex and unpredictable when all the nodes linked. In
addition, the time delay also makes the system different from the regular network; it makes the
system more practical by taking signal transmission time into consideration.

Considering the Logistic map and first lattices in the NCMM and CML, one can obtain the
following bifurcation diagrams and largest Lyapunov exponent diagrams.

From Fig. 2, one can see that the local dynamics in the CML and NCMM are similar. Both the
local dynamics in the CML and NCMM are different from that in the classical logistic chaotic map.
Obvious periodic windows disappear in the bifurcation diagrams, and similar local bifurcation and
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Fig. 1. Temporal-spatial dynamic pattern of NCMM and CML. (a) NCMM. (b) CML.

Lyapunov exponents can be derived. This means that local chaotic signals in the CML can be
replaced with local chaotic signals of the NCMM in applications such as image processing.

To further analyze the dynamical properties of the NCMM with computer simulation and depict
the dynamical pattern with detailed data, the entropy analysis is introduced from two aspects. First,
the Kolmogorov–Sinai entropy density is used to eliminate the global chaotic properties of the
NCMM with L nodes, which can be defined as

h =
∑L

i=1 λ+(i )
L

, (4)

where λ(i ) is the lyapunov exponent of the ith node and is defined as λ+(i ) if λ(i ) is positive. Second,
we use the Kolmogorov–Sinai entropy breadth to depict the ratio of positive Lyapunov exponents
as

h+ = L+

L
, (5)

where L+ is the number of NCMM nodes with positive Lyapunov exponents. For comparison, the
Kolmogorov–Sinai entropy densities and breadths of adjacent CML and NCMM with time delay are
presented as follows, respectively.

By comparing Fig. 3(c) with Fig. 3(a), it can be seen that the entropy density diagram of NCMM
is more convex; the signals contain larger Kolmogorov–Sinai entropy densities than the diagram
of CML. In addition, by comparing Fig. 3(d) with Fig. 3(b), it can be seen that there are more
smooth areas in the NCMM breadth diagram than the CML breadth diagram. This means that
the NCMM generates more chaotic signals with positive Lyapunov exponents under the same
conditions. Overall, the NCMM shows better performance than the CML as an indicator of entropy.

In this study, the NIST SP800-22 test was considered to test the randomness of the proposed
NCMM. The NIST SP800-22 test includes 15 random test methods to test the statistical character-
istics of the time series. If the test result is greater than 0.01, this means that the NCMM passed
the test and the randomness is good. The test results of NCMM are listed as follows.

From Table 1, it can be seen that all test results of NCMM and CML are greater than 0.01, and
the corresponding randomness tests are passed. This means that the signals generated by the
proposed NCMM are sufficiently good and it can be utilized to replace the classical CML in the
encryption applications that require randomness.

3. Color Multiple Image Encryption Algorithm
To test the cryptographic performance, the aforementioned NCMM was applied to multiple image
encryption. In the whole encryption, bit signals in multiple images were diffused and scrambled to
obtain the encrypted images. It should be noted that three-dimensional pixel or bit distribution is
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Fig. 2. Bifurcation and Largest lyapunov exponent diagrams of CML and NCMM (a) Bifurcation
diagrams of Logistic map with μ. (b) Largest lyapunov exponent diagram of Logistic map versus μ.
(c) Bifurcation diagrams of CML with μ. (d) Largest lyapunov exponent diagram of CML versus μ.
(e) Bifurcation diagrams of NCMM with μ. (f) Largest lyapunov exponent diagram of NCMM versus μ.

more suitable for processing because of the temporal–spatial traits in the NCMM. Consider an en-
cryption consisting of four images as an example. The bit signal three-dimensional decomposition
can be depicted as shown in Fig. 4.

From Fig. 4, it can be seen that 8-bit planes compound any R, G, or B plane, and R, G, and B
planes compound any color image. Arranging the bit planes of four color images in order (r1, g1,

Vol. 12, No. 5, October 2020 7801218



IEEE Photonics Journal Networked Chaotic Map Model and Its Applications

Fig. 3. Kolmogorov-Sinai entropy information of NCMM and CML. (a) Entropy density of CML.
(b) Entropy breadth of CML. (c) Entropy density of NCMM. (d) Entropy breadth of NCMM.

b1, r2, g2, b2, r3, g3, b3, r4, g4, b4) translates the color images into a three-dimensional bit box.
Then, the three-dimensional bit box can be easily scrambled and diffused with the corresponding
NCMM key box to obtain the encryption as follows.

In Fig. 5, four color images are translated into a bit box using the process shown in Fig. 4.
At the same time, two encryption boxes are generated by the NCMM to scramble and diffuse
corresponding bit boxes. Blue lines represents the encryption process and red lines represents the
symmetric decryption process in Fig. 5. In addition, ⊕ represents the the XOR operation and swap
means the swap operation. The detailed steps are as follows.

Step 1: For the four provided m × n color images P1, P2, P3 and P4, rearrange the image bits as
the bit box A1 sized m × n × 96, and reshape A1=reshape(A1, 1, m × n × 96).

Step 2: With NCMM, generating an encryption box B1 sized m × n × 96. Reshape
B1=reshape(B1, 1, m × n × 96). Sort the data in B1 with sor t (•) and get the index vector
Index.

Step 3: From 1 to m × n × 96,transmit data with the formula A2(:, i ) = A1(:, index (i )) and reshape
A2=reshape(A2, m, n, 96).

Step 4: Iterate the logistic map with a plain-text related initial value and obtain the cyclic shift
parameters s(a), s(b) and s(c). The parameters are fixed as a = f ix (mod(s(a) × 106), m),
b = f ix (mod(s(b) × 106), n)and c = f ix (mod(s(c) × 106), 96).

Step 5: Perform the cyclic shift operation as A3= circshift(A2, [a, b, c]). Reshape
A3=reshape(A3, 1, m × n × 96). With NCMM, generate an encryption box B2 sized
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TABLE 1

The Test Results of NIST SP800-22 for NCMM and CML Bit Streams
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Fig. 4. Multiple images bit signal three-dimensional decomposition.

Fig. 5. Multiple images encryption/decryption flow chart with NCMM.

m × n × 96. Reshape B2=reshape(B2, 1, m × n × 96). Then perform the XOR operations
A3(1) =A3(1) ⊕ B2(1) ⊕ A3(m × n × 96) and A3(i ) =A3(i ) ⊕ B2(i ) ⊕ A3(i − 1) twice.

Step 6: Reshape the bit box and recover the color images with bit planes in accordance with
different color channels. Then the encryption process is completely completed.

Where reshape(•), f ix (•), mod(•), circshift( • ), sor t (•) and index (•) are all standard Matlab
functions. Because the encryption algorithm is symmetrical, the image can be totally recovered
with a symmetrical decryption method. Detailed encryption and decryption results are presented in
the following sections.

4. Color Multiple Image Encryption Algorithm
In this section, tests to analyze the multiple image encryption algorithm are reported. Simulations
were performed using the MATLAB 2014a software on a Thinkpad L470 laptop with an Intel-Core,
i7-7500U, X64 CPU, 16 GB RAM, and Windows 10 operation system (64 bit). Multiple images
cover “Couple.bmp”, “House.bmp”, “Tree.bmp” and “Bean.bmp” sized 256 × 256 from the USC-SIPI
image database. The hybrid encryption and decryption results are shown in Fig. 6.

Fig. 6(a) shows a combined image of multiple plain images. With the proposed method, Fig. 6(a)
is encrypted as shown in Fig. 6(b), and no plaintext information can be observed. With the
symmetrical decryption method, the encrypted image in Fig. 6(b) is completely recovered, as
shown in Fig. 6(c).
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Fig. 6. Encryption and decryption results: (a) Multiple plain images. (b) Encrypted hybrid images.
(c) Decrypted images.

Fig. 7. Histograms of plaintext images and ciphertext images (a) Red component of Fig. 6(a). (b) Green
component of Fig. 6(a). (c) Blue component of Fig. 6(a). (d) Red component of Fig. 6(b). (e) Green
component of Fig. 6(b). (f) Blue component of Fig. 6(b).

4.1 Plaintext and Ciphertext Histogram Analysis

To analyze the image encryption properties, histograms were utilized to determine the pixel
distribution. For a robust image encryption algorithm, pixels of the encrypted images are almost
equally distributed, and no concentrated pixel distribution can be observed in the histogram. Taking
the plaintext image in Fig. 6(a) and the encrypted image in Fig. 6(b) as an example, the derived
histograms for different channels are shown as follows.

Figs. 7(a)–(c) are histograms of the plaintext images shown in Fig. 6(a) for the R, G, and B
components, respectively. It can be observed that plaintext pixels are not evenly distributed, and
obvious peaks and troughs can be seen in Figs. 7(a)–(c). By contrast, ciphertext pixels are evenly

Vol. 12, No. 5, October 2020 7801218



IEEE Photonics Journal Networked Chaotic Map Model and Its Applications

TABLE 2

Information Entropies of Multiple Encrypted Images

TABLE 3

Information Entropies Comparisons of LENA IMAGE

distributed in Figs. 7(d)–(f), and no obvious peak or trough can be seen. This shows that the
encryption is effective in resisting the statistical analysis of pixels.

4.2 Information Entropy Analysis

In the previous section, the entropy was utilized to test the signals of the NCMM. Similarly, the
image information can also be analyzed using information entropy. For any given information source
m, information entropy can be defined by the following formula:

h(m) =
l−1∑
i=0

p(mi )l og
1

p(mi )
, (6)

where l is the number of symbols and p(mi ) represents the probability of the ith symbol. For
information entropy, the ideal value can be calculated as 8, which means that the information
entropy of an image encrypted with a robust algorithm should be close to 8. For the provided
example, the entropies for different images are shown in the following table.

From Table 2, it can be observed that entropies for different images after the encryption process
are all closed to the ideal value, and the algorithm is robust. It should be noticed that even though
this paper focus on the multiple image encryption, the encryption algorithm can also be applied
in single image encryption as a special case of multiple image encryption. For example, the
information entropy analysis for Lena image and some comparisons are listed in following Table 3.

From Table 3, it can be seen that our algorithm is the information entropies are all closed to 8. In
addition, the information entropy of our algorithm is higher compared with listed references. These
mean that the proposed algorithm is robust enough to resist possible entropy attack and analysis.

4.3 Correlation Analysis of Adjacent Pixels

For general plaintext images, adjacent pixel series are significantly related to each other; correlation
information can easily be utilized to attack the encryption algorithm. Generally, the correlation of
adjacent pixel series in a plaintext image is close to 1, and the correlation of adjacent pixel series
in a ciphertext image after encryption is close to 0. For any given image pixel series, a = {ai} and
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Fig. 8. Adjacent pixel correlation of the multiple images (a) R channel, (b) Horizontal of (a), (c) Vertical
of (a), (d) Diagonal of (a), (e) G channel, (f) Horizontal of (e), (g) Vertical of (e), (h) Diagonal of (e),
(i) B channel, (j) Horizontal of (i), (k) Vertical of (i), (l) Diagonal of (i).

b = {bi}, correlations can be calculated with following equations:

rab = cov(a, b)√
D(a)

√
D(b)

, (7)

where cov(a, b) = 1
N

∑N
i=1 [ai − E (a)][bi − E (b)], D(a) = 1

N

∑N
i=1 [ai − E (a)]2and E (a) = 1

N

∑N
i=1 ai . To

validate the correlation results, adjacent pixel series in the plaintext image and ciphertext image
were selected in three different directions (horizontal, vertical, and diagonal). The detailed results
are shown in Fig. 8 and Fig. 9.

Fig. 8 depicts the correlations of the color plaintext images for the three channels in different
directions. Fig. 9 depicts the correlations of the ciphertext images after encryption. From Figs. 8(a)–
(d), it can be seen that the adjacent pixels of the hybrid images in the horizontal direction are far
related and closed. Adjacent pixel coordinates are located near the diagonal. Some results can
be found in the vertical and diagonal directions from Figs. 8(e)–(h) and Figs. 8(i)–(l), respectively.
Meanwhile, it can be seen from Figs. 9(a)–(d) that adjacent pixel coordinates of hybrid images
after encryption in the horizontal direction are randomly distributed. Some results can be found
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Fig. 9. Adjacent pixel correlation of the encrypted multiple images (a) R channel, (b) Horizontal of (a),
(c) Vertical of (a), (d) Diagonal of (a), (e) G channel, (f) Horizontal of (e), (g) Vertical of (e), (h) Diagonal
of (e), (i) B channel, (j) Horizontal of (i), (k) Vertical of (i), (l) Diagonal of (i).

in the vertical and diagonal directions from Figs. 9(e)–(h) and Figs. 9(i)–(l), respectively. This
means that the correlations of the ciphertext images are effectively reduced after encryption. The
corresponding correlations of individual images are shown in Table 3.

It can be seen that the correlations of the plaintext image are close to 1 and the correlations
of the ciphertext image are close to 0 after the encryption. This indicates that the encryption with
NCMM is sufficiently robust to resist statistical analysis.

4.4 Differential Attack Analysis

To test the resistance to possible attacks, some values, such as the number of pixels change rate
(NPCR) and unified average changing intensity (UACI), were utilized to evaluate the encryption
algorithm. Generally, the ideal values of NPCR and UACI are 99.6094% and the ideal value of
UACI is 33.4635%, respectively. After changing one bit value in the position (10,10), the derived
hybrid differential attack analysis images are shown in Fig. 10.

Based on a small change in the position (10,10), cipher images in Fig. 10(b) and Fig. 10(c)
are derived. From Fig. 10(d), it can be seen that the small change in Fig. 10(a) makes the cipher
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Fig. 10. Hybrid differential attack analysis images (a) Hybrid image, (b) Cipher image, (c) Cipher image
with tiny change, and (d) Subtraction image of (b) and (c).

images totally different. Corresponding to Fig. 10, NPCRs of the red, green, and blue channels are
99.6163%, 99.6162%, and 99.6090%, respectively. Conversely, the UACIs of the red, green, and
blue channels are 33.4663%, 33.4272%, and 33.5492%, respectively. Both the NPCRs and UACIs
are close to their ideal values, which means that the algorithm is robust.

4.5 Key Sensitivity Analysis

It can be seen that the encryption result is very sensitive to small changes in the plaintext. In fact,
a robust encryption algorithm should also be sensitive to small changes in the system key. For the
system parameters μ and coupling strength ε in the NCMM, after adding a small change 10−15 to
these keys, sensitive analysis images are shown in Fig. 11.

Fig. 11 shows the sensitive analysis results of the proposed encryption algorithm with the NCMM.
From Fig. 11(b) and Fig. 11(c), it can be seen that the original image in Fig. 11(a) is successfully
encrypted with different parameters μ, and it can be observed from the subtraction image in
Fig. 11(d) that the encrypted images in Fig. 11(b) and Fig. 11(c) are completely different. With
the correct key μ, Fig. 11(b) is successfully recovered. However, with the correct key μ, Fig. 11(c)
cannot be decrypted. Similarly, Fig. 11(b) cannot be recovered to the correct image. This means
that the proposed encryption algorithm with NCMM is also sensitive to small changes of the key.
From Fig. 11(e), Fig. 11(f), Fig. 11(j) and Fig. 11(k), same conclusions can be derived for the
other key ε with the key μ. This means the algorithm has good key sensitivity to multiple sub-keys.
To further test the key sensitivity, the MSE(Mean Square Error) and PSNR(Peak Signal to Noise
Ratio) are calculated for the decrypted image Fig. 11(c) with a tiny modified parameter μ. Results
are shown in the Table 5.

It is exhibited that for both the compounded image and every sub-image, MSE values are very
large and PSNR values are smaller than 10, this means the decrypted images with tiny modified
parameter are unacceptable and the key sensitivity is robust. Similar to the entropy analysis, in
order to compare our algorithm with existing research, the MSE and PSNR analysis is done in the
Lena image to show the performance. The comparisons are listed as following Table 6.

From Table 6, it is exhibited that MSE values are all very large and PSNR values are all smaller
than 10. In addition, our algorithm has larger MSE values and smaller PSNR values in most
comparisons with listed references. These mean the algorithm is very sensitive to keys and it is
robust to resist to possible key attacks.

4.6 Key Space Analysis

It is exhibited that the key space should be large enough for a robust encryption algorithm. In this
paper, there exist L initial valuses x0(i )and parameters ε(i ), 1 ≤ i ≤ L, other parameters are defined
as 0 ≤ a ≤ 1, 3.569 <μ ≤ 4. Assume that the computational accuracy of the computer is set as
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Fig. 11. Key sensitive analysis of hybrid image: (a) Original image, (b) Encrypted image of (a), (c)
Encrypted image of (a) with modified μ, (d) Subtraction image of (b) and (c), (e) Encrypted image of
(a) with modified ε, (f) Subtraction image of (b) and (e), (g) Decrypted image of (a) with correct μ and
ε, (h) Decrypted image of (c) with u, (i) Decrypted image of (b) with modified u, (j) Decrypted image of
(e) with ε, (k) Decrypted image of (b) with modified ε.

10−15and L= 8, the key space is Skey = 1015×(2×8+1+4−3.569) ≈ 2868. Obviously, the key space Skey

is much larger than 2100, so it is large enough to resist possible force attack effectively.

4.7 Resistance Analysis to Salt-and-Pepper Noise

After encryption, the image may also be tampered with in the storage procedure. To test the
resistance of the proposed algorithm to external disturbances, different levels of salt-and-pepper
noises were added to the cipher images. With these noises, the recovered images can be seen in
Fig. 12.

From Figs. 12(a)–(c), it seems that different levels of noise have no obvious difference. However,
the corresponding recovered images are obvious from Figs. 12(d)–(f). Although higher-level noise
makes the recovered image less clear, it should be pointed out that all encrypted images with
noise are successfully recovered. This means that the proposed encryption algorithm with NCMM
is robust to resist noise attacks.
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TABLE 4

Correlations of the Plaintext Image (PI) and Ciphertext Image (CI)

TABLE 5

MSE and PSNR of Decrypted Images

TABLE 6

MSE and PSNR of Lena Image

4.8 Resistance Analysis to Cropping Attack

Similar to the resistance to noise analysis, the analysis of cropping is also useful to test the
resistance to possible image tampering. For an encrypted hybrid image, assuming that different
percentages of image information are lost, the recovered images are shown in Fig. 13.

From Figs. 13(a)–(c), it can be seen that different percentages of image information are lost. From
Figs. 13(d)–(f), it can be observed that the more information lost, the less clear is the recovered
image. However, regardless of the percentage of image information lost, the image information
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Fig. 12. Encrypted and decrypted images with salt-and-pepper noise: (a) Encrypted image with noise
intensity 0.01, (b) Encrypted image with noise intensity 0.05, (c) Encrypted image with noise intensity
0.1, (d) Decrypted image of (a), (e) Decrypted image of (b), (f) Decrypted image of (c).

Fig. 13. Encrypted and decrypted images with information loss: (a) Encrypted image with 6.25%
information loss, (b) Encrypted image with 12.5% information loss, (c) Encrypted image with 56.25%
information loss, (d) Decrypted image of (a), (e) Decrypted image of (b), and (f) Decrypted image
of (c).
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can be easily recovered after decryption. This means that the proposed encryption algorithm with
NCMM has good resistance to information loss.

5. Conclusion
In this study, the spatiotemporal chaotic system CML was extended to the NCMM with network
topology analysis. From experiments, it was found that the NCMM has chaotic properties similar
to those of CML and shows better performance as an indicator of entropy. To make the system
practical, time delays were added to the system model, and NIST random tests were performed.
With the proposed system, a 3D color image encryption algorithm was designed to deal with
the plaintext information at the bit level. After the encryption, information entropy, correlation
analysis, key sensitivity, differential attack analysis, noise attack, and cropping attack analyses were
conducted to demonstrate the algorithm’s performance. Both the theoretical analysis and numerical
simulation results show that multiple image encryption with NCMM is effective and robust. It should
be noticed that, multiple images encryption is far related to the big data and complex computation,
and the parallel computing and processing with the multipath signals from NCMM are necessary.
So in the future, we will focus on the parallel data processing of the proposed system and improve
the image encryption efficiency by combing the compressing technology.
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