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Abstract: Space laser optical communication has been widely investigated to achieve high
bit rate information transmission. To enhance the information transmission security in space
laser optical communication, chaos-based encryption scheme is adopted. It involves many
parameters in designing a space chaotic optical communication system, which a proper
tuning of them brings good communication performance. To investigate the key design
parameters including the masking efficiency, transmitting optical power and mismatch coef-
ficient, we give the calculation model of the bit error ratio (BER) based on traditional space
laser optical communication system from the perspective of the authorized receiver and
eavesdropper. Numerical results indicate that the BER for the eavesdropper is sensitive to
the masking efficiency but not to the transmitting optical power. By contrast, the transmitting
optical power plays a crucial role in the computational formula of the BER for the authorized
receiver. A saturate optical power is also proposed at last which helps save the energy.
These simulation results can be reference for practical system design.

Index Terms: Space laser optical communication, chaos, bit rate, masking efficiency.

1. Introduction
Space laser optical communication has the advantages of large capacity and good confidentiality
compared with traditional space microwave communication. Thus, it has become one of the
most popular topics in space optical communication research [1]. Many experiments have been
performed through ground-to-satellite optical communication links, achieving a lot of significant
advances [2]–[6]. However, since the carrier wave propagates through the long-distance free
space, ground-to satellite optical communication scheme is far from safe than ground optical
communication using optical fiber. Thus, the chaos-based encryption scheme was induced to
enhance the transmission security in space laser optical communication.

Chaotic signal has been applied in encrypted communication systems with the natural char-
acteristic properties, high sensitivity to initial conditions and pseudo-randomness [7]. Chaos syn-
chronization was first evidenced in electronic circuits by Pecora and Carroll, which has become
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the basis of chaos-based communications [8]. Three years later, Rajarshi Roy first reported
the experimental synchronization using two coupled chaotic Nd: YAG lasers [9]. The theoretical
studies of chaos synchronization propel the development of practical chaotic optical communication
systems. In 1998, Goedgebuer demonstrated chaotic optical communication with erbium-doped
fiber ring laser (EDFRL) in experiment, proving that chaotic optical waveforms can be used to
mask information at high bandwidths [10]. In 2005, Argyris undertook a long-distance high bit rates
field experiment using commercial optical networks, with bit error ratio (BER) below 10−7 [11].
After five years later, Argyris and co-workers performed chaotic optical communication experiment
that operate in a dense wavelength division multiplexed transmission environment and analyzed
the efficiency of data recovery of both the conventional and chaos encrypted channels [12]. To
address the bottleneck of chaos synchronization in high-speed chaotic optical communication, Ke
et al. proposed a deep learning method to achieve the same level of security as the traditional
synchronization schemes with implementation difficulty reduced [13]. In order to solve the time
delay signature and enhance chaotic dynamics, some significant schemes are analyzed such as
vertical-cavity surface-emitting lasers (VCSELs) and phase-modulated Sagnac loop [14]–[16]. And
several practical schemes have been proposed to generate broadband chaos [17]–[21]. The fiber
chaos-based communication technology has become increasingly mature in recent years.

Although many progresses of chaos-based communication have been made, these works are
mainly using optical fiber links. The chaos encryption scheme used in space optical communication
has rarely been reported. The important work we only find was carried out in 2002. Rulkov report
the results of an experimental analysis of the atmospheric turbulence in the channel and impact
of the atmospheric turbulence on the bit-error-rate performance of chaos-based communication
system [22]. It verified the feasibility of the application of chaos-based encryption on the space
optical communication. However, the BER in 2002’s result did not reach 10−6 due to the effect of
the atmospheric turbulence, which is larger than that of the ground fiber chaotic communication. To
improve the BER performance, the key parameters involved in space chaotic optical communication
system should be properly tuned. In this paper, we use opto-electronic feedback loop to generate
chaotic dynamics and chaos modulation as the information encryption scheme. The masking
efficiency, which stands for the amplitude ratio of the information versus chaotic carrier, significantly
influence BER performance at the receiver. Larger masking efficiency usually means lower BER,
but also make the information more vulnerable to the eavesdropper. The transmitting optical power
is also an important parameter. It is well known that increasing the transmitting optical power
can improve the BER performance in traditional space laser optical communication. However,
considering that the bearable transmitting optical power is limited and the close relationship of
the transmitting optical power and synchronization mismatch, it still needs to be clarified what is
the most proper value for the transmitting optical power. In order to take both the transmission
security and accuracy into account, we give the calculation model of BER in the perspective of
the eavesdropper and authorized receiver respectively. Then a prediction algorithm of the key
design parameters including the masking efficiency, the transmitting optical power and mismatch
coefficient for space chaotic optical communication system has been given through the quantitative
analysis. These works will be applicable for field experiment.

2. Principles and Theoretical Analysis
As present in Fig. 1, the whole system can be divided into two subsystems including emitter and
receiver [11], [23]. At the emitter, laser diode 2 (LD2), Math-Zehnder modulator 2 (MZM2), delay
line, RF amplifier (RFA1) and photo diode 1 (APD1) constitute the chaos generation loop. The
electrical signal carrying information is transformed into optical signal and added to carrier wave by
optical fiber coupler 1 (C1). An erbium-doped fiber amplifier (EDFA) is used here to compensate
the energy attenuation in the free space. At the receiver, the signal at photo diode 3 (APD3) is m(t)
+ CT(t), where m(t) is the information amplitude and CT(t) is carrier wave. Laser diode 3 (LD3),
Math-Zehnder modulator 3 (MZM3), photo diode 2 (APD2), RF amplifier (RFA2) and variable delay
line constitute the synchronization loop which replicate similar chaotic carrier CR(T). When the
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Fig. 1. The chaotic optical communication systems for the authorized receiver and eavesdropper.

parameters of the devices at the receiver are the same as that at the emitter, the replicated chaotic
signal CR(T) is as same as CT(t) and m(t) can be extracted using subtractor. For eavesdropper,
the receiver is only composed of photo diode 5 (APD5). According to Ref. [24], the optical signal
received by APD5 is,

Pe = 1
2

Pin
{
cos2 [y (t − T ) + φ] + α · m (t )

}
(1)

where Pin is the receiving optical power. α is masking efficiency. The value of m(t) is “1” or “0”.
T is the delay time; ϕ is fixed phase shift associated with the operating point of MZM2. y(t-T) is
variable proportional to the electrical voltage applied to the RF electrodes of MZM2 in the feedback
loop. When the dynamical system enters the hyper-chaotic regime, the average nonlinear function
cos2[y(t − T) + φ] is 1/2 [24].

Accordingly, the average photon counts of APD5 with respect to information of “1” and information
of “0” are,

Ke1 = 〈
Pe [m(t ) = 1]

〉 ηTs

hυ
= 1

2
Pin

(
1
2

+ α

)
· ηTs

hυ
(2)

Ke0 = 〈
Pe [m(t ) = 0]

〉 ηTs

hυ
= 1

4
Pin

ηTs

hυ
(3)

where η is the quantum efficiency, Ts the inverse of the bit ratio, h the Planck constant. ν the
frequency of laser.

The photodetectors transform the optical signal into electrical signal. According to the working
principles of the photodetectors [2], we get the equations of the average current at the output of
APD5 with respect to information of “1” and information of “0”,

me1 = GeKe1 + IdcTs (4)

me0 = GeKe0 + IdcTs (5)

where G is the gain factor of APD5, the parameters e, Idc are respectively the elementary charge
and dark current.

Compared with traditional space optical communication system, the chaos noise is induced
specifically. According to Ref. [7], the chaotic carrier has particular time evolution and frequency
spectrum which is similar with noise. Thus, the chaotic carrier will be dealt as normal noise if the
transmitting signal is detected directly with photodetector. The chaos noise has been found that it
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conforms to Gaussian distribution [11]. According to the mathematical definitions of the variance,
the chaos noise can be calculated as below,

σ 2
chaos =

〈(
Pe [m (t ) = 0] Ge

ηTs

hν
− GeKe0

)2
〉

= 1
2

[
1
4

PinTsη
Ge
hν

]2

(6)

Therefore, the overall noise can be added with chaos noise as follow,

σ 2
e1 = F G2e2Ke1 + σ 2

T + σ 2
chaos (7)

σ 2
e0 = F G2e2Ke0 + σ 2

T + σ 2
chaos (8)

where F is the additional noise factor of photodetector, σ 2
T is the thermal noise, σ 2

chaos is the chaos
noise.

Based on the formulas above, we can get the final equations of BER for the eavesdropper [2],
where γe is the decision threshold,

BE Re = 1
2

[
1 − 1

2
er f c

(
γe − me1√

2σe1

)]
+ 1

4
er f c

(
γe − me0√

2σe0

)
(9)

For the authorized receiver, the synchronization loop replicates chaotic carrier similar with that
generated at the emitter. According to Ref. [2], the average current and the overall variance at the
output of the subtractor are,

ma0 = 2IdcTs (10)

ma1 = 1
2

αPin
ηTS

hν
Ge + 2IdcTs (11)

σ 2
a0 = F G2e2 (

Ka0 + Ka0
′) + 2σ 2

T + σ 2
n (12)

σ 2
a1 = F G2e2 (

Ka1 + Ka1
′) + 2σ 2

T + σ 2
n (13)

where σ 2
T is the thermal noise, G is the gain factor of APD3 and APD4, F is additional noise factor.

Ka0 and Ka0’ are the average photon counts of APD3 and APD4 respectively for information of “0”,
Ka1 and Ka1’ for information of “1”. The overall variance of the noise includes the detector noise and
mismatch noise. σ 2

a0 corresponds to the information of “0” while σ 2
a1 corresponds to the information

of “1”.
Accordingly, the BER is [2], where γ a is the decision threshold.

BERa=1
2

[
1 − 1

2
erfc

(
γa − ma1√

2σa1

)]
+ 1

4
erfc

(
γa − ma0√

2σa0

)
(14)

Considering that ground-to-satellite optical communication link is in free space, the influence
of the atmospheric turbulence should be taken into account. So the probability distribution of the
receiving optical intensity and the final equation of BER are [2],

p (Pin) = 1√
2πσP

2

1
Pin

exp

⎡
⎢⎣−

(
ln Pin

Paver
+ σP

2

2

)2

2σP
2

⎤
⎥⎦ (15)

BE R =
∫ ∞

0
BE Rx · p (Pin) · dPin (16)

where σ 2
p is the variance of the distribution, x is a or e representing the authorized receiver or the

eavesdropper, Paver is the average receiving optical power.
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Fig. 2. BER versus masking efficiency of Eva (eavesdropper) under different transmitting optical power.

3. Results
Using the formulas above, we can quantitatively analyze the relationship among masking efficiency,
transmitting optical power and mismatch coefficient for both the authorized receiver and the
eavesdropper. In further, the advice about how to select these key design parameters in space
chaotic optical communication system are given. The parameters used in our model are based
on practical space-to-ground optical systems, The zenith angle is 0°, the default divergence angle
is θ = 30 μrad, the receiving diameter is 0.25 m, the height of the emitter and the receive are
H = 38 000 km, h0= 100 m, the laser wavelength is λ = 1550 nm, the photodetector gain factor is
G = 50, the photodetector quantum efficiency is η = 0.75, the dark current of the photodetector is
Idc = 10−9A, The boresight is Aj = 0 μrad. The bit rate is 1 Gb/s. The gain factor of EDFA is 30 dB.

Fig. 2 numerically evaluates the BER of the eavesdropper as a function of the masking efficiency
for different transmitting optical power, varying from 1 W to 10 W. It shows that the BER varies
apparently with the masking efficiency. For example, the BER can even decreases dramatically
from 10−1 to 10−5 when the masking efficiency increases from 0.3 to 3. In addition, Fig. 2
also indicates that when the masking efficiency is relatively small, the curves of the BER for
different transmitting optical power overlap. While when the masking efficiency gets larger, the
effect of the transmitting optical power appears and the bifurcation will be more obvious. The larger
transmitting optical power corresponds to better BER performance. The phenomenon above can
be explained through the signal to noise ratio (SNR), shown as below, where the numerator is the
output electrical signal of APD3 corresponding to the information signal, the first two terms in the
denominator is the detector noise and the latter is chaos noise.

SNRe =
1
2αPin

ηTS
hν

Ge√
1+2α

4 FG2e2Pin · ηTs
hυ

+ σ 2
T + 1

32

(
PinGe ηTs

hν

)2
(17)

For the eavesdropper, the detector noise and chaos noise are two main noises. When
the masking efficiency is 1, it shows that the chaos noise is 4 orders of magnitude larger than the
detector noise. In this way, the detector noise can even be ignored totally in the calculation of the
SNR. And further simplification of Eq. (17) is SNR = 2

√
2α. Namely, the SNR for the eavesdropper

rises approximately linearly with the masking efficiency and is virtually the same despite of different
transmitting optical power. Thus, the BER for the eavesdropper is greatly influenced by the masking
efficiency and not related with the transmitting optical power, due to the inverse relationship of
SNR and the BER. When the masking efficiency gets larger, the detector noise will increase. We
reasoned that if the masking efficiency gets large enough, 2.5 for example, the detector noise
will play a role as substantial as the chaos noise and can not be ignored anymore. Then the
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Fig. 3. (a) BER performance versus mismatch coefficient under different transmitting optical power for
the authorized receiver. (b) The fitting of the transmitting optical power versus the mismatch coefficient
in the case of BER as 10−6.

transmitting optical power is reserved in Eq. (17) and the BER improves as it increases. However,
the contribution of the transmitting optical power varying from 1 W to 10 W to the BER is still very
tiny even if the making efficiency rises to 3, as shown in Fig. 2.

We have given the reason for the very tiny influence of the transmitting optical power on BER
when the optical power varies from 1 W to 10 W in the analysis above. And it suggests that we
should focus more on the tuning of the masking efficiency rather than the transmitting optical
power if we want to lower the risk of information from eavesdropping. In generally, when the BER
for the eavesdropper is evaluated larger than 10−2, it is difficult for the eavesdropper to decode
the information. As shown in Fig. 2, here the masking efficiency is approximately 1.6. And in the
following, we return to the BER for the authorized receiver with the masking efficiency setting 1.6.
By analyzing the relationship of the BER for the authorized receiver versus the transmitting optical
power and mismatch coefficient, some guidance about designing the system is further obtained.

For the authorized receiver, the synchronization structure illustrated in Fig. 1 enables the
counteraction of the chaotic carriers from the emitter and receiver, so that the information can be
extracted conveniently. However, perfect synchronization is rarely possible and mismatch noise is
brought inevitably. To measure the mismatch quantitatively, the mismatch coefficient is induced,
including amplitude mismatch and phase mismatch [24]. BER performance versus mismatch
coefficient under different transmitting optical power for the authorized receiver has been shown
in Fig. 3(a). Smaller mismatch coefficient requires more accurate tuning of the communication
system, and helps improve the BER performance in the mean time. It seems natural because
mismatch coefficient represents the amplitude of the mismatch noise which declines SNR. The
numerical results also indicate that, the transmitting optical power has notable influence on BER
for the authorized receiver, which is significantly different from that of the eavesdropper, especially
when the mismatch coefficient is relatively small. For example, when the mismatch coefficient is
0.03, the BER for the transmitting optical power of 1 W is larger than 10−5, whereas that of 10 W is
smaller than 10−9. We can give the explanation from the perspective of SNR likewise,

SNRa=
1
4αP (I) Ge ηTs

hν√
1+α

4 P (I) F G2e2 ηTs
hν + 2σ 2

T + 1
32

(
P (I) Ge ηTs

hν

)2
σ 2

m

(18)

where the numerator is the output electrical signal of the subtractor corresponding to the infor-
mation signal, the first two terms in the denominator is the detector noise and the last one is the
mismatch noise.

As we know, the mismatch coefficient indicates the order of the mismatch noise, which value
of 1 stands for the transformation of the mismatch noise to the chaos noise. When the mismatch
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coefficient gets smaller, the mismatch noise reduces and becomes comparable to the detector
noise gradually. In this way, the detector noise can not be ignored in Eq. (18). Thus, the SNR
for the authorized receiver is proportional to the transmitting optical power. Accordingly, the BER
performance for the authorized receiver improves as the transmitting optical power increases.
Taken together, these results imply that we can improve the BER performance either by increasing
the transmitting optical power or reducing the mismatch noise. Obviously changing the transmitting
optical power is a more convenient way while reducing the mismatch noise requires more efforts
in system design. More specifically, as shown in Fig. 3(a), to ensure the BER for the authorized
receiver smaller than 10−6 as well as the coefficient larger than 0.02, 1 W for the transmitting optical
power is not enough. In addition, although increasing the transmitting optical power helps to simplify
the system design, it becomes less effective as the transmitting optical power continues increasing.
For instance, when the transmitting optical power increases from 3 W to 7 W, the corresponding
mismatch coefficient for BER of 10−6 increases from 0.045 to 0.052. While when the transmitting
optical power rises from 7 W to 10 W, the corresponding mismatch coefficient rises only 0.001. It
suggests that there is a maximal effective transmitting optical power helping to lower the BER and
simplify the system design. Here we call it as the saturate optical power. It can be estimated through
the fitting of the transmitting optical power versus the mismatch coefficient. As shown in Fig. 3(b),
the saturate optical power in the case of BER as 10−6 can be estimated. Generally speaking, the
transmitting optical power on the satellite is limited. Given that, the result of the saturate transmitting
optical power benefits the optical power design on the satellite.

4. Conclusion
In conclusion, the BER model for both the eavesdropper and the authorized receiver were given and
the simulation based on them shows that the BER for the eavesdropper is sensitive to the masking
efficiency but not to the transmitting optical power. By properly tuning the masking efficiency, we can
protect the information security effectively. By contrast, the transmitting optical power plays a crucial
role in the BER for the authorized receiver. We can improve the BER performance by increasing the
transmitting optical power with a relative lower masking efficiency ensuring transmission security.
Thus, under the same requirement of communication, increasing the transmitting optical power
can improve BER performance instead of reducing synchronization mismatch, which helps to
reduce the difficulty of system design. Further analysis showed that it is limited to increase the
tolerance of the system to synchronization mismatch by increasing the transmitting optical power.
Here a saturate optical power is proposed as the most proper value for the transmitting optical
power in system design. And the mismatch coefficient corresponding to the saturate optical power
represents the required synchronization accuracy of the system. The prediction algorithm above
and the simulation results based on it can effectively save much time and efforts for the tuning of
the key parameters. It is useful for practical space optical chaotic optical communication system
design.
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