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Abstract: Applying the quadrature amplitude modulation (QAM) format, quantum-noise
randomized cipher (QNRC) systems hide the signal states in quantum phase noise and
amplitude noise to prevent eavesdropping. In this paper, based on the traditional wire-tap
channel model analysis method, the physical-layer security of QAM-QNRC system is inves-
tigated quantitatively under the metric of secrecy rate. The general expressions of secrecy
rates of the data and key are derived separately. Furthermore, the maximum reachable
secrecy rate of a QAM-QNRC system is put forward, under which the data and key are
both safe in the view of mutual information evaluation. Finally, the variation trend of secrecy
rate with various system parameters is discussed in detail. The simulation results show that
we can obtain a higher secrecy rate by setting reasonable parameters, such as the level
of ciphertext, mesoscopic signal power, and inner gain at the transmitter. Meanwhile, the
security of the key is the main constraint of the maximum reachable secrecy rate.

Index Terms: Quantum secure communication, quantum-noise randomized cipher, secrecy
rate, physical-layer security.

1. Introduction

Network services such as high-definition video, virtual reality, Big Data, and cloud computing
have emerged in recent years. With increasingly more confidential information being carried on
optical fiber networks, the security of optical fiber communication has become extremely important.
However, due to enhanced computational ability, especially the proposed quantum computer [1],
the traditional anti-interception methods based on computational complexity, such as the Advanced
Encryption Standard (AES), have lost their security foundation. Thus, enhancing the security of
physical layer in optical communication is becoming increasingly more important [2]. Quantum key
distribution (QKD), which generates a secure key stream, together with the “one-time pad” (OTP)
cryptosystem [3], has been regarded as an effective method with which to guarantee secure com-
munication theoretically. Unfortunately, the limited QKD rate (e.g., 2.38 Mbps) [4] cannot support
the high-speed data stream of the OTP. Therefore, fiber-optic anti-interception communication must
provide not only ideal security, but also a high transmission rate.

A quantum-noise randomized cipher (QNRC) system, based on Heisenberg’s uncertainty princi-
ple and employing the Y-00 protocol, has been investigated recently to realized high-speed secure
communications [5]. By employing inherent quantum noise to mark the signal level, the signal is
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hidden in the noise in a Y-00 system and it increases the difficulty for an eavesdropper to intercept
signals. There are three major implementation schemes for QNRC: phase shift keying (PSK) [6],
intensity shift keying (ISK) [7], and quadrature amplitude modulation (QAM) [8]. QAM is currently
becoming the mainstream modulation format due to its improved spectral efficiency and bit rate [9].
Until now, QAM-QNRC systems with their dimension of ciphertext symbols reaching 1024 x 1024,
a communication distance achieving 480 km, and a rate of data peaking at 70 Gb/s have been
reported [10], [11].

How to evaluate the security of the Y-00 protocol is an essential topic that has been a subject of
intense debate [12]-[15]. However, it is difficult to verify the security of the Y-00 protocol because
the physical parameters for a Y-00 system are finite [16]. Employing the wire-tap channel approach,
Mihaljevic proposed a generic framework to evaluate the security of the Y-00 protocol for the first
time [17]. In Refs. [18] and [19], based on the wire-tap channel (WTC) model [20], the Y-00 protocol
is regarded as the channel advantage of the main channel over the wire-tap channel. Then, the
physical-layer security of a PSK-QNRC system is analyzed with secrecy capacity as the security
performance metric. In Ref. [21], the WTC model of an ISK-QNRC system is established and
the security performance metric is the secrecy rate. However, the signal structure of a coherent
state and encryption mechanism of the QAM-QNRC system are more complex than those of the
PSK-QNRC or ISK-QNRC systems. Moreover, unlike the PSK-QNRC system, both the wire-tap
channel and main channel of a QAM-QNRC system are not discrete symmetric channels. And
the probability density function of the QAM-QNRC system is more difficult than those of the PSK-
QNRC and ISK-QNRC systems. These aspects cant be ignored when the security of a QAM-QNRC
system is analyzed. So in this sense, the quantitative security analysis of a QAM-QNRC system
is difficult, which has rarely been discussed before. Thus, it is extremely necessary to study the
physical-layer security of the QAM-QNRC system by considering the Y-00 protocol as physical-layer
superiority in the WTC model.

In this paper, the security of a QAM-QNRC system is analyzed quantitatively with secrecy rate
serving as the security performance metric. Considering the unique properties of the QAM-QNRC
system, the wire-tap channel model that fits the QAM-QNRC system can be established and its
security analyzed quantitatively. The simulation results will benefit the configuration of a QAM-
QNRC system for specific security promotion. The rest of this paper is organized as follows. In
Section 2, the encryption method of a QAM-QNRC system by the Y-00 protocol is provided and the
wire-tap channel models of the key and data are established separately. In Section 3, the general
expressions of secrecy rates are derived, including the key and data. Moreover, the maximum
reachable secrecy rate of a QAM-QNRC system is put forward. In Section 4, the variation trend of
secrecy rates with various system parameters is assessed and compared in detail. In Section 5,
main conclusions are summarized.

2. Wire-Tap Channel Model for QAM-QNRC System
2.1 Encryption Method of QAM-QNRC by Y-00 Protocol

Figure 1 is a schematic of a QAM-QNRC system based on the WTC model. A seed key K is shared
by two legal parties (Alice and Bob) through a secure key channel. Applying the key expansion
module, an N-bit key U is generated, which will be separated into n subkeys soon afterward; namely,

UN = ENC (KT) = (uj, ugi), i =1,2,...n. (1)

There are 2/ bits per subkey with | = log, (M) bits for the in-phase(l) channel and | bits for the
quadrature-phase(Q) channel, where M, is the level of per subkey on | channel or Q channel. The
data stream X2, namely the plaintext, is also separated into n symbols:

X2 = (X, Xqi),i=1,2,...n. 2)

There are 2 bits per symbol with 1 bit for the | channel and a 1 bit for the Q channel [22].
Subsequently, the key stream U" is used to encrypt the data stream X2", where the 2/ bit (uj;, ug;)
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Fig. 1. Schematic of QAM-QNRC system based on WTC model.

is used to encrypt the 2 bit (x;;, Xoi). Thus, the ciphertext is

m = f(X/, U/) = Uu + [X/ D PO/(U/)] o My,
mq = f(Xq, Ug) = Ug + [Xo ® Pol(ug)] M,

@)

where Pol(e) is a parity function that takes the value of 1 or 0 when e is odd or even, respectively.
Then, (m;, mg) will be modulated into the phase and intensity of QAM quantum signals. The
multiplicity M = 2M, is the level of ciphertext m; or mg. Consider M x M-ary QAM signals with
coherent states:

|00} = (P + j0)). (P 9) € 2, (@)

where « is the basic amplitude and p=—(M — 1) +2m;, g = —(M — 1) 4+ 2mq. The symbol set Q is
[23]:

Q={-M-1)+2klk=0,1,...,M—1}. (5)
Furthermore, the average number of photons is [24]

= P Y (P + )

pe qe
= (M — ). (6)
As shown by the blue square in Fig. 2, aware of the key in advance, Bob must only discriminate
four states, i.e., [9p,q)s 19pog.)s [¥psgs)s @NA |@p,q,), Where
p1=—(M—1)+2u/,q1=—( )+2UQ,
po=—(M—1)+2(u+ M), go = —(M— 1) + 2uq,
p3=—(M—1)+2u,q =—(M—1)+2(ug + M),
ps=—(M—1)+2(u+ M), ga = —(M—1) +2(ug + Mp). (7)

The symbol distance of the four states is large enough. However, since there is no key information,
the M?-ary quantum states must be discriminated by the eavesdropper (named Eve). Because of
Heisenberg’s uncertainty principle, the difference between adjacent quantum states will be covered
with quantum noise. It ensures that the key or data are not intercepted.
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Fig. 2. Constellation diagram of 64QAM-QNRC; two-bit data are encrypted using a four-bit key.

2.2 Wiretap Channel Model

As Fig. 1 shows, when Alice communicates with Bob by the main channel, Eve intercepts some
signals by bending the fiber with the eavesdropping rate r. Suppose that the signal passing rate of
the main channelis t. In Ref. [19], generally r=t =1orr+t=1(0 < r < 1). To adapt to long-haul
optical fiber transmission, an erbium-doped fiber amplifier EDF Ay is used to amplify the mesoscopic
signal to a conventional signal level at the transmitter. Moreover, E DF Ay will bring classical amplified
spontaneous emission (ASE) noise. The main channel is an optical amplifying link relayed by
the erbium-doped fiber amplifier (EDFA). We define z as the number of EDFAs and Lg as the
transmission distance. The received signal powers of Bob and Eve are [25]

{ Ps = tPsoGoLo [ 17— GiLi, (8)
Pe = rPsoGoLe,

respectively, where P is the power of the mesoscopic signal |¢pq), Li the transmission loss of the
fiber span behind EDFA;, Gi EDFA/’s gain, and Lg the eavesdropping distance. To facilitate the next
stage of the analysis, the received signal powers of Bob and Eve in terms of average number of
photons per symbol are

Ng = %(W — 1)|agl? = (tPsoGolo [ 124 GiLi)/hvR, ©)
Ne = §(M? — 1)|ag|?® = rPsoGoLe/hvR,
respectively, where R is the symbol rate, Planck’s constant is h = 6.626 x 1073*J.s, v the photon
frequency, and ar and a are the basic amplitudes of Eve and Bob, respectively. According to the
Nyquist first criterion, it is necessary to ensure that the optical bandwidth By > R. In this paper, let

By = 2R, so the ASE noise variances of Bob and Eve are given respectively by [21]:
z
Sise,Bob = 4tL0nSp(GO - 1) + Z,.:1 4Linsp(Gi - 1),
5§se,Eve = 4rLEnSP(GO - 1), (10)
where the spontaneous radiation factor ns, = 1.4.

The signal intercepted by Eve is |ag(p+ jq)). According to Eq. (9), ar = ,/NE/[g(MZ —1)]. The
heterodyne measurement is the pivotal step in evaluating the security of QNRC systems [16].
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Owing to the inevitable effect of quantum noise and ASE noise, Eve is unavailable to get its exact
position from the QAM constellation. The QAM quantum heterodyne receiver’s probability density
function is given by [24], [26]:

Pe(Xe, Xs|p, q) = (11)

27185- 28%

exp |:_(Xc - pOlE)2 — (Xs — an)2] ’
where (x;, Xs) is the output of the quantum heterodyne receiver. In addition, oZ is the total noise for
Eve. In the wire-tap channel model, the total noise for Eve should include quantum shot noise and
classical ASE noise. In Ref. [23], the variance of the quantum noise is defined as unity, so the total
noise for Eve is

GE = Gszhot + U/?se,Eve =1+ 4rLEnSP(GO - 1)- (12)

Consequently, the probability density function of Eve has been determined. Based on the
measured (x;, Xs), Eve will make a judgment on the original coherent state |¢,q), and then estimate
(p, q)- According to the Bayes strategy, Eves decision regions are [24]

—co<Xo<(P+1ag pP<—-(M-2)
Dpg =10 X)) (P —Tag <X <+o0 p>M=2) ¢;
(P —1)ae <x; < (P +1)ag else
—c0o<Xs<(¢+1)ee ¢ <—-(M-2)
(¢ —Nag <xs <400 ¢ >(M-2) (13)
[(Q’—1)aE<Xs<(q/+1)aE else

where

p=—(M=1)+2mm,q=—(M-1)+ 2,

By =01, . M—1:fg=01,.. M—1. (14)

When (x;, Xs) € Dy ¢, Eve will make a judgment of (p/, ¢'); that is, make a choice of (i, fg).
Therefore, the ciphertext symbol transition probability of Eve can be expressed as

P(p. ¢1p.q) = [ /D Pe¥e. X1 . @), (15)
v.q

For Bob, the basic amplitude is ap = NB/[§(M2—1)]. In addition, the noise variance is

of =1+ 0%, 5. By replacing g and of with the obtained ap and of in formula (11), Bob’s
probability density function p,(x;, Xs|p, q) is obtained. In addition, Bob knows the key in advance,
so his work is to make a decision of four quantum states {|¢p, ), [€pg)> |€pss)- |©paq, )}, Which have
the same key. Therefore, Bob’s decision regions are

/ —o0o < XxC < (p +Mpy)eg p <0
D,y,q/Z{(XCvXSN{(p'_Mb)aB<xc<l—7i-Og P’EO}

L moo<xs< (@ +Mp)as ¢ <0 (16)
(9 — Mp)ag <xs<+4o00 q >0 ’

)

where
p=—-M-1)+2m,qd =—(M—1)+ 2,
My = m; or my + My; g = mq or mg + M. (17)

Furthermore, Bob’s ciphertext symbol transmission probability is

Po(P. q1p. q) = / /D Do, %61 p. q)xexs. (18)
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The ciphertext symbol transmission probabilities of Eve and Bob are obtained separately, and
then the WTC models of the key and data will be established separately.

The key U is considered the information source. Because Bob knows the key in advance, there
are no errors in the main channel. However, serious interference exists in the wire-tap channel
because of the noise’s effect. More concretely, this wiretap channel is

P(my,maluj,uq )=P(X.Xq)

Pe (. malm,mq) o
- 5

(mi, mg) (i, Ma)

P(.bo| .o )=1 "
—_—> (U[, UO),

(U, ug)

where (/y, Mg) is the ciphertext symbol intercepted by Eve, and
my = f(z, ), Mg = (2o, ). (20)

Here, (05, 0g) and (z, zg) denote the key and data, respectively, intercepted by Eve, so Eve’s key
transition probability is derived as follows:

P(dy, doluy, ug)

=Y > P(a. dglry. o) Pe(rh., Mglm;, ma)P(m;, malu;, ug)

mi,mq My, Mq

= Z Z Z Z PE mz, i mzo uo|mx, us Mg, uo) (XI’ XO)

X=! OXQ 0 z= OZQ

1 1 1 1
= :lz Z Z Z Z PE(mz,,a,; mzo,00|mx/,u,,§ mxo,ua)~ (21)

Xx=0 xg=0 =0 z5=0

Likewise, the quantum state |¢pq) carries the data information that will also be intercepted by
Eve. The wire-tap channel for data is also noisy. Moreover, there are errors in the main channel
for data because of the degradation in signal-to-noise ratio after channel transmission. Specifically,
the wire-tap channel and main channel for data are derived as follows:

P(my,mqlX,Xq )=P(u, uq) Pe (g, Mo 1My, mq)
-_ 5

(le XO) (mX/,U/; mXoJ’o)
R R Pe 21,20\, Mzq.04 )=1 (22)
(mz,,ﬁ,; mzo,ﬁo) (Z[, ZQ)v
P N R =P s Ps(rm ,A 5
(X, Xo) (my,malx.Xq )=P(u1,uq) (M5 Mo u) % (Mg, Mas|mi,mq)
o Po1: Yol .3 g )=1 (23)
(mJ//,UI; m}’o,Uo) (yh }/o)v

respectively, where (y, yg) and (z, zg) are the data received by Bob and Eve, respectively, and
(Mg, Mgg) and (Mg, Mqge) are the respective ciphertext symbols intercepted by Bob and Eve. Hence,
the data transition probabilities of Eve and Bob, are obtained as follows, respectively:

P=(z1, zalxi, Xa)

DYDY Pl zalihie, e ) Pe (e, el mi; ma)P(my; malXi, Xa)

mp Mg rh,g rﬁQE

A My—1 My—1 My—

Z Z Z Z PE mz, u,»mzo uo|mx, us Mg, uo) (ulv UQ)

u=0 ug=0 §;=0 Up=0
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1 My—1 My—1 My—

2 Z Z Z Z PE mz, s sz uo|mx, ups mxo uo) (24)

u=0 ug=0 §=0 {o=0
Pa(y, YalXi, Xa)
= > 33" Ps(y. Yalrius. rias) Pe(riis. figslm; ma)P(my; malxi, Xa)

m Mg Mg r‘naB

My—1 My—1
= Z Z PB(my,,u,§ mya,uo|mx,,u,§ mxo,ua)P(Uly UQ)

=0 ug=0
Mp—1 Mp—1
1 b b

= T 2 2 P P M M) o)
UI:0 UQ:O

3. Secrecy Rates of QAM-QNRC System

Exactly like the ISK scheme, both the wire-tap channel and main channel of a QAM-QNRC
system are not discrete symmetric channels. The secrecy rate Rs is defined as the difference in
mutual information between Alice-Bob and Alice-Eve for a specific probability distribution of source
symbols [20]. In this section, the security of a QAM-QNRC system is analyzed quantitatively with
the secrecy rate serving as the security performance metric. The general expressions of secrecy
rate of the key and data are based on the WTC models built above. Moreover, taking into account
the secrecy restrictions of the key and data simultaneously, the maximal achievable secrecy rate of
a QAM-QNRC system is put forward.

3.1 Secrecy Rate of the Key

Based on the key transition probability of Eve, P({;, (g|u;, Ug), obtained in Section 2, the secrecy
rate of the key R, is

Rsy = [las(uy, ug; Uy, Ug) — lae (0y, dos uy, Uo)]p(u,,uo)zﬁ
'b

= [H(u, ug) — H(u, ugluy, ug)] — [H(G1, Ug) — H(dy, dolur, ug)]
=2/ — [H({y, Gg) — H({y, dgluy, ug) =i (26)
b

Jo(u.u0)=

where /(., .) denotes the mutual information, H(.) the Shannon entropy function, and H(.|.) equivo-
cation. Herein, the equivocation H({, lg|uy, ug) is

[H(dr, dolu, UQ)]P(“”“G):W

—1 My—1 Mp—1 Mp—

= - Z >y Z P(u, u)P(d. Uolur, ug) e log P(dj. dolu. ug)

U/OUQ OU/ OUQO

—1 My—1 My—1 My—

= — 7 Z > Z P(d, dgluy, ug) e log P(dy, dgluy, Ug), (27)

u=0 ug= OU/ OUQ 0

and the Shannon entropy function H(dj, {g) is

—1 My—

H(@y, o] = Z Z P(;, (ig) e log P(d, (g). (28)

0= OUQO
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where the probability distribution of the key received by Eve, P({;, {g), is

—1 My—
Z Z P(ur, ug) P ({1, dolu, uq)
=0 ug=0
—1 Mp—
= ( . Z Z P(d, dolur, Ug)- (29)
u=0 Ug= =0

Then, the secrecy rate of the key is normalized 10 Iys, i.€., Rsyo = Rsu/(21).

3.2 Secrecy Rate of Data

Likewise, based on the data transition probabilities of Eve and Bob, P:(z, zg|X, Xg) and
Ps(y, yalX, Xq), respectively, obtained in Section 2, the secrecy rate of the data R, is

Rsx = {las(V1. Yai Xi. Xa) — lae (21, 203 X1, X) Y p(x xo)=1 /4
= [H(Y1, Ya) — H(y1, Yalxi, xa)] — [H(z1, zq) — H(z1, zalxi, Xa)], (30)

where the Shannon entropy functions H(z, z) and H(y;, yq) are given by

H(z, zq) Z Z P(z. zg) o I0gP(2), zq). (31)
2=0 zo=0

H(y. yo) Z Z P(i, Ya) ® 0gP(yi, ya), (32)
%1=0yo=0

respectively, where the probability distributions of the data received by Eve and Bob, namely
P(z;, zq) and P(y,, yq), respectively, are derived as follows:

P(z;, zo) Z Z Pe(z1, 21X, X@) P(X1, Xa)

X=0 xq=0

1 1
1
= ZZZPE(ZI’ ZQ|X/7XO)9 (33)

X=0 xo=0

P, Ya) = Z Z Pa(y1. Yalxi, Xa) P(xi, Xa)

X= OXQ 0

1 1
1
— ZZZPB(yIs leX[,XQ), (34)

X=0 xo=0

respectively. Furthermore, the equivocation of the wire-tap channel and main channel, i.e
H(z, zg|x1, xq) and H(y;, yalXi, Xq), respectively, can be derived as

H(z;, zolx1, Xq)

1 1 1 1
==Y > > Px, X)Pe(2, Zalx, Xa) ® 10gPe (21, ZlX, Xa)
X 0

=0 xo=0 z=0 z,=0

1 1 1 1 1
=-3 YYD Pe(an zalxi, xa) @ 10gPe (21, ZalXi, Xa)s (35)

x=0 XQ:O z=0 ZQ=0
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H(y1, yalX, Xa)
111 1

= =D > > P(xi.xa)Ps(yi, Yalxi, Xa) ® 10gPa(yi, Yalx, Xa)

X=0 xg=0 y;=0 yo=0

1 1 1 1 1
=-7 Y D00 Palyi valxi, a) @ 1ogPs (v, YalXi, Xa). (36)

X=0 x=0 y;=0 yo=0

3.3 System Maximum Reachable Secrecy Rate

Above, the secrecy rates of the key and data, which provided security restrictions for the transmis-
sion of key and data, respectively, were obtained. The data and key are simultaneously carried in
the Y-00 quantum state for transmission, so both security restrictions must be considered to ensure
the strictness of the entire system’s safety. Specifically, it is assumed that the transmission bit rates
of the data and key are defined, respectively, as R, and R,. The quantum state |¢,,) contains a
2/-bit key (u;, ug) and two-bit data (x;, xq), so R, = IRy. According to Wyner theory,

{ RX S RSX

: HSU .
R, — IR, < Ry, = Ry < min {FISX, T} = mMin {Rsx, 2Rsu0} - (37)

We define R; = min{Rsy, 2Rs10} @s the maximum reachable secrecy rate of a QAM-QNRC system.
Under this rate, the key and the data are both safe from the perspective of mutual information
evaluation.

4. Results and Discussion

According to Section 3, the secrecy rate is dependent on pivotal system parameters, such as
the multiplicity M (the level of ciphertext m; or mg); mesoscopic signal power Psg, inner gain
at the transmitter, Gp; transmission distance for Bob, Lg; eavesdropping distance for Eve, Lg;
eavesdropping ratio r; and signal passing rate of the main channel {. The above-mentioned
system have been calculated numerically by MATLAB software. The values of general numerical
simulation parameters are the following: The fiber loss factor is u = 0.2 dB/km, coherent light center
wavelength is A = 1550 nm, gain of the optical amplifier EDFA; is G; = 20 dB, transmission loss of
fiber span behind EDFA; is L = —20 dB, and symbol rate is R = 2.5 Gsymbol/s.

4.1 Secrecy Rate of Key

The effect of eavesdropping distance Lg on the security of the key is illustrated in Fig. 3 for
the case of M =8, Go = 30 dB, Psg = —45 dBm and r = {0.01, 0.1, 0.5, 1}. Obviously, the secrecy
rate of the key increases with increasing eavesdropping distance and decreases with increasing
eavesdropping ratio. Therefore, to steal more messages, Eve will bring the eavesdropping position
as close as possible to Alice inevitably, and intercept the signal as much as possible according to
its own eavesdropping ability.

After determining Eve’s optimal eavesdropping position, attention is directed to the effect of the
inner gain at the transmitter, Gy, on the security of the key. The secrecy rate of the key (normalized
to Iss), Rsuwo, versus the inner gain is illustrated in Fig. 4 for the case of r = {0.01,0.1,0.18,0.5, 1},
M = {8, 16}, and Psg = {—45 dBm, —40 dBm}. It can be seen that the trend of Rs,q with Gy depends
on r. Faced with Eve having strong eavesdropping ability (r is larger), the increase of Gy is beneficial
to improving security. However, amplifying the signal at the transmitter will degrade the security of
the key for Eve with normal ability. Regardless of the trend, the greater the eavesdropping ratio, the
worse the security of the key becomes. Moreover, when the inner gain is large sufficiently; that is,
Go > 29dB and R, will stabilize to a value that is related to Psg and M, and no longer varies with Gg
and r. For the above change law, first, to complete the long-distance communication, it is necessary
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Fig. 3. Secrecy rate of key (normalized) Rs,o vs Lg for different eavesdropping ratios r, with M = 8,
Gp = 30 dB, and Psy = —45 dBm.
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Fig. 4. Rgyo Vs Gy for different Psg, M, and r values with Lg = 0 km.

to amplify the Y-00 quantum state. Meanwhile, even if Alice does not use EDFA, to enhance the
key’s security against Eve with normal ability, the amplifier will be introduced by Eve to steal more
messages. Therefore, the use of EDF Ay is always necessary.

Then, Rsp versus the mesoscopic signal power Py, for the case of M={8,16,32}, r=1,
Go = 30 dB, Lg = 0km is shown in Fig. 5. As Py, decreases or M increases, the secrecy rate of
the key (normalized) Ry increases. This is because, by increasing the multiplicity M, the signal
constellation density will be further increased and can limit Eve to intercept the key. Moreover, the
basic amplitude of Eve, «g, decreases with decreasing Psg, leading to the result that the signal is
susceptible to the effect of noise. Thus, Eve finds it more difficult to intercept useful information.

4.2 Secrecy Rate of Data

The secrecy rate of the data, Ry, versus the transmission distance, Lg, is shown in Fig. 6 for the
case of the signal passing rate t = {0.5,0.8,0.99}, M = 8, Gy = 30 dB, and Ps; = —45 dBm. As Lg
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Fig. 6. Secrecy rate of data Rsy vs Lg, with M = 8, Gy = 30 dB, and Psg = —45 dB.

increases, R decreases continuously. This is because the accumulated noise is so large that even
Bob’s measurement is influenced. Meanwhile, Ry, decreases along with decreasing t. However,
despite the change of Lg, the mutual information of Alice-Eve, Iz, remains a small constant that
increases slightly with increasing r = 1 — t. This is because the data are protected by noise at the
source and Eve can only intercept a small, almost negligible, amount information. Actually, it is the
reduction of the mutual information of Alice-Bob ;5 that leads to the decrease of Rs,. Furthermore,
it can be found that a QAM-QNRC system is suitable for long-distance transmission.

Then, as Fig. 7 shows, the secrecy rate of the data as a function of Gy is illustrated for the case
of an eavesdropping ratio r = {0.01, 1}, M = {8, 16}, Lg = 500 km, and Psg = —45 dBm. Obviously,
the secrecy rate of the data, Rs, grows with increasing Go. When Gy is small, Rsy, in the presence
of Eve with normal ability (r = 0.01, t = 0.99) is higher than that of Eve with her strongest ability
(r=t=1). This is because the change trend of the mutual information of Alice-Eve, Ie, versus
Go is similar to Ry — G in Fig. 4. The growth of Gy is beneficial to the security of Eve with her
strongest ability, while it is detrimental to the security of Eve with normal ability. Meanwhile, with
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Fig. 8. For r=1, Gy =30 dB, and Lg =500 km: (a) Secrecy rate of data, Rsx, vs Psg; (b) mutual
information of Alice-Bob, /45, and mutual information of Alice-Eve, Iy, vs Pgp.

increasing multiplicity M, Rs will increase. In fact, M has little influence on the mutual information of
Alice-Bob, 45, while I4z reduces as M increases. Generally, it is beneficial to use the optical amplifier
at the transmitter.

Figure 8(a) illustrates the effect of mesoscopic signal power Psy on the secrecy rate of the data
Rsx for the case r =1, Gy = 30 dB, and Lg = 500 km. Along with the increase of Ps, Rs increases
at first, and then maintains a peak value at a certain point or for an interval, and then finally
decreases. As M increases, the peak value of R, increases. For further analysis, the corresponding
mutual information of Alice-Bob, 43, and mutual information of Alice-Eve, Ie, versus Py is shown in
Fig. 8(b). It is observed that I45, which is irrelevant to M, increases from the beginning until reaching
2, and then keeps the peak value along with the increase of Pgy. Moreover, Iy starts to increase
only when the mesoscopic signal power is large enough; that is, the basic amplitude «f is large
enough. The turning point (/4 starting to increase) is defined as A. It can be seen that the larger
M is, the larger the value taken by A is. The reason is that, as M increases, the wire-tap channel is
more sensitive to noise. Therefore, ag should be larger to better degrade the effect of noise.
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Fig. 9. Maximal reachable secrecy rate Rs and comparison between 2R, and Rsy as functions of Pgy:
(a) M =38, Lg =500 km; (b) M =16, Lg =500 km; (c) M =16, Lg = 1000 km; (d) M = 32, Lg = 500 km
with Gy = 30 dB, and Lg = 0 km for (a)—(d).

4.3 System Maximum Reachable Secrecy Rate

Finally, the maximum reachable secrecy rate of the system is analyzed by comparing the secrecy
rates of the key and the data, i.e., Rs = min{Rsy, 2Rs0}. Fig. 9 plots the variation of Rs, 2Ry, and
Rsx versus the mesoscopic signal power Psq in different cases. When Py is smaller, Rsy < 2Rgy0,
S0 R; is determined by R here. In addition, when Psq is large enough, 2Rs,0 < Rs, SO in this case
2Ry,0 is the restriction of Rs. From an implementation point of view, it is more practical for actual
long-distance transmission when the mesoscopic signal power Psg is higher. Thus, R; is constrained
mainly by 2Rg,0. It can be seen that Rs has a peak value in all Fig. 9(a)—(d), which indicate the
best scheme for system configuration to optimize the system’s security performance under certain
conditions.

Through Fig. 9(a)—(d), it can be seen that with increasing multiplicity M the maximum value of R,
increases. This is because 2Ry, is higher with a larger M, but the increase of R,y is unfortunately
irrelevant to M. Therefore, to achieve a higher maximal reachable secrecy rate, more attention
should be paid to improving the secrecy rate of the key. Furthermore, comparing Fig. 9(b) and (c),
although the cumulative ASE noise, Rs, degrades, the QNRC system can still achieve a very high
level of the maximum security rate. For example, the optimal Rs can achieve 1.644 bit/symbol for
the case of M = 16, Lg = 1000 km, which means a symbol can carry up to 1.644 bits of information
to achieve safe transmission. So if the symbol rate of the QAM-QNRC system is 2.5 Gsymbol/s,
the secrecy rate can approach up 4.11 Gbit/s with the key and data both being safe from the
perspective of mutual information evaluation.

5. Conclusion

Based on traditional wire-tap channel model analysis method, the security of a QAM-QNRC system
is evaluated quantitatively with secrecy rate as a basic performance metric. The wire-tap channel
model is established for the key and data separately. Furthermore, taking the secrecy constraints
of both the key and data into consideration, the maximum reachable security rate of the system is
proposed.

Detailed simulation results show that setting suitable values of pivotal system parameters, such
as M (the level of ciphertext m; or mp), inner gain at the transmitter, and mesoscopic signal power, a
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higher secrecy rate of a QAM-QNRC system can be obtained. Increasing M (the level of ciphertext
m; or mg) is a good way to enhance the security of the data or key. Increasing the inner gain at
the transmitter will enhance the security of data, and it is also beneficial to improving the security
of key against Eve with her strongest ability, while weakening the security of key against Eve with
normal ability. As the mesoscopic signal power increases, the secrecy rate of the key decreases,
while the secrecy rate of the data first increases, maintains a peak value at a certain point or for
an interval, and then finally decreases. Moreover, for the certain system parameters, an optimal
value of the mesoscopic signal power to optimize the system’s security performance exists. From
an implementation point of view, the limitation of the secrecy rate of the key is more critical for the
improvement of the system’s maximum reachable secrecy rate.
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