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Abstract: We propose an asymmetric optical image encryption scheme with silhouette
removal by using interference and equal modulus decomposition (EMD). Plaintext is first
separated into two complex value masks with the same modulus using EMD in the Fresnel
transform domain. The two masks are encoded into four phase-only masks (POMs), two of
which are treated as ciphertexts and other two as plaintext-dependent private keys by using
the inverse Fresnel transform with different diffraction distances and interference-based
encryption. Any information about the plaintext, including its silhouette, cannot be retrieved
using one, two, or even three of the four POMs. Our scheme also avoids the constraint of the
same modulus in EMD and eliminates the vulnerability against the iterative amplitude-phase
attack and advanced iterative amplitude-phase attack. Numerical simulations were used to
verify the validity and security of our proposed method.

Index Terms: Optical image encryption, asymmetric, silhouette problem, same modulus
constraint.

1. Introduction

Optical image encryption [1]-[16] has made significant advances in recent decades. The
interference-based encryption (IBE) scheme [17] proposed by Zhang and Wang is useful for optical
image encryption because of its simple structure and an encryption process that does not involve
iteration. In Zhang and Wang’s method, an image is analytically encoded into two phase-only masks
(POMs). In the decryption process, the silhouette of the original image can be revealed by one of
two POMSs. This inherent security defect has spawned a variety of silhouette removal methods [2],
[18]-[21] for enhancing the security of encryption. One solution is to scramble the pixels of two
POMSs [18], [19] to solve the silhouette problem. However, the equipollent nature and symmetry of
POMs persist. One proposal [20] is to encode the original image into three POMs. One of three
POMs does not render the silhouette of the image but the other two do. Another proposal by
Zhong et al. [2] can be used to eliminate the silhouette problem. However, the three POMs have
the same decryption keys in this case, which hinders the enhancement in security. Moreover, Cai
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et al. [22] proposed an optical cryptosystem based on equal modulus decomposition (EMD) and
coherent superposition to avoid the silhouette problem. However, the silhouette appears only if two
parts of the phase of the masks are used, and this method is vulnerable to the iterative amplitude-
phase attack (IAPA) [23] and advanced iterative amplitude-phase attack (AIAPA) [24]. Cai et al. [25]
introduced full phase encryption to EMD to remove the silhouette problem and vulnerability against
the IAPA, but the cryptosystem needs methods of extra phase contrast to record the decrypted
image, which renders the cryptosystem challenging to implement via optical approaches. Apart
from analytical solutions [17]-{22], [25], researchers have used the phase retrieval algorithm (PRA)
[26]-{28] to overcome the problems of linearity and the silhouette. The PRA is an effective way to
radically eliminate the equipollent nature of the POMs but is time consuming.

In this study, we propose an asymmetric method of optical image encryption that combines
interference with EMD to generate four POMs. Two of the POMs are treated as ciphertexts and the
other two as plaintext-dependent private keys, which makes the cryptosystem asymmetric. The four
POMs and two diffraction distances in our proposed approach enlarge the key space. Moreover,
the proposed approach can remove the silhouette problem analytically and relax the constraint
of the same modulus in EMD. The results of simulations were used to verify the reliability of our
method for image encryption.

2. Theoretical Analysis

In our encryption system, the plaintext /(x, y) is first transferred to a complex value image and a
Fresnel transform is performed on it:

SW. v') = Frii s {VI0Cy) exp 127 Alx. )]} (1)

where FrT{} indicates the operation of the Fresnel transform, subscript dy represents the propa-
gation distance between masks and the CCD plane, subscript A represents the wavelength of the
laser beams used for illumination, and R(x, y) indicates a random function distributed uniformly over
the interval [0, 1], and is used as a public key in our cryptosystem. (x, y) and (v, V') are coordinates
of the image plane and the first Fresnel transform plane, respectively. The amplitude of S(v, V) is
A(u, v) = |S(u, V)| and its phase as Ph(u, V) = (U, V) = arg[S(u, V)], where the operators ||
and arg[] denote the modulus and the argument of the function, respectively.

As shown in Fig. 1, S(v, V) is divided into two masks P;(u, V) and Py(v, V) with the same
modulus. 6(v’, V') can be represented by

arg(P (U, v')) =0(U,v') = 2rand(U', V') 2)

where rand(v, V') represents a uniformly distributed random function on the interval [0, 1]. (v, V)

acts as an encryption key. By geometrical deduction, P; (v, V) and Py(u’, V') can be calculated by
A(u,v")/2

cos[Ph(u,v') —6(uv, v')]
B AU, v")/2

cos[Ph(u,v') —6(uv, v')]

Pi(u, ') =

exp [io(u, v')] 3)

Po(u, ') exp {i[2Ph(u, v') — 6(u, v)]} (4)

Once P, (U, V) and P(U, V) have been obtained, the inverse Fresnel transform is used with
different diffraction distances, d;; and ds;, as:

Si(u, v) = FrTi_g, ) {Pi(t,v)} (%)
S2(u, v) = FrT g {P(U. V) (6)

where (u, v) denotes coordinates of the second Fresnel transform plane. S; (u, v) and Sy(u, v) are
then encoded into two POMs respectively using interference:

My (u, v) = arg(S; (u, v)) — arccos(| S (u, v)| /2) (7)
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Fig. 2. Encryption procedure of our scheme.
Mz(u, v) = arg(S:(u, v) — exp(iMi (u, v))) (8)
Ms(u, v) = arg(Sz(u, v)) — arccos(|Sx(u, v)| /2) (9)
Ma(u, v) = arg(Sz(u, v) — exp(iMs(u, v))) (10)

The encryption procedure of our scheme is shown in Fig. 2 and our proposed optical decryption
process is shown in Fig. 3. The light source with the corresponding wavelength A illuminates M,
M,, M3, and M, placed at prefixed places. An intensity detector is used to obtain the decrypted
image, which is as follows:

106, y) = |FrTig, z) IV (U, )] + FrTig, z) IVa(u, )] + FrTig z) IMa(u, 0)] + FrTig, ) Ma(u, )] (1)

where d; = dy + di; is the diffraction distance for M; and M-, and d> = d, + db; is the diffraction
distance for M5 and M,.

3. Numerical Simulation and Analysis

Numerical simulations were performed to verify the validity and security of our proposed method.
The chosen axial distance dy was 50 mm, d;; was 50 mm, d»; was 40 mm, and the wavelength of a
collimated plane wave was 633 nm. The original image “Lena” with 256 x 256 pixels and 256 gray
levels was used as plaintext, and is shown in Fig. 4(a). The phase distributions of R(x, y) and 6(u,
V') are shown in Figs. 4(b) and 4(c), respectively. Using the proposed approach, the distribution of
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Fig. 3. Schematic of our optical decryption process.

Fig. 4. The results of encryption and decryption for the proposed approach. (a) Plaintext. (b) Phase
distribution of R(x, y). (c) Phase distribution of 6(v/, V). (d) Amplitude distribution of P; or Ps. (e) and
(f) Phase distributions of P; and P> respectively. (g)—(j) M1, M2, Ms, and M, respectively. (k) Decrypted
image.

Vol. 12, No. 2, April 2020 6900508



IEEE Photonics Journal Asymmetric Optical Image Encryption

Fig. 5. The results of decryption with different conditions. (a)—(d) Decrypted images using one of M,
Mz, Ms, and My, respectively. (e) Decrypted image using M; and M. (f) Decrypted image using Ms
and M. (g) Decrypted image using M; and Ms. (h) Decrypted images using M; and Mj. (i) Decrypted
image using M> and Ms. (j) Decrypted image using M> and M,. (k) Decrypted image using My, Ms,
and Ms. (I) Decrypted image using M;, My, and M4. (m) Decrypted image using M;, Ms, and Mj.
(n) Decrypted image using M>, Ms, and M.

the amplitude of P, or P is shown in Fig. 4(d). The two-phase distributions of P; and P, are shown
in Figs. 4(e) and 4(f), respectively. My, M>, Ms; and M, were calculated as shown in Figs. 4(g)—4(j).
The decrypted image was obtained by using all the appropriate keys and ciphertexts for decryption,
as shown in Fig. 4(k).

To prove that the proposed approach can solve the silhouette problem in IBE, we used one
of My, My, M3 and M, for decryption, and the decrypted images are shown in Figs. 5(a)-5(d).
Moreover, we used two of M;, M,, M5 and M, for decryption, and the decrypted images are shown
in Figs. 5(e)-5(j). Three of M;, M, M5 and M, were then used for decryption, the results are shown
in Figs. 5(k)—5(n). In these results, any information concerning the plaintext, including its silhouette,
is not observable.

To verify the sensitivity of the proposed approach to diffraction distances and the illuminating
wavelength, the correlation coefficient (CC) [29] was used to calculate the difference between the
original and the decrypted images:

o Eli— ETB T, — E TR (12)

e - eve} fu.- )
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Fig. 8. Relation between the value of CC and the illuminating wavelength.

where [ and /, are the original image and the decrypted image, respectively. The relationships
between the value of CC and the diffraction distance (d; or d,) are shown in Figs. 6 and 7. The
relation between CC and the illuminating wavelength is shown in Fig. 8. These results show that
the sensitivities of the proposed approach to diffraction distances and the illuminating wavelength
were so high that a slight deviation could lead to a failure to recognize the original image. In other
words, the decrypted image could be obtained only when the correct diffraction distances and
correct illuminating wavelength were used for decryption.

To further verify the robustness of the proposed approach against IAPA and AIAPA, we assumed
that the ciphertexts (M; and M,), public key R(x, y), and decryption keys (d; and d,) were all
known for unauthorized intruders while the private keys (Ms; and M,) and encryption keys (dy, 011,
d>; and 6(u', v)) were unknown for them. Figs. 9(a) and 9(b) give the decrypted images using
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Fig. 9. Decrypted images. (a) IAPA. (b) AIAPA.
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Fig. 10. The value of CC versus number of iterations in two attacks.

the IAPA and the AIAPA, respectively, and Fig. 10 gives the relations between the value of the
CC and the number of iterations for IAPA and AIAPA. Decrypted images in the two attacks cannot
be recognized, and the values of the CC were approximately zero in the two attacks even when the
number of iteration was 200. These results prove that the proposed approach is robust against the
IAPA and AIAPA.

4. Conclusion

In this paper, we proposed and tested an asymmetric method for optical encryption by using a
combination of interference and EMD. EMD in the Fresnel transform domain was used to separate
the plaintext into two complex value masks with the same modulus. Using the inverse Fresnel
transform with different diffraction distances and interference-based encryption, the two masks
were then divided into four POMs. The silhouette problem was solved using the four POMs. The
proposed method enhances security by the four POMs and two diffraction distances. The results of
numerical simulations show that our approach is sensitive to keys, and is robust against the IAPA
and AIAPA. It provides a new solution to the problem of interference-based image encryption.
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