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Abstract: This paper proposes a novel key distribution system based on the measurement
of the bit error rate (BER) in a fiber channel. By carrying out the loopback BER measurement
at both the transmitting and the receiving end, the BER is quantified and codified to generate
consistency keys. Alice and Bob respectively encrypt the signal with the help of the public
key base at the transmitting end. At the receiving end the data are decrypted and then the
BER is measured. The security of generated keys in the system is enhanced by the use
of the encryption base and the randomness of the channel. Additionally, noise sources are
added to the channel so that the random noise conceals signals and Eve cannot eavesdrop
the useful information in it. Due to the randomness of the channel noise, the generated
keys have good randomness. This system at a high key generation rate is compatible with
the existing communication device and its measurement is simple. The 10G bit/s-200 km
coherent optical communication system is used to measure the BER of the security feature
information of the extracted channel. The experimental results show that the key distribution
system obtains a consistency rate of 98% with the key generation rate 2 Mbps, both of which
have been significantly improved.

Index Terms: Bit error rate (BER), consistency keys, security feature, key generation rate.

1. Introduction

Optical fiber links have been widely used ranging from Ethernet systems to telecommunication
backbones as well as other communication areas. They are important infrastructure for high-
speed data transmission. Existing fiber links are unable to withstand eavesdropping as well as
interception, posing a serious threat to the high-speed interconnect security of critical information
infrastructure. In order to resolve the issue, a reliable key distribution system is required to ensure
the security of the communication. Therefore, the key distribution technology has a very close
impact on network security. Currently, there are two types of self-synchronizing consistency key
distribution techniques, including the quantum channel key distribution and the classic channel key
distribution.

In the existing physical layer key distribution method, only the Quantum Key Distribution (QKD)
protocol can be absolutely secure in theory. Once the eavesdropper accesses the quantum
channel, it will be unconditionally discovered by taking advantage of the non-reproducible nature
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of the single photon [1]. Based on the single-photon coherent one-time protocol, a key distribution
is achieved at a rate of 15 bits/s and bulky and expensive single-photon detectors are required
[2], [3]. Then the continuous variable quantum key distribution system is proposed [4]-[8], in which
the intensity-modulation and simple direct-detection is employed. However, it is only suitable for
the short distance transmission and the process of key extraction is more complex. Therefore, it
is still desirable to employ a simpler key distribution method in a classic channel at a higher key
generation rate.

Researchers have recently proposed generating keys from the randomness of the physical
environment, the classic key distribution system. The classical channel key distribution uses the
random effect of the classical channel physical layer to generate random keys. The main scheme
is a key agreement fiber link based on the polarization mode effect [9]. The polarization mode has
good randomness, simple key quantization, a long transmission distance, and low requirements
for the environment. The key consistency based on ultra-long fiber lasers makes use of the
characteristics of ultra-long fiber lasers to amplify light of a specific wavelength for key negotiation
[10], [11]. It has a long key distribution distance, low requirements on equipments and environment,
and a fast key distribution rate [12], [13]. However, a more economical key distribution system yet
with a high key consistency rate has not been fully explored.

Aiming at the above problems, this paper proposes a key distribution system based on fiber
channel physical feature extraction to negotiate consistency keys. The key generation rate in
this paper is higher than other papers and the key consistency rate is also better [14], [15].
Since the channel of signal transmission is affected by the interference and the physical effect
of various random noises, the channel measurement follows the principle of randomness [16],
[17]. It uses the 10 Gbps-200 km experimental transmission platform to add random noises in
the process of transmission. Then the loopback measurement is used to send and receive data,
and to extract the channel characteristics BER. By analyzing the variation of the BER at both the
transmission and the reception end, the consistency key is eventually negotiated. The physical
layer channel feature extraction and the key generation together with the key quantization are
deeply studied. The experimental results are analyzed from the consistency and randomness of the
transceiver.

2. Physical Layer Channel Feature Extraction Principle

In Y-00 [18], binary raw data are multi-level encrypted by the base group. The raw data are
immersed in the quantum noise, increasing the complexity of attacker cracking. The security level
of Y-00 encryption is higher than the cryptographic algorithm. The legitimate user knows the key
and gets the base of each signal. He can process the observed Y-00 signal to recover the original
signal information. According to the theoretical research results, the randomized encrypted data
(cipher-text) by the quantum noise cannot distinguish the state of the signal base. It is difficult
to crack the encrypted cipher-text and the randomization of the quantum noise is an important
parameter for evaluating the security, as shown in Fig. 1. It is shown that the binary raw data can
be modulated to different amplitude positions for modulation and encryption when the encrypted
base M is 8.

At the receiving end, when Alice and Bob use the consistent base, the BER obtained by the
loopback measurement is BER;. Since Eve cannot share the consistent base, the BER of Eve
(i.e., BERy) is higher than BER;.

Whether the bases of transmitter and receiver are consistent or not, it affects the corresponding
BER measurement. Then, the generated keys from BER quantization also change. According to
the method of measuring the BER by loopback, the channel feature can be effectively extracted.

The traditional communication system is far away from the noise communication system, and the
BER is 0 in far-away zones. The proposed method is close to the noise communication system.
The scheme is innovative in that it artificially introduces quantum noise, increases the BER, and
achieves superior security by the noise encryption of data. Since the key selection depends on the
BER, the consistency lies in the accuracy of the BER.
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Fig. 1. The principle of encryption Y-00 in different base states.
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Fig. 2. The schema of a consistency key negotiated by Alice and Bob from channel physical character-
istics BER.

Based on the physical features of the reciprocity and randomness of the channel, the consistency
and random keys are generated. Due to the reciprocity of certain devices such as lasers and
platforms, the synthesized noise is also reciprocal. The reciprocity of the channel mainly improves
the consistency keys while the randomness guarantees random keys. The BER is used as the
channel feature of the key generation.

As shown in Fig. 2, the green and the red lines respectively denote the schema of channel
physical characteristics BER by loopback measurement from Alice and Bob. As shown in Fig. 2(a),
the system mainly employs the physical characteristic BER to generate random and consistency
keys. First, Alice uses the public key base to drive Y-00 to encrypt the data which is sent through
the transmitter and passes through the channel through Bob, and then Bob sends it back. Alice
receives the information through the loopback measurement and decrypts it by Y-00. Then it
calculates the BER, and generates the initial key denoted as K; by quantizing the password.
Similarly, Bob negotiates the consistency K; in the way of transmitting the data by loopback
measurement and using the reciprocity of the channel and the randomness of the noise to make
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Fig. 4. Physics layer key extraction generation principle.

the key generated at the initial state t;. As shown in Fig. 2(b), K; generated by the initial state t,
encrypts the data, and again uses the randomness and reciprocity negotiation of the channel to
generate the enhanced key denoted as K. At this time, the initial state  is changed to a new
state .

3. Design of Key Distribution System Based on Optical Security
Transmission Channel Feature Extraction

3.1 BER Key Extraction Scheme Design

The specific design scheme is as follows. As shown in Fig. 3, the loopback self-key distribution
system for physical layer channel feature extraction can be divided into two loopback lines, the
first line allows Alice to receive data from Bob. Alice uses the seed key to generate the running
key through the pseudo-random number generator, and then encrypts the running key and the
data encrypted and transmitted by the optical transmitter. After receiving the data, Bob sends it
out according to the same encryption rules. Alice uses the same seed key to generate the running
key through the pseudo-random number generator. The running key and the data received by the
optical receiver are subjected to error analysis after the de-mapping of the micro-element to obtain
the BER. According to the same encryption rule, the second line allows Bob to receive data from
Alice basically with the same data processing and equipment as the first line.

In order to increase the BER of the system and quantize the seed key, Alice artificially introduces
random noise before sending the signal. Fig. 4 is an exploded view of key distribution based on
measurement feature extraction at both ends of the physical layer. In the experiment, these noises
have been taken into account. Some noises such as device noise, laser phase noise, and device
noise are characterized by slow changes, which can guarantee the BER measured at both ends
is slow and reciprocal. Although ASE and Gaussian noise change rapidly and the amplitude is
relatively small, the average of the BER after calculating it has little influence on the overall BER.
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To calculate the BER, we must know the probability distribution of the synthetic noise at the
decision point which mainly comes from the receiver noise and ASE noise. The receiver’s own noise
includes thermal noise and amplifier noise, which can be considered as a Gaussian probability
distribution with a mean of 0. However, the noise I,(t) distribution of the current introduced by
ASE noise is too complicated to be determined accurately since it is amplified, equalized, and
finally reaches to the point. For ease of calculation, the synthetic noise at the decision point is
approximated as a Gaussian noise distribution so that the BER can be calculated as long as the
noise mean and variance are known. In equation (1) when the signals are 0 and 1, the composite
noise variance is determined. oy and o are the synthetic noise variance in the case of signal 0
and 1 respectively. V4 is the average voltage for the signal. The BER calculation formula can be
approximated by (2).

Vo

Q= 1
— 1)

il (2)
Pe = VerQ

The key distribution rules for physical layer feature extraction are as follows:

Step 1: The data encryption information adopts the Y-00 protocol. First, Bob encrypts the trans-
mission data Dg with the base V-B, then adds noise N®4, and sends the noise-added data
Dg + NPA 4 Nopmer to Alice, Nyper is the synthetic noise including line noise and receiver
noise. The Y-00 encryption protocol is shown in the following formula (3).

Ds = mod[(bit9 & bit0), bit8 . . . bitO] (3)

Step 2: Alice uses Y-00 to solve the encrypted data Dy = Dg + NB* + Noge, With the same V-B
base, and encrypts the newly added data Dy + N*8 + Nyer with Y-00 with the base V-A
and sends it to Bob. The Y-00 decryption protocol is shown in equation (4).

Dy = De mod [(Da + N*8 — bit8 . .. bit0) @ bit0] (4)

Step 3: The data of Dy = Dy + N8+ N,imer received by Bob is that Bob solves the encrypted data
according to the same Y-00 base V-A. At the same time, the Y-00 based V-B encryption
data Dy + NB4 + Noser is continuously sent to Alice.

Step 4: Alice decrypts the data D), = Dj + N®4 + Nomer ith the base V-B using the Y-00 protocol.
At the same time, Alice compares the data sent and received. That is, the data error
rate of Dy = Dg + NBA -+ Nogner and D), = D + NBA ++ Noye, is compared, assuming that the
total length of the data bits is S, the number of error length bits is S;, and the bit error
rate is BERy = S1/S.

Step 5: Assuming that BER; = (0.51,0.31,0.32, 0.26, 0.56, 0.35, 0.25, 0.36),_g, Alice’s BER
sequence length is 8, then it is DS = (1, x, x,0,1, x, 0, x) after being quantified and
judged. The four bits initial key sequence KEY, = (1,0,1,0) is generated with the
other four discarded. The corresponding position of KEY, in the sequence of BER; is
SPy = (1,4,5,7). The position information SP, refers to the corresponding position of
the initial key sequence KEY, in the sequence of BER;. Finally Alice sends the position
information to Bob.

Step 6: By the loopback measurement, comparison is made between D; Bob receives and Dy
Bob sends. The total number of bits is L and the amount of the erroneous information is
Ly. The proportion of erroneous information is calculated, that is, the error rate BER, =
Ly/L obtained by Bob. The position information SFP; is also calculated likewise by Bob.
By comparing and matching the position information of Alice SP, and that of Bob SP;, a
consistency key is finally negotiated.

The BER generated by this system is the bit error rate of loopback transmission, instead of single

direction transmission. Both Alice and Bob generate the keys by measuring the BER through the
loopback measurement.
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3.2 Channel Feature Quantization Technique

Channel feature quantization technology weighs a lot in the decision-making process at the
receiving end in that its quality will directly affect the consistency, randomness and independence of
the entire key distribution system. Therefore, how to choose the best and determine the reasonable
decision threshold is the key to this section. The decision threshold in the scheme is obtained at
the average value ¢, with the point above and below it judged as 1, and 0 respectively.

The specific quantization steps depicted in Fig. 5 are as follows:

Step 1: Calculate the average value ¢ and the variance § for each set of data of the received
data. « is the threshold coefficient, which mainly adjusts key consistency rate and key
generation rate.

Step 2: Set the thresholds Thy and Thy, the threshold quantization formula, namely: Thy = ¢ —
ax8, Thh =c+a xé.

Step 3: When the BER > Thy, quantize it to 1; when the BER < Thy, quantize it to 0.

Among them, the point where the BER is within the range of (Thy — Thy) is discarded, and
retained otherwise. This range is set to avoid misjudgment caused by BER disturbances, thus
ensuring the consistency of the system.

Fig. 6 shows an experimental diagram for generating a key for channel feature quantization
which is realized by firstly blocking the data and then quantizing the generated key according to the
calculated threshold values Thy and Thy. The three straight lines on the error rate are thresholds
and mean values. According to the BER, a 0, 1 key is generated outside the upper and lower lines,
and the data in the two lines is discarded.

4. Analysis and Discussion of Experimental Results
4.1 Experimental Hardware Platform

Fig. 7 depicts the experimental platform for key generation. At the transmitting end, Alice sends a
1550 nm laser through an external laser with an optical power of 12 dBm, and transmits an QPSK
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Fig. 7. Experimental platform for key generation.

data signal through an intensity modulator. Through the 200 km fiber transmission, the receiving
end Bob demodulates the encrypted QPSK signal. Similarly, Bob sends data to Alice, and the two
parties share the key base V-A, V-B, demodulate the data, calculate the BER, and coordinate the
consistency key by quantization coding. In the case where Eve does not know the base, the error
rate of the demodulated signal is too high, and the generated key is inconsistency with the legal
side.

4.2 Signal Waveform Diagram and Eye Diagram

As shown in Fig. 8, the QPSK signal is encrypted by the Y-00 protocol. Fig. 8(a) and Fig. 8(b)
display the eye diagram of the unencrypted and encrypted QPSK signal after 200 km transmission
respectively. The upper and lower edges of the no encrypted eye diagram are clear, but those in
the encrypted eye diagram are blurred. While the signal is overwhelmed by noise, the correct signal
cannot be resolved.

4.3 Key Generation Performance Analysis

In the experiment, the consistent seed key generated by Alice and Bob becomes the running
key through the pseudo-random number generator. And then the running key is detected by
the NIST randomness detection standard, as the detection result is shown in Table 1. If the
detection result value is less than 0.01, the sequence is determined to be non- random, otherwise
random.
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TABLE 1
The Experiment Results of Randomness

No. Test item Test index Test result
1 frequency test 0.735678 Pass
2 block internal frequency test 0.875266 Pass
3 run test 0.225167 Pass
4 longest run test in the test 0.665906 Pass
5 binary matrix rank test 0.197381 Pass
6 discrete Fourier transform test 0.978059 Pass
7 non-overlapping module matching test 0.01117 Pass
8 overlapping module matching test 0.196138 Pass
9 Maurer’s general statistical test 0.948782 Pass
10 linear complexity test 0.292823 Pass
11 sequence test 0.62376 Pass
12 approximate entropy test 0.525363 Pass
13 the accumulation sum test 0.847687 Pass
14 random run test 0.010981 Pass
15 The frequency test of random run state 0.152266 Pass

As shown in Fig. 9(a), the relationship between the length of the selected data and the consis-
tency is direct. The smaller the data block length is, the worse the key consistency is. By quantifying
the BER, the consistency of the initial key obtained by Alice and Bob each is as below. The
BER interval is gradually increased with the key consistency. When the BER interval is greater
than 1.1 us, the obtained key consistency rate reaches 98%. As the BER measurement interval
increases, the error curve is smoother and the fluctuation becomes smaller, so the key consistency
quantized by Alice and Bob is improved.

The 0/1 distribution probability of the generated key is shown in Fig. 9(b). As the error measure-
ment interval increases, the 0/1 distribution of the keys generated by Alice and Bob is maintained
at about 50%. The better 0/1 distribution means better randomness.

The blue point in Fig. 10(a) is the BER curve measured by Alice, the purple one by Bob and
the green one by Eve. It can be seen that the changes in the BER curves of Alice and Bob are
basically the same, while the error rate of Eve is obviously high, also accompanied with significantly
different trend of change. Therefore, Eve quantifies the error rate by the same method and the key
obtained by Alice and Bob. By quantizing the BER, Alice and Bob get a consistency key, as shown
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Fig. 11. (a) Relationship between key consistency rate and error measurement interval. (b) Relationship
between key generation rate and segment length.

in Fig. 10(b). The key A is the seed key generated by Alice, and the Key B obtained by Bob. A total
of 24 bits are generated, and the key code rate is about 2 Mbps. Alice and Bob have a key error
rate of zero.

By quantizing the BER, Alice and Bob get a consistency key, but Eve gets a significantly different
one, reflecting the irrelevance of key generation. As shown in Fig. 10(a), for the Key Eve, the black
solid circle is an inconsistency key and the key error rate is 0.33. Since Eve measures the BER
through different devices and lines that are different from those of Alice and Bob, the BER of Alice
and Eve will not be exactly the same. The BER is a variable that can be used to negotiate the key,
so the generated key is also not the same.

Fig. 11(a) shows the relationship between the BER measurement interval and the key con-
sistency rate in the case of different quantized coefficients «. The BER measurement interval
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increases with the key consistency. When the BER measurement interval is longer than 0.8 us,
the obtained key consistency rate reaches 98%, and key generation rate reaches 2 Mbit/s. The key
generation rate denotes the rate of the initial key generated in the experiment. The key distribution
rate which is the actual key of operation in the system is smaller than the initial key. The initial key
needs to be converted into a distribution key and processed through data. Thus the key generation
rate in this paper is higher than other papers and the key consistency rate is also better. As the
error rate measurement interval increases, the error curve is smoother and the error fluctuations
become smaller, so the key consistency quantized by Alice and Bob is improved. In the case of
different quantized coefficients «, the key consistency rate and the BER measurement interval are
analyzed. At the same measurement time, as « increases, the key consistency rate increases, but
the key generation rate decreases.

Fig. 11(b) depicts the effect of data segmentation length and key quantization coefficient on key
generation rate. The data segmentation interval increases with the key generation rate reduced,
and in the case of equal segmentation intervals the key generation rate decreases with the increase
of the quantization coefficient. When « is between 0.1 and 0.3, the key rate is greater than 2 Mbit/s,
and the comprehensive analysis selects « to 0.3, which improves the system performance.

It is shown in Fig. 12(a) the relationship between the threshold coefficient « and the key
consistency rate. In the case where the quantized coefficient is constant and the data block length
L is 1000 bit—4000 bit, the consistency rate increases with the block length. When the block length
L is 3000 bits and the threshold coefficient « is greater than 0.5, the key consistency rate is over
98%. Fig. 12(b) shows the relationship between the threshold coefficient « and the key generation.
When the measurement interval length is 0.2 us, 0.4 us, 0.6 us, and 0.8 us and the threshold
coefficient is constant, the key generation rate is reduced as the measurement interval increases.
When the measurement interval is less than 0.2 us, the key generation rate can reach 4 Mb/s or
more.
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As shown in Fig. 13, the key consistency rate of Alice and Bob gradually increases with the error
measurement interval, which is close to 100%. As the error measurement interval increases, the
key consistency rate of Alice and Eve remains near to 50%. The experimental results show that the
security feature extraction method and key consistency negotiation scheme adopted in this paper
can meet the consistency and security requirements. Repeaters that do not affect the security
and randomness of the system will make little difference. And the key distribution distance will
increase.

5. Conclusion

The proposed key distribution system adopts multi-level encryption and noise extraction trans-
mission technology to realize line transmission security. It significantly improves the capability in
information protection of the physical layer of the optical communication system. The experimental
platform of this paper focuses on building a 200 km long-span physical layer security key distribution
system. The research has achieved a key generation rate of 2 Mbps with 98% key consistency
rate. The key distribution technology adopted in this paper is based on the physical feature extrac-
tion. The optical noise inherent in the optical communication process is utilized to directly encrypt
the transmission data without affecting the transmission performance of the system. The key
distribution system realized by the BER in both the transmitter and the receiver is compatible with
existing communication systems. It can encrypt the data and carry out a high-speed, long-distance
secure transmission.
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