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Abstract: In this paper, the groundwork on jamming effect and its alleviation mechanisms
in free space optical (FSO) communication are studied over Gamma-Gamma (GG) fading
channels along with the pointing error (PE) effects. A closed-form expression of the bit
error rate (BER) is evaluated analytically for a single-input single-output (SISO) FSO system
in the presence of jammer. The worst case jamming condition for maximization of error
is calculated numerically. The jammer channel is considered to be GG distributed. Being
the most dominating noise, the jamming signal is acted as the only noise source in the
considered FSO set-up. Therefore, this study is performed over additive GG noise channel.
The error performances are investigated for different atmospheric turbulence (AT) regimes
(weak to strong) and for different PE parameters of jamming noise. Moreover, to combat
the jamming effect, a multiple-input single-output (MISO) FSO system is considered. A
closed-form expression of the BER of the multiple transmit channels over the GG noise
is analytically calculated. The analytical results for both SISO and MISO FSO systems are
verified with the help of the simulation results obtained by MATLAB software. It is established
that MISO FSO performs better than SISO FSO system in terms of BER performance under
the influence of jamming noise. Furthermore, many important observations are made upon
the BER performances for different AT and PE parameters for SISO and MISO FSO systems.

Index Terms: Bit error rate (BER), free space optical (FSO) communication, Gamma-
Gamma (GG) fading, GG noise, jamming, optimization, pointing error (PE), signal-to-
jamming ratio (SJR).

1. Introduction
Recently, free space optical (FSO) communication has put its valuable signature in high speed
wireless communication society. This state of the art research in this field has established sev-
eral notable advantages like unlicensed frequency spectrum and low implementation cost [1], [2].
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Moreover, the application of multiple-input multiple-output (MIMO) technology improved the per-
formance of FSO systems in terms of better diversity gain, improved bandwidth utilization, and
larger coverage area [3]–[7]. Regardless of the advancements–the FSO communication system
has achieved in terms of performance improvement [8]–[22], the safety and authenticity is yet to be
verified firmly in order to establish a successful and secure communication. The unguided nature of
FSO communication system makes it highly interruptible by unauthorized users with mischievous
intentions, which is very dangerous for military application or any other security-constrained proto-
col [23]. There are two important parameters needed to be considered while studying the jamming
phenomenon–operating frequency and field-of-view (FoV) of the application. The effects of jamming
and different anti-jamming strategies have been studied by leaps and bounds for radio frequency
(RF) communication [24]–[27], where the jammer needs to radiate the signal over a wide ranges
of frequencies to jam the RF network. On the other hand, there exist very limited number of wave-
lengths, reserved for the FSO communication. Moreover, the spectral width of the laser beam used
in FSO communication system, is very narrow, mostly restricted around a specific wavelength value
(1300 nm or 1550 nm). Therefore, the operating frequency is very much predictable and can be
hampered by an intruder effortlessly.

FoV is a parameter which can be defined as the solid angle through which the receive photo-
detector is open to the incoming optical signals from the transmitter. In most of the FSO applications,
the FoV of the optical detector is kept wide [2]. Wider FoV helps to defeat the pointing error (PE)
problem and to maximize the acceptance rate of transmitted optical signal. The FSO communication
can be broadly classified in two major fields–terrestrial FSO communication and satellite FSO
communication. In terrestrial communications like in backhaul networks, the requirement of large
aperture diameter is necessary to receive most of the scintillating optical signal, which in turn leads
to an wider FoV [2]. Further, aperture averaging, a vital mechanism, is performed in FSO backbone
networks [28]–[31]. In mobile FSO communication systems where the transceivers are in motion
and also in satellite communications, the FoV needs to be significantly broad. There are several
practical applications which comply the purpose of broader FoV.

� The National Aeronautics and Space Administration (NASA) is working on the ingenious
technologies [32] for long distance interplanetary optical communications, where the optical
receiver sensor which collects the useful information from the planetary system through optical
path needs a broad FoV with high resolution factors.

� In [33]–[38], the future mobile FSO communication and FSO in space [39] claim for broad FoV
for maximization of detected signal and effective tracking capability.

� The Connectivity Lab of Facebook has launched solar-powered drones, Aquila [40], [41],
which are mobile in nature and connected with each other via optical link [42]–[44]. For that,
Facebook has developed an optical detector with high FoV [40, Fig. 1].

� In project Loon, the Google’s Internet balloons are mobile and they communicate via FSO
links, leading to a requirements of wider FoV [45]–[47].

If any established FSO communication is hampered by a jamming attack, then it becomes very
difficult to detect the original transmitted data at the receiving end. This annoying and sometimes
harmful intrusion lead to the Denial-of-Services (DoS) in the wireless optical network [23]. So,
with the enormous advancement of the FSO communication technology and its application, the
malicious effects from the adversaries are also needed to be investigated. Further, it is needed to
study the response of the jammed system in terms of error performances and to develop mitigation
process diligently to negate the adverse effect of jamming. Broadly two types of jammer can be
defined in a communication network with variable transmit power, transmitting opportunistically to
jam the receiver: (i) Constant Jammer: Remains in the on-state all the time and constantly impinges
its constant power until or unless all of its power gets exhausted. (ii) Pulse Jammer: It makes use
of its energy whenever there is an authorized signal passing through the channel, thus altering its
on and off phases. Due to the randomness of the jammimg activity, the received signal becomes
very unpredictable at the receiver.

In FSO communication system, due to maximization of the acceptance rate of the incoming
signal, a wider FoV is required. So it is quite easy for a jammer to reside inside the FoV in order
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Fig. 1. FSO Receiver with narrow and wide field-of-view.

to the jamming signal to be trapped inside the photodetector as shown in Fig. 1. It is important
to get the insight of the overall performances of any FSO communication system to get an idea
about error occurrences due to a jammer. However, in [48], the secrecy rate of MISO FSO system is
performed numerically with different non-jamming protocols in the presence of a legitimate user and
an eavesdropper. However, the effects of atmospheric turbulence (AT) and PE are not taken into
account. Whereas in [49]–[51], in presence of eavesdroppers the security improvement based on
secret key sharing, security risks analysis through a non-line-of-sight (NLOS) scattering channel,
and secure FSO employing multipath transmission by data fragmentation are studied, respectively.
Although the effects of PE are not considered here. The spectrum analysis of a secure chaotic
optical wireless communication systems is discussed in [52]. However, none of the aforementioned
studies have considered the effect of jamming and how it affects the BER performances of FSO
systems. For the first time to the best of our knowledge, the channel model of an FSO system with
jammer and its mitigation in order to improve the BER are studied with combined effect of AT and
PE, in this paper.

The novel contributions of this work are as follows:
� We first study the SISO FSO system considering the jamming effect over GG fading channel

with PE effect. This study is based on an additive GG noise channel.
� A closed-form expression of the BER of a SISO FSO link is derived with jamming effect for all

ranges of AT (from weak to strong). From the derived BER, diversity order and coding gain of
the FSO system due to jammer are calculated.

� The worst case jamming is evaluated which is responsible for maximizing BER to optimize the
transmitted signal power.

� For alleviation of jamming effect, the MISO FSO system performances are analyzed in terms
of BER for different values of PE, worst case jamming, diversity order, and coding loss, and
compared with the SISO FSO system.

Some significant observations are made from the analysis and the graphs which are provided
accordingly and have not been acknowledged till date. It is also identified that by employing ad-
ditional spatial dimensions to the authorized user channel, the effect of jamming can be reduced
significantly.

The rest of the paper is arranged as follows. Section II provides the system and channel
model of the considered FSO system with jammer and fundamental definitions related to the
error performances. Section III demonstrates the mathematical analysis of SISO FSO system un-
der the jamming effect. In Section IV, the method of jamming alleviation is described in detail.
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The numerical results are discussed in Section V and some remarkable conclusions are drawn in
Section VI.

2. Preliminaries
2.1 System Model

Consider an FSO link with a single transmit aperture (LASER) which emits an On-Off Keying (OOK)
modulated optical signal, x , a single receive aperture (photo detector), and a malicious jammer,
which tries to destroy the legitimate communication link at the receiver end, by sending optical
signal by varying its power opportunistically. Moreover, the legitimate optical channel is affected by
AT and PE which can deteriorate the established LOS link between the transmitter and receiver as
shown in Fig. 1. Similarly, the jamming link is also affected by the AT and PE. At the receiving end,
after converting the optical signal into electrical signal, the system input-output (I/O) relation can be
written as:

y = R
√

E x h x x + R
√

N J h J SJ nJ + e, (1)

where Ex denotes the peak transmit energy of the legitimate transmitter and, h x and h J are the fading
coefficients of user and jammer channel, respectively. At the receiver, a photodiode of responsivity
R is used, whose value is considered as 1; e is the additive white Gaussian noise (independent and
identically distributed over each symbol duration) with zero mean and N o variance.

The state of jammer: The injected jamming signal is denoted as nJ , whose value is considered
as unity. Let us consider a random variable (RV) SJ , that captures the mode of jamming; SJ follows
the Bernoulli distribution, which indicates that it has only two modes of operations–either on or off.
In on state, the jammer transmits an optical signal over an OOK symbol period with probability ρ,
whereas it remains idle with probability (1 − ρ). Therefore, the probability distribution of SJ is given
by [24]:

P (SJ = 1) = ρ; P (SJ = 0) = 1 − ρ, (2)

where ρ is the demographic term defining the degree of jamming activity (ρ ∈ (0, 1]) and P (·) denotes
the probability. Let, E J be the average jamming energy, limited in each symbol interval. However,
to be precise, whenever the jammer starts invading, it transmits with energy N J = E J /ρ, the net
contributing jamming energy.

At high transmit signal power region, the jamming noise is the most dominating noise than the
additive white Gaussian noise. However, to be precise, the instantaneous signal-to-jamming-plus-
noise (SJNR) ratio conditioned over the user and jammer channel coefficients (the jammer is in
active state) can be expressed as:

γg1 = h2
x E x

h2
J E J /ρ + N o

. (3)

When the jammer is in idle state, then the signal-to-noise ratio (SNR) is given by:

γg2 = h2
x E x

N o
. (4)

2.2 Optical Channel Model

In this paper, the effects of both AT and PE are studied in the performance evaluation of the
considered system. The GG fading distribution for h k , k ∈ {x, J } can be defined as [12]:

fh k (h k) � αkβkζ
2
k

A 0�(αk)�(βk)
G 3,0

1,3

(
αkβkh k

A 0

∣∣∣∣∣
ζ 2

k
ζ 2

k , αk − 1, βk − 1

)

, (5)

where G p ,q
m,n (·|) denotes the Meijer-G function [53].
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TABLE 1

AT Parameters [2], [54]

Considering the plane wave nature of optical radiation, the values of AT parameters αk and βk

can be defined as [9]:

αk � 1

e0.49σ2
lk/

(
1+1.11σ

12/5
lk

)7/6

− 1
, βk � 1

e0.51σ2
lk/

(
1+0.69σ

12/5
lk

)5/6

− 1
, (6)

where σ2
lk = 1.23C2

nkν
7/6L 11/6

k , characterizes the log irradiance variance, ν = 2π/λ, λ is the wave-
length, L k denotes the FSO propagation path length, and C2

nk is the refractive index structure
parameter.

The effect of PE can be described as the following terms, which are assimilated in (5):
A 0 = [erf(v)]2, v = √

π/2a/ωb, ζ k = ω2
zeq/2σ2

k , a denotes the radius of the receive aperture,
ωb expresses the beam-waist from center of the aperture (radius calculated at e−2), ω2

zeq =
ω2

b

√
πerf(v)/(2v exp(−v2)), is the equivalent beam width, σk is the jitter standard deviation, and erf(.)

is the error function [53]. The PE parameter, ζ k is inversely proportional to σk . Thus, lesser weight
of ζ k represents a larger PE severity. The AT parameters for different regions are listed in Table 1.
The turbulence parameters for strong and moderate AT conditions are available in [2], whereas, for
weak turbulence condition, log irradiance variance σ2

lk = 0.6 and propagation path length parameter
L k = 3 KM are considered for calculation of the AT parameters using the relationship between AT
parameters and σ2

lk [2, p. 141], [54].

2.3 Bit Error Rate

BER is an important performance metric to study the efficiency of any communication system. A
generalized BER expression in presence of jammer can be written as:

Pe = P (J = on)[P (x = 0)P (er r or |x = 0) + P (x = 1)P (er r or |x = 1)]

+ P (J = off )[P (x = 0)P (er r or |x = 0) + P (x = 1)P (er r or |x = 1)], (7)

where J denotes the state of the jammer here. Thus from (3) and (4), (7) can be written as [24]:

Pe = ρPe(γg1) + (1 − ρ)Pe(γg2), (8)

where the first and second terms of (8) define the BER for jammer in on and off state as a function of
SJNR and SNR, respectively. In (8), Pe(γg2) approaches towards zero as SNR increases (practically
at the operating zone). Therefore, jamming noise is the only effective noise term at the high SNR
region. Additionally, at high transmit power, the SJNR leads to:

γg1 = h2
x E x

h2
J E J /ρ + N o

≈ ρh2
x E x

h2
J E J

= ρ
h2

x

h2
J

γJ . (9)

In (9), γJ stands for the signal-to-jammer ratio (SJR). Fig. 2 illustrates the comparison between
SJR and SNJR for different values of N o. From the figure, it is observed that the SJR value is
independent of noise power N o. However, the decreasing noise power (i.e., when N o < 0 dB or unit
variance point) denotes the high SNJR region, and SNJR converges to SJR in that region, which
proves validity of the assumption drawn in (9). For performing this convergence test, the user and
jammer channel gains are considered to be unity and white Gaussian noise power is varied around
the unit variance reference point.
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Fig. 2. Comparison between SNJR and SJR for different values of N o with unit signal and jammer
energies.

Therefore, a precise BER expression of the considered system is given by:

Pe ≈ ρPe(γJ ). (10)

From (10), it is anticipated that all the following performance evaluations are needed for a study
over the additive Gamma-Gamma noise channel, which is different from the conventional additive
Gaussian noise channel.

2.4 Diversity Order and Coding Gain

The diversity order of a communication system describes the ability of a system to reduce the
effect of AT and PE due to fading, i.e., the gradient with which the BER versus SJR curve moves
asymptotically at higher SJR region. Coding gain designates the additional signal power desired
to obtain the same BER. At very high SJR region, the BER expression can be mathematically
expressed as:

lim
γJ →∞ BER(γJ ) ∝ (C gγJ )−δ, (11)

where δ and C g denotes the diversity order and coding gain, respectively.

3. Performance Metrics of SISO FSO Link Over GG Fading in
Presence of Jammer
In this section, the BER performance is conducted for the considered SISO FSO system under
jamming. For mathematical simplicity, we assume αx = αJ = α and βx = βJ = β.

3.1 ABER Evaluation

Let us first define an RV, z �
√

E J
ρ

h J , where h J is GG distributed, so from (5) the probability density

function (PDF) of h J is:

fh J (h J ) = αβζ2
J

A 0�(α)�(β)
G 3,0

1,3

(
αβh J

A 0

∣∣∣∣∣
ζ2

J
ζ2

J , α − 1, β − 1

)

. (12)

Performing transformation of RV [55] and some algebra on (12), the PDF of z can be calculated as:

fz(z) = αβζ2
J√

E J /ρA 0�(α)�(β)
G 3,0

1,3

(
αβz√

E J /ρA 0

∣∣∣∣∣
ζ2

J
ζ2

J , α − 1, β − 1

)

U (z), (13)
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where U (.) denotes the unit step function.
Now, neglecting the additive Gaussian noise term in (1), we get z = y − √

E x h x x ; hence, (13)
becomes:

fy (y |
√

E x , h x , x) = αβζ2
J√

E J /ρA 0�(α)�(β)
G 3,0

1,3

(
αβ(y − √

E x h x x)√
E J /ρA 0

∣∣∣∣∣
ζ2

J
ζ2

J , α − 1, β − 1

)

U (z). (14)

Equation (14) can be expanded further in two conditions given as:

fy (y) =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

αβζ2
J√

E J /ρA 0�(α)�(β)
G 3,0

1,3

(
αβy√

E J /ρA 0

∣∣∣∣∣
ζ2

J
ζ2

J , α − 1, β − 1

)

U (z), for x = 0,

αβζ2
J√

E J /ρA 0�(α)�(β)
G 3,0

1,3

(
αβ(y − √

E x h x )√
E J /ρA 0

∣∣∣∣∣
ζ2

J
ζ2

J , α − 1, β − 1

)

U (z), for x = 1.

(15)

Considering that the jammer is present and using (7), we can write the expression of instanta-
neous BER as:

PeSI SO (γJ , h x ) = ρ

[
0.5

∫ ∞

th
fy (y |x = 0)dy + 0.5

∫ th

0
fy (y |x = 1)dy

]
, (16)

where threshold th = √
E x h x . Employing (5) and [56, Eq. (2.24.1.1)] in (16), we have:

PeSI SO (γJ ) = ρζ2
x ζ

2
J (

√
ργJ )−1

2(�(α)�(β))2
G 3,4

5,5

(
1√
ργJ

∣∣∣∣∣
0,−ζ2

J ,−α,−β, ζ2
x

ζ2
x − 1, α − 1, β − 1,−ζ2

J − 1,−1

)

. (17)

3.2 Diversity Order and Coding Gain Analysis

Under low noise condition, the BER is dominated by the smallest exponent of γJ . Thus the smallest
exponent, i.e., the diversity order of SISO FSO system can be evaluated by representing (17) using
series form of the Meijer-G function [53], [57]:

PeSI SO = ρ1/2ζ2
x ζ

2
J

2
√

γJ (�(α)�(β))2

3∑

h=1

∏3
j=1 �(qj − qh )

∏4
j=1 �(1 + qh − p j)

∏5
j=4 �(1 + qh − qj)

∏
j=5 �(p j − qh )

(
√

ργJ )−qh

×
∞∑

n=0

(1 + qh − p 1)n ....(1 + qh − p 5)n

n !(1 + qh − q1)n .., ∗, ..(1 + qh − q5)n
(
√

ργJ )−n , (18)

where {p }={0,−ζ2
J ,−α,−β, ζ2

x } and {q} = {ζ2
x − 1, α − 1, β − 1,−ζ2

J − 1,−1}, ‘*’ denotes the omis-
sion of h th term, �(.) and (.)n denote the Gamma function and Pochhammer symbol, respectively
[53]. In order to calculate diversity order the higher degrees of SJR will be neglected, hence, the by
putting n = 0 and performing the minimization of the exponent of γJ on (18), the asymptotic BER is
given as:

PeSI SO = ρ1/2ζ2
x ζ

2
J

2
√

γJ (�(α)�(β))2

3∑

h=1

∏3
j=1 �(qj − qh )

∏4
j=1 �(1 + qh − p j)

∏5
j=4 �(1 + qh − qj)

∏
j=5 �(p j − qh )

(
√

ργJ )−qh . (19)

From (19), we can calculate the diversity order of the system as:

δSI SO = 1
2

· min{ζ2
x , α, β}. (20)

thus the coding gain will be (with qhmin = 2δSI SO − 1):

C gSI SO =
(

ρ1−δSI SO ζ2
x ζ

2
J

2(�(α)�(β))2

∏3
j=1 �(qj − qhmin )

∏4
j=1 �(1 + qhmin − p j)

∏5
j=4 �(1 + qhmin − qj)

∏
j=5 �(p j − qhmin )

)−1/δSI SO

. (21)
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Let ρ1 and (ρ2 � ρ1) are the jamming probabilities. Now, we can write the relative coding gain of the
system from (21) as:

�C gSI SO =
(

ρ2

ρ1

)1−1/δSI SO

. (22)

3.3 Worst Case Jamming Probability ρ∗
SI SO

Now, we consider that the jammer knows the channel parameters of the legitimate link, so it will
try to utilize the communication channel tactfully to maximize the error rate. Therefore, in the worst
case scenario, the value of the degree of jamming ρ can be found by differentiating (17) with respect
to (w.r.t.) ρ and setting it to zero. For the purpose of finding the optimal SJR value, let us define a
variable, u � 1/

√
ργJ ; differentiating (17) w.r.t. ρ by using [58], and employing change of variables

and the chain rule, we have:

dPeSI SO (γJ )
dρ

=
[

ρ−7/2ζ2
x ζ

2
J

4(�(α)�(β))2γ
3/2
J

G 3,4
5,5

(
1√
ργJ

∣∣∣∣∣
0,−ζ2

J ,−α,−β, ζ2
x

ζ2
x − 1, α − 1, β − 1,−ζ2

J − 1,−1

)]

+
[

ρ−1ζ2
x ζ

2
J

4(�(α)�(β))2γJ
G 3,5

6,6

(
1√
ργJ

∣∣∣∣∣
−1,−ζ2

J − 1,−α − 1,−β − 1, ζ2
x − 1

ζ2
x − 2, α − 2, β − 2, 0,−2 − ζ2

J − 1,−2

)]

. (23)

From (23), it can be seen that it is very complex to find a closed-form expression of optimal ρ.
So, optimal value of ρ, for SISO system, i.e., ρ∗

SI SO , for the worst case jamming can be expressed
numerically (approximately calculated from Fig. 6) as:

ρ∗
SI SO =

{
1, for γJ � 25.12,

25.12
γJ

, for γJ > 25.12.
(24)

Thus the ABER expression in worst case jamming is same as (17) under the condition of γJ � 25.12.
But for γJ > 25.12, the ABER expression approximately is given by:

P ∗
eSI SO

= 0.2
γJ

(25)

Remark 1: These observations affirm the inverse relationship between the worst case jamming
and SJR when SJR is greater than 14 dB. Additionally, they disclose the fact that a jammer requires
its power to be condensed in a smaller interval of time in the higher SJR region.

4. Alleviation of Jamming Effect
In this section, the study of error performance evaluation in presence of jammer is extended to
a general MISO FSO system. The notion of using multiple transmit apertures at the source end
envisions the fact that the FSO system will now get a chance to transmit the legitimate information
to the receiver over multiple channels. Moreover, it is well known that MISO FSO system can be
used to improve the system performance in terms of diversity order. Therefore, it motivates to study
the behavior of a MISO (N t × 1) FSO system when there is a jammer, always present to interrupt
the dedicated communication link by making the receiver congested. For the considered set-up, the
I/O relation is given as:

y ′ = R
N t∑

i=1

√
E x

N t
h xi x + R

√
N J h J SJ nJ , (26)

where, h xi is the gain of corresponding FSO channels, Ex is the total transmit energy and the
value of responsivity R is 1. Let us define a variable, z′ �

√
N J h J hence, from (26), we have:

z′ = y ′ −∑N t
i=1

√
E x

N t
h x i x .
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4.1 ABER Calculation

By using transformation of RV and putting the value of z′ in (13), the PDF of output signal y ′ can be
expressed as:

fy ′(y ′) =

⎧
⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

αβζ2
J√

E J /ρA 0�(α)�(β)
G 3,0

1,3

(
αβy ′

√
E J /ρA 0

∣∣∣∣∣
ζ2

J
ζ2

J , α − 1, β − 1

)

U (z′), for x = 0,

αβζ2
J√

E J /ρA 0�(α)�(β)
G 3,0

1,3

(
αβ
(

y ′ −∑N t
i=1

√
E x

N t
h x i

)

√
E J /ρA 0

∣∣∣∣∣
ζ2

J
ζ2

J , α − 1, β − 1

)

U (z′), for x = 1.

(27)

From (7) and (27), and h sum = ∑N t
i=1 h xi we get:

PeSI SO (γJ , h sum ) = ραβζ2
J
√

ργJ h sum

2N t A 0�(α)�(β)
G 4,0

2,4

(
αβ

√
ργJ h sum

N t A 0

∣∣∣∣∣
ζ2

J , 0
−1, ζ2

J − 1, α − 1, β − 1

)

. (28)

To find the joint distribution of N t channels, the moment generating function (MGF) approach is
used. The MGF of h xi is given by:

M h xi
(s) =

∫ ∞

0
e−sz′

fh xi
(z′)dz′. (29)

Thus, the MGF of h xi can be expressed as [13]:

M h xi
(s) = Q os−ζ2

x +
∞∑

n=0

R n s−n−α +
∞∑

n=0

Sn s−n−β, (30)

where Qo, R n , and Sn are defined in [13, Eq. (20)]. Considering the independent channels, the MGF
of h sum can be written as:

M h sum (s) =
N t∏

i=1

M h xi
(s) = (M h xi

(s))N t . (31)

From (30) and (31) and after some algebra using trinomial expansion [59], we have:

M h sum (s) =
∑

k1,k2,k3
k1+k2+k3=N t

(
N t

k1, k2, k3

)(
Q os−ζ2

x

)k1

( ∞∑

n=0

R n s−n−α

)k2
( ∞∑

n=0

Sn s−n−β

)k3

=
∑

k1,k2,k3
k1+k2+k3=N t

(
N t

k1, k2, k3

) ∞∑

n=0

C n (k1, k2, k3)s−n−k1ζ2
x −k2α−k3β. (32)

The co-efficients in (32) can be computed from [53, Eq. (0.316)]. Applying inverse Laplace trans-
formation on (32), the joint PDF of MISO FSO channel can be evaluated as:

fh sum (z′) =
∑

k1,k2,k3
k1+k2+k3=N t

(
N t

k1, k2, k3

) ∞∑

n=0

C n (k1, k2, k3)
z′(n+k1ζ2

x +k2α+k3β−1)

�(n + k1ζ2
x + k2α + k3β)

. (33)
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Fig. 3. Coding gain of SISO and 2 × 1 FSO system in different AT region for ρ1 = 0.01, ζ x = 4.5856,
and ζ J = 0.8545.

Now, using (7), (28), (33), [56, Eqs. (8.2.2.15), (2.24.2.2), and (2.24.2.3)], and after some rigorous
mathematics, we have the final closed-form expression of the ABER as:

PeM I SO = ζ2
J

2�(α)�(β)

∑

k1,k2,k3
k1+k2+k3=N t

(
N t

k1, k2, k3

) ∞∑

n=0

C n (k1, k2, k3)
1

�(n + k1ζ2
x + k2α + k3β)

×
(

αβ

A oN t

)−n−k1ζ2
x −k2α−k3β(√

γJ

)−n−k1ζ2
x −k2α−k3β

(ρ)−n/2−k1ζ2
x /2−k2α/2−k3β/2+1

×
[

aG 4,1
3,5

(

a

∣∣∣∣∣
0, a1, a2

b1, b2, b3, b4,−1

)

+ aG 5,0
3,5

(

a

∣∣∣∣∣
a1, a2, 0

−1, b1, b2, b3, b4

)]

, (34)

where a is an arbitrary positive number (considered a = 3 here), taken as upper and lower limit while
using [56, Eqs. (2.24.2.2) and (2.24.2.3), respectively] and a1 = ζ2

J + n + k1ζ
2
x + k2α + k3β, a2 = n +

k1ζ
2
x + k2α + k3β, b1 = −1 + n + k1ζ

2
x + k2α + k3β, b2 = ζ2

J − 1 + n + k1ζ
2
x + k2α + k3β, b3 = α −

1 + n + k1ζ
2
x + k2α + k3β, and b4 = β − 1 + n + k1ζ

2
x + k2α + k3β.

4.2 Diversity Order and Coding Gain Analysis

Ignoring all the higher order terms of SJR in (34), the diversity order can be expressed as:

δM I SO = N t

2
· min

{
ζ2

x , α, β
}
. (35)

From (34), in high SJR region, and considering ρ1 and (ρ2 � ρ1), we can write the relative coding
gain of the MISO FSO system as:

�C gM I SO =
(

ρ2

ρ1

)1−1/δM I SO

. (36)

Remark 2: From (20), we can observe that the diversity order of the SISO FSO system is
dependent on minimum value of AT and PE parameters. Also, coding gain parameter acts differently
in various AT regions. In Fig. 3, the relative coding gain of the SISO FSO system is shown using
(22), where it can be seen that with increasing jamming probability, the relative coding gains under
strong and moderate AT region decrease, i.e., it signifies the coding losses in high SJR region.
Interestingly, under weak AT condition, improvement in the relative coding gain is observed. This
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Fig. 4. Simulation flowchart.

happens because under the weak AT condition, the jammer acts as a pulse jammer and it will be
further elaborated in Section V (cf. Fig. 6).

Remark 3: For MISO FSO system, the diversity order is increased by the factor of N t , i.e., the
number of transmit apertures. But for all AT regions and from (36) the system poses a relative coding
gain in presence of jammer, where for weak AT it is maximum and for strong AT it is minimum as
shown in Fig. 3.

4.3 Worst Case Jamming Probability ρ∗
M I SO

Now, it is very difficult to analyze the worst case jamming probability by differentiating (34) with
respect to ρ. Therefore, the optimum value of jamming probability, ρ∗

M I SO for the worst case jamming
can be evaluated numerically (approximately calculated from Fig. 9) as:

ρ∗
M I SO =

{
1, for γJ � 100,

100
γJ

, for γJ > 100.
(37)

Thus the ABER expression in worst case jamming is same as (34) under the condition of γJ � 100.
But for γJ > 100, the expression is approximately given by:

P ∗
eM I SO

= 0.35
γJ

(38)

Remark 4: Similar to SISO case, the jammer takes its worst form when the SJR is greater than
20 dB.

5. Numerical Results and Discussions
In this section, the performances of SISO and MISO FSO systems affected by jammer are discussed
in terms of BER. The studies are done for wide ranges of AT incorporating the effect of PE. The
theoretical analyses are validated by the simulated results computed using MATLAB software.
Figure 4 demostrates the flowchart of Monte Carlo simulation process performed for a given per
symbol SJR value. The PE parameters are taken as ζ x = 4.5856 for the legitimate user and
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Fig. 5. Analytical and simulation ABER versus SJR graph for SISO FSO system for strong and moderate
AT, various ρ, ζ x = 4.5856, and ζ J = 0.8545.

Fig. 6. Analytical and simulation ABER versus SJR graph for SISO FSO system for weak AT, various ρ,
ζ x = 4.5856, and ζ J = 0.8545.

ζ J = 0.8545 for the jammer as it suffers from a more severe PE than the user. Although jamming
effect are observed for different PE parameters and for various degrees of jamming ρ.

5.1 SISO FSO System Response Under Jamming Environment

From (17), Fig. 5 gives the ABER versus SJR performances of SISO FSO system for strong and
moderate AT for different values of ρ. It is observed that the error performances of SISO system
is poor even if at high SJR region. It can also be noticed that for both AT regions the BER graphs
become parallel at high SJR region. Though the nature of error performances changes dramatically
in weak AT region shown in Fig. 6. Crossovers are observed at different SJR values for different
ρ. From the figure, the value of ρ∗

SI SO expressed in (24) can be numerically calculated. It can be
observed that at around 14 dB, the ABER curve for probability ρ = 0.5 crosses ABER curve for
ρ = 1 and gives the worse error performances than ρ = 1 case from 14 dB onwards. Therefore,
the jamming probability, ρ = 1 gives the worst error performances before 14 dB, whereas after
14 dB onwards ρ∗

SI SO decreases with increasing SJR. From (24), it can also be noticed that when
γJ = 52.5 dB , the worst ABER performance is obtained for probability ρ = 0.0001 (ρ∗

SI SO ), which
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Fig. 7. Comparison between analytical and simulation ABER versus SJR graph for SISO FSO system
for fixed values of ρ = 1 and ζ x = 4.5856.

can also be verified from the figure. Also, substituing the corresponding values of FSO system
parameters (AT and PE) and ρ∗

SI SO for paticular SJR value, the worst case ABER, (25) is derived
from (17). Moreover, the difference between the BER curves of constant jammer and worst case
jammer (for ρ*) increases with SJR increment. This is because the jamming power is inversely
proportional to ρ, and a low probable jammer tries to concentrate all its power to fewer symbol
periods than a highly probable jammer. This behavior shows a dominating effect at high SJR
values. Thus it validates the fact drawn in Remark 1.

Remark 5: The ABER performances of SISO FSO system confirms that for strong and moderate
AT the worst case jamming will occur when ρ = 1, but in weak AT the worst case jamming is depicted
by ρ*.

Figure 7 shows the effect of PE parameters on ABER graphs. It can be seen that the higher the
value of PE parameter ζ J (signifies better alignment, less PE) of the jammer, the poor will be the
error performances as it affects the authorized communication link destructively.

5.2 Convergence Test

The ABER expression in (34) incorporates the infinite terms of summation (0 ≤ n ≤ ∞), hence it is
needed to find out the limit of the summation terms so that the expression becomes convergent. Let
us consider that the ABER converges for a finite number of summation terms, i.e., kl, the abridged
value of the infinite summation. This convergence test is shown in Fig. 8. For all the AT regions, it
is observed from Fig. 8 that ABER converges for a finite value of kl and follows the actual ABER
slope. It can also be observed from the figure that for all AT regions, the larger the value of kl, the
better is the convergence of ABER. At a value of kl = 15, the convergence starts from 22.5 dB,
26 dB, 29 dB for strong, moderate, and weak ATs respectively, i.e., all ABER plots start converging
from the operating ranges of transmit power. Thus for a better convergence performance the value
of kl is taken as 25 for all the following figures of ABER of MISO FSO system.

5.3 Towards Alleviation of Jamming by Increasing the Spatial Dimensions

In the aforementioned sections, we have discussed the severity of jamming in the considered SISO
FSO system and the poor BER performances in presence of jammer. Therefore, to mitigate the
extremity of jamming the MISO FSO setup is studied. Also, the performance comparisons between
SISO and MISO FSO system are provided here under the jamming attack.
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Fig. 8. Convergence graph for different values of kl under strong, moderate, and weak AT regions (for
ρ = 1).

Fig. 9. Analytical and simulation ABER versus SJR graph for MISO (2 × 1) FSO system for strong AT,
various ρ, ζ x = 4.5856, and ζ J = 0.8545.

Figure 9 demonstrates the ABER performances for 2 × 1 MISO FSO system in the strong AT
regime. Here, it can be observed that the crossovers in ABER plots are appeared in the strong AT
region. It is now quite obvious and can also be envisioned easily that the similar nature will also
appear in ABER curves under moderate and weak AT region. From Fig. 5, it is seen that the error
performance of SISO FSO system is very poor in strong AT region in presence of jammer compared
to 2 × 1 FSO system shown in Fig. 9. For example, under the constant jamming and ρ = 1, at 50 dB
the ABER of the SISO FSO system (cf. Fig. 5) is 1.5 × 10−4 but for 2 × 1 FSO system it is 6.3 × 10−7.
Again, to get the ABER of 3 × 10−5 when ρ changes from 0.01 to 1, the difference between required
transmit power is 7 dB less in 2 × 1 MISO FSO system, which will further decrease with increasing
number of transmit apertures. It also indicates that the difference between the worst case jammer
(ρ∗

M I SO ) and jammer with fixed power gradually increases for higher values of SJR. Therefore, at
high SJR region the injected jamming power is required to be condensed into the smaller portion
of time.

Figure 10 depicts the error performance comparison between the SISO and 2 × 1 MISO FSO
system in strong AT region for different PE parameters of jamming link. From the figure it is seen
that the ABER performance is significantly improved and even for small PE of jamming link the
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Fig. 10. Comparison between analytical and simulation ABER versus SJR graph for MISO (2 × 1) FSO
system under strong AT for fixed values of ρ = 1 and ζ x = 4.5856.

Fig. 11. Comparison between analytical and simulation ABER versus SJR graph for MISO (N t × 1) FSO
link under strong AT for fixed values of ρ = 0.5, ζ x = 4.5856, and ζ J = 0.8545.

error decreases more rapidly in the 2 × 1 FSO system. To achieve ABER of 2.5 × 10−4 and at
ζ J = 1.3621, i.e., even with low PE severity of the jammer, the required transmit power for 2 × 1
FSO system is 17.5 dB less than SISO FSO system.

Remark 6: It is now established that the MISO FSO system is significantly capable to tolerate
the impact of jamming. In 2 × 1 MISO FSO system (cf. Fig. 9), the crossovers are arising under
the strong AT region whereas it is not the case in SISO FSO system under strong AT region. It
happens in the case of MISO FSO system because there are more than one transmit channels
available for communication even under the strong AT condition. Therefore, the probability of getting
all the channels in deep fade is very small, i.e., all MISO FSO channels remain mostly favorable
to be detected efficiently around the mean value of the joint PDF. Moreover, under different PE
parameters the performance improvement in MISO FSO system is quite symbolic.

In Fig. 11, the BER performances for MISO FSO system are shown by varying the number of
transmit apertures. It can be observed from the figure that when the number of transmit apertures
increases, the ABER performance improves notably. If the diversity order is calculated at high SJR
region (between 50 and 60 dB), then it can also be observed that the diversity order is 0.7, 1.4, 2.03,
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and 2.7 (considering min{ζ2
x , α, β} = β here) for SISO and MISO (N t = 2, 3, and 4, respectively)

FSO systems, correspondingly. Therefore, the diversity order improves gradually with increasing
number of transmit apertures. Hence, we can also verify the diversity order of both SISO and MISO
FSO system which is derived analytically in (20) and (35) from infinite series representation of
ABER given in (19) and (34), respectively.

6. Conclusion
The jamming effect in FSO communication system has been studied in this paper, where both
the legitimate and jammer channels have been considered to experience the GG fading with PE
effect. The poor performances of the SISO FSO system in terms of BER have been analyzed and
observed over the additive GG noise. To reduce the effect of jamming in FSO communication, a
MISO FSO system has been analytically studied. All derivations are obtained over additive non-
Gaussian noise channel, which poses the system model and signal detection process uniquely
distinct from the additive Gaussian noise based FSO system. For SISO and 2 × 1 FSO systems,
the worst case jamming has been evaluated numerically, and it has been observed that it carries
an inverse relation with SJR. Interestingly, in low SJR region, the worst system performance has
been noticed for an always on jammer, i.e., ρ = 1; whereas, a random jammer with a small jamming
probability, e.g. ρ = 0.001 induces more error in high SJR region. This observation also reveals
the pulse nature of jamming effect, which demonstrates that at high SJR region a low probable
jammer affects the FSO system worstly. However, it has been established analytically that a MISO
FSO system performs significantly better than a SISO FSO system when there is jamming in the
communication channel.
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