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Abstract: In this paper, optical code division multiple access (OCDMA) based hybrid free-
space optical (FSO)/fiber wiretap channel is proposed, and the physical-layer security is
analyzed theoretically, using the conditional secrecy outage probability as the performance
metric. Taking into account the background noise, multiple-access interference, shot noise,
and thermal noise, the closed expression of the conditional secrecy outage probability is
obtained. Under the condition that the eavesdropper intercepts information on the fiber
link and the minimum conditional secrecy outage probability is zero, the safe transmission
distance and interception distance of the system are defined and studied. Furthermore, a
10-Gb/s experimental system of OCDMA-based hybrid FSO/fiber wiretap channel is built for
the first time. The bit error rates of the legitimate user and eavesdropper are measured as
well as the interception distance of the system.

Index Terms: Free-space optical communications, optical code division multiple access,
physical-layer security, secrecy outage probability.

1. Introduction

Over the past few years, free-space optical (FSO) communications have attracted considerable
attention due to the flexibility, cost-effectiveness and high-capacity. They have been considered as
an attractive alternative to provide high-speed communication services where fiber infrastructure
deployment is impractical or deficient [1]. Moreover, the future optical networks will be hybrid,
composed of different fiber and FSO links, in order to support a wide range of services over different
network types at a high speed [2]. Therefore, hybrid FSO/fiber networks have been proposed and
widely studied recently.

In hybrid FSO/fiber networks, optical beams transmitted through the FSO link can be directly
coupled into the fiber core for seamless connection, results in no need to convert the optical signal
from electrical to optical formats or vice versa for transmitting or receiving through the atmospheric
medium [3]. Hence, hybrid FSO/fiber networks have the advantages of high speed, low cost and
simple deployment. They can be employed for metro network extension, last mile access, or as
an extension of Radio over Fiber into atmospheric links. Besides, the hybrid networks can also
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be used to extend broadband connectivity to under-served areas [4]. A flexible two-way phase
modulation-based FSO convergence system was proposed in [5], and it's excellent for integrating
the fiber backbone and last-mile applications. Yu and Liaw demonstrated a bidirectional cross-
bridge communications system, the FSO link is established across a bridge to provide emergency
communications backup to the fiber link [6]. A high-speed and long-reach optical wireless commu-
nication system was proposed in [7]. A couple of doublet lenses is deployed to emanate laser beam
from the ferrule of single-mode fiber (SMF) (transmitting side) into the free space and to guide
laser beam from the free space into the ferrule of SMF (receiving side), significantly extending the
free space transmission distance to 180m. A bidirectional FSO system integrated with fiber access
network was proposed and investigate experimentally for wireless traffics. In the system, 10 Gbit/s
FSO signals propagate through free space and 25 km SMF transmission link, achieving 1000m free
space transmission length based on the obtained power sensitivity of each FSO signal [8]. It is also
possible to support wireless transmission between remote optical wireless units [9]. Besides, there
are other researches of hybrid FSO/fiber networks, which show that the reliability is guaranteed
[10]-[13].

However, there are some security risks in hybrid FSO/fiber networks. FSO communications
suffer from eavesdropping because of the openness of wireless channels. The FSO communication
between two legitimate peers in the presence of an external eavesdropper was studied in [14], where
the eavesdropper uses a sensing device to collect a fraction of the power radiated by legitimate
user. In addition, the eavesdroppers can get access to a small number of optical signals by bending
the optical fiber, which is not easy to be detected by legitimate users [15]. Therefore, it is necessary
to study the security of hybrid FSO/fiber networks.

Encryption on the data layer, such as key sharing and key agreement, can provide positive
impacts on the security [16], but it cannot guarantee absolute security. Quantum communication
technology can provide absolute security, but only for low rate transmission [17]. As a supplement
to the traditional encryption technology, physical-layer security was pioneered by Wyner [18]. It
now receives more and more attention for it can provide a method to ensure reliable and secure
communication. Optical code division multiple access (OCDMA) is considered as a good candidate
to provide physical-layer security [19]. In the case of brute-force search, the physical-layer security
of OCDMA was measured by code cardinality [20]. And code reconfiguration can increase the
difficulty of interception, thus providing significant advantages in security [21]. The physical-layer
security of OCDMA-based optical fiber communication system was analyzed in [22], and the author
used security leakage factor to evaluate the physical-layer security level. According to the above
analysis, OCDMA technology is useful to prevent eavesdropping and improve the physical-layer
security.

Although there have been some researches on the application of OCDMA technology in hybrid
FSO/fiber networks, the researches on the security are not included. In [23], experimental per-
formance of OCDMA transmission over free space and optical fiber without optical and electrical
conversion was reported for the first time. The signals have been successfully demonstrated over
free space and 20 km optical fiber transmission link in experiment. A hybrid fiber-optic/FSO CDMA
network connecting to fiber-optic CDMA sub-networks was studied in [24], this paper focused on
the performance analysis of acquisition system in atmospheric OCDMA communications.

In this paper, OCDMA-based hybrid FSO/fiber wiretap channel is proposed, and the physical-
layer security is analyzed by using the conditional secrecy outage probability as the performance
metric. The eavesdropper can intercept information on the FSO link or fiber link. Considering the
background noise, multiple-access interference (MAI), shot noise and thermal noise, the closed
expression of the conditional secrecy outage probability is obtained. And the effects of secrecy
rate, transmission distance, eavesdropping ratio and the number of interfering users are analyzed.
Assuming the eavesdropper intercepts information on the fiber link and the minimum conditional
secrecy outage probability is zero, the safe transmission distance and interception distance of the
system are defined and studied. Furthermore, we build a 10 Gb/s experimental system of OCDMA-
based hybrid FSO/fiber wiretap channel for the first time. The bit error rates (BERs) of the legitimate
user and eavesdropper are measured and the interception distance of the system is obtained.
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Fig. 1. OCDMA-based hybrid FSO/fiber wiretap channel model.

This paper is organized as follows. In Section 2, we will introduce OCDMA-based hybrid FSO/fiber
wiretap channel model. In Section 3, the physical-layer security of OCDMA-based hybrid FSO/fiber
wiretap channel will be analyzed. In Section 4, we build an experimental system of OCDMA-based
hybrid FSO/fiber wiretap channel. This paper is concluded in Section 5.

2. OCDMA-Based Hybrid FSO/Fiber Wiretap Channel
2.1 OCDMA-Based Hybrid FSO/Fiber Wiretap Channel Model

Fig. 1 shows the OCDMA-based hybrid FSO/fiber wiretap channel model, where the legitimate
users Alice and Bob want to communicate over the all-optical transmission link, and the eaves-
dropper (Eve) observes their transmission on the FSO link or fiber link. The interfering users are
employed to prevent Eve from intercepting information by the way of energy detection, and they
are independent of each other. The transmission power is Py, the transmission distance and the
attenuation coefficient of FSO link are d; and §, the transmission distance and the attenuation
coefficient of fiber link are dy and «, respectively.

At the transmitter, the information to be transmitted is OOK modulated and encoded through an
optical encoder by using prime frequency hopping codes (p x p2,p,0, 1), where p is the prime
number for time spread and frequency hopping. The code length is p?, the code weight is p and
the average cross-correlation value is o = 1/(2p) [25]. The encoded signal is transmitted into the
atmospheric channel, which is affected by atmospheric attenuation and turbulence. Then the laser
beam is directly coupled into the optical fiber through the coupling lens (CL), and is transmitted
through the optical fiber. Since the laser beam transmitted in FSO link experiences divergence
due to optical diffractions, one possibility for a successful eavesdropping is to locate Eve in the
divergence region of the laser beam as suggested in [26]. In addition, Eve can intercept at different
positions of the fiber link [18]. We assume that Eve intercepts a fraction r, of the available power, and
Bob receives a fraction 1 — r, [10]. It should be noted that the eavesdropping ratio r, is the proportion
of the signal power intercepted by the eavesdropper to the total signal power at the eavesdropping
location. The most ideal eavesdropping situation is that the eavesdropper can collect all the power
not captured by the legitimate user. At the receiver, Bob decodes with a matched optical decoder
and the signal is received by the avalanche photodiode (APD), while Eve uses a random decoder,
including matched and unmatched decoders.

2.2 Atmospheric Turbulence Model

The atmospheric turbulence causes scintillation, which is the major impairment of FSO communi-
cations. It's characterized by some models such as log-normal, gamma-gamma, etc. In this paper,
we mainly consider the weak turbulence, so the log-normal distribution model is adopted. The
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probability density function (PDF) and the cumulative distribution function (CDF) for the log-normal
distribution model are given by [27]

1 (Inl +02/2)?
f() :mexp[—T] (1)
F() = %erfc (—%) )

where erfc(.) is the complementary error function, o2 is the log-intensity variance, determined by
the parameters of the channel, and can be expressed by

2 _ oxp 0.4962 N 0.5162 ; @
o = —
(1+0.1802 + 0.5652/5)"/° (1 4 0.902 + 0.6202512/5)>/°

where d = \/kD2 /4, 82 = 1.23C%k7/6l;s10/6, Irso is the transmission distance of FSO link, k = 27/ is
the optical wave number, 1 is the wavelength of laser source, D is the receiver’s aperture diameter,

C2 is the altitude-dependent turbulence strength.

2.3 Fiber-Coupling Model

In hybrid FSO/fiber wiretap channel, optical beams transmitted through the FSO link can be directly
coupled into the fiber core through a single lens to achieve seamless connection, as shown in Fig. 2.
A coupling loss is encountered at the interface between the FSO link and fiber link, thus, a general
expression for the fiber-coupling efficiency in a single-mode fiber is given by [28]

1 1 A A
n= 882/(; /0‘ (exp |:— <32 + ARX) (X% + X%)] X /0 (2 AHX X1X2> X1X2> dxqdxo (4)
c c

where a is the coupling geometry parameter, Agx = nD?/4 is the CL area, A, = np? is the spatial
coherence area of the incident wave, with radius p, = (1.46C2k%/;5,)~%/°, 1o(-) is a modified Bessel
function of the first kind, order zero.

2.4 Eavesdrop on the FSO Link

First, we consider the case in which Eve is located in the FSO link. As shown in Fig. 1, Eve can
collect the power not captured by Bob when Eve is in the divergence region of the laser beam. This
is the scenario suggested in [22] as potentially likely to suffer from eavesdropping. Of course, in
order not to be noticed by legitimate users, Eve should be as far away from the beam center as
possible, while the coupling lens is in the beam center, so the normalized irradiance fluctuations
caused by atmospheric turbulence on Bob and Eve are uncorrelated, expressed as /g and /g,
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respectively. The distance between Eve and Alice is d,,, we assume that d,, ~ dy, because Eve is
located in the output terminal of the FSO link.
For the main channel, without considering the turbulence, the receiving chip power of Bob is

8dq+ady
Pg =p?(1 = 1) Po/10" 0 -y (5)
There are some noises at the receiver, such as shot noise, thermal noise and background noise,
which can be modeled as zero-mean Gaussian noises. When the receiving power is very small,
the background noise and the thermal noise are dominant, but when the receiving power is large
enough, the shot noise cannot be ignored. Besides, interfering users using different codes will cause
MAI, which may affect the transmission on main channel and wiretap channel. So the average signal
current and the noise mean square current can be expressed as
For user data “1”,

1
/5,1 ZRQPB (1 —i-ﬁm) g (6)
05,1 = Ugh—sj + Gl%—s + (7%1 + UI\Z/IAI—S (7)
For user data “0”,
1
Is.OZRgPszﬁm'/B (8)
050 =05 s0+ 05 s+ O+ Oha_s 9

where of ., = 2eRF.g°Ps[1+m/(2p®)]ls - Af, 0% ., = €RF.g°Psm -5 - Af/p® represent shot
noises, o2 = 2eRF,92Pyna, - Af represents background noise, o5 = 4ks TAf/R, represents ther-
mal noise, UA2/1A/_S = muo(1 — 1uo)(RgPslg/p)? represents the variance of MAI of Bob. Moreover,
R and g are the responsibility and average gain of APD respectively, P, is the background noise
power, e is the electron charge, F, is the excess noise factor of the APD, kg is Boltzmann constant,
T is the absolute temperature, and R, is the load resistance. Af = p2 - R,/2 is the effective noise
bandwidth, where R, denotes the bit rate. «, is the attenuation of the background noise power of
Bob on the fiber link, expressed as o, = 10-2%/10 [29].

For the wiretap channel, if Eve uses the unmatched decoder, the range of the code cross-
correlation peak value is 1 < v < p. Here, we consider the best case of system security, that is
v = 1. So the receiving chip power of Eve is

Pr_gy = plo- Po/107 (10)

Its the worst performance for Eve (the upper bound of system security). Hence, the average
signal current and the noise mean square current of Eve are represented as
For user data “17,

1
lF—eu1 = RPF_Eu <1 + 2—m> le (11)
p

Ufz:feuj = JghfFfeuJ + 0 f ot O+ ONAI_F_a (12)

For user data “0”,

1

lr_ = RgPr_gy—m -1 13
F—eu,0 = RYPF eV, £ (13)
Ufz:feu,o = UghfFfeu,O + 0 f ot O+ ONAI_F_a (14)

where o ., 1 =26RFag?Pr_yl1+m/(2p)lle - Af, 05 ¢ _,, 0 = €RFag?Pr_cum - I - Af/p rep-
resent shot noises, o2 , ,=2eRF,g?P, - Af represents background noise, 0%, r o =

muo(1 — wo)(RgPr eyl )? represents the variance of MAI of Eve.
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However, if Eve uses the matched decoder, the code cross-correlation peak value is v = p, so
the receiving chip power of Eve is

Pe_ey = p2fe . P0/10% (1 5)

In this case, the physical-layer security of the system reaches the lower bound. So the average
signal current and the noise mean square current are represented as
For user data “1”,

1
lr—em1 = RgPr_Em (1 + ﬁm) le (16)
p

OF om1 =0 F_emi1+ Ob_F_et O+ OnaI_F_em (17)

For user data “0”,

1

le_ = RgPr_eyy—m - | 18
Foeno = RgPr—gu 5 5m -le (18)
UI%'—em,O = O—fh—F—em,O + 0y ot Ot ONAI_Fom (19)

where o ;.. =26RF.g?Pr_cul1+m/@p?)le - Af, 03 _r_ono=6RFag?Pr_gum-Ig - Af/p?
represent shot noises, 024, ¢ . = Muo(1 — 1o)(RGPF_em ! e/p)? represents the variance of MAI
of Eve.

2.5 Eavesdrop on the Fiber Link

We now consider the case that Eve intercepts information on the fiber link, where Bob and Eve
are affected by the same atmospheric turbulence, that is [ = /5. Therefore, the analysis of the
main channel is the same as above. For the wiretap channel, we assume that the eavesdropping
distance (distance between Eve and CL) is d.. If Eve uses the unmatched decoder, and the code
cross-correlation peak value is v = 1, the receiving chip power of Eve is

8dq +adce

Po_gy =pre-Po/107 1 - (20)

Hence, the average signal current and the noise mean square current of Eve are represented as
For user data “1”,

1
lo—ew1 = RgPo_ 1+—m)l 21
0—eu.1 QOEU(+2p)B (21)
Gg—eu.1 = U?h—O—euJ + UE—O—e + Utzh + O—I%/IAI—O—eu (22)
For user data “0”,
1
lo—ewo = RgPo_gy—m -1 23
0—eu,0 = RgPo eV, B (23)
Ggfeu,o = Ughfofeu,o + Gt%fofe + (712h + UaAlfo—eu (24)

where 0% __, 1 = 26RFag®Po_cul1 +m/(2p)lls - Af, 05 o o 0 = ERFag?Po_eum - Ig - Af/p rep-
resent shot noises, o2 , , = 2eRF,g°Pynay- Af represents background noise, o4, o o =
muo(1 — o)(RgPo_guls)? represents the variance of MAI of Eve, a4 is the attenuation of the
background noise power of Eve on the fiber link, expressed as ag = 10%/10,

If Eve uses the matched decoder, the receiving chip power of Eve is

3dq +adce

Po_gm = p?re- Po/10" 10 . (25)

Hence, the average signal current and the noise mean square current of Eve are represented as
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For user data “17,

1
lo—em1 = R9Po_eu (1 + ?m> Is (26)
Ug—em,1 = Gsh—O—emJ + O—lz;fofe + Gtzh + UI\Z/IAlfo—em (27)
For user data “0”,
1
lo_ = RgPo_gy—=m -1 28
0—em.,0 9Fo-em 2p2 B (28)
Ug—em,o = U?h—O—em,O + 05 0_et+ 0%+ 04aI_0—em (29)

where o4, .. =26RF.g?Po_eu[1+ m/(2p?)]ls - Af, thfofem,o = eRF,g°Po_eym - Ig - Af/p?
represent shot noises, 02,4, o_em = Mito(1 — 10)(RgPo—em!5/p)? represents the variance of MAI
of Eve.

3. Analysis Results and Discussion

According to the above analysis, the signal-to-noise ratios (SNRs) of Bob and Eve will be as follows
(30]

_ (ls,1 - /s,0)2

= 30
’ (03,1 + 0's,0)2 ( )

(Ix—ey,1 - lx—ey,0)2

Vx—ey = (31)

(Uxfeyj + Uxfey,o)z

where x = F and x = O denote that Eve is located in the FSO link and fiber link, respectively,
y = u and y = m denote that Eve uses the unmatched decoder and matched decoder. For the sake
of simplicity, we assume a normalized bandwidth B = 1, then the channel capacities of the main
channel and wiretap channel are given by

Co =log (1 + ) (32)
Ce=log (1 + Vx—ey) (33)

The channel capacity is the maximum transmission rate that the channel can transmit without
error, reflecting the maximum amount of information that the channel can transmit. In general, the
channel capacity of the main channel is larger than that of the wiretap channel, that is C, > C..
According to the information theoretic [18], the secrecy capacity is defined as

log(1 + —log(1 + yy_ > Yyl
Cs=Cp—Co= g( Vb) g( Yx ey) Vb = Vx. &y (34)
0 otherwise

The secrecy capacity is the maximum transmission rate at which Eve is unable to extract any
information. The secrecy outage probability that the instantaneous secrecy capacity C; is less than
a target secrecy rate R, is [31]

Pout = p (Cs < Rs) (35)

Here, an outage occurs whenever the reliability or the secure of the transmission will not be
guaranteed. When Bob’s channel cannot support the secrecy rate, i.e., C, < Rg, even if there is no
eavesdropper, an outage occurs. However, it is clearly not a failure in achieving perfect secrecy. It
is important to provide an outage formulation which gives a more explicit measure of the level of
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security. Hence, the conditional secrecy outage probability is defined as [32],

Pso=p (Cs < Rslyb > yin)
=p (Co— Ce < Rs|yp > 2% —1)
=p(m<2%(1+yg)—1|w>2%-1)
p(2H5—1 < Y <2RS(1 +yxfey)_1)

= s> 2% 1) (38)

The conditional secrecy outage probability is conditioned upon a message actually being trans-
mitted reliably. An outage occurs only if the transmission is not perfectly secure, so the conditional
secrecy outage probability can measure the possibility that the system fails to achieve perfect
secrecy more accurately.

3.1 Eavesdrop on the FSO Link

According to Eq. (36), when Eve uses unmatched decoder, the closed-form expression of the
conditional secrecy outage probability can be computed as

b _ Jo [Fsly2) — Fs(ynlf (le) dle
o 1—Fs(y1)

(37)

When Eve uses matched decoder, the conditional secrecy outage probability is expressed as

Jo [Fa(ya) — Fa (y1)1f (lg)dle

Py m = Rs=0
So—m 1—FB (y1) S (38)
Y IF _F f(lg)dl
P — Jo [Fa(ys) —Fa(y1)lf(lg)dle C1_FeQy) 0<R.<1
1—Fg(y1)

where Fg(-) and Fg(-) represent the CDF of the normalized irradiance received by Bob and Eve,
respectively. R is the normalized secrecy rate which is equivalent to spectral efficiency, since
the normalized bandwidth is B = 1. Using binary modulation, regardless of detection technique,
spectral efficiency cannot exceed 1 b/s/Hz [33], so the value range of Rgis 0 < R; < 1. Moreover,

yi = (=bi +,/b? — 4a;c))/(2a)), y = (—b' + /b'2 — 4ac’)/(24'), and the parameters are
2
a; = (26RF,g2Pg Af)? — 4mpuo (1 — po) (%) hi
b = —4eRF,g2P5 (1 + #m) CAf-hi (39)

ci=h?—4 (26RFag2ana, CAf %Af) hi

2
a = (ZGRFaQZP/:_EM Af)2 —4muo (1 — 10) <H9P;7EM> n

b = —4eRFag2Pr £y (1 + #m) NN (40)
¢ = — 4 (26RFag2Po AT + ST AT) '
hy = (2f — 1) - (26F.gAf) (41)
ha = [27 (1 + yr—a) — 1] - (26F2gAf)? (42)
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TABLE 1
System parameters and constants

Name Symbol Value
Boltzmann constant ky 1.38x10" W/K/Hz
Electron charge e 1.6x10°C
Load resistance R, 50Q
Receiver temperature T 300K
APD responsivity R 0.54/W
Average gain of APD g 30
Excess noise factor of APD F, 16
Background power F, —40dBm
Wavelength of laser source A 1550nm
Cl’s aperture diameter D 0.04m
Coupling geometry parameter a 1.12
Refractive structure index C; 8.4x10™m™?
Prime number p 13
Attenuation coefficient of fiber link a 0.2dB/km
Transmission power R 10mW
Bit rate R, 1 Gbit/s
hs = [2% (1 + yr_em) — 1] - (2eFagAf)? (43)
h = (26RFagPo AT)" + (27F — 1) (26F ,g AT (44)

ampo (1 - o) (22" - 2%

The derivations of Eq. (37) and Eq. (38) are presented in detail in the Appendix A and Appendix
B, respectively. Then we analyze the influence of different system parameters on the conditional
secrecy outage probability P, through numerical calculation by MATLAB. The system parameters
and constants used in the analysis are shown in Table 1.
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Fig. 3. Conditional secrecy outage probability versus Rs. (a) for different eavesdropping ratios. (b) for

various weather conditions.

TABLE 2
Attenuation coefficients and visibility range at 1550 nm for various weather conditions

Weather Conditions | Visibility (km) | Attenuation (dB/km)
Very clear 50.0 0.0647
Clear 20.0 0.2208
Haze 6.0 0.7360
Light fog 2.0 4.2850
Moderate fog 0.6 25.5160

Fig. 3 shows the relationship between the conditional secrecy outage probability P, and the se-
crecy rate Rs. Here, the transmission distance of FSO link is d; = 2 km, the transmission distance
of fiber link is do = 50 km, the number of interfering users is m = 2. In Fig. 3(a), the attenuation
coefficient of FSO link is § = 10 dB/km, and the eavesdropping ratios are r, = 0.01 and r, = 0.001.
As can be seen from the figure, whether Eve uses matched or unmatched decoder, as R; in-
creases, the conditional secrecy outage probability P, increases, and the physical-layer security
of the system decreases. In addition, the conditional secrecy outage probability Pg, increases with
increasing eavesdropping ratio. In summary, when R and r, increase, the physical-layer security
of the system decreases. In Fig. 3(b), Eve uses unmatched decoder, the eavesdropping ratio is
ro = 0.01, and the attenuation coefficients for various weather conditions are shown in Table 2 at
1550 nm [34]. As we can see, for a fixed value of Rs, P, is least in the presence of very clear
weather condition and increases significantly in the presence of haze and fog. It can be concluded
that as the weather conditions deteriorate, the conditional secrecy outage probability P, increases,
and the physical-layer security of the system decreases.

Fig. 4(a) shows the relationship between the conditional secrecy outage probability Py, and the
transmission distance of FSO link dy. The transmission distance of fiber link is d> = 50 km. Fig. 4(b)
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Fig. 5. Conditional secrecy outage probability as a function of the number of interfering users.

shows the conditional secrecy outage probability as a function of the transmission distance of fiber
link. The transmission distance of FSO link is dy = 2 km. Here, the attenuation coefficient of FSO
link is § = 10 dB/km, the number of interfering users is m = 2, the eavesdropping ratio is r, = 0.001,
and the secrecy rates are R; = 0 and R; = 1. From these figures, it is observed that when R; is
fixed, with the increase of the transmission distance, the conditional secrecy outage probability P,
increases, thus the physical-layer security of the system decreases.

The conditional secrecy outage probability as a function of the number of interfering users
is shown in Fig. 5. Here, the transmission distance of FSO link is dy = 2 km, the transmission
distance of fiber link is d> = 50 km, the attenuation coefficient of FSO link is § = 10 dB/km, the
eavesdropping ratio is r, = 0.001, and the secrecy rates are R; = 0 and R; = 1. As can be seen
from Fig. 5, when Eve uses matched decoder, the conditional secrecy outage probability P, varies
less, which indicates that the impact of the number of interfering users is small, because the shot
noise is the dominant factor, and is less affected by the number of interfering users. When Eve uses
unmatched decoder, Py, decreases with the increase of the number of interfering users, indicating
that increasing the number of interfering users can improve the physical-layer security of the system.
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3.2 Eavesdrop on the Fiber Link
When R; = 0, Eq. (36) is simplified to

Pso=p (Co < Ce) =P (¥b < Ve) (45)

The above formulation is the same as the definition of the intercept probability (the probability
that the eavesdropper successfully intercepts source signal). According to the analysis of Fig. 3,
the conditional secrecy outage probability is the smallest when R; = 0. It shows that the intercept
probability is the minimum conditional secrecy outage probability. As long as the channel capacity
of the main channel is smaller than that of the wiretap channel, that is C, < C,, an outage will occur.
In this situation, when the transmission distance of FSO link d; is fixed, Ps, = 0 always holds for
short transmission distance of fiber link or long eavesdropping distance. Therefore, considering the
minimum conditional secrecy outage probability P = 0, we define the safe transmission distance
and interception distance, in order to evaluate the physical-layer security of the system quantitatively.

3.2.1 Safe Transmission Distance: When the transmission distance of FSO link d, is fixed, the
physical-layer security of the system is affected by the transmission distance of fiber link do. So we
define the safe transmission distance L;: when Eve is located anywhere in fiber link, the maximum
transmission distance of fiber link under PI" = 0.

L= max {do} (46)
Pmin—0

Fig. 6 shows the relationship between the safe transmission distance L; and the eavesdropping
ratio r,. Here, the transmission distance and the attenuation coefficient of FSO link are d; = 1 km
and § = 10 dB/km, the number of interfering users is m = 2. As long as d> < L;, ngi” = 0 always
holds when Eve is located anywhere in fiber link, which indicates that the system is absolutely safe
when R; = 0. As can be seen from Fig. 6, longer safe transmission distance would be possible by
reducing the eavesdropping ratio.

3.2.2 Interception Distance: In the actual communication system, there is a case that d» > L;.
In this situation, the system cannot guarantee absolute security when Eve is located anywhere in
fiber link. Therefore, we define the interception distance L,: if the eavesdropping distance dge < L,
pmin —£ 0, and perfect secrecy is compromised.

L e = P';m?"igo {dce} (47)
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Fig. 7 shows the relationship between the interception distance L, and the eavesdropping ratio
r.. Here, the transmission distance and the attenuation coefficient of FSO link are d; = 1 km and
8 = 10 dB/km, the transmission distance of fiber link is d» = 150 km, the number of interfering
users is m = 2. As can be seen from Fig. 7, as r, increases, the interception distance L, increases.
When Eve uses unmatched decoder, if r, = 0.01, the interception distance is L, = 0 km, which
indicates that the system is absolute safe when Eve is located anywhere in fiber link. If r, = 0.1, the
interception distance is L, = 46 km, indicating that the perfect secrecy will be compromised when
dee < 46 km. In order to achieve perfect secrecy, a monitoring device should be set up within the
first 46 km range of fiber link, which is used to prevent Eve from eavesdropping.

4. Experimental Investigation

In this section, 10 Gb/s experimental system of OCDMA-based hybrid FSO/fiber wiretap channel
is built for the first time. As shown in Fig. 8, FSO channel needs collimation lenses to ensure
alignment.

For this experimental design, we can use prime frequency hopping codes {(13,1), (52,2), (65,3)}
[35]. Firstly, SeBERT-10G BER tester sends the signal to the SPTX15ps-10G transmitter for OOK
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modulation. The pulse width is 15 ps. Then the signal is amplified by Booster-Amplifier (BA). The
modulated signal is OCDMA-encoded by optical encoder, and the signal attenuation generated by
the encoder is about 17 dB, and the second BA is used to compensate for the attenuation. Then
the signal transmits through 1.8 m FSO link and 40 km SMF link. The FVA-600 tunable attenuator
1 is used to simulate the attenuation of FSO link. And the dispersion compensation fiber (DCF)
is used to compensate for the fiber dispersion, and the max insertion loss is 2.16 dB. In order to
improve the system security, the low power signal is used for transmission, then the signal would
be amplified before decoding. For the main channel, the signal is decoded by matched decoder
and amplified by the pre-Amplifier (PA), then it is received by the 18.5-ps IR photodetector (PD).
For the wiretap channel, the eavesdropper can intercept information at any position of the fiber link
and decodes with unmatched optical decoder. Here, the tunable attenuator 2 is used to simulate
different eavesdropping ratios. By detecting the receiving power of legitimate user, the total signal
power at the eavesdropping location is calculated, and then the tunable attenuator 2 is adjusted to
obtain the receiving power of the eavesdropper at a fixed eavesdropping ratio. We assume that the
eavesdropper can perfectly compensate for fiber dispersion. Furthermore, we can observe the BER
and the eye diagram with BER tester and Tektronix DPO 72004C 20G digital phosphor oscilloscope.

In the system, two-dimensional (2D) OCDMA is used, which performs the frequency spreading in
time and wavelength domain simultaneously. 2D OCDMA encoder and decoder can be consisted
of wavelength-division multiplexer, optical fiber delay line (ODL) and wavelength-division demul-
tiplexer [36]. The wavelength of the optical pulse is adjusted by wavelength-division multiplexer
and demultiplexer, and the position of the optical pulse is adjusted by the ODL. In addition, the
wavelength of the optical pulse can also be adjusted by fiber Bragg grating [37]. However, in this
experiment, two-dimensional optical encoder and decoder are constructed based on Wavelength
Selective Switch (WSS) DROP/ADD and ODLs. Each output port of WSS DROP is connected to a
ODL of different length. The length of the ODL is determined by the codeword and data rate. The
wavelength of the WSS input terminal is controlled by the computer serial port and can be output to
any output port of the WSS DROP. The signals encoded by the ODLs are combined and transmit
through the optical links. At the receiving end, the optical signal is divided into three optical signals,
and each signal connects with a different length of the ODL, which is matched with the ODL of
the encoder. Similarly, the wavelength of each input port of WSS ADD is also controlled by the
computer serial port and matches the wavelength setting of the WSS DROP. Then the encoded
signal is matched decoded in time domain and frequency domain. For the wiretap channel, the
matched length of the ODL and the matched wavelength of each optical pulse are unavailable.
Thus we assume that the eavesdropper can guess the position and corresponding wavelength of
one optical pulse correctly, achieving unmatched decoding.

In order to improve the modulated rate, the chip rate should be increased in the case of the same
code, so a narrower optical pulse is needed. In addition, there are several ways to improve the
received sensitivity. On the one hand, the code length of the prime frequency hopping code can
be increased to reduce the influence of multiple access interference. On the other hand, an optical
filter can be added at the receiving end to filter out-of-band noise, resulting in the improvement of
the signal-to-noise ratio, thus improving the received sensitivity.

Firstly, we need to measure the atmospheric turbulence intensity. So we connect an oscilloscope
at the output of the FSO channel, in order to observe the waveform and measure the signal
amplitude at different times, as shown in Fig. 9. Then we substitute these data into the following
equation to calculate the variance [38].

of = (13)/(11)% — 1 (48)

where /1 is the received intensity after passing through the turbulent medium. By calculation, the
variance of atmospheric turbulence can be obtained as 0.0029.

Next we get the BER of legitimate user under different receiving power, as shown in Fig. 10(a).
It should be pointed out that the receiving power refers to the signal power after dispersion com-
pensation. Fig. 10(b) shows the eye diagram of the legitimate user when the receiving power is
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Fig. 10. (a) BER of the legitimate user as a function of the receiving power. (b) The eye diagram of the
legitimate user.

—21.55dBm. It can be seen from the figure that the eyes are fully open, indicating that the legitimate
user can recover the transmitted signal and reliable transmission can be achieved.

Fig. 11(a) and 11(b) show the eye diagrams of the eavesdropper after unmatched decoding
when the eavesdropping distance is d;,. = 30 km. Here, the eavesdropping ratios are r, = 0.5% and
re = 1%. As can be seen from the figures, the eye diagrams are closed, and the corresponding
BERs are 0.187 and 0.094 respectively, which indicates that the eavesdropper can’t recover data
correctly and the physical-layer security of the system can be guaranteed. However, the perfect
secrecy may be compromised when the eavesdropper is located at other positions of the fiber
link. According to Eq. (45), when the SNR of eavesdropper is larger than that of legitimate user,
that is, the BER of eavesdropper is less than that of legitimate user, the system is unsafe. So the
interception distance of the system can be obtained by measuring the BER of eavesdropper and
comparing it with the BER of legitimate user.

Fig. 11(c) shows the relationship between the BER of the eavesdropper and the eavesdropping
distance. Here, the receiving power of the legitimate user is —21.55 dBm, and the BER of the
legitimate user is BER, = 4.12 x 10~8. When the eavesdropping distance d;, < L., the BER of the
eavesdropper is less than that of the legitimate user, and the system is unsafe. So we can get
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Fig. 11. The eye diagrams and BER of the eavesdropper. (a) The eye diagram of the eavesdropper when
re = 0.5%. (b) The eye diagram of the eavesdropper when r, = 1%. (c) The BER of the eavesdropper
as a function of the eavesdropping distance.

the interception distance by comparing the BERs of the eavesdropper and legitimate user. As
can be seen from the figure, when the eavesdropper uses unmatched decoder, if r, = 1%, the
interception distance is L, = 0 km, which indicates that the system can guarantee absolute security
wherever the eavesdropper is located. If r, = 2%, the interception distance is L, = 5 km.

5. Conclusion

In this paper, the physical-layer security of OCDMA-based hybrid FSO/fiber wiretap channel is
discussed, using the conditional secrecy outage probability as the performance metric. The effects
of background noise, MAI, shot noise and thermal noise are taken into account. When Eve is located
in FSO link, the conditional secrecy outage probability increases with secrecy rate, transmission
distance and eavesdropping ratio. As a result, the physical-layer security of the system decreases.
Moreover, increasing the number of interfering users can improve the physical-layer security of the
system, when Eve uses an unmatched decoder. If Eve intercepts information on the fiber link and
the minimum conditional secrecy outage probability is zero, the safe transmission distance and
interception distance of the system are definite. When the transmission distance of the FSO link is
fixed, if do < L;, the system is perfectly secure when Eve is located anywhere in fiber link. If d» > Ly,
a monitoring device should be set up within the interception distance, in order to prevent Eve from
eavesdropping.

Vol. 11, No. 3, June 2019 7903420



IEEE Photonics Journal OCDMA-Based Hybrid FSO/Fiber Wiretap Channel

Furthermore, we build a 10Gb/s experimental system of OCDMA-based hybrid FSO/fiber wiretap
channel for the first time. The BERs of the legitimate user and eavesdropper are measured, and
the interception distance of the system is obtained. In our research in progress, we will improve and
perfect the experiment of hybrid FSO/fiber wiretap channel, pursuing long transmission distance of
FSO link and multi-user communication.

Appendix A

1. Fory, > 2ffs — 1
By substituting Eq. (30) into y, > 2 — 1, we can get

(Is,1 - Is,0)2
—_— >

2R 1 (49)
(05,1 + Us,o)2

After rationalizing and simplifying the above formulation,
021 +U§,O — 205,103_0 > hy (50)
Here hy = (2fs — 1) - (2eF ,gAf)?, then square on both sides.
2
(o§1 - ‘7?,0) — 2h4 (a§1 +0§0) +h2>0 (51)

According to Eq. (7) and (9), we assume that a; = (2eRF,g2PsAf)2 — 4muo(1 — ,uo)(F’gpﬁ)Zhh
by = —4eRF,g?Ps(1 + #m) - Af - hq, ¢ = h2 — 4(26RF,g°Pyna; - Af + 2L Af)hy.
Then we can get a One-variable quadratic inequality, thatis a1/2 + b1/ + ¢ > 0, and the solution

to the inequality is
—by + ‘/b2 — 4aqcq
‘ (52)

2a4

lg >y1=
2. Foryy < 2fs(1 + yr_oy) — 1
By substituting Eq. (30) into y, < 2fs(1 + yr_e,) — 1, we can get

(Is1 —Is0)?

<2 (1 + yr_gy) — 1 (53)
(05,1 + 05,0)

After rationalizing and simplifying the above formulation,
0’5,1 + U?,O — h2 < 20’5,10’5’0 (54)

Here hy = [20:(1 + £ _ey) — 1]+ (26FagAf)?, when 0%, + 05, — ha < 0, v < 28(1 + yr_e) — 1 al-
ways holds. When 0%, + 02, — ha > 0, square on both sides,

(024 — 0%9)" — 2ha (074 + 02,) +h3 <0 (55)

Then we assume that a, = (2eRF.g2PgAf)2 — 4muo(1 — Mo)(%)zhg, b, = —4eRF,g%Ps
(14 2m) - Af - ha, ¢ = h3 — 4(2RFag®Pona; - Af + 2L Af)ho.
So we can get a One-variable quadratic inequality, that is a2/§ + bolg + ¢ < 0, and the solution

to the inequality is
—bo —,/bz —4as¢o —bg—i—,/bz —4as¢o
2 <lp < 2 (56)

2a- 2ap
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When |5 < —2=y/bi-dac 02, + 02y —hz < 0,thus y, < 275(1 + yr_e) — 1, S0 the value range of

3 2a,
Igis
—bo + £/ bg —4asco

= 7
0 < IB <Yy 232 (5 )
In summary, the conditional secrecy outage probability is expressed as
JoS ) fUs)f(le)dlgdle
Pso—u = )
Sy fUs)dle
“IF —F f(lg)dl
_ Jo [Fa(y2) —Fa(y1)lf (le)dle (58)
1—Fs(y1)

Appendix B
For yp < 2f5(1 + yr_em) — 1, according to Appendix A, we assume that hg = [275(1 + yr_en) — 1]-
(2eF.gAf)2, as = (2eRF.g2PgAf)2 — 4muo(1 — Mo)(%)%s, bs = —4eRF,g°Ps(1+ 5m) - Af - hg,
03 = h3 — 4(2eRFag?Pona - Af + %L Af)hs, so we can get a One-variable quadratic inequality, that
is 33/5 + bslg +c3 < 0.

1. When R = 0, the solution to the inequality is

<l <
2as 2as

—bha— 2__
When /5 < —e=v/b54ast 02, 402, — h3 < 0,thus y, < 275(1 + yr_en) — 1, SO the value range of

2as
Igis
—bs + ,/bg —4ascs

O< IB <y3: 2a3 (60)
Hence, the conditional secrecy outage probability is expressed as
I )2 tUs)f(le)digdle
Psofm = A %)
[ f(ls)dls
:fooo[FB(YS)_FB(Y1)]f(IE)dIE 61)
1—Fsg(y1)

2. When 0 < Rg < 1, the solution to the inequality is different when as is positive or negative.
Next, we will discuss it in different situations:

1) When a3z > 0, the solution to the inequality is the same as Eq. (60).

2) When a3 < 0, the solution to the inequality is

—b3 — ,/bg —4ascs

2as

/3 > (62)

When /g < TV =L V2§§_43303, a§1 + "5,0 — h3 < 0, thus yp < 275(1 4+ yr_en) — 1, SO the value range of
IB is IB € R.
3) When a3 = 0, the solution to the inequality is

IB > —— (63)
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When 15 < —£, o5, + 05, — ha <0, thus yp < 2%(1 + yr_en) — 1, SO the value range of /5 is
IB € R.
Hence, the solution to y, < 2fs(1 + yr_em) — 1 is

0<lg < Y3 asz > 0
(64)
Ig €R a3 <0
For az > 0, we can get
26RF ,g?P5 Af)
hy < —(26RFag"PaA) . (65)
RgPs
4mpo (1 —Mo)< 0 B)
After simplification,
26RF ,g2Pp Af)°
VE_em < ( 29°Pa ) +27f 4 (66)
ampo (1 — o) (7222 )" (@eFagaf)? - 2%
By substituting Eq. (31) into the above formulation, we can obtain
U,Z:,emj + (T,%,emo —h < 20F_em10F—em0 (67)
) _ __ (2eRFag?Pa )’ R, _ 2 ;
Here h' = 4muo(1—uo)(%)z-2ﬁs +(2 1)(2eF ;g Af)=, then square on both sides,
2 I /.
(O‘fgfemj - O'I%fem,o) —2h (0‘,2_—79,”,1 + o‘fzrfem,o) +h 2<0 (68)

According to Eq. (17) and (19), if @ = (2eRFg2Pr_gm Af)2 — 4muo(1 —Mo)(ﬂ!@”%)%/, b =
—46RFag°Pr_gn(1+ zm) - Af-h', ¢/ = h? — 4(2eRF,g°PyAf + %L Af), we can get a One-
variable quadratic inequality, that is a/IE + b'lg + ¢ < 0, and the solution to the inequality is

_h 2 __ 44

O<lp<y = b+ /b ac (69)
2a
In summary, the conditional secrecy outage probability is expressed as
fO IB f(/E)dIBdIE o0
Psom = " / f(lg)dl
so—m fy1 f IB d/B + ; (E) E
J3 TFs (ys) — Fa (y)lf (le) dle

= +1—F ! 70
1—Fgy1) e () (70)
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