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Abstract: Visible light communication (VLC) can provide short-range optical wireless com-
munication together with illumination using LED lightings. Since VLC channel is an open
wireless channel, physical-layer security is desirable in order to hide secret information
from unauthorized receivers, without reliance on upper-layer cryptographic techniques. In
this paper, a secure coding scheme based on polar codes is proposed to simultaneously
achieve physical-layer security and transmission reliability for indoor VLC systems under
Wyner’s wiretap model. An indoor VLC degraded wiretap channel model and an indoor VLC
undegraded wiretap model are analyzed to estimate the corresponding secrecy capacity
with typical indoor VLC scenarios considering the requirements of illumination and reli-
able transmission. Then, a physical-layer secure coding scheme and an enhanced scheme
are designed to provide securely reliable communication without sacrificing the illumination
functionality. Numerical results show that for VLC degraded wiretap channel, the proposed
coding scheme can reduce the bit error rate (BER) of main channel to nearly 0 and increase
that of wiretap channel to 0.5. Therefore, the mutual information between the sender and the
eavesdropper and the BER of the legitimate receiver are both decreased to nearly 0. Both
the security and reliability of VLC are guaranteed by the proposed coding scheme. And the
practical secrecy rate reaches 85.96% at some positions when codeword length is 2 048 bits.
Furthermore, an enhanced coding scheme with a feedback channel is proposed to handle
the case that the wiretap channel is not degraded with respect to the main channel. With the
feedback channel, the wiretap channel can be equivalently degraded and the security can
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be increased gradually with the increment of the degradation level of the wiretap channel.
Meanwhile, the secrecy capacities can be asymptotically achieved for indoor VLC systems.

Index Terms: Visible light communication, polar codes, physical-layer security, secrecy
capacity.

1. Introduction

Visible light communication (VLC) has attracted increasing attention as a novel short-range wire-
less communication technology since it can provide both illumination and communication service
simultaneously [1]. The IEEE 802.15.7 standard, released in 2011 [2], is a major step towards
the widespread deployment of VLC networks. Secure transmission of private message over an
open channel is a critical issue in wireless communication due to the broadcast nature of wireless.
Taking advantage of the line-of-sight (LoS) propagation and non-penetrating nature of light waves
through opaque surfaces, VLC is more secure than its radio frequency (RF) counterpart. However,
as an open wireless channel, VLC is still vulnerable to eavesdropping by unauthorized users illu-
minated by the data transmitters. Physical-layer security has emerged as a promising complement
to conventional encryption techniques to counter eavesdropping [3].

Several physical-layer security schemes for VLC systems have been proposed [3]-[10]. Most
of them are based on signal control techniques such as beamforming and jamming. For exam-
ple, two jamming schemes were introduced to send jamming signals and optimize the jamming
beamformer such that the VLC secrecy rate can be maximized [4], [5]. Furthermore, Mostafa and
Lampe utilized beamforming to obtain achievable secrecy rates and proposed a practical robust
beamforming scheme for the multiple-input, single-output (MISO) VLC wiretap channel [6], [7].
On this basis, Ma et al. designed both the optimal and robust secrecy beamformers for indoor
MISO VLC systems [8]. And, Shen et al. devised a minorization-maximization algorithm to find the
optimal transmit beamformer and jamming precoder that maximize receiver’s signal-to-noise ratio
(SN R) satisfying eavesdropper’s SN R constraints and LED optical power constraints [9]. In addition,
Mukherjee et al. proposed a two-stage beamforming design to examine secret key agreement for
MISO VLC systems [3]. Beamforming techniques require the cooperation of multiple transmitters
and then increase the hardware design complexity of transmitters. Furthermore, it may cause a
non-uniform illumination. On the other hand, Al-Moliki proposed a new security approach for VLC
links based on an encryption key-generation method (secret key based secrecy) suitable for optical
OFDM system in VLC to provide high spectral efficiency and to overcome inter-symbol interference
(ISI) [10]. Besides, in the Media Access Control (MAC) layer, Mousa et al. proposed a secure
MIMO-VLC system that relied on the position of the user by incorporating a new modified version
of the Rivest-Shamir-Adleman (RSA) technique for encrypting the transmitted data [11]. For this
category of physical-layer security techniques, pre-shared keys are required and key management
may not be convenient.

In this paper, instead of relying on signal control techniques or key-based techniques, we propose
a secure keyless coding scheme based on polar codes, a novel forward error correction (FEC)
codes, to simultaneously achieve physical-layer security and transmission reliability for indoor VLC
systems with binary discrete memoryless channels (BDMCs) under Wyner’s wiretap model [12].
In 1975, Wyner proved that secret messages can be transmitted securely and reliably via FEC
codes as long as the eavesdropper’s channel is degraded with respect to the receiver’s channel.
Polar codes are the first deterministic construction of capacity-achieving FEC codes for symmetric
BDMCs [13]. In our previous work [14], we firstly proposed a polar codes-based FEC coding scheme
for dimmable VLC systems to increase transmission efficiency and reliability and to fulfill two lighting
related requirements, i.e., flicker mitigation and dimming support, as suggested in IEEE Standard
802.15.7 [2]. In this paper, we further utilize polar codes to provide physical-layer security and
transmission reliability together for VLC systems with one coding scheme.

The main contributions of this paper are as follows: First, two typical indoor VLC scenarios,
i.e., single-input single-output (SISO) VLC and MISO VLC, are analyzed to build two VLC wiretap
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channel models based on the basic propagation model of indoor VLC channel and Wyner’s wiretap
model, with the considerations of uniform illumination and reliable transmission. Therefore, the
secrecy capacities of the two wiretap channel models are estimated. Secondly, a polar codes-
based physical-layer secure coding scheme is proposed for indoor VLC degraded wiretap channel
model to simultaneously achieve transmission security and reliability with one coding scheme.
For VLC degraded wiretap channel model, where the wiretap channel is regarded as a degraded
version of the main channel, the proposed coding scheme can be applied directly to provide the
functionalities of security and reliability simultaneously. Thirdly, for a more complicated case that
the wiretap channel is not degraded, we propose an enhanced VLC coding scheme with a feedback
channel to degrade the wiretap channel equivalently, and provide physically secure transmission.
Finally, numerical results show that for VLC degraded wiretap channel, the proposed coding scheme
can reduce the bit error rate (BER) of main channel to nearly 0 and increase that of wiretap channel
to 0.5. Therefore, the mutual information between the sender and the eavesdropper and the BER
of the legitimate receiver are both decreased to nearly 0. Both the security and reliability of VLC
are guaranteed by the proposed coding scheme. And the practical secrecy rate reaches 85.96%
at some positions when codeword length is 2,048 bits. A higher practical secrecy rate can be
achieved with a longer codeword length. As for the VLC undegraded wiretap model, with the
enhanced coding scheme, the wiretap channel can be equivalently degraded and the security
can be increased gradually with the increment of the degradation level of the wiretap channel.
Meanwhile, the secrecy capacities can be asymptotically achieved for indoor VLC systems.

The rest of this paper is organized as follows. The basic VLC model, the SISO and MISO
wiretap channel models are introduced in Section 2. And the proposed physical-layer secure coding
schemes are proposed with the numerical results in Section 3. Section 4 concludes the paper.

2. Indoor VLC Wiretap Channel Model

First, the basic indoor VLC channel model is introduced, as well as Wyner’s wiretap model. And then,
a SISO indoor VLC wiretap channel model is analyzed and its secrecy capacity with a set of typical
parameters for indoor illumination is numerically estimated. Based on this, a more complicated VLC
wiretap channel model, MISO indoor VLC wiretap channel, is analyzed and estimated assuming
that the wiretap channel may not be degraded with respect to main channel.

2.1 Basic Indoor VLC Channel

Basically, VLC channel is characterized by LED lights’ properties and a light propagation model.
LED lights mainly have two basic properties, LED’s luminous intensity and transmitted optical power.
In general, light signal is propagated through LoS and diffused paths. For most indoor scenarios
wherein light fixtures are attached to the ceiling and facing down, reflections are significantly weaker
than LoS components [15], [16]. As shown in Fig. 1, the propagation model of VLC channel focuses
more on LoS path. Therefore, considering the illumination of LED lighting, the luminous intensity in
angle ¢ is given by

I(¢) = 1(0) cos™ (¢). (1)

where /(0) is the center luminous intensity of an LED, m is the order of Lambertian emission, and
is given by the semiangle at half illuminance of an LED ¢4,» as m = log2/log(cos ¢+,2). A horizontal
illuminance E,, at position (x, y) (the origin (0, 0) corresponds to the LED light source) is given
by [15]

Ehor = 1(0) cos™ (¢)/d - cos (¥). ()

where ¢ is the angle of irradiance, ¢ is the angle of incidence, and d is the distance between an
LED and a detector’s surface.
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Fig. 1. Propagation model of LoS path.
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Fig. 2. The diagram of a generic wiretap-channel system.

In an LoS link, the channel gain is given as [15]:
2
o _ | S cos™ (Tu(w)cos (W), W] < ve
0. V1> Ve

where Agy is the receiver collection area of the detector in a PD. v, denotes the receiver field-
of-view (FoV) semiangle, n; denotes the refractive index, and Ty(v) is the gain of an optical filter.
Consequently, the received optical power P, is derived by the transmitted optical power P;, as [17]

P, = «RGP;, 4)

@)

where « is the modulation index, and R is the responsivity of a PD.

2.2 Wyner’s Wiretap Channel Model

We briefly recap Wyner’s wiretap channel model with the illustration in Fig. 2. A n-symbol se-
quence X, which is encoded from a k-bit message S input by a sender (Alice), is transmitted to
a legitimate receiver (Bob) across a BDMC, the main channel (chp,). Meanwhile, the transmission
is eavesdropped by an eavesdropper (Eve) through another BDMC, the wiretap channel (chy).
Therefore, after the transmission, Bob receives the transmitted sequence as Y, while Eve gets an
eavesdropped symbol sequence as Z. Finally, by using decoders, Bob and Eve map Y and Z into
estimates §' and S of the original message (S), respectively.

In this model, the capacity of the main channel is the mutual information between Alice and Bob:

Cchm) = 1(5;8) = H(S) — H(SIS) =1 = H(psob), (5)

where H (-) denotes binary entropy function H (x) = —xloga(x) — (1 — x)log2(1 — x), and pyp is the
BER of Bob’s output. Note that the source message S is assumed to have a binary uniform
distribution and H (S) = H(0.5) = 1. For simplicity, the channel is assumed to be a binary symmetric
channel (BSC) and the mutual information can be represented by Bob’s channel BER.

Similarly, the capacity of the wiretap channel is the mutual information between Alice and Eve:

Clchw) =1(5;8") = H(S) —H(SIS") =1 — H(Peve), (6)
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Fig. 3. The SISO indoor VLC wiretap channel model.

where p .. is the BER of Eve’s output.

Actually, the mutual information between Alice and Eve is the eavesdropped information of Eve.
Wyner proved that such a system is characterized by a single constant Cs, called the secrecy
capacity [12], which is calculated as:

Csec = C(Chm) - C(Chw) = (1 - H(pbob)) - (1 - H(peve)) = H(psvs) - H(pbob)’ (7)

given that ch,, is degraded with respect to chp,, i.e., C(chp) > C(chy) > 0 <> Ppop < Peve < 0.5.

Wyner also proved that secret messages can be transmitted secure and reliable via FEC codes
as long as the eavesdropper’s channel is degraded with respect to the receiver’s channel. Security
is usually measured in terms of the mutual information between the original message S and Eve’s
observations S”. Specifically, the security condition is as the following:

Security condition: klim 1(S;8") = 0. (8)

Reliability is measured in terms of the probability of error bits in recovering the message. Specif-
ically, the reliability condition is:

Reliability condition: klim Pr{§ # 8} =0, (9)

According to (6), (8) can be rewritten as:

Security condition: klim Pr{i e [k]: S/ # S} = 0.5, (10)

Therefore, to design a coding scheme to communicate both securely and reliably, it should be able
to make the BER of Bob’s estimation (S') nearly 0, while keep the BER of Eve’s estimation (S”)
nearly 0.5.

2.3 SISO Indoor VLC Wiretap Channel

An example of indoor VLC wiretap channel is shown in Fig. 3. It includes a main channel between
a sender (Alice) and a legitimate receiver (Bob), and a wiretap channel between the sender (Alice)
and an eavesdropper (Eve). This model corresponds to a realistic scenario that information is sent
from only one LED luminaire. Since the channel is single-input and single-output, this model is
regarded as a SISO indoor VLC wiretap channel and it can be applied to several point-to-point VLC
applications such as indoor VLC, vehicle-to-vehicle VLC, underwater VLC and etc.

In this model, since Bob and Eve are at different locations, their received light signal powers
are also different, as well as the signal-to-noise ratio (SNR). As most of indoor VLC systems are
using on-off keying (OOK) modulation and the communication links can be regarded as BDMCs,
given the SNR at the receiver, the BERs are approximated by OOK : Q (+/SNR) for OOK modulation
assuming a rectangular pulse shape whose duration equals the bit period [15]. Therefore, according
to the secrecy capacity of this SISO VLC model is:

Csec = C(chy) — C(chm) = H(peve) — H (Pbob) = H(Q(v/SNReve)) — H(Q (v SNRpob)). (11)
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TABLE 1
Simulation Parameters for an Indoor VLC Channel [7]

Room dimensions (W x L x H) 5x5x3m3
Light fixture height 3m
Receivers height 0.85 m
Average optical power per LED 1w
LED center luminous intensity 1(0) 30 cd
LED half luminous intensity semi-angle 60°
the modulation index « 10%
Receiver FOV 60°
Lens refractive index n; 1.5
PD geometrical area Arx 1 cm?
PD responsivity R 0.54 A/W
Average electrical noise power o2 —98.82 dBm

0.4
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0.3

0.25

0.2

0.15

NSRS
\ RORIIETHAL 7
NI

0.1

0.05

Fig. 4. The spatial distributions of (a) the SNR and (b) the BER in the SISO VLC model.

where ppop, Peve are the BERs of Bob’s receiver and Eve’s receiver, respectively. Thus, to estimate
the secrecy capacity of a SISO VLC system, the light signal powers at Bob and Eve should be
calculated first.

The parameters shown in Table 1 are used to numerically calculate the light signal power at
receiver [7]. Assuming the room dimensions are 5 x 5 x 3 m3, and one LED light luminaire (VLC
transmitter) is fixed on the center of the ceiling. The receivers are at a height of 0.85 m, and their
FOVs are 60°. Besides, the average electrical noise power is set as —98.82 dBm. A Cartesian
coordinate system (x, y) is used at the receivers’ height to identify their locations, and the origin
(0, 0) corresponds to the center of the room. Since the received light signal power is related to
position, the spatial distribution of SNR and BER at the receivers level (0.85 m above the floor level)
are shown in Fig. 4.

As shown in Fig. 4(a), the SNR decreases from 9.77 to —12.98 dB versus the distance between
Bob and Eve. In contrast, the BER increases from 0.001 to 0.411, as shown in Fig. 4(b).

The distribution of theoretical secrecy capacity for Bob at position (0, 0) against Eve is calculated
as shown in Fig. 5. The range of theoretical secrecy capacity is from 0 when Eve is at the center to
0.965 when Eve is at the corners.

2.4 MISO Indoor VLC Wiretap Channel

In general, multiple lighting luminaires are usually deployed for indoor illumination to fulfill indoor
lighting standards, e.g., the requirement of an uniform indoor illumination. In this case, information
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Fig. 7. The distribution of (a) illumination and (b) SNR in the MISO VLC model.

can be sent by multiple LED luminaires for VLC to increase signal power and transmission perfor-
mance. Therefore, the indoor VLC channel model becomes a MISO VLC model.

To numerically simulate a MISO VLC channel, the parameters for calculation are set as the same
as those in Table 1, except that four down-facing LED luminaires are fixed on the ceiling of the room
as VLC transmitters, with the positions as shown in Fig. 6. Besides, each luminaire consists 10 x
10 LEDs, each of which radiates 1 W optical power and its center luminous intensity is 30 cd. The
half-illuminance semiangle of each LED is 60°, which is a typical value for commercially-available
high-brightness LEDs.

As shown in Fig. 7(a), the horizontal illuminance at any position inside the room varies from 402 to
583 Ix, and the uniformity of illuminance is 0.7, as required by CIE/ISO lighting standard for indoor
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work places [18]. Since VLC signal power is closely related to illuminance, the corresponding
distribution of SNR can be numerically estimated. As shown in Fig. 7(b), the SNR reaches its
maximum value (50.99 dB) at the position right under each luminaire, and decreases to its minimum
value (45.61 dB) at the corners, while the SNR at the room center is to 47.61 dB. Therefore, the
corresponding BER at any position is nearly 0 for OOK modulation because even the minimum
value in the SNR distribution is relatively high (45.61 dB).

As we mentioned above, MISO indoor VLC could provide more reliable communication with a
uniform illumination. However, for security consideration, according to (11), even Bob is at the
position right under a luminaire with the highest SNR, the theoretical secrecy capacity can only
reach its maximum value Cs = H(Q(+/45.61)) — H(Q(+/50.99)) = 2.58 x 109, which is still too
close to 0, when Eve is at the corners. It means that an eavesdropper at any position in the room
can have a wiretap channel, which is nearly not degraded with respect to the main channel. Thus,
the MISO indoor VLC wiretap channel model is more complicated. Note that the SISO indoor VLC
wiretap channel model may also have this problem when Bob is not at the position with the highest
SNR. For simplicity, we take the SISO model and the MISO model as the example for a degraded
VLC wiretap channel and an undegraded VLC wiretap channel, respectively.

3. Physical-Layer Secure Coding Schemes for VLC Wiretap Channel

In this section, a polar codes-based secure coding scheme is first proposed for the degraded VLC
wiretap channel model to achieve physical-layer security and transmission reliability simultaneously.
Then, an enhanced secure coding scheme with a feedback channel is proposed for the case that
the wiretap channel is not degraded. The numerical models of SISO and MISO in Section 2 are
used as typical examples to examine the performances of the proposed coding schemes.

3.1 Polar Codes-Based Secure Coding Scheme for VLC Degraded Wiretap Channel

Polar codes are the first deterministic construction of capacity-achieving codes for symmetric
BDMCs proposed by Arikan [13]. In 2011, Mahdavifar and Vardy proved that the secrecy ca-
pacity of wiretap channels could be achieved using polar codes [19]. The basic concept is to utilize
the gap of channel polarization for main channel and wiretap channel. As the wiretap channel is
degraded with respect to the main channel, the good bit-channels it has are more than that of
the main channel when both of them go through the processes of channel splitting and channel
combination.

In details, given Bob’s main channel ch, = ({0, 1}, Y, W) and Eve’s wiretap channel ch, =
({0,1},2Z, Wy), and ch, is degraded with respect to ch,. W, and W, are the matrices of tran-
sition probabilities of the main channel and the wiretap channel, respectively. Formally, we define
three subsets based on the set of bit-channels [n] as follows:

def

R G (W, ) (12)
A =L G (W, D\G(W,y. B) (13)
B ==L B,(Wp, B) (14)

Notice that the sets R, A, B are disjointand RUA U B = [n].

Then, as illustrated in Fig. 8, secret transmission can be achieved by transmitting random bits
over those bit-channels R that are good for both Eve and Bob, transmitting information bits over
those bit-channels A that are good for Bob but bad for Eve, and transmitting frozen bits over those
bit-channels B that are bad for both Bob and Eve. Let [n] = {1, 2, ..., n}, and let 8 < 1/2 be a fixed
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Fig. 8. The polar codes-based secure coding scheme.

TABLE 2
Practical Secrecy Rate Achieved in the SISO VLC Degraded Wiretap Channel Model

Eve’s position BER of Eve (pevwe) Code rate (R:) Secrecy capacity (Csec) Re/Csec

(2.5, 2.5) 0.411 0.83 0.9656 85.96%
(1.75, 2.0) 0.315 0.71 0.8875 80%

(1.5, 1.5) 0.215 0.52 0.7395 70.32%
(1.25, 1.0) 0.101 0.25 0.4607 54.26%

positive constant. Then the index sets of the good and bad channels are given by [13]

Go(W. p) == [ZZ(W,-) < 2} (15)

ie[n]

def

Pn(W, B) [MN\%n (W, B) (16)
where Z(W) is Bhattacharyya parameter defined as:

ZW) =LY YWy o)Wy (1) (17)

yew

The coding scheme was implemented in Matlab and tested using the SISO indoor VLC channel
described in Section 2.3 as a typical example of VLC degraded wiretap channel model. The length
of codewords was set to n =2,048 =2'"! bits. Note that the position of Bob is at (0, 0) and
the BER of the main channel is py,, = 0.001 according to Fig. 4(b). Then, the performance of
the coding scheme was evaluated with several positions of Eve, as well as the corresponding
channel BERs, as shown in Table 2. Therefore, given the BERs of the main channel and the
wiretap channels, the Bhattacharyya parameters for the main channel and the wiretap channels
were calculated. According to the calculated Bhattacharyya parameters, we selected appropriate
bit-channels to design the subsets of R, A, and B for a target BER of 10~° and a security mutual
information of 1073, Then, a series of numerical simulations were carried out to simulate light signal
transmission and the implemented coding scheme was used to correct the error bits introduced
during transmission. Numerical results show that the decoder output of Bob has BERs lower than
1079 and the decoder output of Eve has BERs nearly 0.5. It means that the conditions in (9) and
(10) are fulfilled and the proposed coding scheme can guarantee security and reliability for the
communication between Alice and Bob. For the given positions of Eve, the practical code rate
and the practical secrecy rate (R./Cs) achieved using the proposed coding scheme are shown
in Table 2. For Eve’s position at room corners where Eve has the lowest SNR of received signal,
the theoretical secrecy capacity is Cs; = H(0.411) — H(0.001) = 0.9656. Since the practical code
rate is 0.83, the practical secrecy rate achieved by the proposed coding scheme is 0.83/0.9656 =
0.8596 = 85.96%. For Eve’s position near to Bob, e.g. (1.25, 1.0), the theoretical secrecy capacity
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Fig. 9. Practical secrecy code rate versus Eve’s distance from the center.
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Fig. 10. The enhanced polar codes-based physical-layer secure coding scheme with a feedback
channel.

decreases to Cg = H(0.101) — H(0.001) = 0.4607 and the practical secrecy rate also decreases
to 54.26%. The decrement of practical secrecy rate is due to the finite length effect and the secrecy
capacity can be asymptotically achieved.

The achievable secrecy code rates shown in Table 2 are also plotted with square markers in
Fig. 9 as a function of Eve’s distance from the center at a height of 0.85 m. As a comparison, the
achievable secrecy code rates when codeword length is 22° bits are also plotted with dot markers
in Fig. 9. It can be seen that the achievable secrecy code rate increases when Eve is away from
the center.

3.2 Enhanced Physical-Layer Secure Coding Scheme with a Feedback Channel for VLC
Undegraded Wiretap Channel

To achieve secure transmission against VLC undegraded wiretap channel, where the wiretap chan-
nel (A — E) is not degraded with respect to the main channel (A — B), an enhanced secure
coding scheme is proposed by introducing a feedback channel to degrade the wiretap channel
equivalently [20].

Fig. 10 shows the structure of the enhanced coding scheme. The key element is the feedback
channel from Bob to Alice (B — A) with a crossover probability of &,. For each communication, Bob
feeds back a n-bit Bernoulli random sequence R with the expectation of E[R] = 0.5. Note that the
feedback channel is not error free and Alice receives the feedback sequence R as R'.

Therefore, for the communication between Alice and Bob, if Alice wants to send message S
securely to Bob, she first encodes Sinto an n-bit sequence X using the polar code secrecy encoder,
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and then uses exclusive or operations to combine the encoded sequence X with the received
feedback sequence R’ as X @ R’. Before Alice sends the encoded codeword X @ R’ to Bob, she
needs to insert some compensation symbols (CSs) according to dimming ratio dyn, to fulfill the
requirement of dimmable illumination, as suggested in [21]. And then, the encoded codeword with
inserted CSs is transmitted to Bob via OOK modulation.

At the receiver’s side, Bob first demodulate the transmitted light signals and remove the inserted
CSs to extract the transmitted codeword Y. Note that the OOK demodulation module is not shown in
this figure for simplicity. Then, Bob uses exclusive or operations to combine Y with the local random
sequence R as Y @ R and try to decode Y & R and recover S using the polar code secrecy decoder.
The main task of the decoder is to correct the error bits in Y @ R, which include two parts, i.e.,
the error bits introduced by the feedback channel (denoted as ¢, _.,) and those introduced by the
main channel (denoted as e, ). Since X DR =X ®R D ey 5, and Y = (X & R') ® e,., Therefore,
Y@ R can be rewritten as YO R=(X DRDe..DP €1p) PR=X D ey, D €3.5. Denote X' =
X @ ep.a ® e;.p. Using the polar code secrecy decoder optimized to handle the bit error pattern
X' @ X, Bob can successfully recover §' = S from X'.

As for the eavesdropper, Eve may also wiretap the feedback channel with a crossover probability
of 8, and get a wiretapped feedback sequence R”. Then, for each transmission over the main
channel, Eve first wiretaps the transmitted symbols and do the same operations as Bob to extract
an eavesdropped sequence as Z. Eve also uses exclusive or operations to combine Z with the
wiretapped feedback sequence R” as Z @ R” and try to recover S from it. However, Z & R” includes
three parts of error bits, i.e., the error bits introduced by the feedback channel (denoted as ey ,),
the error bits introduced by the wiretap feedback channel (denoted as ¢,_,,) and those introduced
by the wiretap channel (denoted as e,_.¢). And Z @ R” can be rewritten as Z & R" =X @ ey, D
Ehe® €ase.Denote X" =X D ey.a D 6o D €. Eve may try to recover S” = Sfrom X”. However,
since the parameters of the enhanced coding scheme is optimized for the bit error pattern X’ @ X
instead of the bit error pattern X” & X, Eve’s decoder cannot successfully correct the error bits
in X”. The worse, it introduces more error bits into §” due to the error propagation mechanism
of the successive cancellation decoding algorithm of polar codes. For security consideration, the
parameters of the enhanced coding scheme can be carefully designed to fulfill the security condition
(10).

In this paper, MISO indoor VLC channel is taken as an example of VLC undegraded wiretap
channel model. As analyzed in Section 2.4, both the main channel and the wiretap channel are
nearly error free. With the introduced feedback channel, the equivalent BER of Bob is &, = &p,
while the equivalent BER of Eve is

Eeve = &b + 3p — 2Epdp. (18)
Therefore, Eve’s wiretapping is degraded with the a reliability gap
Seve — Sbob = 3b(1 - 2‘§b) >0, (1 9)

and the gap can be utilized to achieve secure transmission using the coding scheme proposed in
Section 3.1. And in theory, the secrecy capacity is

Csec =H (seve) —H (gbob) =H (fb + 8y — stab) —-H (%-b) (20)

In practice, the feedback channel can be a weak visible light uplink from Bob toward one LED
luminaire fixed on room’s ceiling. Since the uplink light signal is weak and has a LoS propagation
nature, Eve’s wiretapped feedback channel is degraded with respect to Alice’s feedback channel.

3.3 Performance of The Enhanced Coding Scheme

A series of numerical simulations were conducted under the MISO VLC undegraded wiretap model
to evaluate the performances of the enhanced physical-layer secure coding scheme with a feedback
channel. In the simulations, the crossover probability of the feedback channel B — A (&,) was fixed
as 0.01, and the equivalent BER of Bob (&) is 0.01. The crossover probabilities of the feedback
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Fig. 11. The BER of Eve’s output in the MISO VLC wiretap model.

channel B — E (§,) were vaired from 0.18 to 0.24 with a step-length of 0.02. After being calculated,
the equivalent BERs of Eve (&) are 0.186, 0.206, 0.226, and 0.245, and the theoretical secrecy
capacities are 0.6122, 0.6530, 0.6902 and 0.7225, respectively. The codeword lengths were set
from 256-bit to 2048-bit. Considering the illumination requirements [14], we selected a typical code
rate of 0.5 for our numerical simulations. For each codeword length, 10,000 data frames were tested
using the polar code secrecy en/decoder.

Numerical results show that the BER and frame error rate (FER) of Bob’s output are both nearly
0 since the parameters of the enhanced coding scheme have been optimized for &,,,. Therefore,
the reliability condition for data transmission is satisfied. Contrarily, Eve has relatively high BERs
and FERs, as shown in Fig. 11. With the increment of codeword length, the BERs and FERs
of Eve’s output grow to nearly 0.5 and 1, respectively. It indicates that the conditions in (9) and
(10) are simultaneously fulfilled and the secret messages sent from Alice can be hided to the
unauthorized receiver Eve using the enhanced coding scheme. Furthermore, with the same code
rate and codeword length, the BER of Eve’s output is increased as the equivalent BER &, rises. It
means that the security of the VLC system can be further enhanced with the degradation level of
the wiretap channel increasing gradually.

Consequently, for undegraded VLC wiretap channel, the enhanced coding scheme can provide
security and reliability simultaneously without the limitation on receiver’s position, and the security
can be increased with the increment of the degradation level of the wiretap channel. In addition, the
secrecy capacity of the MISO VLC wiretap system can be asymptotically achieved for transmitting
secret information.

4. Conclusion

Visible light communication (VLC) has attracted increasing attention as it can simultaneously pro-
vide illumination and communication services. Since the broadcast nature of the VLC channel
makes VLC links inherently susceptible to eavesdropping by unauthorized users. In this paper, a
polar codes-based secure coding scheme is proposed to provide the physical-layer security for
indoor VLC systems, as well as the reliability. The secrecy capacities of two indoor VLC wiretap
channel models are analyzed considering the requirements of illumination and reliable communi-
cation. Numerical results show that for VLC degraded wiretap channel model, the proposed coding
scheme can be applied directly to provide the functionalities of security and reliability simultane-
ously. Furthermore, an enhanced coding scheme with a feedback channel is proposed to handle the
more complicated case that the wiretap channel is not degraded with respect to the main channel.
With the feedback channel, the wiretap channel can be equivalently degraded, and the security
can be achieved and increased gradually with the increment of the degradation level of the wiretap
channel without the limitation on receiver’s position, as well as reliability. Meanwhile, the secrecy
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capacities can be asymptotically achieved for the indoor VLC systems. Besides, taking advantages
of polar codes’ good performances on error correction, DC-balanced and run-length limited without
additional techniques, our proposed coding scheme can also fulfill the lighting related requirements
and can be generalized to dimmable VLC systems for their secure and reliable communications.
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