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Abstract: A novel optical multiple-image hiding method is proposed based on two cascaded
free-space propagation transforms in this paper. With the use of the structured phase mask in
the phase retrieval algorithm, a plain image is encoded to only one statistically independent
phase-only mask. All retrieved phase masks are integrated into the noise-like ciphertext
by using the phase mask multiplexing technique. When reconstructing an original plain
image, the architecture of double random phase encoding system is directly adopted, where
the structured phase mask and the corresponding decryption key mask are located at
determined positions along the axis of propagation. Besides the propagation distances,
the optical parameters such as wavelength, focal length, and topological charge of the
structured mask are considered as the security keys to expand the key space. To the best of
our knowledge, it is the first report on employing the structured phase mask in the process of
phase retrieval algorithm, which can enhance the level of security greatly. Simulation results
have been given to verify the feasibility and robustness of the proposed scheme.

Index Terms: Multiple-image hiding, phase retrieval algorithm, free-space propagation.

1. Introduction
Due to its marked physical characteristics such as parallel processing, multi-dimensional capabilities
and multiple parameters, optical information security technology has attracted extensive attention in
the past decades [1]–[3]. One of the classical techniques is double random phase encoding (DRPE)
based on the architecture of 4f optical system, with which the plain image can be encrypted into
the ciphertext with stationary white noise distribution [4]. Now, it has been extended into different
optical domains such as fractional Fourier transform domain [5], Fresnel transform domain [6],
gyrator transform domain [7], [8] and other domains [9], [10], where additional optical parameters
can be considered as the security keys to eliminate threats caused by the intrinsic linearity of DRPE
[11]–[13]. Other than DRPE and its extension, many other kinds of optical image encryption and
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hiding techniques such as integral imaging [14], diffractive imaging [15], photon-counting imaging
[16]–[18], ghost imaging [19]–[21], polarized light encoding [22], joint transform correlator [23],
interferometer [24], compressive sensing [25], [26], ptychography [27] and quick response codes
[28] also have been widely investigated. Additionally, sparse representation and constraints have
been employed to implement optical image encryption and authentication [29], [30].

Recently, due to efficient and enhanced security concerns, more and more researchers have paid
their attentions to the multiple-image encryption and hiding schemes based on different multiplex-
ing techniques such as wavelength multiplexing [31], position multiplexing [32], phase only mask
multiplexing [33], space multiplexing [34], [35], theta modulation [36], lateral shifting [37], frequency
shift [38] and spectral cropping [39] and so on. With the help of DRPE, Niu et al. [40] proposed a
multiple-image hiding method based on interference and frequency spectrum center shift technique,
where two plain images are encrypted into interference distribution. However, it should be pointed
out that the interference-based method has inherent silhouette problem. The optical multiple-image
processing schemes also have been investigated in different domains such as cascaded frac-
tional Fourier transform domain [41], [42]. Wan et al. [43] presented a multiple-image encryption
scheme based on compressive holography, which can record all information into one hologram via
interference between multiple object beams and unique reference beam. Chen [44] proposed a
three-dimensional space strategy for optical multiple-image encryption, which decomposed each
plain image into a series of particle-like points. It is worth mentioning that Alfalou and Brosseau [45]
reported an algorithm that can simultaneously compress and encrypt multiple images. Wu et al.
[46] suggested a multiple-image encryption scheme based on computational ghost imaging, where
each plain image is initially encoded into an intensity vector with different diffraction distance. This
scheme has obvious disadvantage that a series of reference intensity patterns should be consid-
ered as the private keys, which makes the storage space large and transmission bandwidth tedious.
To reduce storage space, Li et al. [47] proposed a multiple-image encryption approach based on
compressive ghost imaging and coordinate sampling, in which random phase-only masks are gen-
erated with the modified logistic map algorithm. In addition, the iterative phase retrieval technique
such as the modified Gerchberg-Saxton algorithm usually is employed to encrypt multiple-image,
where the affection of cross-talk noise could be eliminated as soon as possible [48], [49].

In this paper, a novel multiple-image hiding method based on two cascaded free-space wave
propagation transforms is proposed, which has enhanced security due to the use of the structured
phase mask. Initially, a phase retrieval algorithm is suggested to encode each plain image to only
one phase-only mask, where the optical parameters such as focal length, illuminating wavelength
and topological charge of the structured phase mask can be considered as the security keys, which
results in the significant enlargement of the key space. Subsequently, all retrieved phase-only masks
are synthesized into the ciphertext with the noise-like distribution by directly adopting the phase
mask multiplexing, where the corresponding decryption key for each plain image is simultaneously
generated. There are two advantages: one is the hiding scheme can avoid the affection of cross-talk
noise to some degree; another is the number of plain images to be encrypted can be enlarged.
Because only one decryption key is generated for one plain image, the amount of phase mask key
is reduced greatly. Therefore, the management of decryption key such as storage and transmission
becomes very expedient. The plain image can be easily reconstructed with high quality by using
the optical setup similar to the architecture of double random phase encoding system. Via two
cascaded free-space wave propagation transforms, the reconstructed image that resemble closely
to the original one can be recorded in the output image plane. Notably, an enhanced level of security
can be obtained due to high sensitivity of the security keys. Compared with the previous work in
Ref. [50], where three phase masks planes are employed in the process of iterative algorithm,
the mechanism of the proposed scheme is simple, which is similar to the double random phase
encoding system.

The rest of this paper is organized as follows. In Section 2, the proposed algorithm including the
encryption and decryption process is introduced in detail, in which the phase retrieval algorithm
using the structured phase mask is described. Meanwhile, the synthesis process of ciphertext
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Fig. 1. Schematic setup for hiding a plain image into only one phase-only mask through the phase-
only optical system: M (ξ, η) is the structured phase mask and Pi (μ, υ) is the phase-only mask; CCD,
charge-coupled device, is used to record the plain image; d1 and d2 are propagation distances.

based on the phase mask multiplexing technique is discussed. In Section 3, numerical simulation
results and security analysis are carried out. Finally, a brief conclusion is given in Section 4.

2. Proposed Algorithm
Let f i (x, y), i = 1, 2, . . . , K denotes a series of different plain images and K denotes the maximum
number of these images. Initially, each plain image f i (x, y) is optically hidden into only one phase-
only mask Pi (μ, υ) by using an iterative phase retrieval algorithm. Subsequently, the noise-like
ciphertext C(μ, υ) is synthesized with these statistically independent phase-only masks by adopting
the phase mask multiplexing technique. Simultaneously, the decryption key D i (μ, υ) is engendered
for the corresponding plain image f i (x, y).

Fig. 1. depicts a schematic setup for a phase-only optical system, with which the approximated
phase-only mask Pi (μ, υ) can be retrieved under the constraints such as the intensity of plain image
and optical parameters. The laser beam collimated by the combination of a pinhole and a lens is
incident vertically on the structured phase mask M (ξ, η) with complex transmittance of exp (−jα(ζ, η)),
where j = √−1 and α(ξ, η) is the phase distribution. The complex transmittance in the phase-only
mask plane Pi (μ, υ) is denoted as exp(jβi (μ, υ)), where the phase distribution βi (μ, υ) is statistically
independent white sequence in [0, 2π]. Symbols (ξ, η), (μ, υ) and (x, y) denote coordinates of the
structured phase mask plane, the phase-only mask plane and the image plane, respectively. Just
like similar optical setup in other schemes [51], it can minimize the hardware requirement such as
expensive transformative lenses, which makes it not only has high efficiency but also is easy to be
implemented optically.

To illustrate the adopted iterative phase retrieval algorithm, the iteration process for hiding the
plain image f i (x, y) into only one phase-only mask Pi (μ, υ) is described as follows

1) The complex-valued wavefront O (k)
i (x, y) obtained in the image plane can be expressed as

O (k)
i (x, y) = F r Tλ,d2

(∣∣{F r Tλ,d1 (exp (−jα (ξ, η)))
}∣∣exp

(
jβ(k)

i (μ, υ)
))

, (1)

where F r T denotes the free-space wave propagation transform [29], [30], | · | denotes a modulus
operation, λ denotes light wavelength, the parameters d1 and d2 denote propagation distances, the
subscript k represents the approximated functions at the kth iteration of the retrieval process. In the
initial stage, the phase distribution β

(1)
i (μ, υ) is generated by using random phase function.
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2) The constraint with the known plain image f i (x, y) is applied to update the amplitude part of
the above-obtained complex wavefront, which satisfies

Ô (k)
i (x, y) =

√
f i (x, y)O (k)

i (x, y) /

∣∣∣O (k)
i (x, y)

∣∣∣ , (2)

where Ô (k)
i (x, y) denotes the modified wavefront in the image plane.

3) The modified wavefront in the image plane is inversely Fresnel-transformed back to the phase-
only mask plane to obtain a new diffraction space wave function, which can be mathematically
described as

U (k)
i (μ, υ) = F r Tλ,−d2

(
Ô (k)

i (x, y)
)

, (3)

where F r Tλ,−d2 denotes the free-space wave back-propagation operation with the axis distance d2.
4) The phase part of the complex wavefront U (k)

i (μ, υ) is retained by truncating its amplitude, with
which a new complex transmittance in the phase-only mask plane can be obtained as

β
(k+1)
i (μ, υ) = arg

{
U (k)

i (μ, υ)/
∣∣∣U (k)

i (μ, υ)
∣∣∣
}

, (4)

P (k+1)
i (μ, υ) = exp

(
jβ(k+1)

i (μ, υ)
)

. (5)

where arg{·} is used to calculate the phase distribution of the argument.
5) Together with M (ξ, η) = exp(−jα(ξ, η)), the updated phase mask P (k+1)

i (μ, υ) is used to calculate
the estimated plain image denoted as f̂ (k+1)

i (x, y). First, the complex wavefront in the image
plane is modified as follows

O (k+1)
i (x, y) = F r Tλ,d2

(∣∣{F r Tλ,d1 (exp (−jα (ξ, η)))
}∣∣exp

(
jβ(k+1)

i (μ, υ)
))

, (6)

Then, the estimated plain image can be constructed as

f̂ (k+1)
i (x, y) =

∣∣∣O (k+1)
i (x, y)

∣∣∣
2
. (7)

6) To monitor when the iterative process will stop, the correlation coefficient (CC) between the
plain image f i (x, y) and the estimated one f̂ (k+1)

i (x, y) is calculated as the convergent criterion,
which is defined as

CC =
E
[[

f i − E [f i ]][f̂
(k+1)
i − E

[
f̂ (k+1)
i

]]]

√
E
[
[f i − E [f i ]]

2
]√

E
[[

f̂ (k+1)
i − E

[
f̂ (k+1)
i

]]2
] , (8)

where E [·] represents the expected value operator of the argument. For brevity, the coordinates of
images are omitted.

7) Usually, a threshold value very close to 1 is defined to guarantee high quality of the esti-
mated image. Repeat above steps until the calculated result reaches the defined threshold or
maximum iterations.

Once the convergent criterion is satisfied, the estimated plain image will be eventually recon-
structed. Suppose the iterative process stop right after the N th iteration, the relationship between
the estimated plain image f̂ (N +1)

i (x, y), phase masks exp(−jα(ξ, η)) and exp(jβ(N +1)
i (μ, υ)) can be

deduced as

f̂ (N +1)
i (x, y) =

∣∣∣F r Tλ,d2

(∣∣{F r Tλ,d1 (exp (−jα (ξ, η)))
}∣∣exp

(
jβ(N +1)

i (μ, υ)
))∣∣∣

2
. (9)

Defining the phase-only mask Pi (μ, υ) as

Pi (μ, υ) = exp (−jγ (μ, υ)) exp
(

jβ(N +1)
i (μ, υ)

)
, (10)
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Fig. 2. Diagram of the phase retrieval process using the structured phase mask. Notably, the structured
phase mask is first Fresnel-transformed in each cycle. The amplitude of the resultant, denoted as
G (μ, υ) = |{F r Tλ,d1 (exp(−jα(ξ, η)))}|, is used as the constraint to update the complex-valued wavefront
in the phase-only mask plane.

where the phase distribution γ(μ, υ) is obtained as

γ (μ, υ) = arg
{

F r Tλ,d1 (exp (−jα (ξ, η)))/
∣∣F r Tλ,d1 (exp (−jα (ξ, η)))

∣∣} , (11)

Thus, the estimated plain image can be reconstructed via two cascaded free-space wave propa-
gation transforms with the help of the architecture of double random phase encoding system, which
is mathematically expressed as

f̂ (N +1)
i (x, y) = ∣∣F r Tλ,d2

({
F r Tλ,d1 (M (ξ, η))

}
Pi (μ, υ)

)∣∣2. (12)

In order to further illustrate the aforementioned phase retrieval process, a diagram of hiding a
plain image into only one phase-only mask is shown in Fig. 2, where the phase distribution α(ξ, η)
is deduced from the structured phase mask M (ξ, η) and keeps unchanged in the entire iteration
process. Obviously, different from the conventional phase retrieval algorithm where a plain image
is encoded into two statistically independent phase-only masks, only one mask exp(jβ(N +1)

i (μ, υ)) is
engendered from the iterative process in the proposed algorithm.

It should be pointed out that the structured phase mask M (ξ, η) shown in Fig. 1 is generated
based on the combination of Fresnel zone plate and radial Hilbert mask in the aforementioned
phase retrieval algorithm, which can be described as

M (ξ, η) = exp {−j {arg {F (r )} + arg {H (ρ, θ)}}} , (13)

So, its phase distribution α(ξ, η) satisfies

α (ξ, η) = arg {F (r )} + arg {H (ρ, θ)} , (14)

The function F (r ) is the complex field amplitude of Fresnel zone plate, which can be expressed
as

F (r ) = exp
{
−j

π

λf
r 2
}

, (15)

where the parameter r is the radius and f is the focal length of the diffractive optical element. The
function H (ρ, θ) is the phase function in log-polar coordinates (ρ, θ) of radial Hilbert mask, which
can be given as

H (ρ, θ) = exp {jPθ} , (16)

where the parameter P called as topological charge denotes the order of transformation. Recently,
the structured phase mask has attracted increasing attention in the field of optical information
security. Muhammad [52] proposed a color image encryption system in gyrator transform domain
based on the double random phase encoding, where two random phase masks respectively located
in the spatial plane and frequency plane are substituted with the structured ones. These structured
phase masks are generated based on the Fresnel zone plate, where the optical parameters such
as focal length and wavelength can be considered as encryption keys to enhance the level of
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security. Further, Singh et al. [53] proposed a double phase-images encryption scheme using
gyrator transforms, where the approximate double random phase encoding are applied. After two
cascaded transforms, the intermediate images are bonded with the structured phase mask to
improve the security. This structured phase mask is generated based on devil’s vortex Fresnel
lens and possesses characteristics of various keys in a single mask. Due to its enhanced security,
Yadav et al. [54] proposed a phase-image watermarking scheme in gyrator domain using devil’s
vortex Fresnel lens as a phase mask, in which the problem of axis alignment in optical setup can
be overcome. Obviously, the structured phase masks have great potential for information security.
Different from aforementioned schemes, the structured phase mask is not only used to guarantee
the security but also used in the phase retrieval process to encode the plain image into only one
phase-only mask.

When all plain images are encoded into the respective phase-only masks Pi (μ, υ), the ciphertext
C(μ, υ) with noise-like distribution can be synthesized by integrating these statistically independent
masks directly with the use of the phase mask multiplexing technique, which can be mathematically
expressed as

C (μ, υ) = exp

(
j

K∑
i=1

arg {Pi (μ, υ)}
)

. (17)

The corresponding decryption key D k(μ, υ) for each plain image fk(x, y) is obtained as

D k (μ, υ) = exp

⎛
⎝j

K∑
i=1,i �=k

arg {Pi (μ, υ)}
⎞
⎠ . (18)

When an authorized user wants to reconstruct the plain image f̂ i (x, y) using (12), the necessary
phase-only mask Pi (u, v) can be calculated by the following way as

Pi (μ, υ) = C (μ, υ) × conj {D i (μ, υ)} , (19)

where conj{·} is used to compute the conjugation of the argument. Because the formation of cipher-
text is implemented based on the phase mask multiplexing technique, the decryption process can
be carried out efficiently without any affection of cross-talk noise. Most importantly, the encrypted
capacity of the multiple-image encryption scheme is expanded considerably, which indicates that
the number of encrypted plain images can be enlarged. In the construction process using the double
random phase encoding system, the structured phase mask is placed into the spatial plane while
the phase-only mask generated with (19) is placed into the frequency plane.

Different from the phase retrieval algorithm based on the architecture of double random phase
encoding system, only one phase-only mask is retrieved in the proposed scheme. No matter this
phase mask is used as the secret key or the ciphertext, it is easily distributed, stored and memorized.
Besides the propagation distances d1 and d2, the optical parameters such as light wavelength λ

and topological charge P included in the structured phase mask can be used as the security
keys, which indicates that the security of the encryption scheme can be enhanced greatly. It also
should be pointed out that the vexing information disclosure problem usually caused by the phase
truncation and preservation operations, which make the security keys and the ciphertext useless
as described in [55], can be thoroughly avoided because the retrieved phase-only mask Pi (μ, υ) is
formulated by the multiplication of two masks, i.e., exp(jβ(N +1)

i (μ, υ)) and exp(−jγ(μ, υ)). In addition,
it is worth noting that the structured phase mask is subtly applied in the phase retrieval process in
the proposed scheme, which is different from the modified Gerchberg-Saxton algorithm described
in [48], [49] where the constant image placed in the output plane is used as the constraint condition.

3. Results and Security Analysis
To confirm the feasibility and robustness of the proposed multiple-image encryption scheme, a
set of numerical simulations have been carried out. First, four images with the size of 256 × 256
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Fig. 3. (a)–(d) Original plain images and (e)–(h) phase-only masks respectively corresponding to (a)–(d).

Fig. 4. (a) The phase distribution of structured phase mask, (b) ciphertext and (c) decrypted image
“Lena”.

pixels shown in Fig. 3(a)–(d) are used as the plain images to be encrypted, which are chosen
from the USC-SIPI image databases [56]. The illumination wavelength λ of the incident unity plane
wave is 632 nm, two propagation distances are 30 mm and 50 mm, respectively, and the pixelsize
in the image plane is 8 um. The focal length in the structured phase mask M (ξ, η) is 40 mm, and
the topological charge is 6. The retrieved phase-only masks obtained by using the phase retrieval
algorithm expressed with (1)–(8) are respectively shown in Fig. 3(e)–(h), from which any original
structured information cannot be discerned with the naked eyes. The phase distribution of the
structured phase mask generated based on the Fresnel zone plate and radial Hilbert mask is
shown in Fig. 4(a), while the ciphertext with the noise-like distribution is displayed in Fig. 4(b). For
simplicity, only one reconstructed image called as “Lena” is depicted in Fig. 4(c), which is decrypted
with all correct secret keys such as the decryption key expressed in (18) and other security keys.
Obviously, the reconstructed result has high quality without any noise and distortion. Similar results
are obtained for other plain images “Baboon”, “Peppers” and “Tree”.

To analyze the sensitivity of security keys such as focal length f , illumination wavelength λ and
topological charge P of the structured phase mask besides the axial distances in two free-space
wave propagation operations, the ciphertext is decrypted with at least one wrong key as well as
other correct keys. Fig. 5(a)–(e) show the reconstructed results about the plain image “Lena” when
one of the security keys is wrong. Fig. 5(a) and (b) show the decrypted images when two axial
distances respectively have tiny change as 0.4 mm and 3 mm, from which it is obvious that the first
propagation distance has higher sensitivity. Fig. 5(c) shows the decrypted image when the focal
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Fig. 5. Decrypted “Lena” with (a) wrong d1, (b) wrong d2, (c) wrong f , (d) wrong λand (e) wrong P .

length has the tiny change as 0.5 mm. Fig. 5(d) displays the decrypted one when the illuminating
wavelength has the tiny change as 8 nm. Fig. 5(e) displays the decrypted one when the topological
charge of the radial Hilbert mask is 7. It can be seen from Fig. 5. that it is hardly to distinguish any
valid information from these noise images when one of the security keys has the slight deviation.
For other plain images, similar conclusion can be verified. The relationship curves between the CC
values and the deviation of the security keys are depicted in Fig. 6(a)–(e). For any of security keys,
the CC value is very close to 1 if its deviation approaches to 0. Otherwise, the CC value decreases
sharply. Consequently, it is sure that the proposed scheme can actually enhance the security in the
process of decryption.

Because there is a great possibility to alter the ciphertext during the storage and transmission, for
example, the ciphertext image usually can be interfered by some noise as well as the information
may be partially lost, the robustness against noise and occlusion attack should be checked. Suppose
the ciphertext image is contaminated with the Gaussian random noise. In order to test the degree
of noise immunity, the strength of noise varies from the lowest to the highest. The detailed mode
can be mathematically expressed as

C ′ (μ, υ) = C (μ, υ) × (1 + kG (μ, υ)) , (20)

where C ′(μ, υ) is the contaminated image and G (μ, υ) is the Gaussian noise with zero-mean and
0.2 standard deviation, the coefficient k is the nose strength. Fig. 7(a)–(e) respectively show the
noise-affected decrypted images “Lena” when the noise strength varies from 0.2 to 1.0. It can be
seen that most of the information in the plain image is easily recognized from the decrypted result
with naked eyes, even the noise strength achieves the maximum value. In the process of analyzing
occlusion attack, the ciphertext image is destroyed by cropping the pixels to some extent. Fig. 8(a)
and (b) show the ciphertext images with 12.5% and 25% occlusion, respectively, which means
that there are a large amount of pixels in the ciphertext image from the left side to be discarded.
Fig. 8(c) and (d) display the corresponding decrypted images. Although the quality of decrypted
image drastically drops with the increase of occluded area, the main information of original plain
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Fig. 6. Relationship curves between CC with (a) deviation of d1, (b) deviation of d2, (c) deviation of f ,
(d) deviation of λ and (e) deviation of P .

Fig. 7. Decrypted “Lena” with (a) k = 0.2, (b) k = 0.4, (c) k = 0.6, (d) k = 0.8 and (e) k = 1.0.

image can be recognized visually. Similar results can be verified for other plain images. Evidently,
it can be concluded that the proposed scheme has high robustness against some common attacks
such as noise and occlusion attack.

As we all know, a secure image encryption scheme should be immune to the statistical attacks.
To prove the security of the proposed scheme, two aspects of statistical attack on histogram and
correlation analyses are carried out. As an important statistical evaluation index, the histogram
of image usually leaks distributed information of the intensity of pixels. For an image encryption,
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Fig. 8. Ciphertext with (a) 12.5% occlusion, (b) 25% occlusion, (c) decrypted image from
(a) and (d) decrypted image from (b).

it is best that the histogram of ciphertext is uniformly distributed and the histograms of different
ciphertext images are similar to each other. Fig. 9(a) is the histogram of the ciphertext shown
in Fig. 4(b), while Fig. 9(b) is the histogram of the decryption key about the plain image “Lena”.
Obviously, the histogram is uniformly distributed regardless of ciphertext or decryption key. Similar
results are obtained for other decryption keys. Additionally, a different ciphertext is obtained by
encrypting other four plain images called as “Zelda”, “Elaine”, “House” and “Man”, which also are
selected from USC-SIPI image databases. The corresponding histograms about this ciphertext and
the decryption keys of “Zelda” are shown in Fig. 9(c) and (d), respectively, which also have the
uniform distributions. Hence, it is concluded that the proposed scheme can efficiently resist against
the histogram attack.

Correlation analysis is usually used to reflect the degree of closed relation between two variables.
According to an image, the adjacent pixels can be correlated in three directions, i.e., horizontal,
vertical and diagonal directions. Practically, if the correlation of adjacent pixels in the ciphertext
image is lower, the performance of the encryption scheme is higher. To evaluate the degree of
correlation, the 3000 pairs of adjacent pixels in three different directions are randomly selected
from the plain image “Lena” and the ciphertext shown in Fig. 4(b), where the correlation coefficients
on a group of adjacent pixels (x i , y i ) are calculated as

Cor =
∑N

i=1 (x i − x̄)(y i − ȳ)√(∑N
i=1 (x i − x̄)2

)(∑N
i=1 (y i − ȳ)2

) , (21)

where x̄ = 1/N
∑N

i=1 x i and ȳ = 1/N
∑N

i=1 y i . Fig. 10(a)–(c) respectively show the horizontal, vertical
and diagonal correlation of adjacent pixels in the plain image “Lena”, while Fig. 10(d)–(f) show the
corresponding results of the ciphertext. From Fig. 10, it is easily deduced that the correlation of the
plain image is strong in all directions, while the correlation of the ciphertext has uniform distribution
in three directions. The detailed results about correlation coefficients for all plain images shown in
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Fig. 9. Histogram of (a) ciphertext shown in Fig. 4(b), (b) decryption key of “Lena”, (c) ciphertext of other
four plain images “Zelda”, “Elaine”, “House” and “Man” and (d) decryption key of “Zelda”.

Table 1

Correlation Coefficients of Plain Images Shown in Fig. 3(a)–(d) and the Ciphertext

Correlation coefficients Plain image Ciphertext

Lena Baboon Peppers Tree

Horizontal 0.9465 0.8643 0.9683 0.9690 -0.0268

Vertical 0.9690 0.8325 0.9751 0.9511 0.0135

Diagonal 0.9170 0.7929 0.9448 0.9385 0.0103

Fig. 3(a)–(d) and ciphertext are given in Table 1, from which it is safe to say that the correlation of
adjacent pixels in the plain images has been successfully removed via the process of encryption.
So, the proposed scheme has excellent capability to resist against correlation analysis.

In a nutshell, there are two obvious characteristics in the proposed scheme. One is that security of
the encryption system can be enhanced greatly because the optical parameters in one structured
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Fig. 10. Correlation distribution of (a) horizontal direction in “Lena”, (b) vertical direction in “Lena”,
(c) diagonal direction in “Lena”, (d) horizontal direction in the ciphertext, (e) vertical direction in the
ciphertext and (f) diagonal direction in the ciphertext.

phase mask can be considered as security keys, which have high sensitivity demonstrated in
aforementioned analyses. Another is that the phase retrieval process is simple, which can be
performed in the conventional architecture of double random phase encoding. In Ref. [50], there
are three phase mask planes in the iterative process, and the beam is modulated into the optical
vortex beam with the structured phase plane. The structured phase plane is generated based on
the spiral phase plate, where only the topological charge is used as security key. Compared with
the mechanism of the proposed scheme, the related optical setup in this scheme is somewhat
complicated.

4. Conclusion
In summary, an optical multiple-image hiding scheme based on two cascaded free-space wave
propagation is proposed. It is featured of only one phase-only mask retrieved from a plain im-
age by using the proposed phase retrieval algorithm, where the structured phase mask generated
based on the Fresnel zone plate and radial Hilbert mask has played an important role. The use
of the parameters such as focal length, illuminating wavelength and topological charge of the
structured phase mask as security keys can improve the security level of the cryptosystem con-
sequently. Adopting the phase mask multiplexing technique, all retrieved phase-only masks are
encrypted to the noise-like ciphertext, which can avoid the affection of cross-talk noise in the
previous multiple-image encryption schemes. Due to the expanded image hiding capacity, the
number of plain images to be encrypted nearly has no any limitation. In the decryption process,
the approximated image can be reconstructed using the architecture of double random phase en-
coding, where the structured phase mask is placed into the spatial plane and the corresponding
phase-only mask placed into the frequency plane. Simulation results show that the proposed
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scheme works very well and has high feasibility and robustness in different aspects such as
key sensitivity, noise attack, occlusion attack, and histogram attack and correlation analysis and
so on.
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