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Abstract: In this paper, we study the secrecy performance of a mixed radio frequency-free
space optical (RF-FSO) transmission systems. All RF links experience Nakagami-m fading
and the FSO link experiences the Gamma—-Gamma fading. The effect of pointing error and
two types of detection techniques (i.e., heterodyne detection and intensity modulation with
direct detection) are considered. We derive closed-form expressions for lower bound of the
secrecy outage probability (SOP) and exact average secrecy capacity (ASC). Furthermore,
by utilizing the expansion of Meijer's G-function, asymptotic results for SOP and ASC are
derived when the electrical signal-to-noise ratio of the FSO link tends to infinity. Numerical
and Monte Carlo simulation results are provided to verify the accuracy of our proposed
results.

Index Terms: Physical layer security, mixed radio frequency-free space optical (RF-FSO)
systems, Gamma-Gamma fading, secrecy outage probability, average secrecy capacity.

1. Introduction
1.1 Background and Related Works

Free space optical (FSO) communications have received considerable attention because it can
be utilized for fiber backup, back-haul for wireless cellular networks, enterprise/local area network
connectivity, metropolitan area network extensions, and disaster recovery, etc. It is a cost-effective
and wide bandwidth solution operating at the unlicensed optical spectrum [1]. Relative to radio
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frequency (RF) communication systems, FSO communication systems have higher bandwidth
and capacity. In addition, FSO is also regarded as a promising solution for the last mile problem
in wireless communication. However, the atmospheric turbulence and pointing error significantly
affect the performance of FSO systems [2], [3].

The mixed RF-FSO system has been presented as a solution to minimize the effect of atmospheric
turbulence and pointing error [4]. In such networks, the information is transmitted via RF link to relay
node. Then the relay forwards them to the destination over an FSO link. The system performance
of the mixed RF-FSO systems has been analyzed in many prior research works, such as outage
probability (OP), average bit error rate (ABER), and ergodic capacity (EC) [4]-[12]. The authors in
[4] firstly analyzed the performance of a mixed Rayleigh - Gamma-Gamma systems and derived
the closed-form expression for OP where the fixed gain amplify-and-forward (AF) and subcarrier
intensity modulation schemes are utilized at relay node. The performance of AF-based mixed
RF-FSO systems with pointing error was investigated in [5] and closed-form expressions for OP,
ABER, and EC were derived. The closed-form expressions for OP, ABER, and EC of AF-based
mixed RF-FSO systems over Nakagami-m - Gamma-Gamma channels were derived in [6] under
the effect of the atmospheric turbulence over the FSO link along with the effects of turbulence
and pointing error. Similar works for decode-and-forward (DF) based systems were performed in
[7]. A unified performance analysis of mixed RF-FSO systems with both fixed and variable gain
relay scheme was analyzed in [8] and the closed-form expressions for the exact and asymptotic
OP, ABER, and EC were derived where both heterodyne detection (HD) and intensity modulation
with direct detection (IM/DD) are considered. The RF link was modeled as n— u or x — p fading in
[9] and new analytical expressions for the exact and asymptotic OP and ABER were derived. The
authors in [10] derived the closed-form expressions for OP and ABER of mixed dual-hop RF-FSO
systems with semi-blind AF relaying under partial selection with outdated channel state estimation.
The performance of multiple users over DF-based mixed RF-FSO syatems was analyzed in [11]
and analytical expressions for the exact and asymptotic end-to-end OP and average symbol error
probability (ASER) of each user were derived. The analysis in [11] was extended in [12] where the
channel state information of the RF link was considered to be outdated and the effect of pointing
error was also taken into account.

In recent years, physical layer security has been one of the hottest spots in information security as
it can realize the perfect secrecy communication by utilizing the randomness and time-varying nature
of the wireless channels without any encryption algorithm [13]-{15]. The physical layer security
of Wyner's model over FSO channels was investigated in [16] and the closed-form expressions
for probability of a non-zero secrecy capacity (PNSC) was derived. The effect of atmospheric
turbulence on secrecy performance of orbital angular momentum (OAM) multiplexing FSO channels
was analyzed in [17] and the numerical results demonstrated that the secrecy performance of FSO
systems can be improved by using OAM multiplexing in weak and medium turbulence regimes. The
communication over FSO link is more secure than traditional wireless communications due to the
high directionality of laser beam. Since the RF link of mixed RF-FSO systems can be easily attacked
by eavesdroppers, physical layer security of mixed RF-FSO systems has gained great attention from
researchers. The security reliability trade-off (SRT) of mixed RF-FSO systems with opportunistic
user scheduling scheme was analyzed in [18] and the closed-form expressions for the OP, average
symbol error probability, channel capacity, and intercept probability (IP) were derived. Furthermore,
the impact of RF co-channel interference on the SRT performance of multiuser mixed RF-FSO
systems with opportunistic user scheduling was studied in [19] and the closed-form expressions for
the IP was derived.

1.2 Motivation and Contributions

To date, based on the open literature and to the best of the authors’ knowledge, it is still an open
area to analyze the secrecy performance of mixed RF-FSO systems. In this paper, we investigate
the secrecy performance of mixed RF-FSO networks over Nakagami-m - Gamma-Gamma fading
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Fig. 1. System model of a mixed RF-FSO systems which consists of a source (S), a relay (R), a desired
receiver/destination (D), and an undesired receiver/eavesdropper (E).

channels where the effects of pointing error and two types of detection techniques are considered.
The main contributions of our work are listed as follows:

1) We investigate the secrecy performance of the mixed RF-FSO relaying over Nakagami-m -
Gamma-Gamma fading channels in presence of fixed and variable gain relaying schemes.
Both the effects of pointing error and two types of detection techniques are considered. The
closed-form expressions for average secrecy capacity (ASC) and lower bound for secrecy
outage probability (SOP) are derived.

2) Moreover, to obtain more insights about the secrecy performance of mixed RF-FSO systems,
the closed-form expressions for asymptotic SOP and ASC are derived under both relaying
schemes by utilizing the expansion of Meijer's G-function.

3) The accuracy of the derived analysis results are validated by Monte-Carlo simulations. From
the numerical and simulation results, we find out that the secrecy performance deteriorates as
the atmospheric turbulence conditions and the pointing error gets severe and HD technique
can provide better secrecy performance compared with IM/DD.

4) Although the SRT was clearly illustrated by obtaining the relationship between the reliability
and the security performance, the IP (security measure) only considered the wiretap channels
and is a special case of physical layer security, in which the secrecy capacity is defined as
the difference between the capacity of main and eavesdropper channels. Relative to [18]
and [19], generalized secrecy performance (ASC and SOP) is analyzed in this work. We
also investigate the effects of fading/scintillation parameters, pointing error, and detection
techniques on the physical layer security of mixed RF-FSO systems with fixed and variable
gain relaying schemes.

2. Channel and System Models

In this work, a mixed RF-FSO system is considered, which is composed of Nakagami-m fading and
Gamma-Gamma atmospheric turbulence with pointing error under IM/DD and HD techniques. As
shown in Fig. 1, the confidential information is sent by source node S to the destination D through
an intermediate relay R, in which AF scheme is utilized, where an eavesdropper node E attempts
to obtain the confidential information through decoding the signal received. It is assumed that ideal
angle-of-arrival tracking system is employed at the receiver so that the received signal phasefront
can be estimated and perfectly compensated. Thus, there is no phase misalignment between the
receiver and local fields in the focal plane so that the idealized coherent detection is achieved [20].

Since all the RF links experience the Nakagami-m fading, the probability density function (PDF)
and cumulative distribution function (CDF) for the received signal-to-noise ratio (SNR) at R and E
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are given by
o () = M7 g 1
i J/)—F(mi)l/ e, (1)
Y (mi, Ay o
Fsi() = (F(—m) Z T ()

respectively, where i € {R, E}, A; = ’;— m; is the fading parameter that is integer and y; is average
SNR, respectively, and I' (-) is the Gamma function as defined by [21, eq. (8.310)].
The CDF of the FSO link is given as [22]

Frp (V) = 77Gr-~-1 3r41 ['OV 2<2K(1)] (3)

where n = % r is the parameter that represents the type of detection being utilized, i.e.,

r =1 is associated with HD and r = 2 is associated with IM/DD, & signifies the ratio between
the equivalent beam radius and the pointing error displacement standard deviation (jitter) at the
destination [23], « and g are the fading parameters related to the atmospheric turbulence conditions
[24], p = (Z“ﬁ), , W; represents the electrical SNR of the FSO link, K1 = A (r, 82 +1), Ko = A(r, &),

A(r,a), A(r, B), where A (k,a) = 2, &1 &kl g
as defined by [21, eq. (9.301)].

52+1 ,and G7'¢ [] is the Meijer’s G-function,

2.1 Fixed Gain Relaying

When fixed gain relaying scheme is utilized at R, the received SNR at D can be expressed
as [8], [25]

F YSRYRD
= ) 4
Veq vap +C (4)

where ysg and ygp denote the SNR of the RF S — R link and FSO R — D link, respectively, C stands
for a fixed relay gain [25]. The CDF of y':q is given as [8]

mp—1

0 =103 3 e G st
p=0 ¢g=10

K4
K3

A
=20

—G 3r+1,0
=1-) e G [
pg

) (5)

where K3 = [K 2, q]. When i, — oo, the asymptotic CDF of yqu is given as [8]

3r+1

yeq -1— Z Z By~ G+Kskg=ray (6)

pq k=1

h [(K3.—Ka.k)
where By = (pAgC)K3+EL :
/H (K+1.,—K3.k)
1
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2.2 Variable Gain Relaying
When the CSl-assisted relaying scheme is utilized at R, the received SNR at D can be expressed
as [25]

vV YSRVRD

Yeg = —————— = Min(ysg, Yap) - (7)
“ " yer+yap + 1

The CDF of yy, is given as [8]

ma1
Frmo () =1+ (em > —y ) (162 e [ v 8] - 1) ®)

When u, — oo, the asymptotic CDF of y;’q is given as [8]

mgp— 1)\' p 3r
Flpo) =1+ 3 =2 oY 0D e -1, )
g=1

p=0

3r r
where Qg = ,OKZ*” 1—1 r (Kg,/ — Kqu)/ (Kgqq H r (K1J — Kg,q)).
=1,1£q =1

3. Secrecy Outage Probability Analysis

A secrecy outage event occurs when the instantaneous secrecy capacity falls below a target secrecy
rate Rs. Thus, the SOP of mixed RF-FSO can be expressed as [26], [27]

Pout (Rs) = PI’{CS (Veq’ VSE) =< Rs}
=Pr{yeq§®VSE+®—1}

= / Feq (®yse +© — 1) fse (vse) dyse, (10)
0

where ® = €. In the following, we derive the lower bound of the SOP as follows [28]
Pout (Rs) = Pr{J/eq < Oyse + O — 1}
= Pt (Rs) = Pr{yeg < Oyse} . (11)

3.1 The Lower Bound With Fixed Gain Relaying

Substituting (1) and (5) into (11), making use of [28, eq. (8)] and [29, eq. (21)], and with some
simple algebraic manipulations, we obtain

PEE (R / Fre (@) fse (1) dy
o + 1 —A +AR® 3r+1,0 K
= F(mEZ Pq/ ymETP—a- (e R)VG r+1|: K;]d)/
re™e - —me—p ABr+1.1 PCARO  1_p_meiqk
=1- OP T I(AR® + Ag)T MEP G p-me+q.K1 | 12
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3.2 The Lower Bound With Variable Gain Relaying

Substituting (1) and (8) into (11) and making use of [28, eq. (8)], [29, eq. (21)], and [21, eq. (3.326.2)],
we obtain

PUbRD = [ Fy(@nise oy

AgME AR = 1 —(AaO+A 3r,1 1.K
S 2 e [ et el [om 43] - 1)
p=0
)\.EmE A 1(@)\.H)p L L
=1 Hi —H3), 13
Fimg &t 1) o
L _ —mg—p 3.2 S) 1.1-me—p K L _ _ T(me+p)
where Hi = n(Ag® + i) ™ PG5 5.4 [kg@ilg K20 1] and Hy = o o

Another important metric to evaluate the security performance of passive eavesdropping, PNSC,
can be easily obtained by utilizing the relationship between SOP and PNSC [28].

In order to get more insights, in the following subsection we will analyze the secrecy outage
performance where the destination D is located close to the relay R, which can be mathematically
described as u, — oo.

3.3 Asymptotic Secrecy Outage Probability When u, — oo With Fixed Gain Relaying
Substituting (1) and (6) into (11) and making use of [21, eq. (3.326.2)], we have

PLtis (R = [ F2 ao (01 fse () o

3r+1

Ae™ME © -
—1_ Bk®p7q+K3Ak/ ypfq+K3,k+mE*1e*()LR(:)JF)\E)de
' (mg) %: ; 0
)\.EmE 3r+1
—1- T (me) D0 BOP Ik (150 + ag) TP (p — g+ me + Kak).  (14)
Pq k=1

3.4 Asymptotic Secrecy Outage Probability When u, — oo With Variable Gain Relaying
Substituting (1) and (9) into (11) and making use of [21, eq. (3.326.2)], we have

PUtis (R = [ F35 a0 @) fse ()

q=1

Ae™e TS agP % —(RO+0E) 1 z Koo, K
— 14 —(ARO+AE)Y, Me+P— 2, 2q _
_1+F(mE) Z p' ® /(; e y WZQOqG) ayftaa 1 d)/
p=0 q=1
14 AgME mp—1 (®)\H)p iﬁaq@qur(qu_’_p +mE) T (mg +p)
~ TI'(me) p! ! (ARO + rg)f2atPrme (Ar® + ag)™EHP |

(15)
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4. Average Secrecy Capacity Analysis

ASC is the most important metric to evaluate the security performance of active eavesdropping
[26], [27], [30]. When all the channels experience independent fading, the ASC can be expressed
as [30]

A~ [*Fse(y)
@-A (1= Fal) oy (16)

4.1 Exact Average Secrecy Capacity With Fixed Gain Relaying
Substituting (2) and (5) into (16), we have

of - /°° Fse (v) (1 —Fp (y)) dy
0

1+y
- Hy — Hy), 17
E pq( 1 2) (17)
where
1 i 3r+1,0 K
J— - — B 1
H1 —/(; 1+yyp qe HyGr,3r+1 I:pC)"Ry K3]d%
me—1 n poc . p—g+n
E Y —(AR+A 3r+1,0 K
Ho = Y g Uatieng '[cx ‘]d.
2 hon!ﬁ T4y art [PEARYIG JT

Making use of [29, eq. (10) and (11)], [21, eq. (9.31.5)], and [31, eq. (20)], we have

Ho= [ 2 gmmrgastof o
1= o 14y r.3r+1 | PYARY

ﬁl]dy

_ OOG1’0[A \’]G“ [ ‘p—q]GarH,o[ Ca K1]d
, ot RY 1o 1911 |V |p—q | Yrar+1 | PYARY |k | AV
1

Emc] (18)

K4
K3

pP—q
pP—q

_lG1,O:1,1:3r+1,O 1
R 1,0:1,1:r,3r+1

me—1

A yn+p—q (rptie)y a3
_ -E S A y r+1,0
Ho = ,,E,O py /0 T € G} 3y [pCARy

ﬁ;]dy

00
r,3r+1
0

mE—1 )\.En
=Y 2 [ eitloa+iarlsleli[y
n=0

+p— 3r+1,0
Z+§-3]G o [pCXnV

5;]@

n+p—q
n+p—q

K1
Ks

(19)

me 1 n
1 Z AE G1O113r1.0 [ 4
- AR+ AE nl 1,0:1,1:r,3r+1 | —

1 pCrg :|
n=0

AR+ AE AR+ Ag

where G, gl 227%™ ] is the extended generalized bivariate Meijer's G-function (EGBMGF), as

defined by [32, eq. (8)] with implementation given in [33, Table 1].
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4.2 Exact Average Secrecy Capacity With Variable Gain Relaying
Substituting (2) and (8) into (16), we have

v [T
vV _ SE _ y
or= [ =L (1-Fu) oy

mp— 1 mR 1
_ e 3r,1 1,K
Z p' / “”’ypdy / ARY pGrJfr1 311 [,0)/ Kgg):ldy
p=0
C2
mp— 1 p mE 1 n 00
Z / P+ne—(kn+ks)ydy
0
mgp— 1 mE 1 n 00
p+n (AR+AE)yGSr1 % 1,K4 d)/
Z nzo /(; 1 + )/ r+1,3r+1 [ K»,0 ]
Cy
mp— 1
= Z —(01 C2 — C5+ Ca). (20)
Making use of [34, eq. (2.3.6.9)], we have
Ci=T(+1)y¥(p+1.p+1;1r), (21)
me—1 )\‘ n
ngZ%F(p+n+1)t/f(p+n+1,p+n+1;AE+AH), (22)
n=0 '

where (a, b; ¢) is confluent hypergeometric function, as defined by [21, eq. (9.211.4)].
By using of [29, eq. (10) and (11)], [21, eq. (9.31.5)], and [31, eq. (20)], we obtain

< A
Co = / ety P G [ ]d
2=1 , 1+ r+1.3r+1 | PV K20 4

v

o0
Zn/(; Gé:?[kny’(;] 11[V|p] r+13r+1 [/07/ :<2K(1)]d)’

1 p
P )\F{:| (23)

1.K4
K2,0

p
p

G1.0.1.1.3r1 1
1,0:1,1r+1,3r+1 | —

o0
_ M 1 PN Ghate) 3r,1 1.K
C4—77§ o /o 1+y eI G [PV Kgé]d)/

AE K
te. / 6o [Ge + ) v 15 1611 [v 15 ] @t vas [ 00 | v

p+n
p+n

1.K4
K2,0

10.1 1:3r,1 1
CARES : : 24
)»E +}\H Z ] 1 ,0:1,1:r4+1,3r41 |:_ i| ( )

AE+AR AE+ AR
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4.3 Asymptotic Secrecy Capacity When u, — oo With Fixed Gain Relaying
Substituting (1) and (6) into (16) and utilizing [34, eq. (2.3.6.9)], we have

AF .00 * Fse (y) oo

CFss = /0 T (1-F2p0 )y

3r+1

=ZZBK(H$,OHD —H3%p) (25)

pq k=1

where H{%, =T () Ya, o hR), H%p = D15 ”E C(a+n)Ya+n a+nig+Are), and a =p —
g+ Kax+1.

4.4 Asymptotic Secrecy Capacity When u, — oo With Variable Gain Relaying
Substituting (1) and (9) into (16) and utilizing [34, eq. (2.3.6.9)], we obtain

Avoo [T Fse(y)
o= [ T2 (1= Fao ) o

P
=> %( a0 — C3%p), (26)

where

3r
TARD = /00 v e 1 - UZ%VK“ dy, (27)
' o 1+vy
g=1
mE 1

+n
Coo [ —(Art2e)y 1— Y. 28
2,RD = 1+ n y n E <Pq)’ (28)

Making use of [34, eq. (2.3.6.9)], we obtain

Clao =T (P +1)¥(p+1.p+1;%8)
3r
=) ol (Kog+p+1)¥(Kag+p+1.Kag+p+1:28). (29)
q=1
m5—1k n
Cop = ) :, Ce+n+0)yp+n+1,p+n+1 8+ Ae)
n=0

3r
_ nZ‘PqF(KZqWLP +n+ 1) Y(Kag+p+n+1,Kag+p+n+1;25 +AE)). (30)
g=1

5. Numerical Results and Discussions

In this section, numerical and Monte-Carlo simulations results are presented to verify our analytical
results. Furthermore, the impacts of pointing error and detection techniques on the secrecy per-
formance are demonstrated. The main parameters utilized in simulations and analysis are set as
mp=mg =2,C =1, and R; = 0.01 nat/s.

The impact of &, o, and g on SOP and ASC is investigated in Figs. 2-5 for both fixed and variable
gain relaying schemes, respectively. One can observe that the analysis results match very well with
simulation curves in all the figures. It can also be observed that increasing ysg always affects the
secrecy performance of the mixed systems with fixed gain relaying scheme but this is not true for
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Fig. 3. SOP for variable gain relaying versus ysg with r =1, 1, = 10dB, and ysg = —10dB.
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Fig. 4. ASC for fixed gain relaying versus ysg with with r = 2, u, = 5dB, and ysg = —5dB.
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* a=2.064,3 = 1.342 Simulation| |
—— Analysis
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Fig. 5. ASC for variable gain relaying versus ysg with r =2, u, = 15dB, and ysg = —10dB.
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Fig. 6. SOP for fixed gain relaying versus i, with § = 6.7, ysg = 20dB, and ys¢ = 0dB.

that with the variable gain relaying scheme. This is because the SNR at D with variable gain relaying
will be equal to ygp even when ysp becomes large. One can also observe from all the figures that
the secrecy performance deteriorates as the pointing error gets severe (i.e., the lower the values
of &, the higher the SOP will be and the lower the ASC will be). Furthermore, we can find from
Fig. 2 that the secrecy diversity order of the mixed system with fixed gain relaying depends on the
pointing error when pointing error is strong (¢ = 1). When the pointing error is negligible (¢ = 6.7),
the secrecy diversity order dominates by the atmospheric turbulence and the fading of RF link.

The effect of detection techniques and atmospheric turbulence conditions on SOP and ASC
is investigated in Figs. 6-9 for both relaying schemes, respectively. It can be observed that HD
technique (r = 1) provides better secrecy performance compared to the IM/DD technique (r = 2),
(i.e., the lower SOP or the higher ASC). This is because the SNR at destination with HD technique
outperforms the one with IM/DD technique, as testified in [8], [22], and [24]. because physical layer
security is utilizing the physical characteristics of wireless channels (such as fading, turbulence,
and pointing error, etc.) to enhance the secrecy performance.

Additionally, we can observe that the secrecy performance for a higher («, 8) outperforms the
one for a lower (a, B), which are the fading/scintillation parameters, respectively. This is because
the atmospheric turbulence only influences the SNR at D. It also can be observed that at high SNR

Vol. 9, No. 4, August 2017 7904814



IEEE Photonics Journal On Secrecy Performance of Mixed RF-FSO Systems

O a=2.902,4 = 2.510 Simulation
* o =2.296,3 = 1.822 Simulation| |
O a =2.064, 8 = 1.342 Simulation
—— Analysis
— — Asymptotic

o a=2.902,8 = 2.510 Simulation
* a =2.064, 5 = 1.342 Simulation
—— Analysis
— — Asymptotic

I L L I I

-20 -10 0 10 20 30 40

pr (dB)

Fig. 8. ASC for fixed gain relaying versus u, with & = 1, s = 20dB, and ysg = —5dB.
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Fig. 9. ASC for variable gain relaying versus ., with & = 1.1, ysg = 2dB, and ys¢ = —10dB.
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regime, the asymptotic expression utilizing the Meijer's G-function expansion converges quite fast
to the exact result proving its tightness.

6. Conclusion

In this work, the secrecy performance of mixed RF-FSO systems was investigated. The exact and
asymptotic closed-form expressions for the SOP and ASC were derived and validated through sim-
ulations. Numerical results illustrated that the RF link has less influence to the secrecy performance
of the mixed systems with variable gain relaying and the pointing error deteriorates the secrecy
performance of mixed systems. Besides, the secrecy performance in weak atmospheric turbulence
conditions outperforms that of strong conditions since atmospheric turbulence only influences the
SNR at destination. Furthermore, we found that HD technique provides better secrecy performance
compared to the IM/DD technique.
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