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Abstract: A flexible optical encryption system based on divergent illumination and asym-
metric encoding is proposed. The input image is encrypted by use of two random phase
masks (RPMs) located at the input and the conjugate plane in a diverging spherical wave
field. Compared with the counterparts using planar illumination and symmetric keys, a sig-
nificant difference is that continuous change of positions of optical elements applied for
encryption is allowed, resulting in decryption keys that are different from the encryption keys
(or their conjugates) and variable size display of encrypted/decrypted images. A detailed
mathematical description and calculation results with different bandwidths of the system
support our proposal.

Index Terms: Optical encryption, optical image reconstruction, image analysis.

1. Introduction
Optical information processing systems have emerged as a very promising means of encryption,
securing, and authentication of data [1]–[3]. They can provide a better and safe method for image
communication. To retrieve the original optical information at the receiver side, the encryption
method and keys are usually required. The double random phase encoding (DRPE) proposed by
Refregier and Javidi [4], [5], by far, is one of the most widely used and studied optical encryption
techniques, which uses a classical 4-f correlator and two random phase masks (RPMs). In the past
decades, it has been combined with the Fresnel transform [6–8], the fractional Fourier transform [9],
gyrator transform [10], and phase truncation operations [11]–[14]. To improve security, DRPE has
been integrated with other digital or optical imaging techniques such as photon-counting imaging
[15]–[17], iterative computational algorithms [18]–[20], and compressive sensing [21], [22].

It can be noticed that the majority of existing schemes of optical image encryption based on
random phase encoding at present are under planar illumination. Convergent spherical light has
recently been applied for optical encryption [23]; however, the classical coherent 4f imaging system
itself didn’t have any change except the replacement of the plane wavefront with convergent illumi-
nation, where the encryption/decryption key must be fixed in the back focal plane (BFP) of the first
lens in the scheme. Another noticeable feature common to those DRPE-based proposals is the use
of an identical phase key for both encryption and decryption (or one is for encryption but its conju-
gate for decryption), which makes the DRPE not secure in some cases [24]. Generally speaking,
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Fig. 1. Schematic setup for asymmetric encryption with divergent illumination. L 1 and L 2 are two lenses.
R 1 and R 2 are random phase masks. ψ is the encrypted image.

optical symmetric encryption that uses identical key to encrypt and decrypt image is much faster
and less complicated but not as secure as optical asymmetric encryption where the encryption and
decryption keys differ [25]. To improve security level, the difference between encryption key and
decryption key has been accomplished in phase-truncation Fourier transform based system. How-
ever, some of these schemes are found to be vulnerable and crypt analyses is performed on those
schemes [26], [27]. The problem of information disclosure has also been proved to be a serious
security risk [28]. In addition, a shortcoming of those phase-truncated Fourier-based approaches
isthat the nonlinear operations of phase truncation during encryption and decryption processes
may make them lose the inherent nature of parallelism of optical security techniques.

In this paper, we describe an optical image encryption based on input plane and conjugate plane
random encoding. The optical security system uses divergent illumination and asymmetric keys.
Compared with the counterparts with planar illumination, a significant difference is that continuous
change of positions of optical elements applied for encryption is allowed, with variable size display
of encrypted/decrypted images. It is more flexible, and the additional degrees of freedom makes it
more secure. Another remarkable feature of the optical security system is that the decryption key
is not identical to encryption key. In addition, we avoid reusing the identical key for decrypting by
changing the locations of optical elements, as in a one-time pad approach.

2. Description of Encryption Scheme
The optical system used for coherent optical image encryption is depicted in Fig. 1. In the encryption
process, the positive image to be encrypted is placed in the input plane located at a distance d to
the left of lens L 1 and illuminated from the left with a spherical wave field of monochromatic light.
The source plane and its conjugate are located at distances z1 and z2 to the left and right of lens
L 1, respectively. We shall assume the setup to be as depicted in the figure: the lens is positive, the
source is located to the left of the front focal plane (FFP) of L 1 and its conjugate to the right of the
back focal plane (BFP), and the conjugate plane coincides with the FFP of the second lens L 2.

Let f (ξ, η) be the primary image to be encrypted, where (ξ, η) are the coordinates of the input plane.
The input is modulated by a random phase function R 1(ξ, η) = exp[j2πa(ξ, η)] where a(ξ, η) denotes
a white sequences uniformly distributed in [0, 1]. The analysis required to find the properties of light
propagation from source to its conjugate is relatively complex. For more details on these analysis,
(see [29]). When only paraxial conditions are considered, the relationship between in the input field
U 0(ξ, η) = f (ξ, η)R 1(ξ, η) and the complex amplitude distribution U (u, v) in the conjugate plane is [29]

U (u, v) =
z1 exp

[
jk (z1+z2)d−z1z2

2z2
2(d−z1)

(
u2 + v2

)]

jλz2(z1 − d)

×
∫ ∫ ∞

−∞
U 0(ξ, η) exp

[
−j

2πz1(uξ+ vη)
λz2(z1 − d)

]
dξdη. (1)

Since z1, z2, and the focal length f1 of the first lens L 1 satisfy the usual lens law, i.e., z−1
1 + z−1

2 +
f −1
1 = 0, the quantity z1 in (1) can be found in terms of z2 and f1. To simplify the expressions, let
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a(u, v) = (f1−d)(u2+v2)
2λ[(f1−d)z2+f1d] and l = z2(f1−d)+f1d

f1
, and with these definitions, (1) is rewritten as

U (u, v) = exp [ j2πa(u, v)]
jλl

×
∫ ∫ ∞

−∞
U 0(ξ, η) exp

[
−j

2π
λl

(uξ+ vη)
]

dξdη (2)

where (u, v) are the coordinates of the conjugate plane. Aside from the front exponential term in
(2), the field is a Fourier transform of the input complex-amplitude distribution where the frequency
variables substitution used for the transform are fξ = u/λl and fη = v/λl. To encode the spectrum of
the input image, another RPM represented by R 2(fξ, fη) = exp[j2πb(fξ, fη)] is placed in the conjugate
plane. Note that b(fξ, fη) is a white sequences independent of a(ξ, η).

Since the output spectrum U (u, v) of the first part of the security system is located in the FFP of
the lens L 2, an exact Fourier transform of the product of the field U (u, v) and the second RPM is
performed, whereas the finite extent of the lens aperture is neglected.

ψ(x, y) = exp (j2kf2)
jλf2

∫ ∫ ∞

−∞
U (u, v)R 2

( u
λl
,

v
λl

)

× exp
[
−j

2π
λf2

(ux + vy)
]

dudv (3)

where the amplitude and phase of the light at the coordinates of the output plane x and y are
again related to the amplitude and phase of the input spectrum at frequency x/λf2 and y/λf2,
respectively. The constant phase term in the front of integral can be omitted because it doesn’t
affect the transverse spatial structure of the output distribution. In order to simplify the expressions,
all constant phase terms are omitted in the following derivation of integral equations.

We substitute (2) into (3) and perform some necessary algebra. To depict ψ(x, y) as an
explicit function of (x, y), we introduce a function h (u, v) by its Fourier transform ĥ (fξ, fη) =
exp{j2π[a(λlfξ, λlfη) + b(fξ, fη)]}; therefore, it may be shown that

ψ(x, y) = −l
f2

∫ ∫ ∫ ∫ ∞

−∞
U 0(ξ, η)ĥ (fξ, fη)

× exp

{
j2π

[
fξ

(
x

−f2
/

l
− ξ

)
+ fη

(
y

−f2
/

l
− η

)]}
dfξdfηdξdη. (4)

We now set m = − f2
l = − f1 f2

[z2(f1−d)+df1] . Thus, the encrypted image can be given by

ψ(x, y) = 1
m

∫ ∫ ∫ ∫ ∞

−∞
U 0(ξ, η)ĥ (fξ, fη)

× exp
{

j2π
[

fξ
( x

m
− ξ

)
+ fη

( y
m

− η
)]}

dfξdfηdξdη

= 1
m

∫ ∫ ∞

−∞
U 0(ξ, η)h

( x
m

− ξ,
y
m

− η
)

dξdη. (5)

By applying the convolution theorem to (5), the output can also be expressed as a convolution of
a function h ′(x, y) and a scaled version of the input field U ′

0(x, y).

ψ(x, y) = h ′(x, y) ⊗ U ′
0(x, y) (6)
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Fig. 2. Optical scheme used for decoding using an asymmetric key.

where the two functions of the right-hand side are given by

h ′(x, y) = 1
m2

h
( x

m
,

y
m

)
(7)

U ′
0(x, y) = 1

m
U 0

( x
m
,

y
m

)
. (8)

It can be found from (8) that U ′
0(x, y) is simply the geometrical image field of U 0(x, y) formed by

both lenses. The more shorter the focal length of L 2, the more smaller in size the encrypted image.
This may be convenient for a size-limited intensity detector to display and record the optically secure
data. It can also be found that the resulting encrypted image appears inverted relative to the input
image.

3. Decryption of the Encoded Image With an Asymmetric Key
For the illumination, both planar and spherical waves can be used for decryption in the proposed
proposal. In this letter, however, we put more emphasize on optical decoding with divergent illu-
mination. To perform the decryption, positions of the two lenses in the encryption scheme should
first be interchanged. As shown in Fig. 2, a complex conjugate of the encoded image ψ∗(x, y) is
placed in the FFP of L 2 and is illuminated by the spherical wave field emanating from the point
source located at a distance z′

1 to the left of the lens L 2. Here, the asterisk denotes a complex
conjugate. Note that both the encoded image and its conjugate can be used for decryption, which
will be explained in the last paragraph in this section.

Likewise, we assume that the source is located to the left of the FFP of L 2 and its conjugate to
the right of the BFP of L 2, and the conjugate plane coincides with the FFP of L 1. For this time, the
conjugate plane of the source now locates at z′

2, which satisfies z′−1
1 + z′−1

2 + f −1
2 = 0.

As indicated in (2), the quadratic-phase factor preceding the Fourier transform operation
exp[j2πa(u, v)] has now vanished when ψ∗(x, y) is placed in the FFP of the lens; therefore, the
amplitude distribution in the conjugate plane is given by

U ′(u, v) = 1
jλf2

∫ ∫ ∞

−∞
ψ∗(x, y) exp

[−j2π(ux + vy)
λf2

]
dxdy . (9)

Note that for convenience, coordinates of the input plane, the conjugate plane and the output
plane in decryption scheme are now denoted by (x, y), (u, v) and (ξ, η), respectively. Substitute
(5) into (9) and perform algebra necessary to find

U ′(u, v) = 1
jλl

∫ ∫ ∞

−∞
U ∗

0(ξ, η)

× exp
[

j2π(ux + vy)
λl

]
ĥ (fξ, fη)dxdy (10)

from which we find that the phase function ĥ (fξ, fη) can be used as key to decode the Fourier
spectrum of U ∗

0(ξ, η) by being placed in the conjugate plane. Compared with the security systems
with planar illumination, a significant difference is that the decryption key in this system is no longer
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just the encryption key R 2(fξ, fη) or its conjugate. The decrypted complex amplitude in the output
plane may be written as

U ′
0(ξ, η) = 1

jλf1

∫ ∫ ∞

−∞
U ′(u, v)ĥ∗(fξ, fη)

× exp
[
− j2π(ux + vy)

λf1

]
dudv. (11)

Substituting (10) into (11) and letting m ′ = f1/l, the decrypted result can be given by

U ′
0 (ξ, η) = 1

m ′ U ∗
0

(
ξ

m ′ ,
η

m ′

)
(12)

which shows that the output field of the decryption scheme is just a scaled copy of the conjugate of
the input field in encryption. Likewise, the output field can also be expressed as a convolution of a
scaled decryption key function and a scaled copy of the encrypted field. This will not be discussed
further. Since the input image is positive, a scale version denoted by function 1

m ′ f ( ξm ′ ,
η

m ′ ) can be
obtained from the intensity data captured by a CCD.

In classical DRPE system, the cypher and the conjugation of encrypting key are used for de-
cryption. However, the conjugation of cypher text and the encrypting key can also be used for
decryption [30]. In fact, applying the conjugation of cypher text and using the conjugation of phase
key in frequency domain are essentially the same. The only difference is the decrypted image in
the former is inverted. Likewise, either of them can be used in our proposal. What should be noted
is that the conjugation of the phase key shown in Fig. 2 must be used when the cypher text but not
the conjugate of cypher text is applied for decrypting. The proof is left to the reader.

4. Results and Discussion
Some calculations were carried out to demonstrate how the system works under the situation of
limitedresources. The basic calculation conditions are as follows: A He-Ne laser with 632.8 nm is
used as the coherent light source. The lenses L 1 has a focal length of 250 mm, and L 2 has a focal
length of 300 mm. The image to be encrypted has a size of 512 × 512 pixels, which is shown
in Fig. 3(a). The sampling interval in the input plane is 8μm . Theoretically, an input image can be
encrypted into complex-amplitude stationary white noise with the help of the two RPMs respectively
located at the input plane and the Fourier plane [4]. The white noise has an infinite bandwidth.
In practice, however, architectures under the framework of DRPE are diffraction-limited security
systems, yielding limited-bandwidth encrypted images. The phase masks used for encryption and
decrypting with finite size can be made by bleaching gray-scale photographic films of uniformly
distributed white sequences or just digitalized and displayed using a spatial light modulator. In the
following, we assume that the lens elements are sufficiently large to pass all of the light transmitted
by the encryption and decryption keys. In other words, R 2(u, v) and ĥ (fξ, fη) are the limiting elements
of the proposed security system.

The distance parameters of the first half of this security system chosen for encryption of Fig. 3(a)
are z1 = 700 mm, d = 60 mm and z2 = 280 mm. The output image resulting from a system with
bandwidth of 50 × 50 pixels (corresponding to the stop size of 2.0 mm × 2.0 mm) is shown in
Fig. 3(b). The decrypted image without using any decryption key is illustrated in Fig. 3(c), which
has correlation coefficient (CC) value of −0.009. The correctly decrypted image corresponding to
Fig. 3(b) is shown in Fig. 3(d) with CC value of 0.653, where that the outcome is polluted by the
speckle noise due to the limited space–bandwidth product of the system resulting from the finite
size and limited number of pixels of the RPMs.

To improve the quality of the recovered image, we then encrypted the original with larger cutoff
frequencies. The encrypted image with a system bandwidth of 100 × 100 pixels is demonstrated
in Fig. 4(a) and the corresponding decrypted image is shown in Fig. 4(b) with the corresponding
CC value of 0.676. Fig. 4(c) and (d) are the resultant encrypted and decrypted images of Fig. 3(a)
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Fig. 3. Calculation results with limited-bandwidth systems. (a) Original image of Optics. (b) Encrypted
image with a system bandwidth of 50 × 50 pixels. (c) Decrypted image of Optics without using phase
key. (d) Decrypted image with correct key.

with a system bandwidth of 150 × 150 pixels, respectively. The CC value for Fig. 4(d) is 0.682. The
encrypted results with different system bandwidths seem not quite white noise but are obviously
irrecognizable. As can be seen from Fig. 4, a better quality of decrypted image can be obtained by
an increase in the system bandwidth. The coherent cutoff frequencies in those experiments are all
much lower than one half of the maximum frequency (the Nyquist frequency) presented in U ′

0(x, y),
assuring the reasonableness of the sizes of the phase masks used in the conjugate plane in the
calculations.

Security analysis showed that if possible, it should be avoided to re-use the same keys for
different images in DRPE systems, as in a one-time pad approach [24], which implies using different
encryption keys for each image to be encrypted is one of the best way to avoid various attacks
at present. In this proposed security system with divergent illumination, re-using the same keys
for different images can be easily avoided by changing the locations of optical elements since
the corresponding key used for decryption is not identical to the encryption code. The decryption
key denoted by function ĥ (fξ, fη) is decided by two independent parts: function exp[j2πa(u, v)] that
involves the distances parameters of the first part of the system, and the code for encryption, i.e.,
R 2(fξ, fη). Changing the locations of optical elements even when using the same encryption key
results in different decryption keys makes the system perform as in a one-time pad approach.

When the phase key used in the decryption with a system bandwidth of 150 × 150 pixels was
replaced by an invalid key produced by a different set of parameters, i.e., z1 = 600 mm, d0 = 90 mm
and z2 = 300 mm, the decrypted result is a noisy image, as can be shown in Fig. 5(a). Additional
simulations were carried out to test the performance of the two phase functions composing the
decryption key. Fig. 5(b) shows the resulting image decrypted with phase mask exp[j2πa(u, v)].
When the encryption key is just used for decryption, the resultant image is presented in Fig. 5(c).
No valuable information can be observed.
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Fig. 4. Calculation results of encryption and decryption. (a) and (b) Encrypted and decrypted image
with a system bandwidth of 100 × 100 pixels, respectively. (c) and (d) With a system bandwidth of 150
× 150 pixels.

Fig. 5. Decrypted images of Optics using invalid keys. (a) Decrypted image with a code produced by
incorrect distance parameters. Decrypted results when using part of the phase keys. (b) exp[j2πa(u, v)].
(c) R 2 (fξ, fη).

5. Conclusion
In this paper, we have theoretically proved the feasibility of a free space optical encryption mode
based on input plane and conjugate plane random phase encoding with divergent illumination.
Different from the classical DRPE system, a continuous change of position of optical elements
applied for encryption is allowed. The security of the system can also be effectively enhanced by
the fact that the decryption key is different from the encryption code, avoiding re-using the same key
(or the conjugate of it) for decrypting different images by changing the locations of optical elements.

Besides, simulation experiments with different bandwidths of the system have been carried out to
support our proposal. The encrypted images with different system bandwidths seem not quite white
noise but were still irrecognizable and satisfactory decrypted results have been achieved by using
asymmetric decryption keys. It is believed that this approach can effectively enlarge application
domain of double random phase encoding for optical security, and a different research perspective
may be opened up for double-random-phase based optical information verification.
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