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Abstract: Quantum state sharing (QSTS) plays an important role in transporting, managing,
and distributing keys. In this paper, by adopting the linear equation instead of using the
Lagrange interpolation, a new idea of constructing (t, n) threshold quantum state sharing
scheme is proposed. The best innovation is that a new tool in constructing (t, n) threshold
structure is proposed. In this scheme, the dealer who possesses a sequence of one-particle
unknown quantum states intends to share it with n participants and authorizes t out of them
cooperate to reconstruct the sequence. First, the equations decided by the private key of
dealer are constructed. Second, the dealer distributes the private keys of n participants
by using the solutions to the equations just mentioned. Finally, the dealer encodes the
sequence through a unitary operation, and any t out of the n participants recover the initial
quantum state sequence through the unitary operations decided by the solutions to the linear
equations. Compared to the existing schemes, the proposed scheme is easily realized in
physical experiment, and its successful probability is 100% theoretically.

Index Terms: Quantum secret sharing (QSS), quantum state sharing (QSTS), linear equa-
tion, unitary operation.

1. Introduction
Secret sharing is a key technology of data confidentiality in the traditional cryptosystems. In order
to resist diversify risk, one can distribute a secret among some agents, and the authorized agents
can only cooperate to recover the original secret. Secret sharing plays an important role in the
application of electronic commerce, key distribution, secure multi-party computation, and so on.
However, the traditional secret sharing schemes will be challenged by the applications of quantum
information theory and technology. Quantum cryptography is a new type of secure communication
technologies which are based on quantum entanglement and no-cloning theorem of quantum
mechanics. It has been proved to be absolutely safe in theory. In 1984, Bennett and Brassard
proposed the first quantum cryptography scheme, which is famous for the BB84 [1]. Since then,
quantum cryptography strongly attracted attentions from cryptographers and physicists, and several
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branchs of quantum cryptography such as quantum key distribution (QKD) [1]–[2], quantum secret
sharing (QSS) [3]–[27], quantum direct communication (QDC) [28]–[30], quantum authentication
[31], etc., have been proposed. As an important branch of quantum cryptography, quantum secret
sharing (QSS) particularly attracted much attention owing to the important applications in quantum
computing, multi-party key distribution and unknown quantum state sharing.

Quantum secret sharing mainly includes the QSS scheme, which shares the classical information
and QSTS scheme, which shares the quantum information by using the quantum resources. In 1999,
Hillery et al. put forward the first QSS scheme through the use of Greenberger–Horne–Zeilinger
(GHZ) state [3]. That same year, Cleve et al. used quantum error correcting code theory to propose
a threshold QSS [4]. Since then, QSS and QSTS have gained wide attention, and various schemes
have been proposed [5]–[27]. The majority of the current QSS and QSTS schemes, only in all
the n participants together with the case, can the secret be recovered. However, any part of the
participant could not reconstruct the key [5]–[19], [27]. Some schemes [20]–[26] are (t, n) threshold
structure, but these schemes are very complicated. The complicated operations such as quantum
error-correcting encoding, continuous-variable quantum state generation or Lagrange interpolation
are needed. Hence, searching for new and effective method to construct (t, n) threshold structure
is more and more meaningful theoretically and practically.

In this paper, we propose a new and effective method in which the linear equation is used for
the first time currently to construct (t, n) threshold structure. The proposed scheme is based on the
solutions of the linear equations and unitary transformations, and it possesses the following merits:

1) The private keys of the dealer and n participants are easily generated.
2) The procedure is easily implemented practically.
3) The successful ratio of the implementation is 100%.
4) The private key of the dealer could be reused many times.
The rest of this paper is organized as follows. In Section 2, the design method of the proposed

scheme is described in detail. In Section 3, a concrete example of the proposed scheme is shown.
Section 4 analyzes the proposed scheme and compares it to other schemes. Finally, in Section 5,
the conclusion of this paper is given.

2. Proposed Scheme
Assume that Alice is the dealer who possesses a sequence of 1-particle unknown quantum states
as follows:

|ϕk >= αk |0 > +βk |1> (k = 1, 2, · · · , m) (1)

where the complex amplitudes αk and βk of |ϕk >, satisfy the follow equality:

|αk |2 + |βk |2 = 1. (2)

Alice intends to share the former sequence with the n participants Bob1, Bob2, ..., Bobn . If it comes
to the pinch, Alice will select arbitrary t participants Bobi 1 , Bobi 2 , ..., Bobi t from Bob1, Bob2, ..., Bobn ,
and authorize them cooperate to reconstruct the sequence of 1-particle unknown quantum states.

2.1 Initialization Phase

Alice accomplishes the distribution of private keys among the n participants Bobi (i = 1, 2, . . . , n)
by using the following steps.

1) Alice selects an infinite field F (Rational number field, Real number field, or Complex field).
2) Alice selects n non-zero elements e1, e2, ..., en from F randomly. The set {e1, e2, ..., en } is the

private of Alice.
3) For every {ei 1 , ei 2 , ..., ei t } ⊆ {e1, e2, ..., en }, where 1 ≤ i 1 ≤ i 2 ≤ · · · ≤ i t ≤ n , Alice defines a t-

variable equation as follows:

ei 1x i 1 + ei 2x i 2 , ...ei t x i t = 1. (3)
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Alice selects a solution X i 1 i 2···i t = (xs(i 1), xs(i 2), ...xs(i t )) to the proposed equation, and the solu-
tions to all the equations satisfy that the values corresponding to the same variable are different
in different equations and every xs(i j ) �= 0. The subscript of xs(i j ), s(i j) = i j i 1i 2 · · · i j−1i j+1 · · · i t is
consisted of i j with the natural order of i 1, i 2, · · · , i j−1, i j+1, · · · , i t . For example, if we select
i 1 = 1, i 2 = 3, i 3 = 4, i 4 = 5, and i 5 = 8, then we have

s(i 1) = s(1) = i 1i 2i 3i 4i 5 = 13458
s(i 2) = s(3) = i 2i 1i 3i 4i 5 = 31458
s(i 3) = s(4) = i 3i 1i 2i 4i 5 = 41358
s(i 4) = s(5) = i 4i 1i 2i 3i 5 = 51348
s(i 5) = s(8) = i 5i 1i 2i 3i 4 = 81345.

Hence, the corresponding solution of the just mentioned equation is X 13458 = (x13458,

x31458, x41358, x51348, x81345).
4) Alice selects a non-zero element δ ∈ F randomly and defines

B i = {δ · ei · x i j1 j2···jt−1
|i �= j1, j2, · · · , jt−1 and 1 ≤ j1 ≤ j2 ≤ · · · ≤ jt−1 ≤ n}. (4)

The Bi is the private key of Bobi . Alice sends Bi to Bobi by quantum secure direct communication
method [28]–[30].

2.2 Sharing of Quantum State Phase

Alice generates the sequence of unknown quantum state {|ϕk >= αk |0 > +βk |1 > |(k =
1, 2, · · · , m)}. Next, Alice performs an unitary transform U (θ(0)) (where θ(0) = 2π − δ) on every quan-
tum state in that sequence as just mentioned. U (θ) is defined by the following 2 × 2 matrix on the
variable θ:

U (θ) =
[
cos θ − sin θ

sin θ cos θ

]
(5)

Apparently, U (θ) is an unitary transformation on 1-qubit state. Alice gets the qubit state sequence
{|ϕk

0 > |k = 1, 2, · · · , m}, where |ϕk
0 >≡ U (θ(0))|ϕk >. If t participants Bobi 1 , Bobi 2 , ..., Bobi t (1 ≤ i 1 ≤

i 2 ≤ · · · ≤ i t ≤ n) out of the n participants Bob1, Bob2, ..., Bobn request to Alice reconstructing the
initial quantum state sequence {|ϕk >}. Then, Alice could share the sequence of unknown states
|ϕ1 >, |ϕ2 >, · · · , |ϕm > by performing the follow step:

1) Alice chooses some decoy particles randomly from the states {|0 >, |1 >, |+ >, |− >}, where
|+ >= 1√

2
(|0 > +|1 >) and |− >= 1√

2
(|0 > −|1 >), and inserts them into the sequence. She records

the initial state and corresponding positions of every decoy particle. Alice transmits the sequence
{|ϕk

0 >} with decoy particles to Bobi 1 . Next, Alice will announce the positions and the corresponding
measuring bases {|0 >, |1 >} or {|+ >, |− >} of the decoy particles after Bobi 1

′s confirmation of re-
ceived the sequence. Bobi 1 measures those decoy particles in the bases {|0 >, |1 >} or {|+ >, |− >}
and publishes his measurement results. Alice can calculate the error probability by comparing the
measurement results with the initial states. If the error ratio is lower than the threshold value, Alice
declares that the process is effective, and the process continues. Otherwise, Alice asks Bobi 1 to
discard the sequence and starts a new one. This process is called Security Checking.

After successfully passed the Security Checking, Bobi 1 extracts the sequence {|ϕk
0 >} from the

received sequence by deleting the decoy particles. Then Bobi 1 selects θ(1) = δei 1x i 1 i 2···i t from his
private B i 1

, and performs the unitary transform U (θ(1)) on every quantum state in the sequence
{|ϕk

0 >}. Then Bobi 1 gets the quantum state sequence {|ϕk
1 > |k = 1, 2, · · · , m}, where |ϕk

1 >≡
U (θ(1))|ϕk

0 >.
2) Similar to (1), Bobi 1 chooses some decoy particles randomly from the states {|0 >, |1 >, |

+ >, |− >}, and inserts them into the sequence {|ϕk
1 >}. He or She records the initial state and

corresponding positions of every decoy particle, and then transmits the sequence {|ϕk
1 >} with

decoy particles to Bobi 2 .
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Bobi 1 and Bobi 2 perform Security Checking similar to Alice. If failed to passed the Security
Checking, the process terminates and starts a new one. Or else, the process continues.

After successfully passed the Security Checking, Bobi 2 extracts the sequence {|ϕk
1 >} from the

received sequence by deleting the decoy particles. Then Bobi 2 selects θ(2) = δei 2x i 2 i 1 i 3···i t from his
private B i 2

, and performs the unitary transform U (θ(2)) on every quantum state in the sequence
{|ϕk

1 >}. Then Bobi 2 gets the quantum state sequence {|ϕk
2 > |k = 1, 2, · · · , m}, where |ϕk

2 >≡
U (θ(2))|ϕk

1 >.
This procedure continues until the participant Bobi t .
Note: The order of transmitting sequence could be arbitrary as long as the recipient receives

sequence in the last step.
3) After successfully passed the Security Checking, Bobi t extracts the sequence {|ϕk

t−1 >} from
the received sequence by deleting the decoy particles. Bobi t can reconstruct the initial quantum
state sequence {|ϕk >} after performing the unitary transform U (θ(t)) on the quantum state {|ϕk

t−1 >

|k = 1, 2, · · · , m}, where θ(t) = δei t x i t i 1 i 2···i t−1 .

2.3 Correctness of the Proposed Scheme

First, it is obvious that X i 1 i 2···i t = (x i 1 i 2···i t , x i 2 i 1 i 3···i t , ..., x i t i 1 i 2···i t−1 ) is a solution of the equation ei 1x i 1 +
ei 2x i 2 , ...ei t x i t = 1, and therefore, ei t x i t i 1···i t−1 + ei t−1x i t−1 i 1···i t−2 i t + · · · ei 1x i 1 i 2···i t = 1.

Second, it is a piece of cake to verified that the equation U (θ)U (γ)|ϕk >= U (θ + γ)|ϕk > holds for
any θ and γ.

The initial quantum state sequence {|ϕk >} is transformed t + 1 times by using t + 1 unitary
transforms from A li ce, Bobi 1 , Bobi 2 , ..., and Bobi t separately. The correctness of the procedure can
be expressed by

U (θ(t))U (θ(t−1)) · · · U (θ(1))U (θ(0))|ϕk >

= U (θ(t) + θ(t−1) + · · · + θ(1) + θ(0))|ϕk >

= U (δ · ei t x i t i 1···i t−1 + δ · ei t−1x i t−1 i 1···i t−2 i t + · · · δ · ei 1x i 1 i 2···i t + (2π − δ))|ϕk >

= U (δ · (ei t x i t i 1···i t−1 + ei t−1x i t−1 i 1···i t−2 i t + · · · ei 1x i 1 i 2···i t ) + (2π − δ))|ϕk >

= U (δ + (2π − δ))|ϕk >

= U (2π)|ϕk >

= |ϕk > .

Hence, Bobi t can get the initial quantum state sequence {|ϕk >}, and the proposed scheme is
correct.

3. Concrete Example of the Proposed Scheme
In order to exhibit the whole process of the proposed scheme more clearly, a concrete example of
quantum (3, 5) threshold is proposed.

Example of quantum (3, 5) threshold: Suppose the scheme is executed on the Rational
number field, and the dealer Alice selects n = 5, t = 3, e1 = 2, e2 = 4, e3 = 5, e4 = 8, and
e5 = 10. e1, e2, e3, e4, e5 is the private of Alice.

1) For every {ei 1 , ei 2 , ei 3} ⊆ {e1, e2, e3, e4, e5}(i 1 ≤ i 2 ≤ i 3), Alice constructs a 3-variable equation
ei 1x i 1 + ei 2x i 2 + ei 3x i 3 = 1. Then Alice select a solution X i 1 i 2 i 3 = (xs(i 1), xs(i 2), xs(i 3)) of the equation
satisfies that the values corresponding to the same variable is different in different equations and
every xs(i j ) �= 0.
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If i1 = 1, i2 = 2, i3 = 3, then Alice selects a solution from the solution set of the equation
e1x1 + e2x2 + e3x3 = 1 randomly. Suppose X 123 = (x123, x213, x312) = (1, 1,−1).

If i1 = 1, i2 = 2, i3 = 4, then Alice selects X 124 = (x124, x214, x412) = ( 1
10 , 1

15 , 1
15

)
.

If i1 = 1, i2 = 2, i3 = 5, then Alice selects X 125 = (x125, x215, x512) = ( 1
16 , 1

16 , 1
16

)
.

If i1 = 1, i2 = 3, i3 = 4, then Alice selects X 134 = (x134, x314, x413) = ( 2
27 , 1

9 , 1
27

)
.

If i1 = 1, i2 = 3, i3 = 5, then Alice selects X 135 = (x135, x315, x513) = (3, −5, 2).
If i1 = 1, i2 = 4, i3 = 5, then Alice selects X 145 = (x145, x415, x514) = ( 1

2 , 1
4 ,− 1

5 ).

If i1 = 2, i2 = 3, i3 = 4, then Alice selects X 234 = (x234, x324, x423) = ( 1
12 ,− 1

3 , 7
24 ).

If i1 = 2, i2 = 3, i3 = 5, then Alice selects X 235 = (x235, x325, x523) = (−1, 1
3 , 1

3 ).

If i1 = 2, i2 = 4, i3 = 5, then Alice selects X 245 = (x245, x425, x524) = ( 1
2 , 1

24 ,− 2
15 ).

If i1 = 3, i2 = 4, i3 = 5, then Alice selects X 345 = (x345, x435, x534) = ( 1
5 , 1

10 ,− 2
25 ).

2) Alice selects a non-zero element δ ∈ F randomly. Suppose δ = 1/40. Next Alice distributes the
private keys of the 5 participants. The keys are defined by the following equation:

B i = {δ · ei · x i j1 j2 |i �= j1, j2 and 1 ≤ j1 ≤ j2 ≤ 5}.
Therefore

B 1 = {δe1x123, δe1x124, δe1x125, δe1x134, δe1x135, δe1x145} =
{

1
20

,
1

200
,

1
320

,
1

270
,

3
20

,
1
40

}

B 2 = {δe2x213, δe2x214, δe2x215, δe2x234, δe2x235, δe2x245} =
{

1
10

,
1

150
,

1
160

,
1

120
,− 1

10
,

1
20

}

B 3 = {δe3x312, δe3x314, δe3x315, δe3x324, δe3x325, δe3x345, } =
{
−1

8
,

1
72

,−5
8

,− 1
24

,
1

24
,

1
40

}

B 4 = {δe4x412, δe4x413, δe4x415, δe4x423, δe4x425, δe4x435, } =
{

1
75

,
1

135
,

1
20

,
7

120
,

1
120

,
1
50

}

B 5 = {δe5x512, δe5x513, δe5x514, δe5x523, δe5x524, δe5x534, } =
{

1
64

,
1
8

,− 1
20

,
1

12
,− 1

30
,− 1

50

}
.

3) If the 3 participants Bob2, Bob4, Bob5 request to Alice reconstructing the initial quantum
state sequence {|ϕk >}. Then, Alice, Bob2, Bob4, and Bob5 will execute the unitary operations
U (θ0), U (θ1), U (θ2), and U (θ3) on the sequence {|ϕk >} separately if regardless of the decoy states.
In this case, θ0 = 2π − 1

40 , θ1 = δe2x245 = 1
20 , θ2 = δe4x425 = 1

120 , and θ3 = δe5x524 = − 1
30 . Finally,

Bob5 could recover {|ϕk >} by

U (θ3)U (θ2)U (θ1)U (θ0)|ϕk >

= U (θ3 + θ2 + θ1 + θ0)|ϕk >

= U
(

2π − 1
40

+ 1
20

+ 1
120

− 1
30

)
|ϕk >

= U (2π)|ϕk >

= |ϕk > .

4. Comparative Analysis
Successful ratio: In the proposed scheme, any t out of the n participants could recover the initial
unknown state sequence successfully, if the dealer and the t participants cooperate honestly.

Efficiency: Compared to the existing (t, n) threshold schemes, the proposed scheme possesses
First, it is easy to produce the private key of the dealer because it is selected from the infinite field
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randomly. Second, the privately keys of the n participants are also easily selected because they are
decided by the linear equations. Thirdly, the unitary operations are also executed easily. Hence, the
procedure of the proposed scheme is easily implemented practically. And more importantly, because
of the randomness of selecting the sub keys and the randomness of the secret elements δ, anybody
can not recover the master key unless the n participants share their private subkeys. Therefore, the
master key could be reused for many times. Comparatively, most of (t, n) threshold schemes [19]–
[25] contain complicated operations. For example, quantum error-correcting encoding, continuous-
variable quantum state generation or Lagrange interpolation is needed. Furthermore, the master
key should be discarded once used, and this is a waste of resource.

Security: First, the proposed scheme can resist intercept-and-resend attack. Assume that the
attacker Eve intercepts some particles sent by the dealer Alice or any participant Bobi, and resends
a sequence with forged particles. Because of the existence of the decoy particles randomly chosen
from {|0 >, |1 >, |+ >, |− >} in our scheme, and therefore, Eve would surely cause some errors
owing to his complete ignorance of the positions, bases and values of the decoy particles. Then
the Eve will be detected with the probability 1 − (3/4)m which will converge to 1 when m is large
enough. Secondly, the scheme could resist photon-number-splitting attack, if the t participants test
sequence sample using the technology of photon number splitter when they receive particles. Third,
the scheme can also resist man-in-the-middle attack similarly, if the technology of quantum identity
authentication is used [31].

Notes in realistic situation: First, due to the lack of the ideal single photon state source used in
the proposed scheme, the technology of measurement-device-independent and the weak coherent
state source [2] can be used. Second, considering the presence of noise in realistic communication
channel, the quantum state amplification [32] can be used to prevent the photon loss. Further-
more, we also can use the entanglement purification [33], [34], spatial entanglement or frequency
entanglement [35] to correct the errors.

5. Conclusion
In summary, a new and effective method of constructing (t, n) threshold quantum state sharing
scheme is proposed. In this method, the linear equation is used for the first time currently to
construct (t, n) threshold structure. The proposed scheme is based on the solutions of the linear
equations and unitary transformations, and possesses several merits such as simple operation,
high efficiency, and easy to implement compared to the current schemes.
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