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Abstract: Due to the broadcast property of the visible light beam, visible light communication
(VLC) systems may suffer from malicious attack or eavesdropping in public area. In this
paper, we design and analyze the physical layer security mechanism with the aid of ill-
posed theory and present a channel determined subcarrier shifting (CDSS) scheme with
pre-equalization. The CDSS scheme exploits the real-valued and location-sensitive channel
state information (CSI) of VLC channel and performs sorting operations on the CSI, which
formulates a shifting matrix with the aid of chaotic sequences, to dynamically change the
available subcarrier for the optical orthogonal frequency division multiplex (OOFDM) aided
VLC system. Meanwhile, we combine the CDSS scheme with the preequalization module
to further improve the bit error rate (BER) performance for legitimate users. Moreover, the
analytical physical layer security model for VLC system is presented using ill-posed theory,
which removes the requirements of known CSI and worse channel quality of malicious
users when evaluating secrecy capacity. Theoretical and simulation results are provided
and compared to prove the benefits achieved by the proposed CDSS scheme, which can
enhance the security with no loss of BER, while the secrecy capacity performances are also
evaluated to verify the effectiveness of our design.

Index Terms: Optical orthogonal frequency division multiplex (OOFDM)-based visible light
communication (VLC), physical layer security, ill-posed theory, real-valued channel state
information (CSI), subcarrier shifting, chaotic sequence, pre-equalization.

1. Introduction

Visible light communication (VLC) is a newly developed wireless high-speed data communication
technology, which modulates electrical signals to visible light waves with the aid of light emitting
diodes (LEDs) as transmitter. Operating over broadband visible light beam, VLC can be further
combined with optical orthogonal frequency division multiplex (OOFDM) to provide even higher
data rate for the users [1]-[4].

Compared with traditional radio frequency (RF) based systems where signals may penetrate
obstacles and thus be easily intercepted by malicious users, VLC’s line-of-sight (LOS) transmission
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property offers a naturally improved security. However, the VLC channel is still of broadcast nature
and the interception of the optical signals transmitted in VLC is also possible. That makes VLC links
inherently susceptible to eavesdropping by unintended or unauthorized users having access to the
physical area illuminated by the data transmitters [5]-[7]. Typical scenarios include public areas
such as meeting rooms, libraries, shopping malls etc.

Recently, research has been done in improving physical layer security of VLC system. Rohner
et al. [8] investigate the issue of security in VLC and outline the research achievements. Sun et al. [9]
improve secrecy capacity by using orbital angular momentum multiplexing in weak and medium
turbulence regimes. Chow et al. [10] propose and demonstrate a secure VLC system using data
superposition of different LEDs and create a secure VLC zone. Lopez-Martinez et al. [11] discuss
the implications of physical layer security in the context of free-space optical communications, using
the probability of strictly secrecy capacity as performance metric.

Although the secrecy capacity presented by Wyner [12] has been widely exploited for analyzing
and improving the security of VLC system [5]-[7], the secrecy capacity evaluation requires that
channel state information (CSI) from both legitimate and illegitimate receivers is known to the
system, and that the channel quality associated with legitimate receivers should be better than
that with eavesdroppers, which may not be always satisfied in practical systems and, therefore,
constrains the applicable scope of the secrecy capacity.

On the other hand, little research has been found on combining the physical layer security design
with the real-valued transmission over VLC channel. It is well known that due to use of LED,
only real-valued signal can be transmitted over the light beam. Compared with the traditional RF
channel with complex channel gain coefficient, the real-valued CSI can be sorted, which can be
used to scramble the information transmitted. Moreover, considering that CSl information may vary
slowly due to the limited coverage of VLC system, we propose to combine the real-valued CSI with
chaotic sequences to further improve the security because chaotic sequences also have real value
and provides naturally high security due to the property of being sensitive to the initial value and
non-periodic, etc. [13].

In order to analyze the security performance, except for the secrecy capacity, recently ill-posed
theory has been used for the security performance analysis [14], [15]. Particularly, it may also be
applicable to the scenarios where the requirements mentioned above cannot be satisfied. Based
on the ill-posed theory, the issue of physical layer security is modelled as the problem of ill-posed
equations, and it is naturally required that the system should provide a stable and unique solution
for the legitimate receiver, but at the same time unstable and/or non-unique solutions or even
unavailable for the malicious users.

Against this background, the main contributions of this paper are that we propose to sort the real-
valued CSI of VLC channel, and present the channel determined subcarrier shifting (CDSS) scheme
with the aid of pre-equalization for OOFDM-based VLC system. The shifting matrix is determined
by the location-sensitive real-valued CSI and the initial value sensitive chaotic sequences, while the
security performance analysis is more practical due to the removal of the requirements of known
CSI and worse channel quality of malicious channels.

Specifically, with the CDSS scheme, information is modulated at shifted subcarriers according
to a shifting matrix determined by sorted real-valued CSI and time varying chaotic sequence,
which are transmitted in uncoordinate way [16] to the legitimate users. Since the CSI information is
unique for the legitimate users, and only the legitimate users know the key parameters of chaotic
sequences transmitted the shared between the transmitters and legitimate receivers, only the
legitimate users can retrieve the transmitted information. Furthermore, at the transmitter a pre-
equalization module is used, which helps to improve the security performance and to simplify the
receiver design, thus improving energy saving for user terminals. With the aid of the proposed CDSS
and pre-equalization methods, we contrive a high-security CDSS-VLC design that increases the
physical layer security of conventional VLC systems without compromising link bit error rate (BER)
performance. Moreover, the issue of physical layer security is modelled as the ill-posed equation,
and we propose to exploit the pathological features of redundancy in ill-posed problems for potential
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Fig. 1. Model of VLC security communication.

performance enhancement; thus, the requirements of known CSI and worse channel quality from
malicious users are removed.

The rest of the paper is organized as follows. We first describe the analytical physical layer
security model for OOFDM-based VLC system and the ill-posed theory in Section 2. Then in
Section 3, we present details of the proposed CDSS-VLC system including CDSS scheme, pre-
equalization scheme, and De-CDSS scheme. In Section 4, we derive the BER expressions, and
analyze the security performance of CDSS-VLC system with the aid of the ill-posed theory, notably,
we also provide the secrecy capacity performance under the assumption of known CSI to verify the
effectiveness of our design. Section 5 provides simulations results of BER and secrecy capacity,
and compares them with those in conventional VLC systems. Finally, we conclude our findings in
Section 6.

2. Analytic Model for Physical Layer Security in VLC System
2.1. Physical Layer Security Model for VLC System

Fig. 1 illustrates a typical scenario for indoor VLC system security analysis. In this model, Alice is
the transmitter, Bob is the legitimate receiver, Eve is the malicious eavesdropper, and they share
the same VLC network in public scenario. We assume that Eve’s physical location is sufficiently far
from Bob’s, and thus the VLC channel between Alice and Eve is uncorrelated with that between
Alice and Bob.

Assume that there exists only one legitimate receiver, namely Bob, in the VLC system. The signal
received by Bob is expressed as

reob = heondiagy (P)X + Npob, (1)

where hggp is the N xN channel matrix between Alice and Bob, p is an N x1 precoding vector for
Bob, diagy (p) is an N x N diagonal matrix with its main diagonal entries extracted from vector p,
Npop is the additive white Gaussian noise (AWGN) vector with zero mean and a variance of % X
is the N x 1 signal vector, and N is the inverse fast Fourier transform (IFFT) size for the orthogonal
frequency division multiplexing (OFDM) modem. In this paper, we adopt the well known channel
model of [17]. On the other hand, the signal received by Eve is

FEve = hEvediagN (p)x + NEve, (2)

where hgye is the N x N channel matrix between Alice and Eve, and ngy. is the AWGN vector having
same statistical properties as ngop.

The security performance of the VLC system illustrated in Fig. 1 has been analyzed using the
secrecy capacity [5]-[7] presented by Wyner [12]; however, the secrecy capacity evaluation requires
that the value of both hgep and hgye is known to Alice and that the channel quality between Alice
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and Bob should be better that between Alice and Eve, which may not be always satisfied. We here
propose to analyze the security performance with the ill-posed theory given as below.

2.2. Review of lll-posed Theory

If the solution of a problem is unstable, non-unique, or not existing under perturbation on data, it is
considered as an ill-posed problem [18]. Assuming that x and b are N x 1 vectors, while A is an
N x N matrix, we have a common expression as

Ax = b )

where b denotes the observation vector, x represents the parameter vector to be calculated, A is an
operator mapping x to b. Let B be the space of observation vector and X be the space of parameter
vector, respectively. We may calculate x by

x=f(b),beB xeX (4)

where f(-) is an operator that maps b to x. The uniqueness of the solutions for (3) or (4) depends
on the singularity of the coefficient matrix as follows:

e Situation 1 (S1): If A is singular, then the solution to (3) is not unique or does not exist.

e Sjtuation 2 (S2): If A is nonsingular, then the solution to (3) is unique.

According to [18], S1 is an ill-posed problem. In S2, we may rewrite (4) as

x=A"'b,beB xeX. (5)

Let W = A", while sb and §W represent small perturbations to b and W, respectively. Then, if we
change b to (b + sb) and W to (W + §W) in (5), the resultant solution becomes (W + §W)(b + éb).
With (x + 8x) being the corresponding changed solution, we have

X + 86X = (W + sW)(b + sb). (6)

If $x changes dramatically when both §W and sb are small, then the solution is considered as
unstable. In this case, S2 becomes an ill-posed problem.

In this paper, we are interested in the ill-posed problem, in which the unstable solutions are
expected to be provided for the malicious users. That is to say, the malicious users have to retrieve
the effective data from the numerous solutions since they could hardly get all the same parameters
as the the legitimate users.

The definition of the unstable ill-posed problem is captured below [14].

Definition: Assume that (X, px) and (B, pg) are spaces of solutions and parameters, respectively,
while px and pg represent the metric operators in X and B which are denoted by px:X—R and
pe:B— R, respectively, where R is the space of real numbers. Then, when A is nonsingular and the
solution to Ax = b is unique, for Ve > 0, 35 > 0, where ¢ is a small positive real number and § is any
positive real number, we call it an unstable ill-posed problem, if we have

px (X1, X2) = [IX1 — X2 > 6, (7)
where X4, X2 € X, AXy = by, AXa = by, subjected to
pa(b1, b2) = |[b1 — ba| <&, by, bs € B. (8)

In simple words, the above definition implies that if a small change from by to b, would lead to a
large change from x4 to Xa, then it is referred to as an unstable ill-posed problem.

2.3. lll-posed Problem of Physical Layer Security for VLC channel

As mentioned above, in order to ensure secure signal transmission for legitimate users, it requires
that the combination of the channel and the signal processing module constitutes an ill-posed
problem.
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Fig. 2. Proposed CDSS-VLC system model.

Specifically, for combating eavesdroppers, following the ill-posed theory reviewed in
Section 2.2, it requires that the equivalent channel between Alice and Eve, namely hgyediagy (p),
should vary as dramatically and randomly as possible, such that the probability of successful de-
coding is minimized. Noting (6) and that diagy (p) is the solution to (10), we formulate

diagy, (p) + Adiagy (P) = (Neab + Ahgay) ™" (U + AU), ©)

where Adiagy (p) denotes a change to diagy (p), while Ahgep, and AU represent a change to the
channel matrix hgop and to the constant matrix U, respectively.

More explicitly, note that Ahgep represents the difference between the CSI obtained at the trans-
mitter and that estimated at the receiver. Assuming perfect channel estimation and CSI feedback,
we have Ahggp = 0 for the legitimate users. However, it is difficult for the eavesdroppers to get the
exact values of hgep even with perfect CSI estimator and feedback, due to the fact that their physical
locations differ from that of the legitimate user. For secure transmissions of legitimate users, based
on the ill-posed equations (10) and (9), Adiagy, (p) should change dramatically with the changes of
Ahgop and AU. That is to say, diag (p) must have a redundant solution set that helps to randomize
Eve’s received signals and hence favourably formulates an unstable ill-posed problem, as described
in S2 for eavesdroppers.

On the other hand, for the legitimate channel with known p, it should arrive at

heopdiagy (p) = U (10)

where U is a constant matrix. Referring to (3), we note that (10) constitutes an ill-posed problem
from the system design perspective. Assuming that an optical OOFDM system is employed in the
VLC system considered, the channel impulse responses (CIR) can be considered as statistically
independent [19]-[21]. Then the channel matrix hgep is Nonsingular and diagy (p) in (10) can be
calculated with the aid of (5).

3. CDSS scheme with aid of Pre-equalization Scheme
3.1. Pre-equalization Aided CDSS-VLC System Model

Recall from Section 1 that we propose to enhance the security of VLC system with CDSS scheme
with pre-equalization, which exploits the real-valued hgo, of VLC channel and the chaotic se-
quences. As an example application, direct current (DC) biased optical OFDM (DCO-OFDM) [22]
is assumed.

As illustrated inFig. 2, at the transmitter side, we apply the CDSS and pre-equalization functions
between the Hermitian symmetry and the IFFT modules. The complex data signal stream, which is
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Fig. 3. Proposed CDSS scheme.

denoted by X = [Xo, X1, ..., Xn_1], is first processed by the CDSS operation, resulting in Xs as the
input to the pre-equalization block, where a pre-equalized complex data signal X, will be generated.

Due to the requirement of intensity modulation/direct detection (IM/DD) and LED transmitter, the
output signal after IFFT should have real value, hence X should be Hermitian symmetric and satisfy

N
Xm=XE7va<m<§ (11)

where (-)* denotes the conjugate operation and we have Xy = X% =0 and N should be an even
number. Furthermore, the process of CDSS and pre-equalization must maintain the Hermitian
symmetry property, as will be detailed in Sections 3.2 and 3.3, respectively. After IFFT, X, is
converted to a real signal x. The k" time-domain sample of x is given by

X = - Nix exp (12ZKM (12)
k=N J,m €Xp N

where X, , is the sample associated with the m subcarrier of X,. After cyclic prefix extension,
parallel-to-serial (P/S) conversion, digital-to-analog conversion (DAC) and low pass filtering (LPF),
x is transformed to x(f), as seen in Fig. 2. Following the processes of DC bias addition, zero clipping
and electrical-to-optical conversion, the resultant visible light signal is transmitted through a VLC
channel.

At the receiver side, after optical-to-electrical conversion, cyclic prefix removal and fast Fourier
transform (FFT), the De-CDSS operation is applied to the received signal to generate the complex
signal Y with the aid of the CSI between transmitter and legitimate receiver associated with locally
regenerated chaotic sequences. Finally, the transmitted data can be recovered.

3.2. CDSS Design

As mentioned in Section 3.1, the data samples are mapped to the shifted subcarriers designated by
the CDSS scheme, which is illustrated in Fig. 3. More specifically, the shifting rule is determined by
a shifting matrix based on real-valued CSI between transmitter and legitimate user associated with
time-varying chaotic sequence, which can be regenerated at the legitimate receiver for assisting in
the subcarrier de-shifting operation. As the CIR can be considered as statistically independent at
different receivers [19]-[21], the CSI between transmitter and legitimate user would not be available
at the eavesdropper, thus transmission security can be improved compared with systems dispensing
with the employment of CDSS.

In practical VLC scenarios, transmit CSl is needed for the CDSS and may be acquired through
feedback channels from the receiver, exploiting for example conventional RF techniques or infrared
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communication in the uplink [23]. For simplicity, in this paper we assume that perfect transmit CSl is
available. Let Iop = Iy < N, where Icp and Iy; are the lengths in terms of samples of cyclic prefix and
time-domain CIR, respectively. The CIR between the transmitter and a legitimate user is defined by
a lcp x 1 vector as

he = [hs.0. ha1, ..., hgee1]" (13)

where hg .1 denotes the nonzero-gain channel tap associated with the maximum path delay.
The shifting matrix Sy is applied on the basis of a given time period Tss, where N is the length of
X. Itis constructed by utilizing a (3 —1)x (5 —1) matrix My _,, which is determined by CIR associated
with chaotic sequence. The chaotic sequence is constructed by the chaotic sequence generator,
where the easy-to-realize method using a logistic map with control parameter g is adopted, as

Q) =pQk—1)—BQR2%k—1),k=1,2,..., (14)

where Q (i) € (0,1) (i =0, 1,...)isthe i" element of Q. In our system, g = 4 is assumed. Associate
with chaotic sequence, the multiplied CIR vector is defined as

hew = [Q(O)hs”. Q(1)ha". ... Q(i)ha". ]T (15)

For generating matrix Mg71, hgy is divided into several (%—1)x1 vectors hgy k

v nou ({5 1) ). (1(51) + (5-2) ) | o=r2 9

where hgy (i) (i =0, 1, ...) is the i element of hgy and hgy k indicates the k" vector used in the
k" shifting period.

As the CIR of VLC channels hg and chaotic sequence Q are real-valued, unlike the complex RF
channel, here sorting operations are allowed to be performed on hgy k in VLC system. Note that in
each row and each column of the matrix Mg71, there is only one “1” and all other elements are “0”

Thus, Mgf, in fact exercises a sorting operation on hgy k in an ascending order using any sorting

algorithm. Without loss of generality, let the (%—1)x1 vector hgus k be the sorted version of hgy k-
Then, ng may be seen as a transformed identity matrix and can be calculated as

My_q =fs (hBMS,k [hBM,k]_1) (17)
where [hgm ] ' = I:hBMTk(‘])’ hsM1.k(2)’ ey hBM.kZ%_”], and fs(-) is a function defined by
1, if Uy=1
V=rfsW) = V=10 e (18)

where the N x N matrices V and U are the output and the input parameters of function fs, respec-
tively. Then, Sy may be generated through (17) as

0

Sn (19)

where Mg_1 and Mﬁi1 locate at the main diagonal of Sy, and (-) denotes the rotating operation
2
defined by

Z? = RZR (20)
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where Z is the matrix to be rotated, while R is a (%—1)x(%—1) matrix with all elements on its
counter diagonal being 1 and is given by

To elaborate a little further, let us consider an example as follows.

Given N =10, Iy =3, the chaotic sequence Q =[0.80, 0.64], and hg =10-°x[0.15,0.99, 0.45],
we have hgy1=1075%[0.120,0.792,0.360,0.096]" and hgys1=107°%[0.096, 0.120, 0.360,
0.792]" which is sorted on hgp 1 in an ascending order. Then, using (17) and (18), we can get

0 0 0 1
1 000
=15 01 0 (22)
01 00
Hence, S1¢ can be generated as
[0 00O OO OO O
000O0T1O0O0OTO OO
01 00O0O0OO0TO0TO
0 0010O0O0OO0TGO
0010O0O0O0OTO0O
Si0= (23)
0 000O0OOOOO
0 000O0OOOT1TPWO
0 000O0O0OT1TO0OTO
0 000O0OOOUO OO O 1
|0 000010 O0 O]

If the input data stream is X = [0, x2, X3, X4, X5, 0, X7, Xg, X9, X10]”, Wwhere due to Hermitian symmetry
we have x; = X7, X3 = X§, X4 = x§, X5 = x5, then we arrive at

Xs = S10X = [0, Xs, X2, X4, X3, 0, Xg, Xg, X10, X7, 1", (24)

as demonstrated in Fig. 3. Note, particularly that the CDSS-processed data stream Xs in (24) main-
tains the Hermitian symmetry property. The general expression of the proposed CDSS procedure
can be formulated as

Xs = SnX. (25)

It is worth pointing out that hg can be dynamically updated according to time varying CSI and
chaotic sequence Q can be also dynamically updated, for instance from one shifting period to
another through (14), such that the generated shifting matrix Sy changes accordingly and is
therefore not trackable by eavesdroppers. This enhances security for data transmissions. The
pattern of Q for different shifting periods may follow a predefined codebook shared between trans-
mitters and receivers, or may be dynamically signalled to receivers through encrypted control
channels.
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3.3. Pre-equalization

In order to enhance the security communication without imposing excessive complexity at the
receivers, a pre-equalization scheme is employed at the transmitter.

As we define CIR vector hg in Section 3.2, after appending zeros to hg up to N, N-point FFT can
be invoked on hg, resulting in the corresponding frequency-domain channel transfer function vector

Hs =[Hs.0. Hp1. ..., Hen-1]". (26)
The pre-equalized signal vector X, can be generated by
Xy = JXs (27)
where Xg is given by (25) and the pre-equalization matrix J is defined as
J = diagy (Hg") (28)
where Hg' = [%/—% = |-

As we discuss in Section 3.2 that both Xs and Hg are Hermitian symmetric, X, of (27) also fulfils
the Hermitian symmetry requirement in OOFDM-VLC systems.

3.4. De-CDSS Procedure

Using the same CSI between transmitter and legitimate receiver as well as chaotic sequences, as
shown in Fig. 3, the legitimate receiver is capable of regenerating M%_1 according to (17) and (18),
and thus recovers the transmitted information. More specifically, the N x N channel determined
subcarrier de-shifting matrix at the legitimate receiver is given by

0
M’

N_q

Gn

(my,)"

where both M;L and (MEL)H are located at the main diagonal of Gy in a way similar to (19).

Using (29), in tzhe same e><2ample provided in Section 3.2, we will have the corresponding channel
determined subcarrier de-shifting matrix Gqo as

[0 0000 0OO0OO
001000000
000O01000O0O
000100000
010000000
Gio= (30)
000O0O0O0OGO OO
000O0O0OGO OGO 1
000O0O0OOT1TGOO
000O0O0OT10GO0TO
(0 0000O0O0T1O0 |

which is then exploited to facilitate the channel determined subcarrier de-shifting operation on the
received signal at the legitimate receiver, as exemplified in Fig 4.
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Fig. 4. Channel determined subcarrier de-shifting procedure.

Thus, the received signal Yg indicated in Fig. 4 can be de-shifted to
Y =GnYs (31)

where we have Y = [0, ys, ¥s, V4, V2. 0, V10, V8. ¥7. Yol . Since the eavesdroppers are unable to track
and obtain the time varying location-related CSlI or time-varying chaotic sequences between trans-
mitter and legitimate receiver, they cannot derive Mg_1 and Gy. This therefore helps to improve the
achievable security performance of the VLC system.

4. Theoretical Performance Analysis
4.1. Analysis Based on the lll-posed Theory

Based on the ill-posed theory described in 2.3, the security mechanism is expected to provide
stable and unique solutions for legitimate users, but unstable and/or non-unique solutions forxbrk
eavesdroppers.

As shown in Fig. 2, utilizing (25) and (27), we have

x = VNDy'X; = VNDy'JSyX (32)

where /N is the power normalization factor, and Dy is the N x N discrete Fourier transform (DFT)
matrix given by [24]

11 1 1
1wy wg o owyT
2(N -1
D= |1 WE o owh o WY (33)
_ 2(N -1 N—1)(N-1
1w WA e

where W}, = exp(=22 - i) with j = v/=T and i = 1,2, ..., (N — 1)2. The received signal after remov-
ing cyclic prefix is

y=hx+n (34)
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where n is the N x 1 AWGN vector with zero mean and a variance of % while h is the N x N
time-domain convolutional CIR matrix defined by

ho O o O h/CP—1 h/cp—2 e h2 h1
hy hy --- 0 0 Repo1 -+ hs ho
h= -
0 O hip—2 higp-z higpa -+ ho O
0 O higp—1 higp—2 hige—z -+~ h1 ho

The elements of h in (35) can be generated by exploiting (13) as

hg.i—jnypy. B LG —j+N)y €[0, lp — 1]
hij = (36)
J
0, else

where i,j=0,...,N —1and |-]y denotes the modulo-N operation.
4.1.1 Analysis for Legitimate Receivers: The signal received by the legitimate receiver Bob is

YBob = hBobX + NBob (37)
where hpop in the form of (35) is the convolutional CIR matrix associated with the channel link
between Alice and Bob, and ngep is the AWGN noise at Bob. After FFT and the De-CDSS oper-

ation described in Section 3.4, the OFDM-demodulated signal can be derived with the aid of (32)
and (37), as

Yeob = Giob - VNDN - YBob
= Ggob - VNDN - hgopX + Ggob - VN Dy - NBob (38)

= NGgobDnheobDy'JSNX + /N Geob DnNeob

where Ggop, is the channel determined subcarrier de-shifting matrix in the form of (29). Define the
N x N matrix Agop as Bob’s equivalent channel matrix formulated by

Agob = N GgobDnheob Dy ' JS. (39)

Then, according to the ill-posed theory discussed in Section 2.2, (38) may be reformulated as an
ill-posed problem represented by

X+ aX = [Agl, + A [Agly | }{ Yaob + AYeos . (40)

where the A(-) operator denotes a change of the corresponding variable.
Now, we want to prove that the solution to X in (40) is stable. we have the following theorem:
Theorem 1: In the proposed CDSS-VLC system, the equivalent channel between the transmitter
and the legitimate user remains constant. Thus, the solution to the legitimate user’s information
vector is stable.
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Proof: Exploiting Dy of (33) and hgep 0f (37), we have

[ Hso HgoW)! --+ Hppo W,?/'(Nq) i
H 1 HeaWy' o Hg @
2.1 2-(N-1)
Dnhgob = He.2 He.2W He.2Wy (41)
Hen-1 Hen-1 W/(\/Nq)‘1 <+o Hpn_1 W/(\/I\Iq)2
where Hp (k=0,1,...N — 1) are defined in (26). Then multiply (41) with NDﬁ1 to obtain
Kgob = NDnhgonDy' = diagy, (Hs). (42)
Utilizing (28), we arrive at
KgobJ = En (43)
where Ey is the identity matrix of dimension N. Then, (39) reduces to
Agob = GBobSn- (44)
Next, exploiting (19) and (29), we further simplify (44) to
0
Eﬂ71
Agob = : =E} (45)
0
Eg_1

where Eg_1 is the identity matrix of dimension (%—1), and EJ is the N x N optical identical matrix,

which is obtained by setting the 1% and the (% + 1)m rows of Ey to zeros. Under the assumption that
both channel estimation and feedback are perfect, Agop in (45) becomes a constant matrix which
does not change as the channel changes. Therefore, we have A[Aggb] =0, and (40) reduces to

X+ AX = {Aggb] {YBob + AYBob], (46)

which implies that AX is bounded when AY is bounded. According to (9), a stable system is defined
as a system that has a bounded output given a bounded input [25]. Thus, based on (46), we
conclude that the CDSS-VLC system is stable for legitimate users. The proof completes.

Subsequently, exploiting X¢ = X% = 0 and the Hermitian symmetry property of X, we insert (39)
into (38) to obtain

Ygob = AgobX + /N GeobDnNBob
= X + v/N GgobDnNob- (47)
4.1.2 Analysis for Eavesdroppers: The received signal at the eavesdropper is

Yeve = NEveX + NEve, (48)

where hgye in the form of (35) is the convolutional CIR matrix associated with the channel link
between Alice and Eve, and ngye is the AWGN vector at Eve. Similar to the case of Bob, the data
demodulated by Eve is derived as

YEve = GEve . \/NDN - YEve

(49)
= NGEveDNhEveDﬁ1JSNX + \/NGEveDNnEve
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with an ill-posed equation of
AEve = NGEveDNhEveDﬁ1JSN (50)

where Ggye is the subcarrier de-shifting matrix invoked by Eve, and Agye is Eve’s equivalent channel
matrix. We may define

Keve = NDnheyeDy' = diagy (He) (51)

where He =[He o, He 1, ..., Hen_1]" is the frequency domain channel transfer functions between
Alice and Eve.

Compared with Bob who knows his de-shifting matrix Ggop, however, Eve has to employ brute
force methods for deriving the unknown Ggye. Furthermore, since the pre-equalization matrix J is
constructed according to the channel between Alice and Bob, the signal received by Eve will be
distorted by her own channel. Hence, Agve Would not be a constant matrix and, as a result, the
equivalent channel between the transmitter and the eavesdropper will dramatically and randomly
vary. Due to such unstable characteristics, Yeye in (49) is not determinable. Therefore, in the pro-
posed CDSS-VLC system, eavesdroppers are unlikely able to decode the information transmitted to
legitimate users. A higher transmission security can then be achieved in comparison to conventional
VLC systems.

4.2. BER Analysis

Over AWGN channel, similar to RF systems, the theoretical electrical BER of the prosed CDSS-
VLC system with M -ary quadrature amplitude modulation (QAM), may be developed from the well
known BER expression of M-QAM system under high signal-to-noise ratio (SNR), which is given
by [26]

by M1 f|:3|092MEb] N [ 3Es } (52)

erfc = erfc| [ ——7—
M log, VM 2(M—1)No | — /M log, VM 2(M—1)No

where the value of the signal symbol energy E s is dependent on both the VLC channel coefficients
and the corresponding bit energy for legitimate receivers or eavesdroppers.

Based on (52), we can derive the BER expressions for legitimate receivers and eavesdroppers,
respectively.

4.2.1 BER for Legitimate Users: For the legitimate receiver, E is calculated by

E oo = E[ABobXII?] = E[IIX]|°] (53)

Utilizing (47) and (52), as we define the variance of AWGN noise % in (34), the BER expression of
the legitimate user Bob is formulated as

Pb.Bob = W\/Zg;j/merfc |: (I\;E—SY:;II)\IO:| .
4.2.2 BER for Eavesdroppers: Similar to (53), E ; for the eavesdropper Eve can be calculated by
Esve = EllAeveX|®] = E[X" AL o AeveX] (55)
where (-) denotes the Hermitian transpose operator, and Agye is given in (50). Then we have
AgveAeve = (N GeveDnheveDy' ISn)" (N GeveDnheveDy'JSh)
= (GeveKevedSn)" (Geve KevedSN) (56)
= S J" K\ o GE e Grve Keve IS

Eve

(54)

where Kgye is defined in (51).
Note that the value of (56) is dependent on how much information the eavesdropper knows about
the transmission scheme, where we have two cases:
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e Case 1 (C1):. The eavesdropper is not aware of the existence of CDSS.
e (Case 2 (C2): The eavesdropper knows the rules of shifting matrix generation specified in (29)
but does not know the CSI between transmitter and legitimate receiver or the key parameters
of chaotic sequences, namely the initial value and the logistic map of (14).
In C1, since CDSS is not considered at the eavesdropper, (56) can be simplified with Ggye
reduced to Ey, resulting in

(AE’VeAEVe)C1 == S“JH KE’veKEveJSN

(57)
= SyJ" diagy (IHe|*)JSn
where [He|? = [|[Heol?, [Hea 2. ..., [HEw-11?]".

In C2, when knowing the rules of shifting matrix generation without the CSI between transmitter
and legitimate receiver or the key parameters of chaotic sequences, the eavesdropper has to
traverse all possible combinations of Ggye to identify the correct Gy. Since Ggye iS a subcarrier
de-shifting matrix in the form of (29), for every possible Ggyve, We have GE, . Geve = EJ. We may
simplify (56) to

(AE’veAEve)CZ = S“ JH KII-EIve Eﬁ KEve\lSN

(58)
= Sy J" diagy (|HZ[?)JSn
where Hg is defined by
IHR? = [0, IHe 1l ... [Hen 12,0, IHE w1, HEN-1 T (59)
Recall from Section 3.1 that we have Xy = X% = 0in X. Thus, we arrive at

X" (AL e Aeve)c1X = X (AL, o Agve)coX. (60)

Based on (60), we can rewrite (55) as
Eseve = E[X" SR J" diagy (|He?)JSnX], for Cy, Co. (61)

Since the CIRs are assumed to be statistically independent [19]-[21], the cross-correlation be-
tween He and Hg is very low, provided that the locations of the two users are sufficiently far away.
Thus, the term of {J" diag, (|Hg|?)J} in (61) is expected to have a very small value, where J is de-
fined by (28). This implies that E s g, Of (61) is dramatically smaller than E s g, Of (53). Furthermore,
its value also changes randomly due to the effect of Sy seen in (61).

Utilizing (52) and (61), the BER expression of the eavesdropper Eve is formulated as

(62)

VM —1 3E[||X" Sk J diagy (IHEe[2)JSnX]|]
Pb,Eve =———erfc .
VM log, /M (M —1)No

4.3. Secrecy Capacity of CDSS-VLC system

In order to investigate the effectiveness of our security mechanism design and security performance
analysis for VLC system, here, we derive the secrecy capacity for our presented system with the
aid of [7], under the assumption that the channel conditions of malicious user channel are known
to Alice, namely the transmitter, and that the channel conditions between Bob and Alice are better
than those between Eve and Alice.

Utilizing equation (47) and (49), we have the SNR of Bob and Eve

E E[I1X?
SNHBob _ s,gob _ [”NO” ], SNREve _ = -
o} > o} >

_ Es,Eve _ E[||AEveX||2] (63)
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TABLE 1
Simulation parameters

Parameters Value
Size of room (L x W x H) 5x5x3md
Length range of room [-2.5,2.5]
Width range of room [-2.5,2.5]
Height range of room [0, 3]
Reflection coefficient (wall/ceiling/floor) (0.8,0.8,0.3)
Size of small optical reflation elements (wall/ceiling/floor) 0.01 m?
Maximum reflection order 4

LED transmitter location 0,0,3)
Transmit power 1w
Physical area of PD 1 cm?
Semi-half power angle 60°
Field of view 85°
Position of legitimate user (-2, —1.5,0)
Position of eavesdropper (1,1,0)
DC bias 13dB
Cyclic prefix length N/8

Then, the secrecy capacity for an single input single output(SISO) VLC system C; is found by [27]
and [28]

Cs = maX[RBob - REve]+ (64)

where [x]" = max(x, 0) and variable R indicates achievable rate. According to [7], the upper bound
secrecy capacity of CDSS-VLC system is

;
Cs= 5 max(logy(1 + SNAaon) — logy(1 + SNAge)] (65)

5. Simulation

In this section, the performances of the proposed DCO-OFDM aided CDSS-VLC system are eval-
uated. The performances of conventional DCO-OFDM scheme are also provided as reference. It is
assumed that there are one transmitter, one legitimate user, and one eavesdropper who is under
the C2 scenario described in Section 4.2.2. The typical scenario for indoor VLC system illustrated
in [17] is adopted for performance comparison in this paper and the main simulation parameters
are summarizedin Table 1. Since perfect channel estimation is assumed and the pre-equalization
scheme provides nice channel equalization, the multipath channel impulse response can be elimi-
nated and the parameters such as size of room and the field of view do not cause significant impact
to communication performance. The transmit power of LED source is set to 1W in general which
can be change according to specific SNR.

First, the comparison of theoretical and simulated BER performances of the legitimate user is
provided in Fig. 5, where the theoretical results were generated by (54). As indicated in [26], the
BER formula of (52) is valid only in high SNR area. From Fig. 5, we can see the theoretical and
the simulation results beyond E,/No = 20 dB match well. When we have E, /Ny < 20 dB, however,
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Fig. 5. Theoretical versus simulated BER performances of the legitimate user in the CDSS-VLC system.
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Fig. 6. Ratio between E go» and Ep g e versus different values of subcarrier number N in the CDSS-VLC
system.

there exist noticeable differences between the two groups of results, due to the approximation
of (52) under low SNRs.

Next, in Fig. 6, we show the relative energy difference between the legitimate user and the eaves-
dropper, based on the ratio between E g, of (53) and Egye Of (61). As seen in Fig. 6, assuming
the system’s transmit power remains unchanged, a significantly higher signal energy ratio can
be achieved when the number of subcarriers N increases. Based on ill-posed theory, the CDSS
and pre-equalization techniques offer remarkably more stable equivalent channel to Bob (45) than
Eve (50), which results in a substantially lower SNR of the eavesdropper than that of the legitimate
user, hence effectively helps to improve the security performance of the VLC system. More explicitly,
the large energy gap at an order of 10 to 102 indicates a dramatic difference between the BER
performances of the legitimate user and the eavesdropper, as evidenced in Fig. 7, where the con-
figurations of N = {512, 2048, 8192} were simulated under 16QAM. From Fig. 7, it can be observed
that the BER of the eavesdropper remains to be the prohibitively high value of 0.5 regardless of
the value of N, implying the fact that it is not possible for the eavesdropper to retrieve any useful
information from the received signal. In contrast, the BERs of the legitimate user protected by the
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Fig. 7. BER performance comparison of the VLC systems with different values of subcarrier number N
assuming the use of 16 QAM.
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Fig. 8. BER performance comparison of the VLC systems with different QAM schemes assuming
N =512.

proposed CDSS scheme are almost the same as the conventional DCO-OFDM-VLC benchmarks.
This proves that the proposed techniques would not degrade the achievable conventional BER
performances, while at the same time offering improved security to signal transmissions.
Subsequently, we compare the BERs of the VLC systems under different modulation orders
inFig. 8 with N = 512. Again, it can be seen that the BER performances of the legitimate user are
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Fig. 9. Secrecy capacity of CDSS-VLC.

not affected by CDSS with different QAM schemes. Furthermore, it is noticeable that when using
the same QAM scheme, the performance of the proposed DCO-OFDM based CDSS-VLC system
under fading channel is identical to that of the conventional DCO-OFDM-VLC system over AWGN
channel, which can be found in [29, Fig. 2]. This indicates that the proposed CDSS-VLC scheme is
capable of eliminating the impact of fading channel and approaching AWGN performance. This is an
expected result according to (47), given the assumption that perfect CSl is available for constructing
the pre-equalization matrix J at the transmitter. On the contrary, similar to the trend observed in
Fig. 7, the BERSs of the eavesdropper with different modulation schemes remain as high as 0.5, as
seen in Fig. 8.

Last but not least, in Fig. 9, assuming the average channel gains of Bob and Eve are equal,
i.e. E[lhgobI’] = E[|lheve|?], we simulate the secrecy capacity performances of conventional DCO-
OFDM-VLC and the proposed CDSS-DCO-OFDM-VLC systems based on (65). In the conventional
system, channel equalization is typically implemented at receiver, implying that if the eavesdropper
is aware of transmitted pilot signals, the associated CSI can be estimated and used for assisting
in data demodulation. In such a scenario without the protection of the proposed CDSS and pre-
equalization schemes, the secrecy capacity remains to be zero for all SNR level. By contrast, in
the proposed system, however, the secrecy capacity increase as SNR increase before the limit
value which is consistent with the result in [7]. Thanks to the employment of our tailored CDSS and
pre-equalization techniques based on the ill-posed theory, the secrecy capacity C; increase as the

2, . .
value of m—°°H2 increases although the average channel gains of Bob and Eve remain the same,
ve

which indicates that secure transmission can be achieved.

6. Conclusion

In this paper, exploiting the real-valued CSI of VLC channel and chaotic sequences, and practical ill-
posed theory, we present chaotic CDSS scheme with pre-equalization to enhance the physical layer
security of the DCO-OFDM aided VLC system. The sorting operations are allowed in real domain to
be performed on the CSl of VLC channel, and together with the combination with chaotic sequences
and pre-equalization, the CDSS aided VLC system can provide high security transmission for the
users. Moreover, we conduct an analytical derivation on the formulations of the equivalent channels
for legitimate receivers and eavesdroppers, as well as the associated BER equations. Further,
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we provide secrecy capacity to verify the effectiveness of our design and analysis based on ill-
posed theory. Both theoretical and simulation results are offered to validate the proposed system
design, demonstrating that our scheme can improve the achievable security performance of the
OOFDM-based VLC system without compromising its BER.
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