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Threshold-Free Symbol Decision Based on Spatial
4PPM Correlation for Uplink Screen Camera
Communication Using Low-Luminance SDM Screen

Alisa Kawade, Wataru Chujo

Abstract—In uplink screen camera communication from a
smartphone screen to an indoor telephoto camera at a distance
of 3.5 meters, low-luminance space division multiplexing screen is
used to increase bitrate and enhance physical layer security (PLS)
at wide angles. Since the low-luminance pixels on the screen are
affected by ambient light, it is difficult to determine each cell symbol
correctly using pre-trained pixel value threshold. To make symbol
decisions without threshold learning, symbol decisions based on
correlation of spatial 4 pulse position modulation (4PPM) pattern
are demonstrated with numerical models and experiments. To
increase bitrate further, threshold-free symbol decision methods
combining 4PPM and inverted 4PPM cells are demonstrated. In
addition, to enhance PLS at wide angles while maintaining error-
free transmission in the front direction, threshold-free symbol
decision methods are analyzed and experimentally verified at wide
angles.

Index Terms—Optical camera communication, physical layer
security, pulse position modulation, screen camera communi-
cation, space division multiplexing, threshold-free, visible light
communication.

1. INTRODUCTION

ISIBLE light communication (VLC) differs from radio-

wave communication in that the communication range of
light is limited to short distances and the range can be visually
perceived. In addition, optical camera communication (OCC),
which uses a camera as a receiver, can simultaneously obtain
a wide field of view and high spatial resolution in VLC. These
properties make OCC superior to radio-wave communication in
terms of interference immunity and security. OCC is promised to
develop as a means to complement radio-wave communication
by utilizing properties different from those of radio waves [1],
(2], [3], [4].

In the application of OCC, downlink OCC has been widely
studied because it can utilize existing LED lightings [5], [6]
and display screens [7], [8] as transmitters and smartphone
cameras as receivers. On the other hand, there are few studies

Manuscript received 13 January 2024; revised 25 April 2024; accepted 10
May 2024. Date of publication 14 May 2024; date of current version 21 May
2024. This work was supported by JSPS KAKENHI under Grant JP24K07484.
(Corresponding author: Wataru Chujo.)

The authors are with the Department of Electrical and Electronic En-
gineering, Meijo University, Nagoya 468-8502, Japan (e-mail: 213427010
@ccalumni.meijo-u.ac.jp; wchujo@meijo-u.ac.jp; kkobaysh@meijo-u.ac.jp).

Digital Object Identifier 10.1109/JPHOT.2024.3400877

, Life Member, IEEE, and Kentaro Kobayashi

, Member, IEEE

for uplink OCC which uses small light source as a transmitter
and telephoto camera as a receiver. By taking advantage of the
interference immunity and security, uplink OCC can realize
personal authentication such as smartphone payment in limited
areas, production management in a factory, and communication
tools in a hospital. In addition, uplink OCC is available for
full-duplex communication combined with the downlink. From
the point of view of these OCC applications, it is important to
realize uplink OCC.

As a transmitter for uplink OCC, a smartphone screen is
most suitable to increase bitrate because the screen consists of
large number of pixels. In uplink screen camera communication
(SCC) composed of a smartphone screen and an indoor telephoto
camera, it can increase bitrate with space division multiplexing.
Although downlink SCC, which uses a large screen as a trans-
mitter, has been extensively studied [7], [8], [9], [10], [11], [12],
there are no studies on uplink SCC using a small screen other
than smartphone-to-smartphone SCC [13], [14], [15].

Generally, in downlink SCC using a large display screen,
transmission distance is not much longer than the screen size. On
the other hand, in uplink SCC using a small screen, transmission
distance is much longer than the screen size. An indoor uplink
SCC with a relatively long distance of 3.5 meters has been
demonstrated [16]. Space division multiplexing (SDM) screen
consists of low-luminance on-off keying (OOK) cells. As the
distance increases or the screen cell size decreases, it becomes
difficult to focus the camera on the screen. Spatial inter-symbol
interference (ISI) due to camera’s defocus blur degrades the
captured SDM image.

To overcome the spatial ISI, adaptive thresholding, which
considers the surrounding 8-cell OOK pattern, was demon-
strated [17], [18]. The adaptive thresholding sets the optimal
threshold for a central cell with each outer 8-cell pattern in 3
x 3 cells. Although the outer 8-cell pattern is estimated from a
conventional fixed threshold, the pattern helps to determine the
threshold adaptively.

OOK adaptive thresholding effectively determines the thresh-
old for symbol decision. However, the adaptive thresholding
needs to learn the appropriate threshold using known cell pat-
terns in advance. As the number of cells on the screen increases,
the spatial ISI increases, making it difficult to set an appropri-
ate threshold. As the screen luminance decreases, the ambient
light makes it difficult to uniquely determine the threshold.

© 2024 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see
https://creativecommons.org/licenses/by-nc-nd/4.0/


https://orcid.org/0000-0003-1393-4155
https://orcid.org/0000-0002-0013-3407
mailto:213427010@ccalumni.meijo-u.ac.jp
mailto:213427010@ccalumni.meijo-u.ac.jp
mailto:wchujo@meijo-u.ac.jp
mailto:kkobaysh@meijo-u.ac.jp

7301812

Threshold-free symbol decision methods that determine the
symbol without pre-trained pixel value threshold are required.

In this study, to improve the robustness of SDM symbol
decision against spatial ISI and ambient light, correlation co-
efficient of spatial 4-pulse position modulation (4PPM) is used
for threshold-free symbol decision. SDM symbol decision with
spatial 4PPM correlation is compared to that with OOK adaptive
thresholding.

Furthermore, uplink SCC needs to be more secure than the
downlink. This security is classified as a countermeasure against
man-in-the-middle (MITM) attacks among the potential attack
vectors. To improve the security, it is necessary to enhance
physical layer security (PLS) at wide angles in addition to
encryption with upper layer protocols. Since the communication
range of uplink SCC is limited to short distances, PLS for SCC at
wide angles is inherently higher than that for radio-wave com-
munication [19]. However, PLS needs to be further enhanced
against MITM attacks to prevent symbol information on the
SDM screen from being intercepted by unauthorized cameras
at wide angles. Several studies have been conducted on PLS
enhancement for short-range SCC, where the smartphone screen
and camera are facing each other with a distance of about 10 cm
[13], [20], [21]. However, no studies have been conducted on
PLS enhancement for long-distance SCC.

In our previous studies, PLS has been enhanced by increasing
spatial IST at wide angles using SDM screens composed of low-
luminance OOK cells [16]. To enhance PLS at wide angles, bit
error rate (BER) needs to be very high at wide angles while
BER needs to be very low at narrow angles in front. However, in
OOK-based SDM, low-luminance screen is affected by ambient
light. It is difficult to meet both BER conditions at narrow angles
in front and at wide angles. For PLS enhancement under ambient
light conditions, threshold-free symbol decision methods that
achieve ideal BER performances both in the front direction and
at wide angles are required. In this study, to enhance PLS at wide
angles while maintaining error-free transmission in the front
direction, spatial 4PPM correlation is used for threshold-free
symbol decision.

The rest of the paper is organized as follows. In Section II,
principle of spatial 4PPM correlation is described, and in
Section III, numerical analysis for SDM with spatial 4PPM
correlation is given. Section IV presents experimental results
of SDM with spatial 4PPM correlation. In Section V, numerical
analysis for wide-angle PLS with spatial 4PPM correlation is
given. Section VI presents experimental results of wide-angle
characteristics with spatial 4PPM correlation. Section VII sum-
marizes conclusions and future work.

II. PRINCIPLE OF SPATIAL 4PPM CORRELATION

Fig. 1 shows schematic diagram of indoor uplink SCC using
a smartphone screen and an indoor telephoto camera with a
relatively long distance of 3.5 meters. A 600 x 1200-pixel screen
consists of n x m SDM cells.

Fig. 2(a) and (b) shows partial 3 x 3-cell arrangements of
OOK on the smartphone screen and the camera image, respec-
tively. Let the pixel values on the screen be p;. The pixel value
of the central cell on the camera, Py, is given by the coupling
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Fig. 1.  Schematic diagram of indoor uplink SCC using SDM screen.

Po1Pso
P61P70P71P80 Psg
Pe62P63P72 j 2%, slot
®

Fig. 2. 3 x 3-cell arrangements on the screen and the camera: (a) OOK on

the screen, (b) OOK on the camera, (c) 4PPM on the screen, (d) 4PPM on the
camera, (e) I-4PPM on the screen, and (f) I-4PPM on the camera.

from the pixel values, p;, on the screen owing to the spatial ISI
as follows:

8
Py = woopo + »_ woipi , 6]

i=1

where wy; represents the coupling coefficient from the outer
8-cell OOK pattern owing to the spatial ISI. Since wq;p; is
unknown at the receiver, threshold for symbol decision of F
is adaptively determined by the outer 8-cell pixel values, F;.
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TABLE I
COMPUTATIONAL COMPLEXITY OF 4PPM CORRELATION

algorithm processing time ratio
OOK fixed threshold* 1
OOK adaptive threshold* 3
4PPM correlation 4

*Pre-training processing time is not included in
OOK threshold.

The optimal threshold for the central cell, P is determined with
the outer 8-cell pattern in every 3 x 3 cells [17], [18].

On the other hand, Fig. 2(c), (d), (e), and (f) shows 3 x
3-cell arrangements of 4PPM and inverted 4PPM (I-4PPM)
on the smartphone screen and the camera image, respectively.
Each cell of 4PPM and I-4PPM consists of four slots. The
pixel values of the central cell on the screen are expressed as
(Poo, Po1, Po2, Pos)- Spatial 4PPM cell illuminates only one of
the four slots, such as (1, 0, 0, 0), and I-4PPM cell illuminates
three slots, such as (0, 1, 1, 1). Let pixel values of four slots in
the central cell on the camera image be (Pyo, Po1, Po2, Po3)-
Correlation coefficient, r, between the pixel values on the screen
and on the camera is expressed by

S0 o [(poi — Bo) (Poi — Po)]

- \/Z?—o [(voi — %)’ \/Z?_O (=]

v @

where pg and P, represent the average pixel values of the center
cell on the screen and camera image, respectively.

Even when using 4PPM or [-4PPM cells, spatial ISI from
the surrounding cells affects symbol decision of the central
cell. However, symbol decision can be made using correlation
coefficient, r, without threshold learning even when the pixel
value of low-luminance screen changes with the ambient light.

Computational complexity of 4PPM correlation is compared
with that of conventional OOK threshold processing as shown
in Table I. In 4PPM correlation, the correlation coefficients
with 4-slot patterns are calculated based on (2). Therefore,
a total of 12 multiplications are required to calculate 4PPM
correlation. However, since the first term in the denominator
can be calculated as a constant in advance, the computational
complexity is reduced to a total of 8 multiplications. Moreover,
since 4PPM transmits 2 bits per symbol, the processing time
for 4PPM is simply 4 times that for OOK. On the other hand,
in OOK threshold processing, adaptive thresholding is required
because the threshold is affected by the surrounding 3 x 3 cell
pattern [17], [18]. First, the symbol pattern is coarsely deter-
mined assuming a fixed threshold. Next, adaptive thresholds are
determined based on the coarsely determined symbol patterns
to improve the accuracy of symbol pattern decision. Next, the
accuracy of the symbol pattern decision is further increased
using adaptive thresholds based on the symbol patterns with
increased accuracy. Therefore, the adaptive threshold processing
repeats the threshold calculation at least 3 times. As a result, the
processing time for 4PPM is only 1.3 times longer than that
for OOK adaptive thresholding. The computational complexity
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Fig. 3. An example of the analysis model for 4PPM cell using 2D Gaussian
function: (a) 8 x 8 pixels/cell model, (b) screen image, and (c) camera image
(o0 =3).
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Fig. 4. 4PPM and I-4PPM slot patterns: (a) 4PPM, (b) I-4PPM, and (c) 6 X 6
pixels/cell model.

of 4PPM correlation is almost the same as that of conventional
OOK.

In addition, in OOK symbol decision, pre-training is needed.
At least 2° different types of known symbols are required for
pre-training to categorize 3 x 3 cells.

III. NUMERICAL ANALYSIS FOR SDM WITH SPATIAL 4PPM
CORRELATION

A. 4PPM and I-4PPM Correlation

A point spread function (PSF) is utilized as a function rep-
resenting the response to a point light source. In general, it is
difficult to express PSF that accurately describes the defocus
blur with a simple function. However, it is known that PSF can
be approximated by a two-dimensional (2D) Gaussian function.
Fig. 3(a) shows an example of the analysis model of a 4PPM
cell consisting of 8§ x 8 pixels and expresses (1, 0, 0, 0). The
spread of each pixel value on the camera due to defocus blur is
given by

2 2
x“’>, 3)

1
P(z,y) = o2 exp (— 902

where o is the standard deviation that represents the spread
of PSF when the pixel spacing is normalized to 1, and x and
y represents the position of each pixel on the camera image.
Fig. 3(b) and (c) shows an example of the screen and camera
image, respectively, where one cell consists of 8§ x 8 pixels,
expresses (1, 0, 0, 0), and the standard deviation, o = 3.
Correlation coefficients of 3 x 3 SDM cells composed of
4PPM or I-4PPM cell are numerically analyzed based on (3).
Fig. 4(a) and (b) shows 4PPM and I-4PPM slot patterns. Since
each cell consists of four slots, 4PPM has four patterns named
slot0, slotl, slot2, and slot3 and [-4PPM has the patterns named
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Fig. 5. Correlation coefficients of the central cell in 3 x 3-cell arrangement
on the camera image, where each cell consists of 6 x 6 pixels and the standard
deviation, o = 2: (a) 4PPM correlation with slot0 pattern and (b) I-4PPM
correlation with slot7 pattern.

slot4, slot5, slot6, and slot7, where each cell consists of 6 X 6
pixels as shown in Fig. 4(c).

Fig. 5 shows correlation coefficients of the central cell in 3
x 3-cell arrangement of 4PPM and [-4PPM (See Fig. 2(c)—(f)),
where the standard deviation, 0 = 2. In Fig. 5(a) and (b), the
central cell of 4PPM and I-4PPM screen transmits slof0 pattern
that expresses (1, 0, 0, 0) and slot7 pattern that express (1, 1, 1, 0),
respectively. Therefore, in Fig. 5(a), slot0, slot1, slot2, and slot3
show the correlation coefficients between the central cell on the
camera image that expresses (1, 0, 0, 0) and the slot patterns on
the screen that express (1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 1, 0), and
(0, 0, 0, 1), respectively. In the same way, in Fig. 5(b), slot4,
slot5, slot6, and slot7 show the correlation coefficients between
the central cell on the camera image that expresses (1, 1, 1, 0)
and the slot patterns on the screen that express (0, 1, 1, 1), (1, 0,
1,1), (1, 1,0, 1), and (1, 1, 1, 0), respectively.

In Fig. 5(a) and (b), correlation coefficients of slot0 and slot7
patterns are the maximum for 4PPM and I-4PPM, respectively.
Correlation coefficients with slot0 and slot7 patterns do not
overlap with other patterns for 4PPM and I-4PPM, respectively.
Itis possible to determine the correct symbol without pre-trained
pixel value threshold.

On the other hand, Fig. 6 shows normalized pixel value
distribution of the central cell in 3 x 3-cell arrangement with
4PPM and I-4PPM cells, where the central cell transmits slot0
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Fig. 6. Pixel value distribution of the central cell in 3 x 3-cell arrangement
with 4PPM and [-4PPM cells on the camera image.

Fig.7. 3 x 3-cell arrangements of combining 4PPM and I-4PPM cells: (a) On
the screen and (b) on the camera.

pattern that expresses (1, 0, 0, 0) and slot7 pattern that express (1,
1, 1, 0), respectively. Py, Po1, FPoe2, and FPps are pixel values
of four slots in the central cell, and number of pixels per cell
and standard deviation are the same as those in Fig. 5. Since
Py overlaps with other Fy;, Py2, and Fps in slot0 pattern and
Pys overlaps with other Py, Py1, and Pyo in slot7 pattern,
it is difficult to determine correct symbols using pixel value
threshold.

B. Combining 4PPM and I-4PPM Correlation

If the size of a 4PPM slot is equal to the size of an OOK
cell, bitrate of 4PPM is half of OOK. To increase the bitrate
of SDM screen composed of 4PPM cells, 4PPM and I-4PPM
cells are combined on the same screen as shown in Fig. 7(a).
Fig. 7(b) shows the combined cells on the camera image. Since
4PPM and I-4PPM patterns are randomly arranged (see Fig. 4),
combining 4PPM and [-4PPM cells transmit 3 bits per symbol
and the bitrate improves to 3/4 of OOK.

Fig. 8(a) shows correlation coefficients of the central cell in
3 X 3-cell arrangement of combining 4PPM and [-4PPM cells,
where the central cell transmits slof0 pattern that expresses
(1, 0, 0, 0). Number of pixels per cell and standard deviation
are the same as in Fig. 5. Correlation coefficients with slot0
are almost the maximum. However, coefficients of slof0 and
slot7 have some overlap. It is difficult to distinguish between
4PPM and [-4PPM symbols with only the correlation coefficient.
Therefore, clustering into 4PPM and I-4PPM cells is required
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Fig. 8. Correlation coefficients and pixel value distribution of the central
cell in 3 x 3-cell arrangement of combining 4PPM and I-4PPM cells on the
camera image: (a) Correlation coefficients with slot0 pattern and (b) pixel value
distributions of slor0 and slot7 patterns.

before calculating the correlation coefficient of 4PPM and I-
4PPM, respectively. The clustering is also an unsupervised
learning technique used to find patterns in data without prior
knowledge [22].

To realize clustering into 4PPM and I-4PPM cells, Fig. 8(b)
shows pixel value distributions of slof0 and slot7 patterns, where
the central cell transmits slo70 and slot7 patterns. Even when both
patterns are combined, slot0 and slot7 patterns can be clustered
with pixel values without pre-trained pixel value threshold. Since
the luminance of I-4PPM cells is much different from that of
4PPM cells, pixel value distributions are not much affected by
combining 4PPM and I-4PPM cells. The difference in average
pixel values between 4PPM and [-4PPM cells are used to cluster
into 4PPM and [-4PPM cells without threshold learning. Since
the differences in received pixel values are used to cluster
into 4PPM and [-4PPM cells before calculating the correlation
coefficients, it is possible to correlate only with 4PPM or [-4PPM
cells after the clustering.

IV. EXPERIMENTAL RESULTS OF SDM WITH SPATIAL 4PPM
CORRELATION

A. Measurement Specifications

To verify the numerical analysis of 4PPM and I-4PPM corre-
lation, experiments on spatial 4PPM correlation were conducted.
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TABLE II
MEASUREMENT SPECIFICATIONS

smartphone screen

frame rate 15 frames per second

2448 %1080 pixels (Full HD+)

image resolution

refresh rate 144 Hz
screen pixel value green, 0-255
smartphone ASUS ROG Phone 5
video camera
frame rate 30 frames per second

image resolution 1920%X1080 pixels
4.4-88 mm
green, 0-255

SONY FDR-AX60

Lens focal length

image sensor pixel value

video camera

Bit error rate (BER) for SDM transmission using spatial 4PPM
correlation was compared with that using OOK adaptive thresh-
olding. Table II shows measurement specifications for indoor
uplink SCC at a long distance of 3.5 meters. The green pixel
value on the screen is as low as possible to realize low-luminance
luminance SDM transmission. A time series of SDM screen
images consisting of square cells with specific green pixel values
such as 63, 53, and 47 are created using OpenCV-python (See
a 600 x 1200-pixel screen in Fig. 1). Pseudo-random binary
sequence 28 (PRBS28) is used to generate random data. The
screen images are displayed continuously on the screen at 15
frames per second using animation created in Android Studio.
BER was measured indoors under fluorescent lighting.

B. BER Comparison

To accurately compare 4PPM correlation and OOK adap-
tive thresholding, BERs for 4PPM and OOK cells with the
same bitrates were measured. Fig. 9 shows BERs for 4PPM,
[-4PPM, combining 4PPM and [-4PPM, and OOK measured
while decreasing green pixel value on the screen to 63, 53, and
47. In 4PPM and [-4PPM cells, only correlation coefficients
were used for threshold-free symbol decision. In combining
4PPM and I-4PPM cells, correlation coefficients and clustering
with pixel value distribution were used for symbol decision
without threshold learning. On the other hand, in OOK, adaptive
threshold that determines symbols by pre-trained pixel value
threshold was used.

Fig. 9(a) shows BER versus bitrate, where green pixel value
on the screen is 63. Combining 4PPM and [-4PPM without
threshold learning can achieve lower BER than OOK adaptive
thresholding at the same bitrate. In addition, Fig. 9(b) shows
BER when green pixel value on the screen is 53. As the
green pixel values on the screen decrease, combining 4PPM
and [-4PPM correlation without threshold learning achieves
much lower BER than OOK adaptive thresholding at the same
bitrate. Spatial 4PPM correlation is more tolerant of pixel value
variations due to ambient light than OOK adaptive thresholding.
Moreover, Fig. 9(c) shows BER when green pixel value on the
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Fig. 9. BER versus bitrate: (a) Green pixel value on the screen is 63 and (b)
53, (c) 47.

screen is 47. Since OOK adaptive thresholding no longer works
due to strong influence of ambient light, clustering with received
pixel values is used to determine OOK symbols instead of
adaptive thresholding. However, combining 4PPM and [-4PPM
correlation achieves much lower BER than OOK clustering at
the same bitrate. Combining 4PPM and [-4PPM achieved BER
of less than 10~ at 506 kbps and 392.04 kbps when green pixel
value on the screen is 53 and 47 respectively.

To validate the robustness of the spatial 4PPM correlation,
the cell color on the screen was changed from green to blue.
Fig. 10 shows BERs for 4PPM, I-4PPM, combining 4PPM and
[-4PPM, and OOK measured while decreasing blue pixel value
on the screen to 73 and 63. Fig. 10(a) shows BER versus bitrate,
where blue pixel value on the screen is 73. Since the blue pixel
value on the screen is still high, OOK adaptive thresholding
achieves lower BER than 4PPM, [-4PPM, and combining 4PPM
and I-4PPM. On the other hand, when blue pixel value on the
screen decreases to 63, combining 4PPM and [-4PPM without
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Fig. 10. BER versus bitrate: (a) Blue pixel value on the screen is 73 and (b)
63.

threshold learning can achieve lower BER than OOK adaptive
thresholding at the same bitrate. Even when using blue cells
instead of green cells, spatial 4PPM correlation is more tolerant
of pixel value variations due to ambient light than OOK adaptive
thresholding.

C. 4PPM Correlation and Clustering With Pixel Values

Details of 4PPM correlation and clustering with pixel values
are revealed. Fig. 11(a) and (b) shows measured correlation
coefficients of combining 4PPM and I-4PPM with slof0 and
slot7 patterns, where green pixel value on the screen is 53 and
bitrate is 506 kbps. Since the correlation coefficients of slof0 and
slot7 have some overlap with each other, differences between
the average pixel values of slof0 and slot7 are used to cluster
into 4PPM and inverted 4PPM cells. Fig. 11(c) and (d) shows
measured pixel value distributions of slof0 and slot7. Although
pixel value distributions have some overlap due to ambient light,
differences in average pixel values in small areas were compared
as details below.

Fig. 12(a) shows three-dimensional (3D) pixel value distribu-
tion of combining 4PPM and [-4PPM on the camera image when
green pixel value on the screen is 53. X and Y axis shows each
cell number on the camera and vertical axis shows the average
pixel value of each cell. There are large variations in green pixel
values on the camera image due to ambient light. However, it is
clearly shown that 4PPM and I-4PPM cells can be clustered if
limited to a narrow area.

To clarify the difference between the average green pixel
values of 4PPM and I-4PPM cells, Fig. 12(b) shows the average
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Fig. 11. Measured correlation coefficients and pixel value distributions of
combining 4PPM and I-4PPM cells: (a) Correlation coefficients with slot0
pattern, (b) slot7 pattern, (c) pixel value distribution of slof0 pattern, and (d)
slot7 pattern.

green pixel value of each cell in 3 x 3 cells in which the center
cell is located on line Y = 15 of the camera image. Since the
average green pixel value of 4PPM and I-4PPM cells varies
due to ambient light, the average green pixel values overlap in
the entire camera image. However, when comparing the average
green pixel value of each cell within 3 x 3 cells, it is clear that
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camera image when green pixel value on the screen is 53: (a) 3D green pixel
value distribution and (b) average green pixel value of each cell in 3 x 3 cells
in which the center cell is located on line Y = 15 of the camera image.

Cluster each cell into 4PPM and I-4PPM cells based on the average
green pixel value of each cell in every 3 X3 cells of the camera image.

Cluster each cell nine times for different combinations
of 3 X3 cells that include the own cell.

Determine clustering into 4PPM or I-4PPM
cells based on the number of decisions.

Determine slot pattern for each 4PPM or I-4PPM cell
with 4PPM or I-4PPM correlation, respectively.

Fig. 13.  Symbol decision procedure for combining 4PPM and I-4PPM cells.

the average green pixel values can be clustered into 4PPM and
[-4PPM cells.

Fig. 13 shows symbol decision procedure for combining
4PPM and I-4PPM cells. First, each cell in every 3 x 3 cells
of the camera image is clustered into 4PPM and I-4PPM cells
based on the average green pixel values of every 3 x 3 cells. Next,
each cell is clustered nine times for different combinations of
3 x 3 cells that include the own cell. Next, clustering into 4PPM
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Fig. 14.  Model of 3.5 m indoor uplink SCC to enhance PLS at wide angles:
(a) Schematic diagram and (b) ideal BER characteristics.

or [-4PPM cells is finally determined based on the number of
decisions. After clustering into 4PPM and [-4PPM cells, slot
pattern for each 4PPM or I-4PPM cell is determined with 4PPM
or [-4PPM correlation, respectively.

V. NUMERICAL ANALYSIS FOR WIDE ANGLE PHYSICAL LAYER
SECURITY OF SDM WITH SPATIAL 4PPM CORRELATION

A. Numerical Model for Wide Angle Characteristics

To prevent MITM attacks in terms of potential attack vec-
tors, enhancement of wide-angle physical layer security (PLS)
of low-luminance SDM screen was investigated using spatial
4PPM correlation. Fig. 14(a) shows schematic diagram of long-
distance 3.5 m indoor uplink SCC using SDM screen to enhance
PLS at wide angles.

In the uplink from Alice’s screen to Bob’s camera, error-free
transmission is required within the angle #,. In addition, PLS
needs to be enhanced at wide angles more than 6, to prevent
symbol information on the SDM screen from being intercepted
using Eve’s camera. Eve’s camera needs to be unable to capture
Alice’s screen at the angles more than 6. In fact, it is difficult to
rapidly change BER from O to 1 when the angle becomes more
than 6;. However, Alice can visually perceive Eve’s eavesdrop-
ping camera with her own eyes up to 5. Therefore, Eve’s camera
needs to be unable to capture Alice’s screen at the angles more
than 05.
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In this study, the angle 6; is set to 30° because of the alignment
error of the smartphone screen due to Alice’s handheld. On the
other hand, the angle 05 is set to 60° at which Alice cannot
visually perceive Eve’s eavesdropping camera with her own
eyes. Fig. 14(b) shows the ideal BER value that satisfies the
wide-angle characteristics for PLS enhancement, where BER is
assumed to increase linearly from the angle 6;to 0.

The spread of each pixel luminance on the screen at = 0°
is given by (3). In the numerical model for wide-angle char-
acteristics, (3) is modified for wide angles. Consider the case
where the screen is tilted by an angle € in the x-axis direction
(see Fig. 14(a)). According to Lambert’s cosine law, the received
pixel value on the camera decreases with cos 6. In addition to
Lambert’s cosine law, SDM screen utilizes the increase in spatial
ISI at wide angle, 6, to enhance PLS.

When the screen is tilted by an angle 6 in the x-axis direction,
standard deviations of the spread of Gaussian function in the x-
and y-axis directions are given by o, = o/ cosf and o, = 0,
respectively. The standard deviation in the x-axis direction, o,
increases as the angle, 6, increases.

Equation (3) is modified for wide angles as

B cos 1 x? y?
p(a?,y) - 2’/TJ2/COS9 eXP {_2 ((0’/(}059)2 + 0'2> } ’
4)
where the standard deviation, o = 2 is the same as Section III.
Also, in the numerical model for wide-angle characteristics, the
same 4PPM cell with 6 x 6 pixels per cell and 3 x 3 SDM cells
as Section III are used (see Figs. 2(c) and 4(c)).

B. Simulation Results

Wide-angle characteristics of correlation coefficients of 3 x 3
SDM cells composed of 4PPM or I-4PPM alone and combined
4PPM and I-4PPM cells are numerically analyzed based on (4).
Fig. 15 shows wide-angle characteristics of 4PPM correlation
coefficients of the central cell in 3 x 3-cell arrangement, where
the standard deviation, o = 2 (see Figs. 2(c) and 4(c)).

Fig. 15(a) shows the correlation coefficients at § = 30°. Al-
though the correlation coefficients of the slorO pattern and the
other patterns are close, correct symbol decision is still pos-
sible. In contrast, Fig. 15(b) shows the correlation coefficient
at # = 60°. Correlation coefficients of the slor0 pattern almost
overlap with the correlation coefficients of the other 4PPM
patterns. It is impossible to determine the symbols correctly.

Wide-angle characteristics of [-4PPM correlation coefficients
are almost the same as those of 4PPM correlation coefficients.
Correct symbol decision based on [-4PPM correlation coeffi-
cients is possible up to 8 = 30°. Fig. 16 shows wide angle char-
acteristics of normalized pixel value distribution of the central
cell in 3 x 3-cell arrangement with 4PPM (slor0) and I-4PPM
(slot7), where all the parameters other than 6 are the same as
those in Fig. 6. Fig. 16(a) and (b) shows pixel value distribution
at # = 30° and 60°, respectively. Since pixel values of four slots
overlap each other in slot0 and slot7, it is impossible to determine
the correct symbol based on pixel value distribution.

Moreover, Fig. 17 shows wide-angle characteristics of com-
bining 4PPM and I-4PPM correlation coefficients and pixel
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value distribution of the central cell in 3 x 3-cell arrangement,
where the standard deviation, o = 2 (see Figs. 4(a), (b) and 7(a)).

Fig. 17(a) shows the correlation coefficients at § = 30°. The
correlation coefficients of slot0 and slot7 overlap considerably.
Fig. 17(b) shows pixel value distributions at § = 30°. Pixel
values of four slots overlap each other in slof0 and slot7. it is
impossible to determine the correct symbol based on pixel value
distribution. However, slot0 and slot7 patterns are clustered with
pixel value distribution. The difference in average pixel values
between 4PPM and I-4PPM cells are used to cluster into 4PPM
and [-4PPM cells without threshold learning. The clustering of
the pixel value distribution into 4PPM and [-4PPM cells allows
correct symbol decision in the same way as 6 = 0° (see Fig. 8).

On the other hand, Fig. 17(c) shows the correlation coeffi-
cients at & = 60°. Correlation coefficients of the slot0 pattern
overlap not only with the correlation coefficients of [-4PPM
patterns but also the other 4PPM patterns. It is impossible to
determine the symbols correctly. Fig. 17(d) shows pixel value
distributions at # = 60°. Since pixel values of four slots in slor0
and those in slot7 overlap each other, it is impossible to cluster
slot0 and slot7 patterns.

These results satisfy the wide-angle characteristics for PLS
enhancement, where correct symbol decision is possible up to
6 = 30° and the symbol decision is impossible at § = 60°.
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Fig. 16.  Wide-angle characteristics of pixel value distribution of the cen-
tral cell in 3 x 3-cell arrangement with 4PPM (slot0) and 1-4PPM (slot7):
(a) @ = 30° and (b) 60°.

VI. EXPERIMENTAL RESULTS OF WIDE-ANGLE
CHARACTERISTICS OF SDM SCREEN COMPOSED OF 4PPM AND
1-4PPM CELLS FOR PLS ENHANCEMENT

A. Wide-Angle Characteristics of I-4PPM Cells

To verify the simulation results, wide-angle characteristics
of correlation coefficient distribution and BER were measured
using SDM screen composed of [-4PPM cells. Indoor uplink
SCC at a long distance of 3.5 meters were conducted while
changing the angle, 6. Measurement specifications are the same
as those at § = 0° (See Table II).

Fig. 18 shows I-4PPM correlation coefficient distribution of
slot7 pattern and BER at wide angles, where green pixel value
on the screen is 63, each cell consists of 8 x 8 pixels, each frame
consists of 75 x 150 cells, and bitrate is 337.5 kbps. Fig. 18(a)
shows the correlation coefficients at § = 0°. There is a large
distance between the correlation coefficients of slot7 pattern
and the other I-4PPM patterns. Fig. 18(b) shows the correlation
coefficients at 6 = 35°. The correlation coefficients of slot7
pattern still do not overlap with the correlation coefficients of
the other I-4PPM patterns. In contrast, Fig. 18(c) shows the
correlation coefficients at 6 = 60°. Correlation coefficients of
slot0 pattern almost overlap with the correlation coefficients
of the other I-4PPM patterns. It is impossible to determine the
symbols correctly.
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Fig. 19. Wide-angle characteristics of correlation coefficient distribution of

slot0 pattern and BER of combining 4PPM and I-4PPM cells: (a) 8 = 30°,
(b) 60°, and (c) BER.

Finally, Fig. 18(d) shows wide-angle BER characteristics of
[-4PPM cells, where the ideal value shows a straight line con-
necting the conditions #; < 30° and 62 > 60° (see Fig. 14(b)).
Pseudo-random binary sequence 28 (PRBS28) was used to
generate random data. BERs of less than 10~ are obtained at
0, < 35°.In addition, BER increases linearly and reaches 107!
at 6o = 60°. I-4PPM cells achieve wide-angle BER charac-
teristics close to the ideal value for PLS enhancement without
pre-trained pixel value threshold.

B. Wide-Angle Characteristics of Combining 4PPM and
I-4PPM Cells

Wide-angle characteristics of correlation coefficient distribu-
tion and BER were measured using SDM screen combining
4PPM and I-4PPM cells.

Fig. 19 shows correlation coefficient distribution of slof0 and
BER of combining 4PPM and I-4PPM cells at wide angles,
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where green pixel value on the screen is 63, each cell consists of
8 x 8 pixels, each frame consists of 75 x 150 cells, and bitrate
is 506.25 kbps. Fig. 19(a) shows the correlation coefficients at
0 = 30°. The correlation coefficients of slofO pattern do not
overlap with the correlation coefficients of the other 4PPM
patterns. However, the correlation coefficients of slot0 pattern
overlap with the correlation coefficients of [-4PPM patterns such
as slot5, slot6, and slot7. To cluster into 4PPM and I-4PPM
cells, the difference in average pixel values between 4PPM
and [-4PPM cells were used. In contrast, Fig. 19(b) shows the
correlation coefficients at # = 60°. Correlation coefficients of
slot0 pattern completely overlap with the correlation coefficients
of the other 4PPM and [-4PPM patterns. Even if clustered
into 4PPM and I-4PPM cells, it is impossible to determine the
symbols correctly.

Fig. 19(c) shows wide-angle BER characteristics of com-
bining 4PPM and [-4PPM cells, where the straight line shows
the ideal value for PLS enhancement. Even when combining
4PPM and I-4PPM cells, BERs of less than 107% are achieved
at 6; < 30°. In addition, BER increases linearly, almost equal
to the ideal value, and reaches 10~* at 6, = 60°.

VII. CONCLUSION

Uplink screen camera communication from a smartphone’s
low-luminance SDM screen to an indoor telephoto camera was
demonstrated at a distance of 3.5 meters. To determine sym-
bols without pre-trained pixel value threshold, spatial 4PPM
correlation was analyzed and experimentally verified. To further
improve bitrate, 4PPM and I-4PPM cells were combined. Pixel
value clustering along with 4PPM correlation were utilized for
symbol decision without pre-trained pixel value thresholds.

Numerical analysis revealed that correlation coefficients of
4PPM 3 x 3 cells were clearly separated without learning
thresholds, and combining 4PPM and inverted 4PPM cells can
be clustered with pixel value distribution. In the experiments,
combining 4PPM and [-4PPM correlation achieved much lower
BER than OOK adaptive thresholding, and achieved BERs of
less than 1076 at 506 kbps when green pixel value on the screen
is 53. Bitrate of SDM screen combining 4PPM and [-4PPM cells
is 1.5 times higher than that composed of 4PPM or I-4PPM
cells. Even when using blue cells instead of green cells on the
screen, spatial 4PPM correlation achieved lower BER than OOK
adaptive thresholding.

Furthermore, to prevent MITM attacks in terms of potential
attack vectors, PLS enhancement for 4PPM screen was demon-
strated at wide angles while maintaining error-free transmission
in the front direction. Numerical analysis revealed that SDM
screen composed of 4PPM cells can utilize increase in spatial ISI
at wide angles to enhance PLS. In the experiments, combining
4PPM and I-4PPM cells maintained BERs of less than 107 at
the angles less than 30 deg. and BER increased linearly with
increasing angle and reached 10! at 60 deg., that is close to the
ideal value for PLS enhancement.

On the other hand, in terms of simplifying the implementation,
a future work is to simplify the alignment of the camera with
4PPM patterns on the screen. Object detection algorithms using
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machine learning are interesting for the alignment. The combi-
nation of 4PPM correlation and object detection is a promising
step to simplify implementation.
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