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Mixed RF-VLC Relaying Systems for
High-Speed Rail Communication

Rupender Singh

Abstract—In the proposed system setup, a communication link is
established between base station (BS) and end-user (UE) via a relay
node mounted on the high-speed train (HST). The information is
conveyed over backhaul RF links between BS and relay and over
VLC links between relay and UE inside the train. It is assumed that
RF links are encountered with dual shadowing due to slow-moving
vehicles and pedestrians. Moreover, the relay node is not able to
estimate the channel information perfectly due to HST mobility.
Firstly, the statistical characteristics, such as the probability den-
sity function (PDF) and cumulative distribution function of the
BS-relay link, are derived under imperfect channel information.
Then, the system performance is examined by deriving the two
key metrics, outage probability, and average bit error rate. Fur-
thermore, we investigate the secrecy performance of the proposed
system when the RF eavesdropper overhears the link between BS
and relay and the VLC eavesdropper captures the information via
the relay-UE link. To this end, the secure outage probability is
derived into a closed form. Our results reveal that the proposed
system setup can be adopted as a network architecture for existing
as well as for future HST networks.

Index Terms—Channel state information (CSI), double
shadowed rician (DSR) fading, doppler shift, high-speed train
(HST), visible light communication (VLC).

1. INTRODUCTION

XPLOSIVE growth of high-speed trains (HSTs), as well
E as a huge increase in demand for seamless Internet-based
services and other emerging applications (e.g., augmented real-
ity (AR), virtual reality (VR), and video-on-demand), has made
the continuous provisioning of high-capacity access networks
HST an exciting topic of research. The main objective is to
provide a high quality of service (QoS), such as low latency
and high data rates, to a large number of passengers crowded
on the HST at train speeds of up to 500 kmph, similar to low
mobility users (or pedestrian users) [1]. On the other hand, the
high speed of HST causes serious problems such as the Doppler
effect and penetration loss due to train coaches, limiting the
QoS of mobile users. Therefore, traditional techniques, includ-
ing mobile relay-based network architecture [2], beamforming,
multiple-input multiple-output (MIMO) [3], and optical wireless
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communication (OWC) are proposed as promising solutions for
HST communication to handle high- data traffic and improve
QoS since the first launch of HSTs.

Researchers are also actively working towards standardization
of fifth-generation (5G) new radio (NR) for HST communication
under the Third Generation Partnership Project (3GPP) with
less than 1 ms latency at 500 km/s [4]. Today onboard passen-
gers require a large amount of data services to run different
applications, including internet services, online gaming, and
high-definition videos. The other applications, such as train col-
lision avoidance systems and surveillance cameras, also require
a high data rate. In other words, if 500 passengers on the HST
are accessing data connectivity at 2 Mbps, then 1 Gbps data
speed is required to serve them [5]. The current 5G technologies
are incapable of meeting such huge demand and are limited to
providing a maximum of 100 Mbps connectivity [6].

The emerging technologies in 5G are introduced for HST
communication to handle the demand of high-speed internet and
attract more attention nowadays. These wireless technologies
can play a significant role in providing a high-quality user
experience and guaranteeing safe operation [7], [8], [9], [10],
[117,[12], [13]. Particularly, the OWC technology for indoor and
outdoor applications in 5G networks can be utilized as a hopeful
solution to support more users with high data rates, offering
other benefits such as license-free and low cost. In [14], a novel
free-space optical (FSO) technique was proposed to enhance the
performance of HST communication by utilizing reconfigurable
intelligent surfaces (RIS). In [15], a sequence blind detection
method was presented for FSO-based HST systems. The authors
in [16], [17] investigated the outage performance of backhaul
HST systems based on the unmanned aerial vehicle (UAV)
mounted FSO. The focus of these works is limited to studying
the FSO-based HST system. On the other hand, in recent years,
many research communities have advocated that visible light
communication (VLC) has a high proficiency in serving as a
communication link between two nodes. Simultaneously, VLC
systems are also used for illumination as it works in the visible
spectrum region (i.e., 380-750 nm wavelengths). Moreover, the
VLC links are also considered RF interference immune and
hence, suitable for “interference-sensitive” applications [18].
Therefore, RF technologies can be adopted as backhaul for
outdoor BS-relay links, whereas VLC can be used inside the
train to serve onboard passengers [19].

In the proposed relay-based HST system, the base station
(BS)-relay link adopts a 2.45 GHz frequency band while
nanometer Wave frequency is used for the relay-end user
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(UE) link, which is emerging as a key technology in 5G. The
mobile relay architecture has several benefits over direct HST
communication between the BS and the UE. The first benefit
is broad coverage with enough power to support the multiple
antenna relay for HST communication. Secondly, it provides
the opportunity to utilize the indoor VLC frequency band to
serve a large number of users in a static environment. Moreover,
the mobile relay HST system provides the advantage of channel
estimation at the mobile relay instead of UE, which reduces the
Doppler shift effect and improves the system reliability.

A. Literature Overview

In the literature, several efforts have been devoted to study
the mobile relay networks [20], [21], [22], [23], [24], [25].
In [20], [21], massive MIMO systems were studied. The first-
order Gauss-Markov Rayleigh fading channel model is used to
characterize the channel aging in [20], whereas a single-cell
urban scenario was considered [21]. The impact of mobility
on system performance (i.e., average bit-error-rate (BER) and
outage) was determined in [22] for both amplify and forward
(AF) and decode-and-forward (DF) relaying by adopting an
autoregressive model over a fast-fading channel. The authors
in [23] adopted a random waypoint (RWP) mobility model
to study the mobile wireless network over a generalized n-u
fading channel. In [24], the impact of channel state informa-
tion (CSI) on mobile relay-based dual-hop RF-VLC network
was studied in which the source-relay link was assumed as
Nakagami-m distributed while VLC was used to model relay-UE
link. Furthermore, the authors in [25], [26] proposed the random
direction (RD) mobility model to investigate cooperative HST
communication over Nakagami-m and generalized - fading
channels, respectively.

On the other hand, a few studies suggest a cryptographic
encryption mechanism to secure the transmission between the
BS and the train [27], [28]. However, it has been proved that
the eavesdroppers can overhear encrypted messages if chip
processing is achieved and the codebook is acquired. Physi-
cal Layer Security (PLS) has recently surfaced as a promis-
ing approach for achieving perfect secrecy in wireless com-
munication systems. By capitalizing on the stochastic nature
and time-varying characteristics of wireless channels, PLS
eliminates the need for a secret key, as supported by refer-
ence [29]. Rather than relying on traditional encryption tech-
niques, the PLS can be applied to HST systems to improve
the safety of train transportation by securing the train control
messages.

PLS has been extensively analyzed in literature for various
relay-based dual-hop communication systems such as mixed
RF-FSO, FSO-RF, RF-VLC, and VLC-RF, as evidenced by
numerous studies [30], [31], [32], [33], [34], [35], [36], [37],
[38], [39]. Specifically, [30] and [31] proposed simultaneous
wireless information and power transfer (SWIPT) based dual-
hop mixed RF-FSO and mixed FSO-RF systems, respectively,
utilizing power splitting methods and investigating the impact
of SWIPT parameters on secrecy performance. On the contrary,
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several studies [32], [33], [34], [35], [36], [37] have concen-
trated on analyzing the secrecy performance of RF-VLC and
VLC-RF systems. In [32], a dual-hop mixed RF-VLC system
was examined under two scenarios: RF-side and VLC-side
eavesdropping attacks. Closed-form expressions for the secure
outage probability (SOP) and strictly positive secrecy capacity
(SPSC) were derived. For a dual-hop mixed VLC-RF system,
[33] and [34] determined the SOP in scenarios involving multiple
users and an Intelligent Reflecting Surface (IRS), respectively.
The impact of light energy harvesting on system security, as
indicated by the SOP, was assessed in [35] and [36], where
closed-form expressions were provided. Lastly, reference [37]
investigated the secrecy performance of a cooperative hybrid
VLC-RF system, taking into account the random positions of the
relay, legitimate receiver, and eavesdropper in different regions.
Moreover, [38] and [39] proposed PLS approaches to secure the
transmission link between the BS and HST by applying artificial
noise and nonorthogonal multiple access (NOMA) techniques,
respectively. However, none of the aforementioned studies ad-
dress secrecy issues in HST communication that involve mixed
RF and VLC links between the BS and UEs. It is noteworthy
that transmission over VLC links plays a crucial role in green
communication, as it can also be used for illumination purposes
simultaneously.

B. Motivation and Contributions

Motivated by the aforementioned studies, the RF and VLC
technologies are combined together to develop arelaying system
suitable for HST communication. In the proposed system, a
relay mounted on the HST serves as an intermediate node
between the BS and onboard UEs and receives and transmits
the information by exploiting DF relaying scheme. BS transmits
signals over a strong line-of-sight (LoS) link with minimal signal
scattering. Consequently, the BS-relay link can be represented
by a double-shadowed Rician (DSR) fading distribution, which
has been demonstrated to be highly effective in modelling strong
line-of-sight (LoS) propagation with minimal scattering. An-
other reason for choosing the DSR fading distribution for the
BS-relay link is that it can capture the effects of slow-moving
vehicles and pedestrians on the LoS path. Moreover, the DSR
distribution can be used to characterize the realistic channels
in the frequency band of 2.45 GHz, which is a key technique
for long-term evolution (LTE) [5], [6], [7], [8], [9]. It also
describes different fading scenarios as special cases for which
the values of fading parameters can be found in [31, Table II].
The relay has the capability of converting RF signals into optical
signals and transferring the information over the VLC link,
which is established between the relay and the UE. This means
that the proposed system employs a dual-hop communication
scheme where the relay receives an RF signal from the BS and
converts it into an optical signal using the DF strategy, which is
then transmitted to the onboard UE. The primary contribution
of this paper is the introduction of a mixed RF-VLC system
for HST communication. Specifically, the system performance
under outdated CSI at the relay is examined, with a focus on
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High-Speed Train

Fig. 1.  Proposed dual-hop mixed RF-VLC HST system model.

the impact of BS power and fading parameters on the system’s
overall performance. In summary:

1) A mixed RF-VLC relaying system is proposed for HST
communication where a relay mounted on HST is con-
nected with BS via RF link and onboard UE via VLC link.
Note that the 2.45 GHz frequency DSR fading character-
izes the BS-relay link, while the relay and UE establish a
VLC transmission link.

2) Different from [25], [26], the impact of train mobility is
described by the outdated CSI at the relay. The estimated
channel information is used to derive statistical character-
istics, such as the probability density function (PDF) of
the received instantaneous SNR at the relay. The derived
results facilitate obtaining the closed-form expressions for
outage probability (OP) and average BER. Additionally,
further insights are revealed by deriving the asymptotic
outage at high large light-emitting diode (LED) power and
BS power.

3) Different from [24], [25], [26], [27], [28], [29], [30], [31],
[32], [33], [34], [35], [36], [37], a relay-based mixed
RF-VLC system for HSTs is studied in this work, in
which the SOP is derived for end-to-end SNR of the BS-
relay-UE link. The results in our work are presented for
both assumptions of RF-side and VLC-side eavesdropping
attacks.

4) We demonstrate the numerical results to reveal the effects
of various system parameters on the performance of the
proposed system.

II. SYSTEM AND CHANNEL MODEL

As shown in Fig. 1, a system setup is developed for HST
communication based on a mixed RF-VLC relaying system in
which a DF relay R receives signals from BS § via an RF link
and forwards it to the UE D over the VLC link. R is equipped
with a LED that converts electrical signals into optical signals.
Itis assumed that two adversaries, i.e., EI and E2, are present on
the RF link and VLC link, respectively, where EI can hear the
RF link, whereas E2 is capable of overhearing optical signals
and positioned close to UE. BS and E/ are static, while relay,
UE, and E2 are present on the train and moving with HST speed.
It is assumed that BS and UE cannot communicate over a direct
path due to the obstacles, and hence, BS sends information to
UE through a relay mounted on HST. R receives signals from BS
through an RF link which is decoded and then forwarded to the
UE viaa VLClink. R is capable of converting perfectly 2.45 GHz
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signals into nanometer Wave signals. We assume that BS-relay
and BS-E1 links experience the quasi-static DSR fading channel.
Notably, E7 and E2 are not present when performance metrics
are derived, while secrecy performance is investigated in the
presence of EI and E2.

A. BS-Relay and BS-E1 Channel Models

BS transmits a message symbol s' = [s(1),5(2),...s(])]
to UE which is encoded into a codeword z" =
[x(1),2(2),...2(n)]. The signal received by R is given as
(36, Eq. (1)]

ysr li] = \/Pshsr i) @ [i] + zsr li], )]

where P is the transmit power at the BS, iALS Rr 1s denoting
the estimated DSR fading coefficients of BS-relay link and
zsr denotes zero-mean complex valued Gaussian noise with
variance 0% . Since the relay is dynamic and moving with the
HST at the same speed, it cannot estimate the channel perfectly.
Therefore, the estimated channel gain is outdated and correlated
with precise channel gain (i.e., hgr) of BS-relay link, which can

be written as
hsr = psrhsr + \/@%R’ @

where €gpr is zero-mean Gaussian random variable with unit
variance and is uncorrelated with hsg. psr is the correlation
coefficient between hgr and hgr and can be characterized by
using Jakes’ autocorrelation model as,

psr = Jo 27 fpTy), (3)

where Jy(e) is the zeroth order Bessel’s function of first kind,
T denotes the transmitted symbol duration, fp = (f.v/c) de-
scribes the Doppler shift frequency where f. is the carrier
frequency and c represents the speed of light. Note that if the
train is static, pgg = 1 otherwise, 0 < psgr < 1.

The instantaneous SNR of the BS-relay link can be expressed
as
2

; “

hsr

VSR = VSR

where Ygr is the average SNR and defined as ysp = s The

ag

PDF and cumulative probability distribution (CDF) of %f; R are
derived in the following Lemma.
Lemma 1: The PDF and CDF of ygpr are obtained as

X S 005y exp (—Q , >0
O

ga Y= 0
(5)
1

> 3% CiGry {Q } >0

Fqp (v) = Zp—OZq—O 16y 2 |38 %1’0 Y
1 _67 Y= 0
(0)
where mg, denotes inverse Nakagami-m parameter, mg

denotes Nakagami-m parameter, k£ is Rician parameter,

7 is the mean-square value of r, Q= ——vF——
4 ’ 2(1-p%p)7sr’
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_ Apgp27' Gy _ q+1 —
Cr=fparle. e= 3 S OIH. G-
12 21+ksr)(1=p2p) | —Msgr +1,—q+1 A _

21| (megp—1)7r2pin p+1 »AApsr
mSSngR(mdsn)p(mssn+1)P Magp dSR r
m k Ppl(1), T'(m 1 Magpt+ksr ’ (.)
(magptksr) PH(1),T(megp+1+p) SR

is Gamma function [40, IL3], G}';"(e) denotes Meijer-G
function [40, Eq. (8.2.1.1)], and (a), denotes Pochhamer
symbol [41, Eq. (06.10.02.0001.01)].

Proof: Please see Appendix A.

Remark 1: Tt can be observed from (6) that OP of BS-relay
link occurs zero floor, which is equal to 1 — ¢ at g — 0.
This is because £ is independent of ¥ g . In other words, /ﬁs RIS
always positive for practical scenarios while € g r can be negative
or positive.

Remark 2: Tt is worth pointing out that the two-fold infinite
summation in (5) and (6) are convergent and can be trun-
cated only for a few terms of (p,q). This can be followed
from the theorem that if )" a,, converges for ¢ € N to a
non-negative number b, and Z;C:() b, converges for p € N,
then Z;O:o 220:0 |apq| also converges for a finite number of
(p,q). One can apply the d’Alembert’s ratio test to testify to
the convergence of infinite series representation of (5) and (6).
Therefore, we require only a finite number of terms to achieve
the high-precision sum results. For instance, the test for the
convergence of the series in (6) is available in Appendix B.

Since E1 is static and hears the transmission between BS and
relay, it can estimate perfect channel parameters. Therefore, the
received signal at E1 can be written as [36]

= /Pshsm [i]

where zg g1 denotes zero-mean complex valued Gaussian noise
with variance 0% ,. From (5), the instantaneous SNR of the
BS-E1 link can be written as

n

yse1 [t i+ zsp1 [i] (7)

vsg1 = Aseilhsel, (8)

where Yygg; 1S the average SNR of the BS-E! link and can be
defined as ysp1 =

written from [31], [(16) and (17)] as, respectively

f’YSE1 (7)
_ Apsi U+kser) Gt [ (1+kse1)y TMsgp :|
’YSEl (Mg —1) b (Mssp —1) VsEL p ’
(€))
F"/sm (7)
:iA G2 [ (1+kSE1)’Y L= mgp,, 1 :|
part Pse1~"2,2 (mSSEl o 1) ’_YSEl p+ 1’0 )
(10)
where A,,.,, can be obtained from A, , by replacing

{ism Mdgsg, kSR} from {mSSEl yMdsprs kSEl}'
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B. VLC Channel Model

Inside the HST, the signals received at the UE and E2 are
given as

(1)

where t € {RD, RE2}, o is the non-negative emitted intensity
by the LED, which is upper bounded as E[z'] = P,,, due to
safety concerns, P, is the transmitted optical power and z;
denotes mean zero complex valued Gaussian noise with variance
o2,

The end users (i.e., D and E2) are illuminated by the LED
source at illumination angle ¢; and irradiance angle 6; and
positioned at a height L from the receiving plane, as shown in
Fig. 1. The location of the end users (i.e., D and E2) can be
determined with the help of Euclidean distance d;, angle ¢, and
radius 7, on the polar coordinate plane.

In indoor VLC subsystem, the channel gain of the ¢th link
can be written from [24] as

yr = hy’ + 2,

o8 (6;) Tgpcos (), (12)
where A denotes the physical area of the photodetector, T'
represents the optical filter gain, g is the photodetector’s con-
centrator gain, which is related to the field of view (FOV) of the
receiver U and refractive index of the lens ¢ as g = ¢? /sin?(¥),
for 0 < vy < W. R describes photodetector’s responsivity. w =
—1/logy(cos(¢1/2)) is the Lambert index which is related to
semi-angle of LED ¢, /5. Moreover, it is postulated that the sur-
face plane of the photodetector is oriented parallel to the ground

plane, then 0; = ¢, dy = \/m, and cos(0;) = \/ﬁ
Ty

Then, (12) can be expressed as

Xt
w3
(r2 4 12)°
where x; = WT%L““. The position of the ¢th user can
be characterized using uniform distribution, therefore, PDF of 7,

is expressed as f,, (r) = 2. Thus, the PDF of h; can be derived
with the help of change ofu variable method from (13) as

hy = 13)

2 w+3 _w+5
he “F,
min

72 (w+3) "

fn, (he) = <h <h (14)

max ?

w3
where h: . = x:/(r2 +L?)" > and hy,, = x:/L*"3. The
PDF and CDF of the corresponding SNR can be obtained from
(14) as follows

(utx?)“%‘”’ _wis

f’Yt (7) = 1”2 (w+3)’y w3, ’7603, (]5)
0, v € Cy
P =% (128) + L 41, ey 09
1 v€Cy
where Co = [0,7,,,, ] 033— Yeoins Vemax s Ct = [Vtimar > ),
7 = fXi /(7" + LTy = /LA, and

Pozpt n? Jo? B, where 1 is the electrical to optical conversion

efﬁ01ency, and B denotes the baseband modulation bandwidth.
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III. PERFORMANCE ANALYSIS

In this section, we investigate the performance of the proposed
dual-hop mixed RF-VLC HST system when no eavesdropper is
present. It is assumed that DF relaying scheme is utilized, the
end-to-end SNR of the relay-UE link, referred to as 7.4, can be
written as

;?S RYRD

- 17
Ysr +Yrp +1 17

Yeq = = min (/V\SRa VRD)

A. Outage Probability (OP)

Generally, the OP is defined as the probability of an event in
which instantaneous SNR ~,, is smaller than the predetermined
threshold SNR ;. Mathematically, OP can be expressed as

OP (vtn)
=1—Pr[min Ysr,YrD) = Yin)

= Pr[min (Ysr,Yrp) < Yin)

=1—Pr[ysr = vl Prvyrp = Y1), (18)

Theorem 1: The OP for the dual-hop mixed RF-VLC HST
system can be obtained from (18) with some mathematical
manipulation as

1—¢+ F vsn (yen) 5 Yen € Ca
OP (Vin) = L= (&= Fygp (in)) (1= P1), vn € Cs
1, Yth € C4

(19)

Proof: By using the (6) and (15), the terms in (18) can be
evaluated as following.

Pr[Ysr = vl = £ —Pr[Asr < vin]l = & — Fysp (Ven)
(20)
1- fO’YRDmm f YRD (’Y) d77 Yth € Co
Priyrp =y =1 = Lan  Srwn () dys n €,
1- fryOZDmax YRD (7) d’Ya Vih € C(4
2D
Using [38, Eq. (2.01.1)], we can achieve
1, Yn € Co
Pr{yrp > yn] =1 - P, Yn €C3 ,  (22)
0, Yen € Cy
1
where P = ] <7R5ﬁn fyth‘““’) and d=

1

(hrDXED) 7 /1l

The proof is completed by substituting (20) and (22) into (19).

Remark 3: For high transmitted BS poweri.e., Ps — 00, itis
concluded that ¥gr — o0. From (19), it becomes evident that in
this scenario, the instantaneous SNR at D is equivalent to that of
the VLCink, i.e., 7eq =~ vrp- This implies outage performance
of the proposed system is independent of the RF backhaul link
and can be controlled by the relay-UE link in a high-power
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regime. The asymptotic OP can be written as
1=¢, Yen € Ca
O‘Plgiﬁoc: _g(l_Pl)a 7th€C3 5 (23)
L, Ytn € Cy

Remark4: Atahigh LED powerregime,i.e., P,,; — 0o, only
the BS-relay link remains dominating as the instantaneous SNR
of the VLC link reaches its high value, i.e., yrp — co. From
(19), it is concluded that ., ~ Ygr. The OP for P, — oo is
determined as

OPP =1-&+ FﬁSR ('Yth) (24)

Similar to Remark 3, the asymptotic OP depends on the RF
subsystem of the proposed HST system and becomes indepen-
dent of VLC fronthaul.

opt—00

B. Average Bit-Error-Rate (BER)

In the DF relay-based systems, the binary modulated data
is decoded at the relay and then transferred to the destination
after re-encoding. The received data, either at the relay or the
destination, is error-free and erroneous. In this case, the decoding
at the relay and the destination are independent of each other.
Considering the decoding errors at the relay, we derive the
average BER expression for the proposed system when binary
phase-shift keying (BPSK) or differential BPSK (DBPSK) is
applied. The average BER of a wireless system can be written
in terms of the CDF of ~, from [24, Eq. (47)] as

b *©
where f € (SR, RD). The different values of (a, b) parameters
are used to define the modulation schemes. For example,(a, b) =
(0.5, 1) for BPSK and (a, b) = (1, 1) for DBPSK.

Theorem 2: For the proposed system, the average BER can
be expressed considering decoding errors at relay from [39, Eq.
(46)] as

(25)

P.= P2 (1-PFP)+ PEP (1= PS)  (26)

where P°% and PP denote the average BER of the RF and
VLC subsystems, respectively, and are derived in (27) and (28).

Proof: By substituting (6) into (25) and using [40, Eq.
(8.4.3.1)], [41, Eq. (07.34.21.0011.01)] and [42, Eq. (3.381)],
P5%can be obtained as

—a 1-¢
PE" zz(m B ]+ 5
(27)
On substituting (16) into (25) and making the use of [40, Eq.
(8.2.32)], PEPis determined into closed-form as

_1
PRD = P (a’ b,yRDmax) 1 + %Zl . (buRDXR )qu’% 22
e 2 (a) 2 (a) 2T (a) 72 2 o
where 21 =T(a,bvrD,..,) — (@, bYRD,.. ) by —
I(a— %—H}a byrp,...) —T'(a— %-m’ bYeD,. ).

Remark 5: One can obtain the average BER for a mixed
RF-VLC HST system considering perfect relaying or error-free
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decoding at the relay by subtitling the CDF of «y,4 into (25). The
CDF of 7,4 can be written as

F’qu (7) = F:Y\SR (7) + F"YRD (7) - FWSR (7) F’YRD (7) 9
and F. . (v) are given in (6) and (16),

YRD

where Fy . (7)
respectively.
Remark 6: Similar to OP, the asymptotic expressions for
average BER can be obtained for Py — oo and P,,; — oo in
(29) and (30), respectively.
ﬁ?*wzzlié
2

Popt—0 SR
e - Pe

+ PRD¢ (29)

P (30)

IV. PHYSICAL LAYER SECURITY ANALYSIS

In this section, we derive the SOP by considering the presence
of active eavesdroppers on BS-relay link and relay-UE link,
respectively. For this scenario, the security is compromised if the
instantaneous secrecy capacity i.e., C,, is less than the predefined
constant rate i.e., R, and otherwise perfect secrecy is achieved.
As the proposed system is utilizing the DF relaying protocol,
the capacity of the system is dominated by the worst hop and

expressed as
Co =min (Csgr, Crp), (€Y}

where C'sp and C'rp present the capacity of BS-relay and relay-
UE links, respectively. One of the common and useful secrecy
performance metric SOP can be defined as the probability of
C, < R, and is expressed as [30]

Psop (RO) =Pr (min (CSR, CRD) < RO) (32)

Under DF scheme, both links (i.e., BS-relay and relay-UE)
are independent of each other. Therefore, (32) can be rewritten
by using basic probability theory as

Psop (R,) =1 —Pr(min (Csr,Crp) > Ro)
=1—-Pr(Csr > Ro,Crp > R,)

=1-Pr(Csg > R,)Pr(Crp > R,) (33)

where
Pr(Csg = R,) =1 —Pr(Csr < R,) (34)
Pr(Crp > R,) =1—Pr(Crp < R,) (35)

A. Eavesdropping on BS-Relay Link

In this case, it is assumed that a static eavesdropper E/ is
present on the BS-relay link and can hear the secure transmission
through RF link, then the instantaneous capacity of the BS-relay
link can be written as
(36)

1 .
= [logy (1 +7sr) —logs (14 vsE1)]

2

Similarly, the capacity of the second hop can be written from
[32] as

Csr =

1
Crp = §1Og2 (14+~rD) (37
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Theorem 3: The lower bound on SOP for DF mixed RF-VLC
HST system can be obtained under the RF eavesdropping attacks
as given in (45).

Proof: Substituting (36) into (34), we have

1 1+4+9sr ) :|
R,)=1—-Pr|=lo — | <R,
) {2 82 (1 +7sE1
(38)
R, in (38) can also be represented in terms of predetermined

threshold ~;, as R, = %log2(1 + ven)- (38) further can be ex-
pressed in terms of PDF and CDF as

Pr(Csg >

Pr(Csr > R,)

o0

/ Sen ( 22R (L4+7s81)) frsm: (VsE1) dyser (39)
0

Since (39) cannot be obtained in exact closed-form, the upper
bound of (39) can be derived by utilizing a similar method
presented in [32] as follows:

o0

1_/ ’YSR

0

Pr(Csgr > R 22Ror5m) frsm (YsE1) dyse
(40)

By substituting (6) and (9) into (40) and making use of [41,
Eq. (07.34.21.0011.01)], (40) can be obtained in closed-from as

Pr(Csr > R,)
o0 o0 o0 1,_u
g;; Auser @ [6 %1 Msgp 0 ]
(41)

2R,Q(ms 1
where © = (("T_,'_S;CEI )’YSEl

1)
Now, substituting (37) into (35), we have

1
Pr(Crp > R,) =1—Pr [210g2 (14 *yrp) < Ro} (42)

From (15) and (42), we have

Pr(Crp > R,) =1—-Pr (’YRD < 22Ro _ 1)

L= J3" 0 fop (), 22T —1 € Cy
2Ro _
=1 ffm e (N dy, 2R 1€y, (43)
1= f'YRDmaX frro (V) dv, 22 —1 € Cy
Using [38, (2.01.1)], (43) can be expressed as
]-7 22RD —1e€ CQ
PI‘(CRDZRO): 1—P3, 22R"—1603 s
0, 22Ho _ € Cy
(44)

1
where P3 = ¢ <'yRB§’n (228 — 1) “3).
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Finally, the lower bound on SOP is deduced in (45) by
substituting (41) into (44) in (33) as

1— &+ Gpgu, 922R0 _ 1 € (0

PSLOP(RO): 1—(£—quu)(1_P3)7 22R0_1€C3?
1, 22 _ 1 e Cy

45)

2.9 1, —u
whererqu—Zp ()Zq ozu 0 CrAugp, Gy 3[6 ot mssm&

Remark 6: It can easily be found from (45) that smaller values
of R, will lead to smaller SOP while the larger values of R,
will result in a larger SOP. This is because, at larger R,, the
possibility of outage occurrence on the relay-UE link will be
increased. Therefore, an optimal R, can be obtained to minimize
the SOP and maximize the secrecy throughput by utilizing
the root-finding method [43].

Remark 7: Since only the BS-relay link is under eavesdrop-
ping attack, the secrecy performance is significantly affected by
the variation in Doppler shiftfp T, or the speed of HST. The
larger fpTs leads to higher estimation errors at the relay and
hence results in low SNR at the relay. The effects of fpTy can
be mitigated by varying the values of parameters controlling
the relay-UE links, such as FOV and height of LED from the
UE L only when 22Ro _ 1 € (4 otherwise, the secrecy will be
compromised with the larger fpTs.

Remark 8: Considering the case of Py — o0, (41) becomes
independent of Jgp i.e., Pr(Csg > R,) < &. Therefore, the
asymptotic expression for lower bound on SOP can be written
from (45) as

1-¢, 220 1 €
PES (R,) = {1 — €+ EPs, 22R0 _ 1 ¢ (4
1, 22Fe 1€y

(46)
Similar to (24) and (30), it can be shown that lower bound on
SOP for P,,; — oo is given by
Pypi—00
P SOPH (RO) =1

- € + quu (47)

B. Eavesdropping on BS-UE Link

This is the case when eavesdropper E2 is present on the train
and wiretapping the relay-UE link. This system setup is similar
to the scenario of the indoor VLC system as presented in [24],
[32], [37]. In this case, the capacity of the relay-UE link can be
expressed as [32]

1
Crp = 3 [logy (1 + 7rp) — logy (1 +7sE2)] (48)
and the capacity of the BS-relay link is given as
1 ~
Csr = 510822 (1+7sr) (49)

Theorem 4: By considering the presence of an eavesdropping
attack on the indoor VLC link inside HST, the lower bound of
the SOP is derived in (58).

Proof: On substituting (48) into (35), we have

1+'7RD>

1
Pr(C >R,)=1—Pr| =1
t(Crp 2 Ro) r<2 052 (1—1—73}52
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Ve oo Vel - Yao = Vale:
Vo =Vl e
Ve, F—— ROy - — —
|
| | |
VRE2,  VRE2,, VRE2y,  VRE2,,
() (®)
Yro =Vl 2 Vo = Vol ves
VRO |- —— VRO |- —
VR L — VDo L
| | | |
| | | |
VRE2 VRE2, YrE2,  VRE2,.
(©) (d)

Fig.2.  Four cases of integral region of (52). (a) vth < YRD,in /YRE2max ()

YRD i/ YRE2max < Vth < YRDpin /YRE21m (©) YRDmax/ YRE2max <
Yeh < YRDmax/ YRE2min (@ Veh = YRDmax/ VRE2min -

1
< glogz (1+ ’Yth)) (50)
Inindoor VLC, itis reasonable to assume that ygpp >> 1 and
vsg1 >> 1. Therefore, the upper bound on (50) is given by

Pr(Crp > R,) <1 —=Pr(vrp < envsg2)  (51)

Since ygrp and ygp; are independent of each other, the
solution of (51) depends on 7. Therefore, we define the four
different scenarios in Fig. 2 to calculate the integral regions of
Pr(vrp < Vinyse2)- Based on the considered scenarios, (51)
is derived as follows:

Pr(Crp > R,)

YRD,,;
1 < IZ7min
) Tth = YRE2max
1— P4 YRDyip < Yih < JRDpmiy
< ’ VYRE2max T JRBE2nyn (52)
~ 1 — P5 YRDmax Yin < YRDmax ’
’ YRE2max N YRE2,in
0 > JERDmax
’ Tth = TRE2pin
where
YRE2max YthZ
= f’mgz (Z) f’YRD (w)dwd’z (53)
’YRDII)II]
~ih Dmin
YRDmax

_ / / " s () Fanp (w)dudz

Zmin

/’YRE2max /’YRDmax
YRDuma
max YRD....

Yth ‘Pmin

Din

f’YRE2 (Z) f’YRD (w)dwdz (54)

With the help of [42, Eq. (2.111.1)], the integrals in (53) and
(54) are deduced as

1 1
—= 1 -—= 1
p, — (propreax)«t3 | “oig ((YRDWw) “*2 _~053
47 Tflu RDmin fyth ’YREQn,aX
1 2
T wF3 3 2
_ en +? YRDwin @t — T w3 (55)
2 Y RE2max
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1 1
1 1 -z
P — (urDpRE2X*) 9t ) ~T33 (-G53 YRDuax) “°
5= 72 Y'RDuin /RE2min — ~eh

—_ 2 B 2
_ ’me—i_g “w+3 [ YRDmax | @73
p) TRE2,in Vi

1
A oF3
(/‘RD/“‘RMX ) =t T
TRE2min ~ TRE2pmax

_|_

4
To

o 1
x <<73Dmﬂ*> - 73553,“> (56)
Vth i
Now, by substituting (49) into (34), we obtain
Pr(Csp > R,) = & — F5,, (2°%° —1) (57)

By substituting (52) and (57) into (33), then the lower bound
on SOP can be written as

L _
Psop (Ro) =
YRD,,;
1 ¢4 Be 92Ro _ 1) < *Pmin
€ Ten ( ) Tth S R B2man
YRD. .. YRD i
1-(¢- P~ (22F0 1)) (1- Py) il <y < e
R ( ) ’ YRE2max TRE2pin
1—(&—-FP~ (22Bo—1))1- P; Dmax ), < fDmax
Ten ( ) o 7RE2’\:,;;§ YRE2pyip
1 > RDmax
, Tth = S p e

min

(58)

Remark 9: From (58), it can be seen that SOPs with lower
0% 1o or larger 0%, are higher. This is because a lower value of
‘712% o Tesults in a higher channel gain hrgo, and a larger 0123 D
leads to a smaller channel gain hrp. This can also be observed
from (52) that the integral range of Pr(yrp < ynYysg2) is
enhanced for lower 0%, or larger 0%, .

Remark 10: The SOP in (58) is enlarged for larger values of

e, and if vy, > ﬁ%, the SOP reaches a maximum value of

land hence information can never be transmitted securely.

Remark 11: One can derive the SOP for the case of simul-
taneous eavesdropping attacks on RF and VLC links by using
the similar approach adopted to achieve (45) and (58). In this
case, the instantaneous capacity of the corresponding links can
be expressed as given in (36) and (48). Then, by substituting
(41) and (51) into (33), the lower bound on SOP can easily be
obtained.

V. NUMERICAL RESULTS AND DISCUSSIONS

This section presents the analytically evaluated results for
the proposed dual-hop mixed RF-VLC high-speed train (HST)
system with varying system parameters, such as Doppler shift
and RF and VLC fading parameters, and different system con-
figurations. Simulation results are provided for verifying the
correctness of the derived results. Firstly, we examine the effect
of Doppler shift and fading parameters on the proposed system’s
performance, followed by an analysis of its secrecy performance
in the presence of eavesdroppers. The system parameters utilized
in the analysis are drawn from various sources, including [15],
[23], [36], [38], and are listed in Table I.
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TABLE I
SYSTEM PARAMETERS FOR NUMERICAL RESULTS

Parameter Value
f. 5.9GHz
Ry 9.6Kbps
¢ 3x10° m/s
; 0.5

0'§R 1
A lem®
R 0.4A/W
T 1
¢ 1.5
n 0.8
B 20°
v 80"
2W
opt
afe " 10~ W/Hz
B 20MHz

Yin =-3dB

o fpTs=0.2
*  fpTs=0.08
Ts=0
Precise CSI i g?milation
-5 0 5 10 15 20 25 30

P, (aB)

Fig.3. OP of the mixed RF-VLC HST system vs. Transmitted power at BS.

A. Characteristics Performance of Mixed RF-VLC HST System

The outage probability of the considered system derived in
(19) as a function of transmitted power at the BS under varying
Doppler shift is plotted in Fig. 3. We consider four different
values of Doppler shift as {0.2,0.1,0.08, 0}, which correspond
to different train speeds {400, 200, 150, 0} in kmph. This means
that higher train speeds provide larger fpTs as they are related
to each other as given in (3). The result clearly shows that outage
is enhanced with increasing fpTs. This is because estimation
of the fading channel at the relay is accurate at relatively
smaller fpTs. On the other hand, larger fpTs leads to higher
channel estimation errors, and hence the performance degrades
significantly. The effect of fp7Ts can be mitigated on the cost
of increasing transmitted power at BS, as shown in the result.
However, the outage probability decreases to an error floor on
high transmitted power due to channel estimation errors and
dominance of the VLC link, which is derived in (23). Our results
are consistent with the results in [3], [16], [40], [41], as the



SINGH et al.: MIXED RF-VLC RELAYING SYSTEMS FOR HIGH-SPEED RAIL COMMUNICATION

10° ¢ : :
Imperfect CSI
——= Py — 00 /
ms = 2.7
mg = 2.3
Flk=32 | :
o P,=15dB
©) [ |y =-5dB |
s fpTs=02 O\
¢ fpTs=0.1
*  fpTs=0.08
o fpTs=0
Simulation Precise CSI
10! . . . . .
10 15 20 25 30 35 40
P,y+(dBm)
Fig. 4. OP of the mixed RF-VLC HST system vs. LED power.
10° ‘ ‘
o mg=2.7, my=2.3 —
o my=10.7, 7;{Ld:2.3 ms =2.7
¢ ma=20.7, my=2.3 | =23
o my=20.7, my=103 |k =32
o my=20.7, mg=20.3 | =-3dB
——Simulation
23
sl
o
ms=20.7
10 20 30
P,(dB)
Fig.5. OP of the mixed RF-VLC HST system under various fading conditions.

effects of the Doppler shift on system performance in our study
are similar to these studies.

Similar behavior of outage performance under varying
Doppler shifts is presented in Fig. 4, which demonstrates the
outage performance as a function of optical power. With in-
creasing P, the decrement in an outage probability is noticed.
Similar to Fig. 3, an error floor is noticed for high values of
optical power. Hence, further increments in optical power will
not result in an improvement in system performance.

Fig. 5 depicts the outage probability for various RF fading
conditions. One can see that severe fading conditions (i.e., low
mg and mgy) will result in a smaller OP, meaning better system
performance, since higher m 4 or m, lead to more diversity gains.
The reason for this is that scattered waves or LoS signals are per-
turbed and heavily shadowed at the low values of m s or mg4. This
condition may arise when the number of slow-moving vehicles
or pedestrians is increased in the vicinity of BS or when BS is
installed in a crowded area. It is noted that stronger scattered
waves provide larger SNR at the relay and are beneficial for the
enhancement of the system performance. The trend of this result
is also supported by [31] and [46].

Fig. 6 illustrates the dependence of average BER on the
distance between LED and receiving plane, considering different

7303812

10° ; ;
g [ (a.)=(LY)] o f,T5=0.09
o fpTs=0.08
Simulation
oS
mg = 1.2
mg = 0.7
k=1.8
107! :
-20 0

Fig.6. Average BER of the mixed RF-VLC HST system vs. transmitted power
at BS.
104
]
5 .
Ay
107!
k=32
R,=2 bits/s/Hz I
2 -0 0 10 20 30 40 50
P,(dB)
Fig. 7.  bound on SOP of the mixed RF-VLC HST system under RF eaves-

dropping attacks.

Doppler shifts. It can be observed that average BER is enlarged
for higher L. This is because the larger L represents a longer path
of optical signal propagation, resulting in a reduction in received
power at the UE. Moreover, when the UE is closer to the relay, the
BS-relay link conditions have a stronger impact on the average
BER at low transmitted power at BS. Hence, a crossover point
can be observed in the low transmitted power regime, while in
the high transmitted power regime, the closer the UE to the relay,
the less the average BER is achieved. Additionally, due to the
larger channel estimation errors at the higher speed of the train,
the system performance has become worse. Additionally, it is
worth noting that the presence of channel estimation errors can
cause the performance of the BER to converge to a discernible
error floor.

B. Secrecy Performance of Mixed RF-VLC HST System

Fig. 7 shows the secrecy performance under BS-relay link
eavesdropping for different values of average SNR of BS-E/
channel as a function of transmitted power at BS. As expected,
the security of the proposed system is enhanced significantly
with increasing Ps or decreasing ys g1, as testified in [30]. The
reason is that the SNR at the relay is improved with increasing
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* 0hp,=10"" W/Hz
o 0hp,=10"1 W/Hz

O 0hp,=10718 W/Hz

Simulation

10 20 30 40 50
P.dB)

Fig. 8. Lower bound on SOP of the mixed RF-VLC HST system under VLC
eavesdropping attacks.

P, while the SNR at the E/ is reduced with decreasing Ysg1
due to the higher noises in the BS-E/ link. Thus, from (36),
the difference between the channel capacities of the BS-relay
and BS-E7 links is increased, and hence SOP is reduced which
can be seen from (33). Another interesting observation that can
be noted from the result is that a smaller Doppler shift has an
insignificant impact on SOP in the low P, regime, while SOP is
enhanced with an increasing Doppler shift in the high P regime.
This is because the difference between channel capacities of the
BS-relay and BS-E1 links is very small, with lower P resulting
in a larger SOP.

Fig. 8 depicts the secrecy performance under relay-UE link
eavesdropping for different eavesdroppers’ noise and predeter-
mined secrecy rate as a function of transmitted power at BS.
We can see that the secrecy performance is improved with
the increase in 0%, which coincides with Remark 9. This
is because a larger 0%, will result in a smaller SNR at the
E2, and hence the difference between the channel capacities of
relay-UE and relay-E2 links is increased, which can be calcu-
lated from (48). This implies that the larger the noise present
in the relay-E2 link leads to lower SOP as SOP depends on
the difference between the channel capacities of the relay-UE
and relay-E?2 links. Moreover, the secrecy performance can be
improved by controlling the predetermined secrecy rate R,, as
one can easily find from (33) that a larger predetermined secrecy
rate increases the chances of eavesdropping. At larger R,, the
BS has no choice other than to increase its transmission power
to raise the channel capacity of the legitimate link, which may
compromise the security of the system. Additionally, the impact
of the Doppler shift remains similar to the previous case because
channel estimation errors at the relay are forwarded the same to
both UE and E2.

VI. CONCLUSION

In this work, RF and VLC technologies are combined together
to support communication between a BS and a UE present
on the HST, where it is assumed that the BS-relay links are
subject to DSR fading while the onboard passengers are served
with VLC links. The impact of the speed of HST is considered
in terms of imperfect CSI at the relay, where the correlation
between estimated channel gain and precise channel gain is
characterized with the help of Jake’s model. Particularly, a
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performance framework is presented to investigate the effects
of the Doppler shift on HST communication. First, the statisti-
cal characteristics, including PDF and CDF, for the proposed
system were derived. Subsequently, we proceeded to derive
the key performance metrics, including the outage and average
BER, along with the corresponding closed-form expressions for
the secrecy metric, i.e., SOP, accompanied by their respective
asymptotic expressions. This study highlights the advantages
of using the proposed mixed RF-VLC system for dealing with
future challenges in HST communication, including spectrum
scarcity and eavesdropping attacks.

APPENDIX A
The PDF of hgris given by [31]
thR (T)
- o Apsn (1 +ksr) 2r 11 [ (1+ksgr)r? Mo }
p=0 (mSSR - 1) 7/:2 L1 (mSSR - 1) ?2 p
(A.1)

Let X = psrhspr, Y =1 — P%RSSR and Z ZESR, one
can easily obtain the PDFs of X and Y as

fx (x)
i Apgp (I+ksr)2z 1+kSR 2z 1,1 (14+ksg)x? —Msgpr
=0 mSSR T Pip 1 (mSSRfl)ﬁpzsR p
(A.2)
1 ny
fy (y) = exp < ) (A.3)
2m (1 —pip) 2(1-pip)

Based on convolution theorem, the PDF of Z can be written
as

Fro®= [ fx @iy = 0)da

APSR (1 + kSR)

- Z 2 2 2 A(2)
p=0 (Mssp — 1) 7?p5p/2m (1= pgR)
(A.4)
where
00 1+ ksg)x? —-m
A(z) = / 220G { ( SSR
( ) 0 b (mSSR - 1) ?QP%R p
N e GO (A.5)
Xp | ——=— | dz .
2(1—pip)

Representing exp(—zx) into Meijer s G function from [36,
(8.4.3.1)] and using e” = fo 0 F(nJrl)’ we obtain the solution
of (A.5) with the help of [37, (07.34.21.0011.01)] as

79q/2+1 2
Az) = Z 292 C;pq 73T &P (—2(1ZQ))
—oL(g+1)(1—pp) PSr

(1+ksr)2(1—pdR)
(mSSR - 1) 7:\QF’%‘R

_mssRa _Q/Q
p
(A.6)

1,2
x Gy

)
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Substituting (A.6) into (A.4), we have
qugq/%l/?G v

It can be seen from (A.14) that the order of ¢, j in the denom-
inator is greater than the order of ¢, j in the numerator, which

Fron (2 Z Z ERSYe provides 0 on applying the i — oo, j — oo.
VAl (q+1) (1 - pgg)*
22
X exp (2(1,02)> (A.7) REFERENCES
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+1
pS R G T q
Val (g +1) 1) pa 2
Finally, using change of variable based on (4), we obtain the
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(07.34.21.0084.01)].

and using

(A.9)

APPENDIX B

According to d’Alembert’s ratio test, any infinite series

Zi,]

i a;b; is convergent if

lim | L1041 b1
J—00

<1 (A.10)

The sthand jth terms in the series expansion of CDF of DSR
distribution are

A2 'Gyy
VL (G +1)
1

itl 70}
2

o[

(A.11)

a; =

(A.12)

Therefore,

Aip1gp 2 Gitiign 41,1 {Q 1 0]
a7;+1bj+1 _ Vrl(j+2) 1,2 Y % y (A 13)

a;b; A, 1
(V) SR j+1 ’0:|
2

N ECh [

It is well-known that for any values of ¢, 7, the ratio of two
Meijer-G functions will always be a non-zero real number.
Therefore, (A.13) can be written as
Ai15220 (G +1)

= 0.0
A D(G+2) 2

1
Jjt2 0

2

@iy1bji1
aibj

=l
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