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Abstract—The risk of information leakage increases when the
relay technology is introduced to extend the communication
range and improve the quality of communication services of cell-
edge users in visible light communication (VLC) systems. To evalu-
ate these security risks, physical layer security (PLS) performance
for decode-and-forward (DF) relay-aided VLC system is investi-
gated in this paper. Specifically, the theoretical expressions of the
upper and lower bounds of the security outage probability (SOP)
for the DF relay-aided VLC system under the amplitude constraint
are obtained based on a stochastic geometry analysis method.
Monte Carlo simulation validates the correctness of the derived
theoretical expressions of the upper and lower bounds of the SOP.
Moreover, simulation results show that the security outage perfor-
mance of the DF relay-aided VLC system is deteriorated compared
with the non-relay VLC system. Furthermore, the influences of the
eavesdroppers’ distribution density, the radiation radius of LED
source, the radiation radius and deployment height of the relay
on the SOP have been investigated. Last but not least, the optimal
deployment height of the relay can be determined for achieving
the optimum security outage performance. These parameters can
effectively guide the design of the secure relay-aided VLC system.

Index Terms—Decode-and-forward, physical layer security,
relay, security outage probability, visible light communication.
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1. INTRODUCTION

ITH the explosive growth of various intelligent termi-
W nals, the exponentially increasing demands for mobile
data traffic have brought severe challenge to radio frequency
(RF) communication in terms of spectrum scarcity [1], [2].
Visible light communication (VLC) based on light-emitting
diode (LED) can provide high-capacity, high-bandwidth com-
munication services with its 400 THz license-free visible light
spectrum resources [3], [4]. Thus, VLC is considered as an effec-
tive supplement technology to RF communication to alleviate
the scarcity of spectrum resources. Moreover, due to the high
reuse of visible light in space and frequency and weak wall
penetration characteristic, VLC can be used to support high
density and large scale user connection scenarios with certain se-
curity [5]. Existing research results show that VLC will become
one of the strongest supporting technologies for future wireless
communication networks [6]. However, the attenuation nature
of the line-of-sight (LoS) link in the visible light transmission
channel seriously restricts the communication range of the VLC
cell [7].

Cooperative relay is proposed as an efficient technique in
improving system connectivity and extending communication
service coverage, especially for cell-edge users [8], [9]. More-
over, there are generally multiple LEDs with different configu-
rations and deployment locations in an indoor scenario to satisfy
various illumination requirements. Thus, it is very interesting to
introduce the relay technology into VLC scenarios to unlock
the nature advantage of multi-LEDs. And it can improve the
communication service quality of the cell-edge users and enlarge
communication service scope of the VLC system. Based on
these advantages, there are some works focusing on relay-aided
VLC systems. In [10], [11], [12], the authors are focused on
orthogonal multiple access (OMA)-based VLC systems with the
aid of relay nodes to improve the system connection reliability
performance. Specifically, the authors in [10] investigated a
relay-assisted VLC system based on direct current bias optical
orthogonal frequency division multiplexing (DCO-OFDM), and
derived the bit error rate (BER) performance. Also, it verified
that the BER performance of decode-and-forward (DF) relay-
ing system outperformed amplify-and-forward (AF) relaying
system. In [12], the authors adopted adaptive physical layer
network coding to boost the capacity of relay-assisted OFDM
VLC networks. However, the spectrum of relay-aided VLC
systems based on OMA technology is underutilized. Thus,
the relay-aided VLC system based on non-orthogonal multiple
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access (NOMA) has attracted a lot of attention [13], [14].
In [13], the authors proposed a hybrid VLC/RF cooperative
relay network with NOMA, and the far user can adaptively
choose either the hybrid VLC/RF relaying link or the direct
VLC source link to decode information. In [14], the authors
derived the theoretical expression of the outage probability for
DF relay-aided VLC system with NOMA, and obtained 15 dB
transmitting signal-to-noise ratio (SNR) gains in 10~ outage
probability level compared with the non-relay VLC system.

Relay-aided VLC systems can expand the scope of com-
munication services to improve the quality of communication
services for cell-edge users. However, visible light signal trans-
mission still faces the risk of being eavesdropped due to the
inhere broadcast nature of the visible light spectrum. Thus,
physical layer security (PLS) as a promising technology in RF
communication networks can be applied into VLC systems to
enhance the security of the information transmission [15], [16],
[17], [18]. First of all, the authors in [15] derived the upper and
lower bounds of the secrecy capacity for indoor VLC wiretap
channel under the amplitude constraint on transmission signals.
Then, taking into account the randomness of eavesdroppers,
the authors in [16] investigated a secure VLC system with
randomly distributed terminals, and obtained the closed-form
expressions of the security outage probability (SOP) and average
security capacity by employing a stochastic geometry analysis
method. To investigate the practical amplitude constraint instead
of an average power constraint in the VLC system, the authors
in [17] studied the security performance for the VLC system
with multiple eavesdroppers under the amplitude constraint on
the transmission signal, and derived the theoretical expressions
for the upper and lower bounds of the SOP and the average se-
crecy capacity by using a stochastic geometry analysis method.
Furthermore, the authors in [18] derived the upper and lower
bounds on the secrecy capacity of single input single output
VLC wiretap system based on multi-path reflections of the LoS
link and the non-LoS link.

These above-mentioned works can provide abundant theo-
retical basis and meaningful insight for the PLS performance
of VLC systems. However, compared with VLC systems, the
relay-aided VLC system further increases security risks due to
the introduction of relay nodes. To study the PLS performance
of relay-aided VLC systems, the authors in [19] investigated
the PLS performance for a hybrid VLC/RF system and de-
rived the exact expressions of the SOP and the average secu-
rity capacity in the presence of single legitimate receiver and
single eavesdropper. Then, considering randomly distributed
eavesdroppers, the authors in [20] studied the SOP of a hybrid
VLC/RF system by employing a stochastic geometry analysis
method. Moreover, taking into account the unknown channel
state information (CSI), the authors in [21] investigated the
PLS performance in a hybrid VLC/RF network based on both
the known and unknown CSI and then evaluated the average
secrecy capacity and secrecy outage probability performance.
In conclusion, these works can provide numerous theoretical
basis for studying the PLS performance of the hybrid VLC/RF
cooperative relay system. However, the relay forwarding is
achieved by the RF communication in these mentioned hybrid
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VLC/RF cooperative relay systems. Moreover, the relay, the
legitimate user and the eavesdropper are located in the same
plane. Thus, they can not be directly applied into the practical
and pure relay-aided VLC systems with the relay, the legitimate
user and multiple eavesdroppers being randomly distributed in
different spatial planes. What’s more, the transmission signals in
VLC systems need to satisfy the requirements of non-negativity
real values and the amplitude constraint [22]. Thus, the classic
Shannon capacity can not be applied into the channel capacity
calculation of the relay-aided VLC system.

Motivated by those facts, the PLS performance of the relay-
aided VLC system is investigated with the relay located in
a different spatial plane from multiple eavesdroppers and the
legitimate user, and the corresponding influence factors are
analyzed in this paper. At the same time, in order to focus
on investigating the PLS performance of the relay-aided VLC
system, DF relaying protocol is introduced directly due to the
performance of DF relaying system exceeding AF relaying
system [23]. Moreover, different from the works [19], [20], [21],
the main contributions of this paper are summarized as follows.

1) Considering the practical deployment characteristic of
multiple illumination LEDs in indoor scenarios and the de-
mands of the transmission signal secure communication,
the PLS performance of a pure relay-aided VLC system is
investigated in this paper. Generally, multiple illumination
LEDs are uniformly deployed in indoor different spatial
planes to provide illumination services for cell-edge users.
And the illumination LED closest to the legitimate cell-
edge user is chosen as the relay to assist communication.
At the same time, considering the random distribution
properties of user terminals, it is assumed that multiple
eavesdroppers follow random homogeneous poisson point
process (HPPP) distribution and the legitimate user fol-
lows uniform distribution. Based on the non-negative real
value characteristic and the practical amplitude constraint
on the transmission signal in VLC systems, the probability
density function (PDF) and the corresponding cumula-
tive distribution function (CDF) of the received SNRs
from eavesdroppers, the relay and the legitimate user
are obtained by adopting a stochastic geometry analysis
method.

2) Based on the upper and lower bounds of the security
capacity, the theoretical expressions of the upper and lower
bounds of the SOP are obtained for the considered DF
relay-aided VLC system. Moreover, Mente Carlo sim-
ulation results verify the correctness of the theoretical
expressions of the upper and lower bounds of the SOP.
Furthermore, it proves that the security outage perfor-
mance for the considered DF relay-aided VLC system is
deteriorated compared with the non-relay VLC system. In
addition, the corresponding impact factors of the SOP for
the DF relay-aided VLC system are investigated from the
eavesdroppers’ distribution density, the radiation radius of
LED source, the radiation radius and deployment height of
the relay. It can be seen that there is an optimal deployment
height of the relay to obtain the optimum security outage
performance of the considered system. These parameters
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Fig. 1.

DF relay-aided VLC system model.

can effectively guide the design of the secure relay-aided
VLC system.

The rest of this paper is organized as follows. The considered
system model and signal structure are introduced in Section II.
Section Il analyzes the SOP for the DF relay-aided VLC system.
Simulation results are presented and discussed in Section IV.
Finally, conclusions are drawn in Section V.

II. SYSTEM MODEL

In this section, the considered system model and signal struc-
ture are presented to facilitate analysis. Then, the PDF and
CDF of the received SNRs are obtained based on the stochastic
geometry analysis method.

A. System Model

The considered indoor downlink DF relay-aided VLC system,
which consists of a LED source (S), arelay (R), a legitimate user
(U) and K eavesdroppers (Ex, 1 < k < K), and each receiver
(R, U, Ey) is equipped with a photodiode (PD), as shown in Fig.
1. Specifically, the LED source is located at the center of the
ceiling with a height of Hg from the floor, and simultaneously
provides illumination and communication services within its
radiation radius rg. In order to investigate the security perfor-
mance of the legitimate user from the perspective of statistical
probability, considering the user’s mobile habits and similar to
the works of [16] and [17], a legitimate user which is close to
the relay is assumed to be distributed uniformly at a certain
radiation edge cell of the LED source and the radiation area
of the relay. Similar to [12], it is assumed that the legitimate
user can not receive the signal transmitted from LED source due

7302009

to the VLC channel attenuation or obstruction nature. In other
words, the direct transmission link between the LED source
and the legitimate cell-edge user is assumed to be absent. Con-
sidering multiple LED task lights with different configurations
and deployment locations in an indoor scenario, a LED task
light which is closest to the legitimate cell-edge user is chosen
as the relay to assist communication between the LED source
and the legitimate cell-edge user. The radiation radius and the
deployment height from the floor of the relay are denoted as rg
and Hpg, respectively. At the same time, according to previous
research results that the performance of DF relaying system
is superior to AF relaying system [23], DF relaying protocol
is adopted directly in the considered relay-aided VLC system.
Therefore, the signal transmission process is that the relay firstly
receives the transmitted signal from the LED source, and then
decodes and forwards signals to the legitimate user by employing
the DF relaying protocol.

In the practical VLC scenarios, the locations and numbers of
the eavesdroppers are usually unknown [24]. HPPP can describe
a random location distribution model with different numbers
of eavesdroppers [16], [17]. To analyze comprehensively the
legitimate user’s security performance under the condition of
different numbers and random locations of eavesdroppers, it is
assumed that the eavesdroppers follow a HPPP distribution in
the service area. Also, the eavesdroppers always try to eavesdrop
transmission signals on the SR and RU links. Note that the
SR link is between the LED source and the relay, and the RU
link is between the relay and the legitimate user. Therefore, the
eavesdroppers’ HPPP distribution can be modeled as

(¥ exp(—p)

P(N = k) = LR

ey

where N denotes the number of eavesdroppers, and k (k =
0,1,...,K) is a sample value of N. u = AwD? is the mean
of the HPPP, and the corresponding A and D denote the HPPP
distribution density and distribution radius of the eavesdroppers,
respectively. Specifically, the eavesdropper’s distribution radius
is D = rg in the LED source radiating cell and D = 7y in the
relay radiating cell, respectively. The PDF of the horizontal
distance between the eavesdroppers and the LED source or the
relay can be given as f, = A/u = 1/(rD?).

In VLC systems, there co-exist LoS and non-LoS links be-
tween the transmitter and the receiver. Since the VLC channel is
dominated by the LoS link [25], the LoS link is considered and
the non-LoS link is neglected in this paper. Thus, the channel
gain h; ; from the transmitter ¢ to the receiver j can be given
as [26]

b (mi,ij+1)App,i
A 27rdf’j

cos™13 0; 1) g(pi )T (pi j)cospi j,
(2)
wherei € {S,R},j € {R, U,E;}. App; ; and d; ; represent the

detection area of the j-th receiver PD and the Euclidean distance
between the transmitter ¢ and the receiver j, respectively. ¢; ;
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and 6, ; denote the incident angle and radiation angle, respec-
tively. my ; ; is the Lambertian emission order and can be cal-
culated by my ; j= — In2/In(cos 0y /5 ; ;), and the correspond-
ing 0y 5 ; ; is LED semi-angle. g(y; ;) = n? ;/sin*(¥; ;), (0<
©; ; <, ;) is the optical concentrator gain, and it depends on
the refractive index n; ; of the optical concentrator and the field
of view U, ; of the receiver PD. T'(¢; ;) represents the optical
filter gain. Note that h; ; = 0 when ¢; ; > W, ;.

In order to effectively employ the statistical information of
all receivers’ locations, similar to the works in [16] and [17],
the relationship between the received power P; ; of the relay or
user terminals and the distance d; ; from the transmitter to the
receiver can be given as

2
P, j = CviciiPIGE,

rz]/dzp (3)

where Cyic,i,; = 7.8 X 103(cm? - mW)? is the power constant
at the receiver, which is related to the optical-to-electrical
conversion efficiency and optical power constant. GfZ §=
cos™7 (0 ;) and G} j = cos™rii (¢ ;) are the radiation
gain of the transmitter LED and the incidence gain of the receiver
PD, respectively. And m,.; ; = —In2/In(cos ¥; ;). P; denotes
the transmitting power of the transmitter.

In this paper, all receivers are assumed to try to acquire
the best performance for their perspective. Thus, the incidence
line is always perpendicular to the PD axis at each receiver,

ie., GT i,j = 1. Moreover, based on the geometric relationship

in Fig. 1, d; j=y/H?;+r7; and cos(0; j)=H; ;/\/H? ;+77 ;

can be obtained, where H; ; and r; ; denote the perpendicular
distance and horizontal distance between the transmitter ¢ and
the receiver j, respectively. Moreover, the VLC channel gain is
essentially effected by distance. Thus, the relationship between
the received power P; ; of the relay or user terminals and the
distance can be rewritten as

P = CVLC,i,j‘PiQHf;n“ ? (H2 + 77

2%

)727?77,1,17‘,,]' . (4)

B. Signal Structure

In the DF relay-aided VLC system, the signal transmission
process includes two slots, i.e., LED source transmits signals to
the relay and the relay forwards signals to the legitimate user.
In the first slot, LED source transmits signals to the relay. The
signal transmitted from the LED source can be given as

zst = \/ Psxs + Ipc, (5)

where Ps is the electrical alternating current power of LED
source. xg represents the transmitted signal from LED source.
Moreover, g is assumed to follow unit variance and satisfy
an amplitude constraint, i.e., |zs| < .A. Note that A (A > 0) is
a constant [27]. Ipc € [, Iy] is DC bias offset and is added
to the source LED to satisfy the non-negative requirement of
transmission signals in the considered DF relay-aided VLC
system, and the corresponding /. and Iy are the minimum and
maximum input DC bias offset in the source LED linear region,
respectively. To avoid harmonic distortion by the nonlinearity of
the LED, the signal input to the LED must be restrained within
the linear region of the LED [28]. Thus, the signal amplitude .4
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satisfies
A < min (Ipc — I, Iy — Ipc) - (6)

Thus, the received electrical signals by the relay and the
k-th eavesdropper after removing the DC component can be
respectively given as

ysr = Nhsrv/ Pss + nsr, (7a)
yse, = Nhsg, v Psxs + nsg, (7b)

where 7 denotes the optical-to-electrical conversion efficiency.
nsr ~ CN (0, Nsr) and ngg, ~ CN (0, Ngg, ) denote the addi-
tive white Gaussian noise in the SR link and the SE; link, re-
spectively. Nsg and N, are the corresponding noise variance,
respectively.

Then, according to (4), the received SNRs at the relay and the
k-th eavesdropper in the first slot are respectively given as

2—my
sk = Csr (HSR + TSR)( = ) (8a)
—2—my
Yob, = Cse, (Hs, +73,) "), (30)
where CSR = CVLC SRPS mt SR /./\/'SR, and CSEk =

Cvicse, PEH. ;Emkt 0 NsEy -

In the second slot, the relay decodes and forwards signals to
the legitimate user by employing DF relaying protocol. Mean-
time, eavesdroppers try to wiretap the transmission signals in
the RU link. Taking into account the instantaneity of the delay
in the decoding and forwarding process, similar to the works
in [14] and [29], the instantaneous delay in the relay-aided VLC
system can be ignored. Thus, the received electrical signals by
the legitimate user and the k-th eavesdropper after removing the
DC component in the second slot can be given as

yru = Nhruv PrTR + NrU, (9a)
YrE, = NhrE, V PRTR + NRE, (9b)

where PR and xr denote the transmitting power of the relay
and the forwarded signal by the relay, respectively. ngry ~
CN(0,Nru) and ngg, ~ CN(0,Nrg,) denote the additive
white Gaussian noise in the RU link and the REj link, re-
spectively. Nry and Ngg, are the corresponding noise variance,
respectively.

Similarly, according to (4), the received SNRs at the legitimate
user and the k-th eavesdropper in the second slot are respectively
given as

2—my,
YRU = CRU (HRU + TRU)( rv) , (10a)

rer = Crey (Hig, +126,) 27" (10b)

2mt RU
where  Cry = CyrLcruPiH, /Nru

2my RE
Cvie e, PR Hyg, ™ [ NRE, -
Therefore, the received SNRs of the receiver j from the
transmitter ¢ at the first or the second slot is summarized as

and CRE B

Yig = Cig (H2; 4 72,) 727000 (1)
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where C; ; = Cyic,i ;P*H 2mt " /N j, and N; ; denotes the
corresponding noise Varlance

Due to the amplitude constraint on transmission signals in the
practical VLC systems, according to the work in [15], the upper
and lower bounds of the security capacity in VLC channel can
be respectively given as

(12a)

0} . (12b)

where i € {S, R}, j/ € {R, U}. The superscript u and 1 denote
respectively the upper and lower bounds to facilitate analysis.
ViR = maxi<x<r{ViE, | denotes the highest received SNR
among all eavesdroppers. Note that in the first slot, the received
SNR by the relay and the highest received SNR among all
eavesdroppers are ysg and ygg~, respectively. In the second slot,
the received SNR by the legitimate user and the highest received
SNR among all eavesdroppers are yry and gg~, respectively.
By employing f,. = 1/(wD?), the CDF of the horizontal

distance r; ; between the transmitter 7 and the receiver j can

be derived as
27 x
9=/
0 0

Then, the PDF of the horizontal distance 7; ; can be obtained
as f(z) = 22/D?, (0 < z < D), which is suitable for the relay,
the legitimate user and eavesdroppers. Further, by utilizing the
stochastic geometry analysis method, the PDF and the corre-
sponding CDF of the received SNR +; ; can be respectively
achieved as

1 Yig 1
Cle (52718 = max {2 8 10

1 6,50 + 3me
1
Clec (g 718) = max {2 o8 e+ e

rdrdf = 2k (13)

wD?2

Jri, (@) = ai,ij”', (14a)
F»”’j (CC) = a,;vjfﬂci‘j /Ci,j + @i,j, (14b)
where i = —ci;/(r};C3'),  bij=cij =1 iy =

—1/(myi;+2) and ©;; = H};/r};+1. The variable
T e [%,j mins V4,5, max)» and the corresponding Yi,j,min =
Cij(H? ; + 77 )(*Q*mfw) and y; j max = C; JH( Am2meig),
Because the variables v; g, (1 <k < K) are rnutually inde-
pendent and 7/'§* = maxi<x<x {7i g, }> by using the statistical

probability theory, the CDF of +;"¢* can be obtained as

Fym () = [Tiy P, (2)- (15)
Thus, the PDF of ~;'¢* can be given as
a, k
Fors ) azEKZQ< ) cuktess-1HC1ok
Z
K-1
= a; K Z apa’*, (16)
k=0
where Q = (Kk_ 1) is a statistical combination. To sim-

plify the above expression, oy and [y are used to replace
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k
Q (a“") @f}jl’k and ¢; gk + ¢; 5 — 1, respectively. Namely,

Ci,E

CiE

k
ar = Q (M) @l{{glik and (5, = Ci’Ek' + Cig — 1.

III. SECURITY OUTAGE PROBABILITY ANALYSIS

In this section, the upper and lower bounds of the SOP in
the SR and RU links are derived, and then the upper and lower
bounds of the SOP in the whole link from the LED source to the
legitimate user in the DF relay-aided VLC system are obtained.
Moreover, the upper and lower bounds of the SOP in the non-
relay VLC system are also obtained for comparison.

Firstly, according to the upper and lower bounds of the secure
capacity in (12), the upper and lower bounds of the SOP in the
SR link can be respectively expressed as

PSsgPu = (Osec < Clh) =P (’YSR < quygllsx + Cu)

Ymax Tmax
- [T @t sty ana
Pssginl— (Coe < Cn) =P (ysr < o1vsg™ + Q)
Ymax T max
- [T @t s, a)

where o, = €22 /6, (, = 30, — me/2, o1 = 22" and (| =
o1 — 1, and the corresponding Cy, denotes the security capacity
threshold. Note that the superscript or subscript u and 1 denote
respectively the upper bound and the lower bound. And u and 1
are omitted in the following discussion due to the similarity for
the upper and lower bounds.

It can be seen that it is difficult to calculate the integrals
of (17). To calculate (17), the integral upper and lower limits
ZTmax> Tmin> Ymax> and yYmin need to be determined. Firstly, = €
[YsR,mins YSR,max) and ¥ € [YSE min; YsE,max] can be obtained from
(14). Then, ysr max and ysg min Need to be respectively compared
with oy + ¢ and ~sgjimit = (YsEmax — ¢)/0 to determine the
integral intervals. Therefore, the integral intervals are discussed
as the following four cases.

Case 1, when oy + ¢ > YsrRmax and YSE limit > YSEmin» there
are = € [YsR min, YsRmax] and Y € [YSElimit; YsEmax]. According
to the PDFs of the received SNRs, the upper and lower bounds
of the SOP for case 1 in the SR link can be derived as

SR “YSE.max 7YSR,max
Psopr = / Frse(
Vs

'SE.limit “YSR.min

max ( )d,’]’,‘dy

“YSE,max 5 “YSR,max
= aSRaSEKE ak/ Yy k/
s

k=0 7YSE,limit 'SR,min
K-1
— bsp+1
- ASRE :ak (75R max
k=0

where Agr = (asrasgK)/(bsg + 1). ay, and j3j, are the corre-
sponding parameters for the SE link between the LED source
and the eavesdropper with the highest received SNR among all
eavesdroppers.

Case 2, when oy + ¢ > YsrRmax and YsE limit < YSEmin» there
are = € [Ysrmin» YsRmax] and ¥ € [VSEmin; YsEmax]- Thus, the

2R dady

Br+1 Br+1
bSR+1)rYSI§max VS€llm1t’ (18)

~YSR,min B +1
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upper and lower bounds of the SOP for case 2 in the SR link can
be derived as

“YSE,max
SOP2 /
N

SE,min

7YSR,max

Frsw () fryge (y)didy

7YSR,min

“YSE,max “YSR,max
= aSRaSEKg Oék/ / x
s

“YSE,min 'SR, min

bsr dxdy

~+1 Br+1
bSR+1) ’YSE max —JSE,min

SR,min 5 41 (19)

= ASRZ% (73155 o

Case 3, when oy + ¢ < Ysrmax and Ysg jimit < YSE,min» there
i8S & € [Ysrmin, oY + C]. However, Ymin and ymax are empty set.
Thus, the upper and lower bounds of the SOP in the SR link for
case 3 are zero.

Case 4, when 0y + ¢ < YsR.max and YSglimit > YSE,min» there
are = € [Ysrmin, 0¥ + ¢} and Y € [YSEmins YsEJimic] In case 4,
the integrals of (17) are so complicated that the hypergeometric
function H(+) [30] needs to be introduced to calculate. Therefore,
the upper and lower bounds of the SOP in the SR link for case
4 can be derived as

YsElimit  [OY+C
Psoy SOP4 = / / Jrse (@ ““‘( )dxzdy
“YSE.min 7YSR.min
1 YSE limit
= — $HASRZO% / y rdy
k=0 YSE,min
K-1 YSE limit ¢ bsr+1
+ " Agg Zak/ y™ (ZH‘) dy
k=0 YSE,min g
Vebmic  Vobomis
__ bsetl Elimit E,min
= 7 SRS Za’“ ( 1 5k+1>
K-1
+ o Age Z ay
k=0
1 imit
y 5bsR+1,Y§€'l‘:mn ([_bSR_laBk+1] Bk"’z ’YSFI )
Br+1
N 5bSR+175k$11n ([7bSR713ﬁk+1] 36k+277%)
Br+1 ’

(20)

where § = (/0. Thus, taking into account the above four case,
the upper and lower bounds of the SOP in the SR link can be
respectively summarized as

Pssgpu— sopt (Tus Ca) +Psops (0, Cu) +Psops (0w, Gu) »
(21a)

Psop =Psbpy (01,G) + Psgpa (01,G1) + Pstps (01,G1) -

Similarly, the upper and lower bounds of the SOP in the RU
link can be respectively summarized as

21b)

P&l‘.{OUPu*PSOPl(JUa <u) =+ SOPZ(ULH Cu) +PSRCI)jP4(UUa CU) , (22a)
Py = Pih1(01,G) + Popa(01,G) + Piy(01,G) . (22b)
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TABLE I
SIMULATION PARAMETERS

Parameter name Value
Height from LED source to the floor, Hg 3m
Radiation radius of LED source, rg 6m
Transmitting power of LED source, Ps 6W
Height from the relay to the floor, Hgr 2m
Radiation radius of the relay, rr 3m
Transmitting power of the relay, Pr 2W
LED semi-angle, 015 ; ; 70°
Field of view of the receiver PD, W; ; 90°
Noise variance, N ; —98.82dBm
Refractive index, n; ; 1.0
Security capacity threshold, Cly, 1bit/s/Hz

The whole link is connected in the relay-aided VLC system
only under the condition that both SR and RU links are con-
nected. Otherwise, the relay-aided VLC system occurs outage.
Thus, the upper and lower bounds of the SOP in the DF relay-
aided VLC system can be respectively given as

- PS8 (1= P,
= (1= Psgp) (1= Psop) -

From the above derivation procedure on the SOP of the
relay-aided VLC system, it can be seen that the most complicated
calculation on the SOP is for case 4. We introduce the hyper-
geometric function to tackle the high calculation complication
of the integral items in case 4. Moreover, the upper and lower
bounds of the SOP are mainly effected by the upper and lower
bounds of the security capacity.

For comparison, similar to the upper and lower bounds of
the SOP in the DF relay-aided VLC system, the upper and

lower bounds of the SOP in the non-relay VLC system can be
respectively derived as

;OP = PSS([)JPI(UM CU) +PSS([)JP2(UU7 Cu) +PSSC[)JP4(Uua Cu) )
Psop = Pop1 (01, Q) + PSpa(01,G1) + Pigpa(01,G1) -

where the superscript SU denotes the direct transmission link
between the LED source and the legitimate user in the non-relay
VLC system.

Pog=1— (1 (23a)

PR, = (23b)

(24a)
(24b)

IV. SIMULATION RESULTS AND DISCUSSION

In this section, numerical simulation results are presented to
validate the correctness of the derived theoretical expressions of
the upper and lower bounds of the SOP in the DF relay-aided
VLC system based on Monte Carlo simulation. Moreover, the
impact factors on the SOP in the DF relay-aided VLC system are
analyzed from the eavesdroppers’ distribution density, the radi-
ation radius of LED source, the radiation radius and deployment
height of the relay.

In the simulation, the corresponding parameters are set as
follows. It is assumed that there are a LED source, a LED-PD
relay, a legitimate user and multiple randomly distributed eaves-
droppers in the considered DF relay-aided VLC system. Similar
to the works in [17] and [20], if not specified, the simulation
parameters are summarized in Table I.
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Fig.2. The SOP of the DF relay-aided VLC system versus the eavesdroppers’
distribution density for various security capacity thresholds.

Fig. 2 presents the SOP of the DF relay-aided VLC system
versus the eavesdroppers’ distribution density for various secu-
rity capacity thresholds. It can be observed that the theoretical
analysis results are consistent with the simulation results of the
upper and lower bounds of the SOP for various security capacity
thresholds. It verifies the accuracy of the derived theoretical
analysis results by employing the hypergeometric function.
Moreover, it can be seen that the gap between the upper bound
and the lower bound is tight. Furthermore, it can be observed
that the upper and lower bounds of the SOP increase with the
eavesdroppers’ distribution density and the security capacity
threshold, i.e., the PLS performance of the DF relay-aided VLC
system decreases with the eavesdroppers’ distribution density
and the security capacity threshold increase. This reason is that
the probability of being eavesdropped for the SR and RU links
increases with the eavesdroppers’ distribution density and the
security capacity threshold.

Fig. 3(a) shows the SOP versus the eavesdroppers’ distribu-
tion density for the DF relay-aided VLC system and the non-
relay VLC system. It can be observed that the PLS performance
in the DF relay-aided VLC system is deteriorated compared with
the non-relay VLC system. This indicates that the relay-aided
VLC system is faced with greater PLS risk when the relay node is
introduced to extend the scope of communication services and
improve the system outage performance. There are two main
reasons. On one hand, the node number of being eavesdropped
increases in the DF relay-aided VLC system compared with
the non-relay system. On the other hand, the channel quality
between the relay and eavesdroppers is also improved when
the channel quality between the relay and the legitimate user
is enhanced. Thus, some measures need to be taken to enhance
the PLS performance for the DF relay-aided VLC system. For
example, encryption algorithm or coding technology can be
introduced to encrypt signals. Besides, the relay can be also
chosen as the active interference source to interfere with the
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Fig. 3.  The SOP and the outage probability for the DF relay-aided VLC
system and the non-relay VLC system: (a) the SOP versus the eavesdroppers’
distribution density, (b) the outage probability versus SNR of the transmitted
signal.

eavesdroppers. By employing the above schemes, it is more diffi-
cult for transmission signals to be deciphered by eavesdroppers.
Although the relay node increases the secure risk, the relay can
effectively improve the quality of communication services for
cell-edge users. Specifically, it can be seen from Fig. 3(b) that the
outage performance of the relay-aided VLC system is obviously
superior to the non-relay VLC system.

Fig. 4 shows the SOP of the DF relay-aided VLC system ver-
sus the eavesdroppers’ distribution density for various radiation
radiuses of the LED source. It can be seen that the SOP of the DF
relay-aided VLC system increases with the radiation radius of
the LED source. In other words, the PLS performance decreases
with the radiation radius of the LED source increase in the DF
relay-aided VLC system. This is because the eavesdroppers’
number increases with the radiation radius of the LED source,
and the corresponding probability of the SR and RU links being
eavesdropped increases in the DF relay-aided VLC system. In
addition, the communication range of the LED source increases
with the radiation radius of the LED source. Thus, the radiation
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Fig.4. The SOP of the DF relay-aided VLC system versus the eavesdroppers’

distribution density for various radiation radiuses of the LED source.
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Fig.5. The SOP of the DF relay-aided VLC system versus the eavesdroppers’

distribution density for various radiation radiuses of the relay.

radius of the LED source should be reasonably set up for achiev-
ing a balance between the PLS performance and the radiation
range of the LED source.

Fig. 5 presents the SOP of the DF relay-aided VLC system ver-
sus the eavesdroppers’ distribution density for various radiation
radiuses of the relay. It can be observed that the SOP of the DF
relay-aided VLC system increases with the radiation radius of
the relay. Because the eavesdroppers’ number distributed within
the relay radiating area increases with the radiation radius of the
relay, and the corresponding PLS risk of the DF relay-aided VLC
system increases. At the same time, the distribution range of the
legitimate user increases with the radiation radius of the relay.
Thus, the radiation radius of the relay should be reasonably set
up to improve the PLS performance and simultaneously provide
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Fig. 6. The SOP of the DF relay-aided VLC system versus the deployment

height of the relay for various eavesdroppers’ distribution densities.

as wide distribution range as possible for the legitimate user in
the DF relay-aided VLC system.

Fig. 6 presents the SOP of the DF relay-aided VLC system
versus the deployment height of the relay for various eaves-
droppers’ distribution densities. It can be observed that the
SOP of the DF relay-aided VLC system first slowly decreases
and then slowly increases with the deployment height of the
relay increase. This reason is mainly as follows. Firstly, the
distance between the relay and the eavesdropper increases with
the deployment height of the relay, resulting in the probability
of being eavesdropped for the SR and RU links decreasing, i.e.,
the SOP decreases. Secondly, when the deployment height of
the relay increases, the channel gain hgg and hry increases and
decreases, respectively. The corresponding SOPs in the SR link
and the RU link decreases and increases, respectively. Moreover,
the transmission efficiency of the relay diminishes with the
deployment height of the relay increase. As a result, the SOP
of the RU link increases. To sum up the above cases, the total
decreasing of the SOP can compensate for the total increasing.
Then, when the deployment height of the relay continues to
increase, the received visible light of the relay from the LED
source becomes more divergent, and the corresponding SOP in
the SR link increases. As a result, the total decreasing of the SOP
can not compensate for the total increasing. Therefore, there is an
optimal relay deployment height to obtain the optimum security
outage performance of the DF relay-aided VLC system.

V. CONCLUSION

In this paper, the PLS performance of the DF relay-aided VLC
system is investigated since the relay-aided VLC system is faced
with greater PLS risks. Particularly, the practical deployment
characteristic of the relay, the random distribution properties
of eavesdroppers and the legitimate user, and the amplitude
constraint on transmission signals are taken into account in the
DF relay-aided VLC system. The theoretical expressions of the
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upper and lower bounds of the SOP in the DF relay-aided VLC
system are derived based on the stochastic geometry analysis
method. Simulation results verify the correctness of the the-
oretical expressions of the SOP for the DF relay-aided VLC
system. Moreover, it proves the security outage performance of
the DF relay-aided VLC system is deteriorated compared with
the non-relay VLC system. In addition, it shows the relations
between the SOP of the DF relay-aided VLC system and the
impact factors from the eavesdroppers’ distribution density,
the radiation radius of the LED source, the radiation radius
and deployment height of the relay. Furthermore, the optimal
deployment height of the relay can be determined to obtain
the optimum security outage performance of the DF relay-aided
VLC system. These parameters can effectively guide the design
of the secure relay-aided VLC system.
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