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Abstract—The compensation process for the state of polariza-
tion (SOP) from quantum signal plays an important role in the
practical implementation of continuous-variable quantum key dis-
tribution (CV-QKD). In contrast to the previous scheme using
an expensive digital dynamic polarization controller, we choose a
cheaper manual polarization controller interfaced with a digital
algorithm based on Kalman filter to achieve compensation of the
polarization loss under the condition that the SOP of the fiber is
relatively stable. This paper also enumerates the details of other
digital signal processing method to achieve final secret key rate.
And a pilot-sequential Gaussian modulated coherent state (GMCS)
continuous-variable quantum key distribution system with a local
local oscillator (LLO) is experimentally implemented based on the
analysis of excess noise. Finally, the experimental results show that
the method of polarization loss compensation takes advantages in
maintaining the stability of the final secret key rate. And a secret
key rate of 110 kbps is achieved within 20 km optical fiber (with
4 dB loss) under the finite-size block of 1 × 106 during a more
extended time in the laboratory.

Index Terms—State of polarization, continuous-variable
quantum key distribution, pilot-sequential, Kalman filter, digital
signal processing.

I. INTRODUCTION

CONTINUOUS-VARIABLE quantum key distribution
(CV-QKD) allows two authenticated participants, referred
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to as Alice and Bob, to establish secure symmetric keys through
an untrusted channel using quadratures components of quantum
states [1], [2]. Up to now, the security of CV-QKD protocols has
been well proved, mainly including the security against collec-
tive attacks [3], [4], [5] and coherent attacks [6], [7]. Moreover,
the security for some protocols, such as Gaussian modulated
coherent state (GMCS) heterodyne protocol, have been com-
pletely proved under the universal framework of composable
security [8], [9], [10]. GMCS protocol is also the most widely
used protocol because the preparation and reception of quantum
states can be realized entirely by commercial optical devices
such as lasers, optical modulators, and balanced homodyne
detectors [11], [12]. In addition, there are also important theories
and implementations in the application of networking [13], [14].
In the GMCS CV-QKD scheme, there are two types of systems
named by transmitting local oscillator (TLO) and local local
oscillator (LLO) for whether Alice sends the local oscillator
(LO) signal to Bob. The advantage of the TLO is that the local
oscillator and the modulation signal come from the same laser,
and Bob can directly acquire the baseband modulation signal
without complex digital signal processing from the coherent
detection. Thus the secret key rate can be obtained in real time in
the practical implementation of CV-QKD [15], [16], [17], [18].

However, the TLO system also suffers from many problems:
photon leakage from the LO, shot noise can not reach its limit
resulting from channel attenuation, and could not prevent attacks
on the LO from Eve. By contrast, the LLO system can effectively
solve the above problems. Recently, there have been many
experimental implementations of LLO systems, both inside and
outside the laboratory [14], [19], [20]. However, it is more
difficult to recover the quantum signal compared with TLO
systems, and introducing additional pilot signal is a great method
in this way. The multiplexing of the pilot signal in the LLO
system is a key issue affecting the system performance, and has
been analyzed respectively [21]. According to the multiplexing
method, the LLO system contains pilot-sequential LLO sys-
tem [22] and pilot-multiplexed LLO system referred to as time
division multiplexing (TDM) and frequency division multiplex-
ing (FDM) [23], [24]. The pilot-sequential LLO system has the
advantage of zero photon leakage from pilot signals compared
with the pilot-multiplexed LLO system under the analysis of
excess noise [21].
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Herein, we propose a pilot-sequential LLO experimental sys-
tem based on GMCS heterodyne protocol. In order to simplify
the system, we adopt some improvements to the optical layout.
At the Alice’s side, an additional amplitude modulator is applied
in the state preparation to maximize the the signal to ratio (SNR)
of the pilot signal [18]. At the Bob’s side, heterodyne detection
can be accomplished using only one balanced homodyne detec-
tor (BHD). And the quadrature components X and P can be
obtained by Bob at the same time from digital method instead of
the traditional90◦ optical hybrid [25], [26], which can effectively
eliminate the influence of measurement angular error from the
imperfection of devices [27]. Furthermore, we use a manual
polarization controller (MPC) to replace the expensive digital
dynamic polarization controller (DPC). It is worth noting that
the experiment is conducted on the premise that the SOP of fiber
is stable respectively and can be controlled by the MPC within a
certain range. This is because both buried and laboratory fibers
have their own rotation coefficients of SOP which are fixed,
and the SOP does not change drastically with relatively small
external perturbations.

In order to eliminate the remaining polarization loss caused
by MPC’s instability this paper utilizes a digital algorithm based
on the Kalman filter (KF). It is worth mentioning that the
compensation algorithm is to compensate the loss from SOP
rather than replacing the MPC. The KF algorithm conducts
closed-loop management on errors by using observation data
and estimated data and limits the mistakes to a specific range,
which can efficiently reduce some noise caused by observation
deviation or calculation deviation. Therefore, the KF algorithm
has been widely used in classical communication systems [28],
and even in CV-QKD systems in recent years [29], [30], [31].
Additionally, compared to the work of tracking SOP with KF
at different rotation factors from fibre [29], our work aims to
emphasize the importance of polarization loss compensation
(PLC) even under conditions that the SOP changes slowly. The
pilot-sequential system is a single polarization system, and the
polarization loss of the pilot signal is equivalent to the quantum
signal within a pulse cycle based on the above assumption.
SOP’s jitter directly causes the quantum signal’s attenuation at
single polarization, which is equivalent to channel attenuation
in a single polarization system, so it can be considered a linear
process. Digital signal processing (DSP) method plays a vital im-
portance on current LLO systems, in addition to traditional data
post-processing [32], [33], [34], DSP algorithms for recovering
quantum signals have received extensive attention [31], [35],
[36] and new analysis methodology is proposed recently [37].
Thus, in addition to KF, we also list other digital data processing
method to achieve final secret key rate. By using the above
method, we can get a stable secret key rate of 110 kbps with high
robustness under the finite-size block ofN = 1× 106 with a low
level of excess noise of about 0.02 at the transmission distance
of 20 km over a long period of time of 8 hours.

The paper is organized as follows. In Section II, we provide a
concrete pilot-sequential LLO experimental system based on
GMCS heterodyne protocol. In Section III, we will discuss
details of four DSP steps concretely by sequence, including

frequency estimation, orthogonal components acquiring, polar-
ization loss compensation, and phase compensation. Then in
Section IV, system performance and discussion in practical im-
plementation are provided. The paper is concluded In Section V.

II. EXPERIMENTAL SETUP

We perform an implementation of pilot-sequential LLO
GMCS CV-QKD based on heterodyne protocol. The experimen-
tal setup is depicted in Fig. 1. At Alice’s side, the continuous-
wave coherent light is generated by a frequency-stabilized laser
at 1550.12 nm with a lower phase noise of −130 dB@100Hz
than −110 dB@100Hz used in [18]. Then, an acoustic-optic
modulator (AOM) is used to generate optical pulses at a repe-
tition rate of 5 MHz with a high extinction rate of 60 dB. The
optical pulses are then modulated by an amplitude modulator
with Rayleigh distribution and a phase modulator with uniform
distribution to get a Gaussian modulation. Note that the quantum
signals need to be pulsed signals instead of continuous signals
for more precisely extracting the heterodyne-detected products
with better signal-to-noise ratio (SNR) in practical experiment.
And the duration of the quantum signal is determined to be
80 ns in the case of the generated square wave signal with
repetition frequency of 5 MHz. The second amplitude modulator
is used to improve the SNR of the pilot signal to enhance the
accuracy of phase compensation [18], which is analyzed in
Appendix. B. In addition, it also provides a way to attenuate
the quantum signal with an optimal modulation variance VA

around 4 in this paper. so an amplitude modulator with practical
extinction rate of 40 dB is required as well as a variable optical
attenuator (VOA). And this is the best way to acquire the optimal
modulation variance. Note that if the modulator extinction ratio
is too large such as 60 dB, the quantum signal will be too
small (modulation variance less than 0.1) to be detected at the
receiver. In particular, we use a bias controller to control the
amplitude modulator’s bias dynamically, ensuring the long-term
stability of the modulation variance and void imperfect state
preparation [38]. The pulse modulation electrical signals and
the Gaussian modulation electrical signals are all generated by
FPGA and the self-developed digital-to-analog converter (DAC)
with a resolution ratio of eight bits. Our experiment uses a 20 km
fiber spool with an attenuation coefficient of 0.2 dB/km as a
quantum channel. At Bob’s side, the MPC is used to maintain
the optimal polarization state of the signal to improve the signal
quality as high as possible. Meanwhile, the LO is produced by
another frequency-stabilized laser at 1550.12 nm. The optical
power of the LO is required high, 10.3 dBm in our experiment,
to meet the shot-noise-limited detection of the quantum signals.
The beam splitter (BS) with a fast axis cut-off ensures stable
interference between the signal and the LO at a single polariza-
tion direction. Two VOAs with the same length are employed
to adjust the output of the BS, followed by a self-developed
BHD with a bandwidth of 350 MHz. Note that the frequency
offset between the laser at the transmitter and the laser at the
receiver should be controlled by Bob within a reasonable range,
which is about 200 MHz in our experiment. On the one hand, it
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Fig. 1. Optical layout and DSP routine of the GMCS protocol with heterodyne detection. AOM: acoustic-optic modulator; AM: amplitude modulator; PM: phase
modulator; VOA: variable optical attenuator; MPC: manual polarization controller; BS: beam splitter; BHD: balanced homodyne detector; DSP: digital signal
processing.

eliminates the low-frequency noise; on the other hand, the signal
can be completely detected. At last, the detected analog signals
are sampled by an oscilloscope with 500 MSa/s and uploaded
to a computer with high performance.

III. DIGITAL SIGNAL PROCESSING

A. Frequency Estimation

Before digital signal processing, we first need to analyze the
expressions of the sampled signals. The electric field expressions
of the signal and the LO before detection can be expressed
by [39]

Esig=TTPAsig cos
(
2π(fA+ΔfA)t+φsig+ϕsig+ϕsig

channel

)
,

(1)

Eref = TTPAref cos
(
2π(fA +ΔfA)t+ ϕref + ϕref

channel

)
,
(2)

ELOsig
= ALOsig

cos
(
2π(fB +ΔfB)t+ ϕLOsig

)
, (3)

ELOref
= ALOref

cos (2π(fB +ΔfB)t+ ϕLOref
) , (4)

where Esig and Eref represent electric field intensity of the
quantum signal and the pilot signal respectively, ELOsig

and
ELOref

represent the electric field intensity of the LO corre-
sponding to the quantum signal and the pilot signal. T denotes
the transmittance of the quantum channel while TP represents
the polarization loss from imperfect MPC. And we assume
that the adjacent pilot signal and quantum signal are subject
to the same polarization loss TP within a pulse cycle. The
modulated amplitude Asig and phase φsig follow the Rayleigh
distribution and the uniform distribution. ϕsig, ϕref , ϕLOsig

,
ϕLOref

represent initial phase of the laser from different mo-
ments.ϕsig

channel andϕref
channel is defined as the accumulated phase

of the signal as it travels through the channel [21], in which
ϕsig
channel ≈ ϕref

channel in this scheme. ALO is the amplitude of the

LO and ALOref
= ALOref

. Since there will be a frequency drift
in the laser, we can denote the center frequency of the laser as
f +Δf . After intermediate frequency heterodyne detection, the
generated photocurrents can be expressed as respectively

Isig = Rη
(∣∣Esig + ELOsig

∣∣2 − ∣∣Esig − ELOsig

∣∣2)
=2RηTTPAsigALOsig

cos (2πΔfABt+ φsig

+ϕfast + ϕsig
slow

)
, (5)

Iref = Rη
(
|Eref + ELOref

|2 − |Eref − ELOref
|2
)

= 2RηTTPArefALOref
cos
(
2πΔfABt+ ϕfast + ϕref

slow

)
,

(6)

where R and η denote the responsiveness and quantum efficiency
of the BHD, and ΔfAB = fA − fB is the frequency difference
between two independent lasers. ϕfast stem from frequency
offset, which changes rapidly. ϕsig

slow and ϕref
slow represent initial

phase differences at different moments and stay constant within
a short interval of time, such as ns. It is worth noting that
ϕsig
slow �= ϕref

slow.
As seen from the (5), (6), the center frequency of the signal

ΔfAB is not zero, which is around 200 MHz in our experiment.
Therefore, to obtain the baseband signal for subsequent data
processing, a fast Fourier transform (FFT) should be performed
on the sampled signal first in our experiment. Then the peak
frequency of the spectrum would be obtained, which we call fre-
quency estimation. Fig. 2(a) shows BHD’s output at frequency
domain while Fig. 2(b) shows sampled data at time domain. It
is noteworthy that the duration of the signal pulses is 0.2 s in
our experiment due to the repetition frequency of 5 MHz and
the total block size of 1× 106, despite a time scale of 1000 us
only shown in Fig. 2(a). From Fig. 2(a), we can see that the
peak at every repetition frequency of 2.5 MHz is presented in
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Fig. 2. Heterodyne-detected products of the signal. (a) Frequency spectrum
of the output signal. (b) The output signal in the time domain.

the frequency spectrum of the signal, mainly the pilot signal,
because the quantum signal is too small to be detected.

B. Orthogonal Components Acquiring

To acquire the frequency spectrum of the baseband signal, the
process of orthogonal components acquiring is indispensable,
which can be divided into three steps: Downconversion, Low-
pass filtering, and Synchronization, and can be written through
the following equation [24]:

Xsig = LPF
(
real

(
Isig · e−2πΔft

))
= RηTTPALOsig

Asig cos
(
φsig + ϕfast + ϕsig

slow

)
, (7)

Psig = LPF
(
image

(
Isig · e−2πΔft

))
= −RηTTPALOsig

Asig sin
(
φsig + ϕfast + ϕsig

slow

)
,

(8)

Xref = LPF
(
real

(
Iref · e−2πΔft

))
= RηTTPALOref

Aref cos
(
ϕfast + ϕref

slow

)
, (9)

Pref = LPF
(
image

(
Iref · e−2πΔft

))
= −RηTTPALOref

Aref sin
(
ϕfast + ϕref

slow

)
, (10)

where LPF (·) represent the function of low-pass filtering,
real(·) denote the function to obtain the real part X of orthogo-
nal components while image(·) denote the function to obtain the
imaginary partP of orthogonal components.Δf is the estimated
frequency in Section III-A. We can get orthogonal components
from (7)–(10) from ideal DSP rather than conventional optical
devices. In other words, this method can effectively eliminate the
measurement angular error from the measurement device. Syn-
chronization contains clock recovery and data synchronization.
In our experiment, the transmitter and receiver are triggered by
the same synchronous source to achieve clock synchronization
at the transmitter and receiver for simplicity. Since the repetition
rate of the system is 5 MHz, the instability of clock frequency has
less influence on the design and could be ignored here. Moreover,
some marking signals are embedded in quantum signals for
further data synchronization. Finally, we calculate the peak of
the pulse in the time domain divided by 100 points as the raw
data.

Fig. 3. (a) Six hours SOP test with MPC. (b) The fitted distribution from
the amplitude of pilot pulse. (c) Mean value of the amplitude of the measured
pilot pulse versus input optical signal power without MPC. (d) The excess noise
versus different Q with three blocks data.

C. Polarization Loss Compensation

In this section, we will first introduce the necessity of PLC,
as seen in Fig. 3(a). The drift of SOP controlled by MPC is
relatively large during six hours which inevitably deteriorates
the performance of the practical systems. As we all know,
the pilot signal’s amplitude is proportional to the channel loss
from AWGN channel assumption, and we have denoted the
polarization loss TP the attenuation from MPC in (1). So the
correlation between the pilot signal and the polarization loss
could be obtained:

X ′ = TPX +N, (11)

P ′ = TPP +N, (12)

where X(P ) represents the signal before MPC while X ′(P ′) is
the signal after MPC, and N is the noise consists mainly from
shot noise and electrical noise.

Thus, as long as we estimate the value ofTP
−1 in real time, we

can obtain the decay-stabilized quantum signal. According to the
sampled data points, we can calculate the expression of the pilot
signal’s amplitude. From the Fig. 3(b), we can conclude that the
amplitude obeys a Gaussian distribution and the amplitude can
be written as

A′ =
TP ·X +N

cos(arctan TP·P+N
TP·X+N )

≈ TP ·A+N,′ (13)

where A′ is the calculated amplitude of the pilot signal, A is the
true amplitude of the pilot signal, X = A cos θ and P = A sin θ
are true quadrature components of pilot signal, N ′ is the new
additive noise. Based on statistical theory, We need to find the
average amplitudeA of the pilot signal without polarization loss,
then we can track it by KF (in Appendix A). It is noted that the
change of SOP is a slow-varying process which we assume in
this paper, and We can compensate it by each block of data
respectively.
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Fig. 4. The correlation of the measured both quadrature components in shot noise between Alice and Bob after phase compensation.

To get the value ofA, We need to do confirmatory experiments
before the experiment of this scheme. Firstly, a polarization-
maintaining VOA is used as the quantum channel, then the
correlation between the pilot signal’s amplitude and the channel
loss could be obtained, as shown in Fig. 3(c). It is worth noting
that the dispersion and nonlinear effects of the fiber are so small
that they can be ignored in systems with low repetition rates
and optical power. Secondly, the optical fiber and MPC are
reconnected to measure the channel attenuation, and then the
true amplitude of pilot signal under 20 km fiber can be obtained
as Uo(k) in Appendix A according to the fitting curve under
the condition that the channel attenuation is known. Finally, we
achieve the optimal estimation by selecting the appropriate Q
andR (R could be calculated by observation data which is about
4× 10−4). We evaluate the excess noise for different data blocks
with different Q and find that the minimum is reached when Q
is less than 10−4, as shown in Fig. 3(d).

D. Phase Compensation

After polarization compensation, the phase compensation of
the whole block is proposed. From the (7)–(10), we know that
the phase to be compensated contains fast-drift phase ϕfast from
frequency drift of the laser and slow-drift phase ϕslow from
laser phase drift between a short time interval. In this scheme,
each quantum signal pulse is accompanied by a pilot pulse
tracking its phase drift of itself. Thus, one can use the quadrature
components of the pilot pulse to calculate each phase [25]:

θ = −tan−1

(
PR

XR

)
. (14)

By using a relatively strong pilot pulse, Bob can acquire
an accurate estimation of θ and use this phase information
to implement the compensation of the fast-drift phase by the
following equation [40]:(

X ′
sig

P ′
sig

)
=

(
cos θ − sin θ
− sin θ − cos θ

)(
Xsig

Psig

)

= RηTALOAsig

(
cos (φsig +Δϕslow)
sin (φsig +Δϕslow)

)
, (15)

where X ′
sig and P ′

sig are quadrature components after compen-

sation of fast-drift phase. And the phase ϕslow = ϕsig
slow − ϕref

slow

remain almost constant during a short period.ϕslow drifts slowly
with time; therefore, one can compensate for it by dynamic phase
estimation in one block. We use a method of finding ϕslow by
traversing all angle values from 0 to 360 and then estimating it
according to the cross-correlation values, called phase searching
algorithm [26]. In our experiment, we set a block of 10000
quantum signal pulses, and half of them were used to search
the phase. It is worth observing that the data used to search the
phase can also be employed for parameter estimation and final
key calculation. Fig. 4(a) and (b) show data correlation of the
measured quadrature components X and P between Alice and
Bob after fast-drift and slow-drift phase compensation, which
verifies the phase compensation method is also applicable in
this scheme.

IV. SYSTEM PERFORMANCE ANALYSIS AND DISCUSSION

Finally, we have experimentally demonstrated a pilot-
sequential GMCS CV-QKD system with a local LO by following
the above steps. And the parameters about system performance,
including transmittance, excess noise, and secret key rate of
practical implementation of this scheme could be calculated
from parameter estimation [43], as be seen in Fig. 5. The “Times”
on the x axes represents the number of blocks of experimental
data during 8 hours. The repetition rate of our experiment is
5 MHz. The real repetition rate of the quantum signal is half of
5 MHz because the pilot pulse accompanies each quantum signal
pulse. From Fig. 5, we know that the polarization loss caused
by MPC is so significant that the value of the secret key rate
fluctuated severely. What’s worse, the polarization drift from
the MPC is almost irreversible unless we regulate it again. The
performance of the system has been significantly improved after
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Fig. 5. (a) Transmittance and excess noise estimated before KF. (b) Transmittance and excess noise estimated after KF. (c) Secret key rate and electrical noise
estimated before and after KF. The “initial electrical noise” is calibrated 0.037 SNU before the experiment and the “electrical noise” represents the electrical noise
after polarization loss compensation. The modulation variance is 4.4139 SNU. The the reconciliation efficiency β is 0.95 [41]. Other parameters are calibrated as:
the quantum efficiency η=0.48, the attenuation of fiber spool is 4 dB, the actual repetition is 2.5 MHz.

Fig. 6. Secure key rate versus transmission distance curves.The solid black
line is the PLOB bound in this scheme [42]. The solid red line represent the
calculated secure key rate (SKR) as a function of transmission distance in
infinite-size scenarios. The blue dashed line denotes the secure key rate as
a function of transmission distance under finite-size block of 1× 106. The
blue star represents the average value of experimental results. Other simulation
parameters: the modulation variance is 4.4139 SNU, the quantum efficiency
η=0.48, the reconciliation efficiency β is 0.95, the mean excess noise is 0.0206,
the mean electrical noise is 0.0503 SNU.

using KF. On the one hand, based on the analysis in Appendix.B
we obtain a low excess noise around 0.02. On the other hand,
the KF algorithm can effectively control the transmittance of the
system with around 0.4 which is the true transmittance under
20 km fiber with coefficient of 0.2 dB/km, and the secret key
rate could reach 110 kbps as a relatively stable value under
the finite-size block of 1× 106. One imperfection is that the
experimental data points after polarization loss compensation
have some fluctuations. There are two main reasons: one is that
the drift of the bias point from modulators cannot be completely
avoided which would affect the modulation variance, the other
is the statistical fluctuation in parameter estimation from the
finite block size. It is noted that as the signal is amplified by KF,
the corresponding excess noise and trusted electrical noise will
also be strengthened, and this part of the noise can be calculated

in this work, so the final total SNR remains unchanged. It can
be seen that this work is important to maintain the long-term
stable operation of the system when the SOP does not change
drastically. Finally, the experimental and simulation results of
the secret key rate corresponding to different transmission dis-
tances are shown in Fig. 6. The dark line is the PLOB bound
of GMCS CV-QKD protocol with heterodyne detection. The
solid red line represents the calculated secure key rate as a
function of transmission distance in infinite-size scenarios. In
contrast, the blue dashed line denotes the secret key rate as a
function of transmission distance under the finite-size block
of 1× 106. It is worthy noting that the block size of 1× 106

is optimal in this paper on condition of limited computing
power from data recovery and post-processing and that is also
a key reason why we choose 20 km as transmission distance in
the experiment. The average secret key rate can reach around
0.044 b/sym under the transmission distance of 20 km. In
addition, the previous experiment results are also shown in
Fig. 6 for comparison, highlighting the proposed experimental
scheme.

V. CONCLUSION

In conclusion, to achieve the long-term operation of the
CV-QKD system, we use MPC interfered with KF algorithm
to compensate the polarization loss in the laboratory where
the SOP changes slowly. Besides, other DSP method including
frequency estimation, orthogonal components acquiring, and
phase compensation are explained and implemented to obtain
final secret key rate in this paper. Finally, We have demonstrated
a pilot-sequential GMCS CV-QKD system with a local LO
completely. The experimental results show that the PLC method
plays a crucial role in maintaining the stability of the secret
key rate with high robustness. In other words, we can expect
that this method can improve the system’s robustness and a key
rate of 110 kbps is achieved within 20 km optical fiber under
the finite-size block of 1× 106 during a more extended time
according to the trend of the experimental results. It is worth
noting that with the increase of the block data and repetition
rate, the secret key rate would be further improved.
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APPENDIX A
PRCCESS OF KF

The amplitude of the pilot signal is taken as the observation
value, which is regarded as a classical signal. The measurement
equation and the process equation of KF are given by [28]

U(k) = H(k)X(k) + V (k), (16)

X(k) = A(k)X(k − 1) +W (k), (17)

where U(k) represents the predicted polarization compensated
signal, and X(k) represents the state vector which should be
estimated in the process. (16) and (17) are the measurement
equation and the state transition equation while V (k) and W (k)
are Gaussian noise function of above process respectively. The
state X is the value of TP

−1 to be estimated in the process
of Kalman filter while the transfer function H is exactly the
calculated amplitude of the pilot signal. And A(k) is the transfer
coefficient of the state where A(k) = 1 in the model. According
to the above model, the process of KF can be established as
follows [29], [44]:⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

Xpre(k) = X(k − 1)
Ppre(k) = P (k − 1) +Q

K(k) = Ppre(k)H
T (k)

[
H(k)Ppre(k)H

T (k) +R
]−1

X(k) = Xpre(k) +K(k)[Uo(k)−H(k)Xpre(k)]
P (k) = [1−K(k)H(k)]Ppre(k)

(18)
where the first two formulas are time update equations while the
remaining are measurement update equations.Xpre(k),Ppre(k),
K(k) and P (k) are called the state prediction, priori estimate
error covariance, Kalman gain and posteriori estimate error
covariance, respectively. Q and R are noise variances of W (k)
and V (k) which determines the estimation of the optimal value.
Uo(k) is the observed data measured by us.

APPENDIX B
ANALYSIS OF EXCESS NOSIE

In CV-QKD, controlling the excess noise plays a vital role in
achieving higher secret key rate of the system [16], [45]. Except
for a fraction of noise, such as electrical noise νel, which can
be regarded as trusted noise, other noises are treated as excess
noise, which is controlled by Eve. In the LLO CV-QKD scheme,
the excess noise can be expressed by [21]

εtot = εdrift + εchannel + εerror + εAM + εLe, (19)

where

εdrift = VA · (2π (ΔνA +ΔνB)Δt) . (20)

The εdrift presents the laser source drift noise resulting from
laser phase drift between a time interval of Δt in this scheme,
VA is the modulation variance of the quantum state, and ΔνA
andΔνB denote the linewidth of two independent lasers at Alice
and Bob, respectively. This paper defines this drift phase asϕslow

and can be compensated directly in Section III-D.

The εchannel is defined as propagation phase drift noise by the
following equation:

εchannel = VA · var
(
ϕsig
channel − ϕref

channel

)
, (21)

which is induced from the relative phase drift accumulated by
the quantum signal and pilot signal during propagation. In this
scheme, the two kinds of signals follow the same optical path,
so the εchannel ≈ 0 can also be interpreted in Section III-A.

The phase estimation error noise εerror originates from the
pilot pulse quantum uncertainty at the detector as a result of the
shot noise and total noise χtot of the system, which describes
the error between the ideal phase and the calculated phase of the
pilot signal. The value is inversely proportional to the intensity
of the pilot signal, expressed as

εerror = VA ·
(
χtot + 1

(ER)
2

)
, (22)

where ER is the amplitude of the pilot pulse, we can quantita-
tively understand from (14) that increasing the amplitudeER can
reduce the contribution of the εerror, which corresponds to why
we employ the second AM to enhance the accuracy of phase
compensation mentioned in Section II. In addition, the above
three noises are from phase compensation, called phase noise,
and are independent of each other.

The interleaved intense pilot pulse and the weak quantum
signal are generated using a single amplitude modulator in the
pilot-sequential LLO CV-QKD system. However, in practice,
the efficiency of the amplitude modulator is limited by its finite
dynamic range, which restricts the pilot pulse’s maximum am-
plitude, which would introduce a leakage on the quantum signal.
The dynamic range ddB characterizes the relationship between
the maximum amplitude Emax and minimum amplitude Emin,
defined as [21]

ddB = 10log10

(
E2

max

E2
min

)
, (23)

which is also defined as the extinction ratio of the amplitude
modulator. The leakage on the weak quantum signal would
introduce additional noise εAM which can be written as

εAM = E2
R · 10−ddB/10. (24)

From the above equation, two methods are shown to be
available in reducing the noise: one is decreasing the amplitude
of the pilot pulse, which is contradicted against (14); the other
way is to increase the extinction ratio of the AM. Considering
this, it is the second reason why we employ the second AM
to increase the extinction ratio from two cascaded amplitude
modulators. In this way, the extinction ratio can be got 70 dB
while the εAM << 0.01 and can be ignored approximately.

Finally, the photon leakage noise εLe result from the photon
leakage from the pilot pulses to the quantum signals in the
pilot-multiplexed scheme and εLe ≈ 0 in this scheme. It is worth
noting that the most excess noise can be suppressed as much as
possible, and this scheme is also an advantage.
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APPENDIX C
SECRET KEY RATE UNDER FINITE-SIZE EFFECT

In this section, the asymptotic secret key rate of GMCS LLO-
CVQKD with heterodyne detection is conducted for simplicity,
and we only show the secret key rate for reverse reconcilia-
tion [11], [23]:

K = f · n

N
(βIAB − χBE, ) (25)

where f is the repetition frequency of the quantum signal. N
represents the total number of a block while n represents the
number for key calculation. Theβ is the reconciliation efficiency,
IAB is the mutual information between Alice and Bob, χBE is
the maximum information available to Eve on Bob’s key, which
is bounded by Holevo quantity. And IAB can be derived from
the Shannon equation as

IAB = log2
VA + 1 + χtot

1 + χtot
, (26)

where χtot represents the noise referred to channel input and
can be calculated as χtot = χline + χhet/T , where χline =
1/T − 1 + ε, and χhet = [1 + (1− η) + 2υel]/η. The mutual
information between Bob and Eve is given by

χBE =
2∑

i=1

G

(
λi − 1

2

)
+

5∑
i=3

G

(
λi − 1

2

)
, (27)

where G(x) = (x+ 1)log2(x+ 1)− xlog2x, and λi are sym-
plectic eigenvalues and can be calculated as [46]

λ2
1,2 =

1

2

(
A±

√
A2 − 4B

)
,

λ2
3,4 =

1

2

(
C ±

√
C2 − 4D

)
,

λ5 = 1, (28)

where

A = V 2(1− 2T ) + 2T + T 2 (V + χline )
2 ,

B = [T (V χline + 1)]2 ,

C =
1

(T (V + χtot ))
2

[
Aχ2

het +B + 1

+2χhet

(
V
√
B + T (V + χline )

)
+ 2T

(
V 2 − 1

)]
,

D =

(
V +

√
Bχhet

T (V + χtot )

)2

. (29)

In the case of finite-size effect, the transmittance T would get
a lower bound while the excess noise ε would reach a upper
bound, written as [47]

Tmin =
(
√
ηT−ΔT)

2

η ,

εmax = ε+
Δσ2

0

ηT ,
(30)

where

ΔT = ζδPE/2

√
σ2

mVA
,

Δσ2
0 = ζδPE/2

σ2
√
2√

m
,

(31)

where ζδPE/2 is the confidence coefficient,σ2 = ηTε+ 1 + υel,
and m = N − n is the number of the signal pulse for parameter
estimation.
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