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ccording to Moore’s
Law, there is a corre-
lation between tech-

A

nological advance-

ment and social and
ethical impacts (13). Many advances,
such as quantum computing (22),
3D-printing (11), flexible transparent
screens (1), and breakthroughs in
machine learning and artificial intel-
ligence (17) have social impacts.
One area that introduces a new
dimension of ethical concerns is vir-
tual reality (VR). VR continues to
develop novel applications beyond
simple entertainment, due to the
increasing availability of VR technol-
ogies and the intense immersive
experience. While the potential ad-
vantages of virtual reality are limit-
less, there has been much debate
about the ethical complexities that
this new technology presents (9),
(19). Potential ethical implications of
VR include physiological and cogni-
tive impacts and behavioral and
social dynamics. Identifying and
managing procedures to address
emerging ethical issues will happen
not only through regulations and
laws (e.g., government and institu-
tional approval), but also through
ethics-in-practice (respect, care, mor-
als, and education).

Including Ethics in the Design

Integrating ethics and moral sensitiv-
ity into design is referred to as “antic-
ipatory technology ethics” by Brey
(4) and “responsible research and
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innovation” by Sutcliffe (23). These
researchers emphasize the vital
importance and responsibilities that
designers have on technologies and
their capacities, as well as design-
ers’ moral obligations to the pub-
lic. These obligations may include a
wider long-term view, taking into
account social involvement, environ-
mental impacts, and other repercus-
sions. Moral responsibilities related
to technology have long been a sub-
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Ject of debate. For example, guide-
lines presented by Keith Miller (12)
and other researchers on the topic
of moral responsibilities emphasize
that people who design, develop, and
deploy a computing artifact (hard-
ware or software) are accountable
for that artifact, and for the foresee-
able effects of that artifact.
However, it is unclear how to pre-
dict the impact of virtual reality tech-
nologies (i.e., foreseeable effects).
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There is also a question of
“foreseeable use” versus
“intended use.” Hardware
engineers may develop
virtual reality technolo-
gies that are then used for
unintended purposes in
applications and by soft-
ware developers.

In the wake of society’s
exposure to VR, and due
to today’s powerful com-

Number of Users in Millions

puter systems, designers
are able to create and
develop complex interac-
tive virtual worlds. These
immersive environments
offer numerous opportu-
nities — both good and
bad. But organizations
and designers are not obligated to
obey ethical restraints. There is also
the element of hackers, and the
issue of immoral exploitation of the
technologies. These ethical ques-
tions arise partly because VR tech-
nologies are pervasive and difficult
to classify and identify, and because
it is difficult to predict their short-
and long-term impacts. VR tech-
nologies also raise questions about
legal responsibility, for example if
software and hardware are used
incorrectly or in unethical ways
(see Figure 2 for an outline of the
ethical challenges connected with
VR technologies).

So as VR has hit the mainstream,
much debate has arisen over its
ethical complexities. Traditional
moral responsibilities do not always
translate to the digital world. One
aspect we argue is essential to ethi-
cal responsibility for virtual reality
is that VR solutions must integrate
ethical analysis into the design pro-
cess, and practice dissemination
of best practices. In the digital era,
ordanizations and individuals need
to uphold ethical and professional
responsibilities to society and the
public. Creativity should be com-
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VR technologies are com-
monplace in today’s mar-
ketplace, with key players
including, Google, Micro-
soft, Oculus, Sony, and
Samsung seeking to push
the limits and applications
of VR. VR first appeared in
the 1980s, but then faded
away. This time VR is here

to stay (3).
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FIGURE 1. Number of active virtual reality users worldwide
beginning in 2014, in millions [20]. Forecasts for the future are based
on previous trends.

bined with diligence. Decision mak-
ing, ethics, and critical thinking
should go hand in hand throughout
the development process. Develop-
ment needs to include future predic-
tions, forecasting impact, evaluating
and elaborating on possible conse-
quences, and identifying any issues
with openness and transparency.

Related to VR, we
need to acknowledge the
importance of active real
experience. Active real
experience is a fundamen-
tal element within VR (i.e,
the illusion of “real”). Real,
or close-to-reality, experiences have
an impact on the user by providing
“positive” experience. VR with these
touted benefits include games, films,
education, training, simulations, com-
munications, medical (i.e, rehabilita-
tion), and shopping.

Due to the availability and flexi-
bility of VR technologies, the number
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FIGURE 2. Ethical questions and challenges around VR technologies.
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of virtual reality users is forecast to
reach 171 million by 2018, with the
VR market set to continually grow at
an extraordinary rate (20). In 2018
(21), the value of the global consum-
er virtual reality market is estimated
to be U.S. $4.5 billion (see Figure 1).

Currently, there is a lack of informa-
tion on the short- and long-term
physiological impacts of VR. There is
also not enough known about who
and what types of individuals are
using VR (age, types of experience,
attitudes, and levels of digital sophis-
tication). Many questions relate to
individual attributes, and to what
degree the user needs to possess
“critical reasoning” abilities.

The intersection of ethics and
virtual reality has to date focused
primarily on individual issues, for
example, specific content, or blood
or violence. While these dilemmas
are important, many other subtler
ethical issues relating to virtual real-
ity demand the attention of design-
ers, scientists, engineers, and related
communities. Designers, program-

mers, and testers usually focus on
specific areas, yet they could be
involved in contributing to solutions
to ethical issues, or they could be
responsible for inputting ethical con-
cerns. Frequently, designers must
make decisions based on the lens of
their knowledge and experiences.
But designers’ scope of knowledge
does not always encompass the wide
range of areas that might impact
the public related to physiological,
social, or ethical aspects.

Ideally, consumers should be
entitled to know what “tests” have
been done to ensure public safety,
including physical and mental safely,
for young and old, in all situations
and environments. In addition, any
“possible” problems or “neglected”
issues should be explicitly stated as
a matter of public and moral obliga-
tion, not just for legal purposes. Of
course, this might be challenged by
managerial decisions — any “ques-
tioning” or “refusal” (or even public
announcement without permission
due to NDAs) might impact the indi-
vidual’s career. Hence, regulators
need to step in and ensure “design-
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FIGURE 3. Psychological Factors - Stages of learning and human development impact
how our environment and experiences change as we get older.
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ers” are accessible and the facts
are not compromised. Prevention is
better than “correction.” We want to
avoid reacting to a disaster after it has
happened. We want to solve the prob-
lem before it manifests itself, using
forward thinking, preventative mea-
sures to create a safer more reliable
future-proof technology or solution.

There is also debate about corpo-
rations “waiting” for regulators and
legal liabilities to push them towards
more moral, safer designs. This atti-
tude can cause significant harm to
the public.

We need to look VR solutions as a
whole, and not just at individual
components such as specific com-
ponents, interactions, or sounds.
The interrelated and synergistic
operation of the system can have a
broader impact on the user. VR
combines multiple senses (audio,
visual, touch, and movement) each
of which influences the immer-
sive experience.

Passive and active involvement of
the user, where a user may sit back
and “watch” or experience the situa-
tion “autonomously” is one possible
experience. Another can be more
active involvement, where the user
is required to “hammer” home the
activity or action. The complexities
of designing a VR solution involves
millions of lines of code and a myr-
iad of three-dimensional content
elements that provide texture and
geometry, not to mention sounds
and specialist hardware like head-
sets and head-tracking tools. While
software testing has always been
challenging (15), (25), testing the
physiological, ethical, and social
aspects introduces a new level of
difficulty. Challenges of addressing
specific scenarios and the complex-
ity of the system are compounded
by the new levels of freedom in
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VR - by the variety of uncertainties
and situations that are possible.

VR designs need to account for
human interfaces, environmental per-
ceptions, levels of freedom, user-us-
er interactions (social/networking),
coordination, and control. Different
users and developers will use the
hardware/software in different ways,
creating multiple outcomes and
choices. Strong trends towards on-
line solutions, with user-user interac-
tions and communication increase
the possible complexity, and also may
lead to “swarms” of virtual users —
another area where further research
is needed.

We anticipate that before long,
swarms of virtual users will be able
to interact and communicate. We
need to ensure this is done safely.
Close coupled interactions of multi-
ple users will also raise questions of
privacy and hacking, i.e., of possible
intentional tampering or non-legit-
imate accessing of user resources.

The public and users have a pre-
disposition to trust technologies
from big brands, often involving
acceptance without questioning.
While VR solutions possess the
power to entertain, engage, and
tantalize users, they also have the
power to cause significant physio-
logical trauma. There are worrying
concerns about over-trusting new
technologies. Some questions,
designers and users need to ask
themselves are:

m Is it possible, for example, for
the VR system to be “hacked”
without the user knowing (i.e.,
modifying/injecting changes into
the user’s virtual world).

B How much does “age” impact
the experience in terms of digi-
tal awareness, overall experi-
ence, mental sensitivity, etc.?

® How will a user respond to un-
foreseen troubles? (For exam-
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ple, will they jerk, fall over,

scream, harm themselves?)
Interestingly, with regard to the last
point, if a person is immersed and
believes they are really acting out
the experience, they will react as
they would in a real situation (i.e.,
behaviors could emerge). The user
would be actively and cog-
nitively engaged with the
virtual environment. The
ways that VR intertwines
user’s psychological and
behavioral aspects must
be taken into account by
the designers.

They need to insure that users are
not left free to expose or harm them-
selves without guidance.

Relevant professional communi-
ties need to become collectively
involved in developing rules and
guidelines around the design pro-
cess. Importantly, designers need to

Traditional moral responsihilities
in the physical world do not
necessarily transiate to virtual

worlds created hy designers.

As VR developers and man-
ufacturers pursue signifi-

cantly different design
pathways, it makes it difficult for
regulators to keep up and to devel-
op rules and regulatory standards
for safety. Among the crucial di-
vides relates to the “applications”
of VR, that is, to the type of inter-
faces, uses, the people who use
them, etc. Of course, companies
seek competitive advantage and
are less interested in sharing infor-
mation that might injure trade
secrets. There needs to be a bal-
ance achieved between openness,
reliability, and corporate rivalry
and profit. Arguably, standards for
VR technologies would need to
have a specialized set of safety fea-
tures, beyond traditional engineer-
ing tests and approaches to evalu-
ate safety.

While some issues could be
evaluated using traditional stan-
dards, such as violence and types
of content, the immersion aspect
of VR introduces additional risk fac-
tors that need to be accounted for,
including aspects related to VR’s
training and manipulation of the
mind. Designers will also need to
take into account approaches and
solutions to reduce risks and harm.
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incorporate ethical thinking when
creating innovative and creative
solutions using virtual reality that
incorporate safety and impact con-
siderations. Each designer should
look upon their creation or design
and consider her or his ethical obliga-
tions. Designers, testers, and manag-
ers need to take a “value-sensitive”
approach, and contemplate the impli-
cations of what they are creating.

How would we “demonstrate”
that a virtual reality technology is
safe? This also leads onto questions
of levels of safety and risk, and to
consideration of ratings. There may
also need to be “warnings” empha-
ses, about possible side effects.
Also there is the question of how the
design will impact others, and ques-
tions of social factors. For example,
could the technology incite or pro-
mote unlawful behavior?

Studies have shown children are
most vulnerable when it comes to
VR technologies, as they are highly
susceptible and can more easily
confuse what is real and what is not
real, i.e., they likely may be less
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able or unable to distinguish be-
tween the real world and the virtual
world (18). For example, in a study
by Segovia and Bailenson (18],
young elementary children watched
their virtual doppelganger swim-
ming with orcas. When these
kids were questioned a week later,

While VR solutions possess the
power to entertain and engage,
they also have the power to cause
significant physiological trauma.

they said they believed their virtual
experience to be real. In recent
studies (2), young children would
connect with “virtual characters”
(avatars). Children would see the
“avatar” in VR as more real (com-
pared to characters or avatars on
other mediums, such as televi-
sion). The avatar in the virtual envi-
ronment would be more influential
compared to the television equiva-
lent, making it more difficult for
the children to inhibit their actions
or not follow the avatar’s com-
mands. And it is not only young
children who internalize VR scenar-
ios — these scenarios also impact
young adults.

For example, elder adolescents
have been found to be particularly
sensitive to being socially excluded
in a virtual environment. What this
means is that parents need to be
particularly careful about the type of
VR content they allow their children
to view (see Figure 3). Note that the
majority of research has been done
on young adults, with little under-
standing of what happens to young-
er children when they are exposed
to virtual worlds (5), (18).

Post-traumatic stress disorder
(PTSD) is commonly caused by a
directly witnessed real-life event
that is life threatening or violent in
nature. Current clinical diagnosis of
PTSD excludes exposures that
occur through electronic
media, including movies
and pictures (6), (8), (16).
However, given the increas-
ing ability to stimulate the
range of senses beyond
sight and sound, due to the
immersive and interactive
nature of VR, one has to
wonder if at some point
these experiences will re-
sult in the brain’s fear cen-
ters getting rewired in a
similar way to that seen in PTSD.
One could hypothesize that if a
person felt that their VR experi-
ence was real (i.e., if they really
felt they were at risk of harm), and
if they did not have a way of volun-
tarily ending the experience, they
could experience rewiring of fear
circuitry of their brain in a manner
similar to PTSD. They would then
perhaps have a range of PTSD
like symptoms.

Funk et al. (7) believe repeated
exposure to real-life and to enter-
tainment violence could alter cogni-
tive, affective, and behavioral pro-
cesses, possibly leading to desensiti-
zation. The study showed a
relationship between real-life and
media violence exposure and
desensitization as reflected in relat-
ed characteristics. One-hundred-fifty
fourth and fifth graders completed
measures of real-life violence expo-
sure, media violence exposure,
empathy, and attitudes towards vio-
lence. Regression analyses indicated
that only exposure to video game
violence was associated with (lower)
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empathy. Both video game and
movie violence exposure were asso-
ciated with stronger pro-violence
attitudes. The active nature of play-
ing video games, intense engage-
ment, and the tendency to be trans-
lated into fantasy play may explain
negative impact, though causality
was not investigated in the pres-
ent design.

There are “dangers” with anything —
however, we must not forget the
huge benefits of combining VR with
dgames, in education, rehabilitation,
training, and of course, entertain-
ment (10), (14), (24). VR is a tech-
nology — how we use VR, for good
or bad, is up to us.

And VR is not the only issue
affecting a user’s mental health.
Many other factors outside VR influ-
ence the individual’'s mental health,
e.d., work, social life, or family.

VR and games also offer a means
of escape. Virtual reality lets our
imagination go to new heights
because anything is possible. Virtual
Reality helps us to test the informa-
tion learned in a “real-life” situation
so that we are able to evaluate —
simulate — theoretical knowledge
in a practical implementation. With
VR we can simulate how machinery
works and responds, and we can
replicate soft skills such as human
actions and behaviors. Another huge
area is how virtual reality impacts
learning, making learning fun, excit-
ing, and visual.

There has been and continues to be
rapid growth in Virtual Reality tech-
nologies. It is estimated that there
will be 300+ million VR users world-
wide by 2020. There remains room
for debate around the topic of ethi-
cal responsibilities for these technol-
ogies. While it can be argued that
makers cannot be held 100%
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responsible for their designs, each
company and individual designer
should demonstrate reasonable cau-
tion, through monitored trials and
testing. Designers should not ignore
possible mental health and safety
issues, or physiological impacts or
social and ethical factors. Steps to
address these issues might include
interactive testing using human and
automated users.

We suggest adding additional
investigation and analysis testing
stages to the development of vir-
tual reality technologies in efforts
to protect the public. These tests
might not focus on physical health
and safety concerns, but rather on
physiological and social influences.
Currently, no such trials related to
physiological or social factors are
required, monitored, or enforced.
But a large number of virtual reality
applications are already on the mar-
ket, suggesting that technological
and economic forces may overrun
efforts to protect the public good.
The fact that VR is already available
does not mean there is no need to
address this issue, and it should not
be left until it is too late.

The growth of VR technologies
leads to an increase in new prod-
ucts and accelerated development
of VR in industries such as educa-
tion, healthcare, household manage-
ment, tourism, and video games,
impacting social and economic
sectors. On one hand, there will
be huge opportunities for new and
innovative VR applications, beyond
entertainment uses. On the other
hand, there are numerous challeng-
es and ethical issues that need to be
addressed. More research needs to
be done to investigate the psycho-
logical impact of VR, especially on
young children, both in the short and
long term. However, if the VR econ-
omy is to continue to grow while
maintaining sustainable healthy new
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developments, it must be supported
by scientific research to investigate
the social and ethical issues around
these technologies.
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