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Unmanned Aircraft: The Rising
Risk of Hostile Takeover

he use of unmanned
aircraft also known
T as drones is increas-
ing in U.S. national
airspace and the
numbers will rise exponentially
once the Federal Aviation Admin-
istration (FAA) formally opens up
the skies to drones in the next
few years. The result will be the
addition of tens of thousands of
unmanned aircraft in the sky, in
addition to the ever increasing
manned aircraft traffic, resulting in
significant safety concerns.

A threat to safety that is com-
monly overlooked when operat-
ing an unmanned aircraft is the
threat of a hostile takeover. A hos-
tile third party can wreak havoc in
the skies with a malicious drone
traversing the airspace with omi-
nous intentions. Whether of por-
tentous terrorist origins or merely
a young experimenter testing their
technical prowess, a third party
controlled drone can work its way
into the intake of a jetliner poten-
tially bringing it down, or negotiate
its way across the skies, ultimate-
ly crashing on innocent bystand-
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ers. The range of potential damage
and human injury is considerable.
Unfortunately, the information
assurance and security aspects of
unmanned aircraft have taken a
back seat to privacy and myriad
safety concerns. Yet information
assurance and security in drones
is a safety as well as privacy threat,
since a hostile unmanned aircraft
can be hard to trace, track, and ulti-
mately control.

A System of Systems

Aerial Target

An unmanned aircraft is, in engi-
neering terms a “system of sys-
tems.” This means that it is a
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combination of various inherently
complex systems, all operating in
tandem to perform a given aerial
task. From the aircraft itself to the
ground station as well as GPS satel-
lites and communication networks,
the unmanned aircraft system is
a highly complex computationally
and electronically based structure,
manifesting the same vulnerabil-
ities as other computational and
electronic network based systems
as well as presenting unique vul-
nerabilities that are ripe for exploi-
tation from dangerous emerging
threats. In addition, being a system
of systems, the unmanned aircraft
system is at risk from multiple or
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blended threats, which may attack
various systems at once making the
defense of the aircraft both multi-
farious and technically dynamic as
threats continually evolve.

The threat of hostile takeover
is a multi-dimensional threat that
can emerge in many ways through
the unmanned aircraft system of
systems. A spectrum of attacks can
manifest through communication-
al and computational channels in
both the aircraft itself as well as
the ground control station through
software, hardware, embedded

Hostile takeover threats to
unmanned aerial systems are real
and imminent.

systems, network components, and
other control structures. In many
ways, an unmanned aircraft can be
considered as a wireless device/
node in the sky, open to the same
threats as a wireless network. It is
also open to attacks through com-
munication and GPS signals. In a
broad sense, five distinct threat
domains can be discerned in a
hostile takeover threat spectrum:
embedded system threats, mali-
cious software threats (malware),
wireless hack threats, GPS spoof-
ing, and signal jamming. Each can
be considered as a formidable men-
ace to unmanned aircraft security,
with a blending of these threats
being a latent prospect as aerial
operations become ubiquitous in
the national airspace.

Embedded Systems Threats

Embedded systems security is a
major concern for the unmanned
aerial system. Embedded systems

tend to have generic hardware
and software which in many cases
come from foreign countries that
do not have mandatory develop-
ment process security protocols.
This can result in built-in vulner-
abilities and malicious logic errors
in the integrated circuits as well as
the software that drives the chips.
The interconnectivity of the various
embedded systems makes these
logic vulnerabilities pervasive
throughout the system.

Embedded components such as
integrated circuits, programmable
logic controllers, and indus-
trial control-type mecha-
nisms can inflict physical
as well as informational
damage in both the aircraft
and the ground control sta-
tion. Controllers that oper-
ate in real time have the
potential to manipulate
electrical outputs based on
the logic structures of the
circuit. If a malicious logic structure
manifests in real time, the devices
connected to the controller such
as sensors, aerial control struc-
tures, motors, or other electromo-
tive devices can be malevolently
manipulated. Thus through adverse
computational logic, erroneous
electrical impulses in the hardware
can result in malicious control or a
catastrophic failure of the aircraft in
real time.

Malicious Software Threats

Malicious software threats can
emergde in an unmanned aerial sys-
tem through any one of the com-
putational systems in both the
aircraft and the ground control
system. These threats are similar
to most computational systems:
viruses, worms, spyware, as well
as innumerable forms of malware.
Malicious software can result in
hostile aircraft control through
many channels such as network
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based intrusion, software exploita-
tion, communication signal manip-
ulation, as well as flight control
hijacking. The possibilities of nefar-
ious malware manipulation are
virtually endless. The plethora of
malware mechanisms make their
manipulation a formidable threat to
unmanned aircraft.

Wireless Hack Threats

Drones are unmanned aircraft
on a wireless tether when they
are not autonomously flown. This
means that they are open to tradi-
tional wireless network hacks and
exploits resulting in a hostile take-
over of the aircraft. Threats include
packet injection, re-authentication,
and script code injection, as well
as other threats to the wireless net-
work components within the sys-
tem of systems. Wireless hacks
can be directed at the aircraft, the
ground station or both.

GPS Spoofing Threats

GPS civilian signals are founded
upon an open standard with free
accessibility signals, no form of
authentication, all on top of unen-
crypted signals. The transparency
and predictability of GPS signals
have created an inherent weakness
in the system: the ability for GPS
signals to be spoofed, which means
the signals can be maliciously rep-
licated with ease. An unmanned
aircraft can be hijacked, controlled
and ultimately crashed by spoofing
its live, real-time GPS signals. GPS
spoofing can occur in many ways
such as through live satellite signal
spoofing, software code spoofing
as well as differential corrections
spoofing. Regardless of the mecha-
nism, GPS spoofing poses a critical
danger to unmanned aircraft as the
open nature of civilian GPS creates
a wide range of technical spoofs
that are relatively easy to formulate
and implement.
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Signal Jamming Threats

Signal jamming is a major issue
with the cyber-physical aspects
of unmanned aircraft. Signal jam-
ming can be a single or multi-path
endeavor affecting many of the air-
craft systems. Jamming signals can
block GPS signals, communication
signals, command and control sig-
nals, network signals, as well as sig-
nals from various aircraft systems
such as anti-collision systems. The
result is a weakened aircraft sys-
tem that may face a loss of control,
inaccurate navigation, or incom-
plete commands resulting in an
unplanned traverse across the sky
or a catastrophic event. Signal jam-
ming is also dangerous as it opens
up the aircraft system to other forms
of exploits, compounding the ability
to defend from the hostile threat.

Hostile Takeover Threats

are Real and Imminent

The operation of unmanned air-
craft in the skies has the potential

to transform aviation. However the
hostile takeover threats to these
aerial systems are real and immi-
nent. All operators must
be cognizant to the hostile
takeover threat and provide
adequate countermeasures
to these threats to not only
protect the aircraft, but also
to protect lives and prop-
erty that are in the path
of these innovative aerial
machines. The time to take
unmanned aerial security
seriously is now.
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OPI N |O N (continued from page 14)

4) Set your devices not to broad-
cast their SSID. This step makes
your devices less visible to the
public (but admittedly won’t
slow down a dedicated hacker).
The SSID is the device name that
broadcasts, showing that a wire-
less connection to it is possible.
Note that implementing new

security protections will make your
camera less vulnerable, but there’s
still a chance it could be hijacked.
A sophisticated hacker could not
only violate your privacy by turn-
ing your webcam on you and your
loved ones, but could also com-
mandeer your network and make
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your camera a slave bot to carry out
additional exploits.

The very best way to keep your
IP camera from being turned on
you is to not have it turned on
in the first place. Use one if you
must, but think very carefully
about the potential damage that
could be done when you click the
“on” button.
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