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I. INTRODUCTION

NETWORK and Service analytics can harness the
immense stream of operational data from clouds, to

services, to social and communication networks. In the era
of big data and connected devices of all varieties, ana-
lytics and machine learning have found ways to improve
reliability, configuration, performance, fault and security man-
agement. In particular, we see a growing trend towards
using machine learning, artificial intelligence and data ana-
lytics to improve operations and management of information
technology services, systems and networks.

Research is therefore needed to understand and improve
the potential and suitability of data analytics and machine
learning in the context of services, systems and network man-
agement. This will provide deeper understanding and better
decision making based on largely collected and available oper-
ational and service data. It will also present opportunities for
improving machine learning and data analytics algorithms and
methods on aspects such as reliability, dependability and scal-
ability, as well as demonstrate the benefits of these methods
in management and control systems. Moreover, there is an
opportunity to define novel platforms that can harness the vast
operational data and advanced data analysis algorithms to drive
management decisions in networks, data centers, and clouds.
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This special section of IEEE TRANSACTIONS ON NETWORK

AND SERVICE MANAGEMENT presents novel research tackling
the above challenges. It is the fourth special section in this area
to appear in this series, after issues published in [1], [2], [3].
The collection of works we present illustrates recent trends,
novel solutions and approaches to leverage Data analytics and
Machine Learning in Network and Service management, as
well as to extract insights from data that can guide system
operators and network managers in their daily activities.

The special sections consists of two parts. In Part I,
presented here, we have accepted 15 papers out of 83 papers
submitted to the open call for novel contributions address-
ing the underlying challenges of Data Analytics and Machine
Learning for Network and Service management. Part II will
be published in the next issue (March 2021).

II. SPECIAL SECTION OVERVIEW

The special section papers span four central areas of Data
Analytics and Machine Learning for Management: (i) Data
Analytics and Machine Learning for Network Management in
general, (ii) Data Analytics and Machine Learning for Service
Management, (iii) Data Analytics and Machine Learning
for Mobile Networks, and (iv) Data Analytics and Machine
Learning for Social Network Platforms.

A. Data Analytics and Machine Learning for Network
Management in General

Four papers in this special section focus on data analytics
and machine learning for management of networks.

In “Deep Reinforcement Adversarial Learning Against
Botnet Evasion Attacks,” Apruzzese et al. [item 1) in the
Appendix] investigate network traffic and characteristics to
interpret botnet evasion attacks. They propose a framework
that can protect botnet detectors from adversarial attacks
through Deep Reinforcement Learning mechanisms.

In “Exploring Network-Wide Flow Data With Flowyager,”
Saidi et al. [item 2) in the Appendix] extend the issue of
improving the response time for a priori unknown network-
wide network flow queries. They propose Flowyager, a system
that is built on top of existing traffic capture utilities, enables
querying the resulting datasets from hundreds of routers across
sites and over time.
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In “ViCrypt to the Rescue: Real-Time, Machine-Learning-
Driven Video-QoE Monitoring for Encrypted Streaming
Traffic,” Wassermann et al. [item 3) in the Appendix] inves-
tigate real-time, passive Quality of Experience monitoring of
HTTP Adaptive Video Streaming from the Internet Service
Provider perspective. They present a monitoring solution based
on a machine learning model that is able to infer Key Video
Quality of Experience Indicators such as stalling, initial delay,
video resolution, and average video bitrate.

In “Collaborative Flow Control in the DARPA Spectrum
Collaboration Challenge,” Mennes et al. [item 4) in the
Appendix] consider an intelligent, dynamic spectrum alloca-
tion mechanism, where different network technologies collab-
oratively optimize the spectrum usage. The authors present
a flow control mechanism based on policies to implement
collaboration in a Quality of Service driven way.

B. Data Analytics and Machine Learning for Service
Management

Three papers in this special section focus on data analytics
and machine learning for management of services.

In “You Only Run Once: Spark Auto-Tuning From a Single
Run,” Buchaca et al. [item 5) in the Appendix] seek to
examine tuning configurations for Apache Spark data pro-
cessing framework that uses information from one run of a
Spark workload. The authors validate their method against
state-of-the-art features and techniques showing its scalability,
prediction accuracy and increased speedup.

In “Diminishing Returns and Deep Learning for
Adaptive CPU Resource Allocation of Containers,”
Abdullah et al. [item 6) in the Appendix] introduce a
machine learning approach for automatically allocating
optimal CPU resources to the containers. The authors evalu-
ate the performance of their approach using real workloads
on a Docker-based containerized infrastructure demonstrating
the effectiveness in reducing the completion time of the jobs
and compare it to commonly used static CPU allocation
methods.

In “HitAnomaly: Hierarchical Transformers for Anomaly
Detection in System Log,” Huang et al. [item 7) in the
Appendix] explore log-based anomaly detection methods for
service and system maintenance. The authors focus in par-
ticular on a log-based anomaly detection model that utilizes
a hierarchical transformer structure to capture the semantic
information in both log template sequences and parameter
values.

C. Data Analytics and Machine Learning for Mobile
Networks

Five papers in this special section focus on data analytics
and machine learning for management of mobile and radio
networks and services.

In “Few-Shot Learning and Self Training for eNodeB Log
Analysis for Service Level Assurance in LTE Networks,”
Aoki et al. [item 8) in the Appendix] illustrate the use of
machine learning approaches to characterize different states
of base stations. The authors investigate the impact of a low

number of labeled data based on key performance indicators
that base stations generate, demonstrating their benefits using
a live Long-Term Evolution network.

In “Estimating Pole Capacity From Radio Network
Performance Statistics by Supervised Learning,” Gijo
Ìn et al. [item 9) in the Appendix] present a comprehensive
analysis of different supervised learning algorithms for
estimating cell and user throughput from the collected radio
network mesasurements. The analysis is performed on two
radio access technologies, namely High Speed DownLink
Packet Access and Long Term Evolution, demonstrating the
most appropriate options for network dimnesioning. The
performance is demonstrated on datasets collected from live
cellular networks.

In “Mobility Management With Transferable Reinforcement
Learning Trajectory Prediction,” Zhao et al. [item 10) in the
Appendix] define a proactive mobility management approach
based on group user trajectory prediction. The authors combine
the Long-Short Term Memory networks with Reinforcement
Learning to automate the model training procedure. They
develop a group user trajectory predictor to reduce prediction
calculation overheads of users with similar movement patterns.
They show the impact of their approach on a virtual reality
service migration scheme built on the top of the handover
mechanism using trajectory predictions.

In “Machine Learning-Based Radio Coverage Prediction in
Urban Environments,” Mohammadjafari et al. [item 11) in the
Appendix] explore the optimal location of radio transmitters
in order to maximize the radio coverage in a geographic area.
They benchmark various machine learning models to estimate
the relationship between transmitter location and the resulting
power coverage. They also investigate the feature construction
methods and the effect of training data size.

In “Machine Learning Based Recommender Systems
to Achieve Self-Coordination Between SON Functions,”
Bag et al. [item 12) in the Appendix] propose an online
Recommender Systems to model the dynamics between
Self-Organizing Network functions of cellular networks.
The authors jointly implement two intertwined Self-
Organizing Network functions, namely Inter Cell Interference
Coordination and Coverage and Capacity Optimization, using
a machine learning based approach. This approach implic-
itly handles the conflicts and achieves the desired trade-off
between coverage and capacity.

D. Data Analytics and Machine Learning for Social
Network Platforms

Three papers in this special section focus on Data Analytics
and Machine Learning for social networks and platforms.

In “Critical Impact of Social Networks Infodemic on
Defeating Coronavirus COVID-19 Pandemic: Twitter-Based
Study and Research Directions,” Mourad et al. [item 13) in
the Appendix] present a large-scale study based on approxi-
mately one million COVID-19 related tweets collected over a
period of two months. The paper adopts an approach based on
data analytics for analyzing social media posts on the COVID-
19 pandemic, with a focus on false and misleading information
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and redirecting users to irrelevant topics. Coverage of exist-
ing research is discussed and used to provide guidelines and
research directions for potential solutions and social networks
management strategies during crisis periods.

In “Spotting Political Social Bots in Twitter: A Use
Case of the 2019 Spanish General Election,” Pastor-
Galindo et al. [item 14) in the Appendix] propose a machine
learning based approach to analyze the presence and behavior
of social bots on Twitter. The authors classify the involved
users as social bots or humans, and analyze their interactions
from a quantitative and qualitative perspectives.

In “Data Fusion Oriented Graph Convolution Network
Model for Rumor Detection,” Yu et al. [item 15) in the
Appendix] present a rumor detection model based on Graph
Convolution Networks. The proposed model leverages both
static and dynamic features to detect rumor propogation on
real life social media, Sina Weibo dataset.
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