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I. INTRODUCTION

LOUD and network analytics can harness the immense
C stream of operational data from clouds and networks,
and can perform analytics processing to improve reliability,
configuration, performance, fault and security management.
In particular, we see a growing trend towards using statisti-
cal analysis, Artificial Intelligence (AI) and machine learning
to improve operations and management of IT systems and
networks.

Research is therefore needed to understand and improve
the potential and suitability of Big Data analytics and Al in
the context of systems and network management. This will
not only provide deeper understanding and better decision
making based on largely collected and available operational
data, but present opportunities for improving data analysis
algorithms and methods on aspects such as accuracy and
scalability, as well as demonstrate the benefits of machine
intelligence methods in system and network management and
control. Moreover, there is an opportunity to define novel plat-
forms that can harness the vast operational data and advanced
data analysis algorithms to drive management decisions in
networks, data centers, and clouds.

This special issue of IEEE TRANSACTIONS ON NETWORK
AND SERVICE MANAGEMENT presents novel research tack-
ling the above challenges. It is the third special issue in this
area to appear in this series, after issues published in [1], [2].
The collection of works we present illustrates recent trends,
novel solutions and approaches to leverage Big Data, machine
learning and Al in network and system management, as well
as to extract insights from data that can guide system operators
and network managers in their daily activities.

In particular, in this special issue we have accepted 12
papers out of 37 papers submitted to the open call for novel
contributions addressing the underlying challenges of Big Data
Analytics for Management.
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II. SPECIAL ISSUE OVERVIEW

The special issue papers span three central areas of
Big Data Analytics for Management: (i) analysis of
network topology and traffic data, (ii) machine learning for
network operations, and (iii) analytics in systems and data
centers.

A. Analytics for Network Traffic Monitoring and Analysis

In “A Survey on Big Data for Network Traffic Monitoring
and Analysis”, D’Alconzo et al. [item 1) in the Appendix]
present a survey to review the broader challenges and exist-
ing body of work at the interface between Big Data and
network traffic monitoring and analysis. Coverage of exist-
ing research is discussed and used to provide guidelines and
research directions for future work.

In “LENTA: Longitudinal Exploration for
Network  Traffic  Analysis From  Passive  Data”,
Morichetta and Mellia [item 2) in the Appendix] examine the
issue of interpreting large volumes of network data and identi-
fying changes or anomalies in network traffic. They propose a
self-learning method based on clustering to help network oper-
ators understand traffic characteristics and unexpected network
activities.

In “Multivariate Multi-order Markov Prediction with Its
Application in Network Traffic Management”, Liu et al
[item 3) in the Appendix] extend the range of modeling meth-
ods for network traffic data by defining a general multivariate
multiorder Markov model and a new state transition approach
that improve the accuracy of multi-modal predictions. They
validate the approach against real traffic data, and in compar-
ison with eigen decomposition techniques.

In “Transparent and Service-Agnostic Monitoring of
Encrypted Web Traffic’, Brissaud et al. [item 4) in the
Appendix] consider the use of analytics to address monitoring
and detection of user actions based on network traffic. The
authors develop a classification technique based on random
forest for monitoring encrypted HTTP traffic in a non-invasive
fashion, preserving user privacy.

In “Inferring Functional Topology From Time-Series of
Network Events”, Messager et al. [item 5) in the Appendix]
seek to examine the functional dependencies between elements
of a network and define a data-driven approach based on a time
series of emitted events. The authors validate their method
against state-of-the-art techniques showing its scalability and
increased accuracy.
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B. Machine Learning for Network Operations

Four papers in this special issue focus on machine learning
for management of networks.

In ‘“Machine-Learning-Based Routing and Wavelength
Assignment in  Software-Defined Optical Networks”,
Martin et al. [item 6) in the Appendix] introduce a machine
learning approach for routing and wavelength assignments in
optical WDM networks. The authors illustrate in a testbed
the concrete employment of their machine learning classifier,
illustrating its benefit and reduced computational requirements.

In “Optimizing and Updating LoRa Communication
Parameters: A Machine Learning approach”, Sandoval et al.
[item 7) in the Appendix] explore the use of machine
learning techniques for optimal network configuration in
LoRAWAN networks. The authors focus in particular on global
network configuration to maximize throughput and intelli-
gent configuration dissemination to nodes using reinforcement
learning.

In “Greener RAN Operation Through Machine Learning”,
Vallero et al. [item 8) in the Appendix] illustrate the use of
machine learning approaches to characterize network traffic in
radio access networks. The authors investigate the impact of
different prediction models on energy savings and quality-of-
service, illustrating their benefits for concrete implementation
of energy saving strategies.

In “Resource Sharing Efficiency in Network Slicing”,
Marquez et al. [item 9) in the Appendix] explore the problem
of moving away from one-size fits-all service offerings to
network slices. The study uses a data-driven approach rooted
in real-world measurements to understand the achievable
efficiency of network slicing architectures.

C. Analytics in Systems and Data Centers

Three papers in this special issue focus on management,
security and anomaly detection in systems and data centers.

In “A Hybrid Deep Learning based Model for
Anomaly Detection in Cloud Datacentre Networks”,
Garg et al. [item 10) in the Appendix] define a novel data
processing model for Big data-based real-time anomaly detec-
tion. The authors combine optimization and convolutional
neural networks to obtain a new anomaly detection model for
cloud systems.

In “DDoS Detection System: Using a Set of Classification
Algorithms Controlled by Fuzzy Logic in Apache Spark”,
Alsirhani et al. [item 11) in the Appendix] propose a dynamic
attack detection system for distributed denial of service. The
authors combine fuzzy logic with multiple classification algo-
rithms to detect different attack patterns, studying the accuracy
and classification delay trade-off.

In “ISMAEL: Using Machine Learning to Predict
Acceptance of Virtual Clusters in Data Centers”,
Zerwas et al. [item 12) in the Appendix] propose a
machine learning framework for admission control of virtual
clusters in data centers. The paper adopts an approach based
on convolutional and deep neural networks to leverage past
information from past acceptance decisions.
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