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Implementation of a Secure LoORaWAN System
for Industrial Internet of Things Integrated
With IPES and Blockchain

Md. Shahjalal
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Abstract—Low-power, low-cost, and long-range connectivity for
the Industrial Internet of Things (IIoT) networks are the key
stipulations, nowadays. However, implementing a cost-effective,
flexible, and feasible system considering server and networking
security is still an open challenge. In this article, a complete
end-to-end long-range wide area network (LoRaWAN) system has
been demonstrated by implementing blockchain-based secure dis-
tributed data management, which is applicable in various secure
IIoT applications. Dynamic data collected by multiple LoRa sen-
sors are encrypted in a LoRa server, and the encrypted content
is automatically stored in the InterPlanetary file system (IPFS) to
ensure data confidentiality, integrity, and availability. To achieve
data consistency, the content IDs collected from the IPFS are stored
in the quorum blockchain with consortium setup using a smart con-
tract. The consortium network is maintained by the Raft consensus
algorithm employing seven nodes. The design architecture of the
hardware used for both LoRa transmitting node and gateway has
been described in comprehensive manners. The performance of
the LoRaWAN system is analyzed by the received signal strength
indicator, the communications range, and packet loss rate metrics
in both line-of-sight and nonline-of-sight test systems. The data
management scheme is implemented in Python, and the perfor-
mance is evaluated in terms of transaction time and block size.

Index Terms—Blockchain, Industrial Internet of Things (IIoT),
long range, long-range wide area network (LoRaWAN), security.

I. INTRODUCTION

NDUSTRIAL Internet of Things (IIoT) is generally a form
I of machine-to-machine communication that focuses on the
collection of real-time machine monitoring, smart production,
industry environment, logistic and quality control, and power
management data [1]. IIoT aims to set a communication link
between industrial machinery and control systems with real-
time monitoring and maintenance for smart manufacturing. The
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demand for highly scalable and flexible IIoT networking systems
is increasing due to the fourth industrial revolution (or Industry
4.0) [2]. In the past, the networking systems for industrial
control and automation were only limited to wired topology
with small-scale deployment and high cost. With the advan-
tages of long-term reliability, cost effectiveness, scalability, and
flexibility, the use of wireless technologies has been escalating
greatly in recent years [3]. However, wireless personal and local
area networks, i.e., WiFi, Bluetooth, BLE, and Zigbee, are not
suitable for large IIoT deployment due to the low coverage and
high power consumption. Long-term evolution for machines and
narrowband-IoT (NB-IoT) are the two cellular IoT protocols
currently vying for dominance in industrial applications. How-
ever, the essential infrastructure support and the licensed band
increase the operational cost for them [4]. IIoT applications
typically require a relatively low throughput per node, and
therefore, the capacity is not the main concern [5]. Furthermore,
cost/energy efficiency is a vital issue for massively connected
IIoT networks. Long-range wide area network (LoRaWAN)
is a promising candidate technology for low-power wide area
networks, which uses a license-free spectrum, consumes less
power, and provides longer battery life (15 years), compared
with NB-IoT. Moreover, based on the frequency plan, it can
support the bandwidth of 125, 250, or 500 kHz, which is higher
than that of NB-IoT (180 kHz) [6]. LoRaWAN uses LoRa spread
spectrum modulation technique [7], [8] and transmits packets of
a small size over a long distance (5—15 km) consuming very
low power and using relatively low-cost chipsets [9].
LoRaWAN entity is based on an advanced encryption standard
(AES) that provides authenticated packet transmission and en-
sures data security between LoRa nodes and server. However, it
cannot ensure the data integrity of the sensor data while storing
them in a traditional MySQL database [10]. To achieve data
integrity along with consistency, the integration of blockchain
with the LoRaWAN system can play an important role. A
blockchain is an immutable shared ledger, which keeps record of
timestamped transactions and eliminates the need for a trusted
third party (TTP). It arranges transactions in a binary or Merkle
tree structure and stores them in chronological blocks across
a distributed network. Because the blocks are connected to
each other using cryptography and can be publicly verified,
it is impossible to modify a transaction once it is stored in a
block. Thus, this technology offers high resistance against data
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alteration and ensures data integrity and transparency without
needing a TTP or auditor [13]—[16]. Blockchains are decentral-
ized, which means they hold data across a network of participants
that work together to monitor and manage the network. The
system as a whole cannot be owned by a single entity, rather
everyone on the network owns it.

Besides many advantages, a downside of blockchains is that
they require high storage capacity. For a higher transaction size,
the size of a blockchain increases exponentially with the number
of blocks. Therefore, massive data that increase the transaction
size should not be included in transactions; rather, they can be
stored in a separate data storage server and their metadata (i.e.,
URL and hash value) can be included in transactions to record on
the blockchain. However, if the server is somehow offline, the
transactions cannot be verified, and therefore, the system will
lack transparency. This contradictory issue can be solved by
adopting the InterPlanetary file system (IPFS) for off-chain data
storage. IPFS is a distributed file system that enables peer-to-peer
(P2P) file sharing worldwide while ensuring data integrity. It
provides data integrity by using a multihash scheme that includes
several cryptographic hash algorithms. However, IPFS cannot
protect the data confidentiality of a file because the file becomes
globally accessible via its content identifier (CID) after it is
uploaded and pinned. To preserve data confidentiality, the file
should be encrypted first and then its cipher text should be
stored in IPFS node instead of plain text. In these ways, the
combination of IPFS and blockchain can satisfy all the essential
properties of data management, such as data confidentiality,
integrity, verifiability, and consistency, in an IoT infrastructure.

A decentralized LoRaWAN 1.0.2 architecture using was pro-
posed in [17] based on passive roaming techniques. A smart
contract is used to the join registry of end devices on the
blockchain, while we mainly adopt blockchain for sensor data
management. The limitation of their approach is the absence of
digital signatures over media access control (MAC) messages.
Because the originator of a LoRaWAN message cannot be
identified cryptographically, their blockchain-based proposed
solution is incomplete in this article. However, they addressed
the limitation in [18] where the elliptic curve digital signature
is used to add a nonrepudiation feature. They also verified the
feasibility of their solution by providing a full-scale demon-
stration. Recently, blockchain has been proposed in LoORaWAN
systems to enhance security and key management issues. In [19],
smart contact and permissioned blockchain-based architecture
for LoORaWAN key management were proposed to enhance the
security and availability. A similar work was proposed in [20]
with a new approach to update the root key. LoRaWAN has
been creating opportunities for healthcare industries to provide
long-range, secure communications using blockchain services.
Froiz-Miguez et al. [21] provided an implementation of Lo-
RaWAN and blockchain-based health monitoring system for
Industry 4.0 operators. The system collects health data from the
sensors integrated into a wearable that monitors the operators’
health and safety. The collected data are transmitted through
LoRaWAN and directly stored in IPFS. Part of such data or
data hashes is stored in a blockchain through a smart contract.
However, a major concern with their system is that it is serverless
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Fig. 1. Proposed end-to-end LoRaWAN scenario.

and stores operators’ health data in a decentralized network
without any encryption. As anyone in the IPFS network can
view personal data, the system cannot ensure data confidentiality
and, therefore, affects operators’ privacy. Although our system
does not focus on health data management, it is capable to
handle this task by including health monitoring sensors without
compromising users’ privacy. This is because sensor data in our
system are initially encrypted in a server, and then, the encrypted
data are dispersed to the decentralized network ensuring data
confidentiality.

In this article, we propose an IPFS and consortium
blockchain-integrated LoRaWAN design to deploy a low power,
secure, and trusted data framework in IIoT environment. The
overall scenario is illustrated in Fig. 1. For simplicity, our
demonstrated end-to-end LoRaWAN system contains three sen-
sor nodes, one gateway, and a MySQL local server. It is worth
mentioning that the number of sensor nodes can be increased up
to thousands of nodes based on the requirements by incorporat-
ing several schemes mentioned in the recent studies [7], [22],
[23]. However, this article focuses to establish an end-to-end
connectivity by designing both the LoRa nodes and gateway
and integrate the system with the proposed blockchain-enabled
network server that would be compatible in the industrial scenar-
i0s. The implemented LoRaWAN connectivity has been tested
in both line-of-sight (LOS) and nonLOS (NLOS) environments,
considering multiple building obstacles. With an acceptable
packet loss rate (PLR) of only 5%, a communication distance
of 400 m can be achieved in a highly attenuated NLOS link.
The performance of the proposed IPFS and blockchain-based
LoRaWAN system is tested by making transactions on the quo-
rum blockchain. The time required for encryption and upload to
IPFES is 26.6 ms per data list and 49.3 ms per object, respectively.
On average, 135.2 ms consensus time is required for the seven
nodes.

The rest of this article is organized as follows. Section Il intro-
duces the LoRa and LoRaWAN systems along with the PHY and
channel characteristics. Section III presents the demonstrated
LoRaWAN system’s hardware design, including both sensor
node and gateway. This section also describes the proposed
IPES and blockchain-integrated network layer of the LoRaWAN
system. Section IV analyzes the experimental results and per-
formance of the proposed blockchain system. Finally, Section V
concludes this article.
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Fig. 2. LoRaWAN system bit rate comparison on different SFs.

II. BACKGROUND
A. LoRa and LoRaWAN Overview

The LoRa physical layer (PHY) solution is a proprietary
system that was patented by Semtech and further promoted by
LoRa Alliance [10]. LoRa PHY is based on the chirp spread
spectrum (CSS) modulation technique. CSS technique has been
utilized for decades in space and military private networking
purposes due to its large communication range, whereas LoRa
uses it for low-cost commercial applications. The CSS tech-
nique comprises a combination of up-chirp and down-chirp
symbols, which has the flexibility to utilize the entire available
bandwidth. The communication range highly depends on the
spreading factor (SF). SF is simply the duration of chirp. Higher
SF takes a longer time for each chirp modulation and results
in increasing time on-air (ToA). Therefore, a higher SF can
significantly increase the range, however compensates the rate
of transmission, as illustrated in Fig. 2. The bandwidth also has
a significant role in adjusting the data rate. LoRa operates in the
sub-GHz industrial, scientific, and medical band and generally
uses three bandwidths: 125, 250, and 500 kHz. An increase
in operating bandwidth desensitizes the receiver by increasing
the probability of the addition of noise power in the channel.
Therefore, for a fixed SF, the designer can choose either a
narrow bandwidth by increasing the sensitivity but decreasing
the transmission rate or a wider bandwidth for a higher trans-
mission rate by negotiating the receiver sensitivity. LoRaWAN
is a point-to-multipoint MAC protocol that uses Semtech’s LoRa
modulation scheme [10]. A LoRa system constitutes a star net-
working architecture that helps preserving battery lifetime when
confirming long-range connectivity. This system consists of end
sensor nodes, gateways, network servers, and user interfaces.
The network servers act as the root in the star networking system.
The sensor nodes transmit data using LoRaWAN protocol to
multiple gateways. LoRaWAN determines how the radio waves
communicate with gateways to do things, such as encryption
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and identification. These gateways convey the received data to
the network server via some backhaul networks (i.e., cellular,
Ethernet, or WiFi). The network server manages the network
by filtering the redundant packets from multiple gateways and
sending acknowledgement signals through the optimal gateway.
The data reception from multiple gateways mitigates the issue
of handover management for a mobile end node. LoRaWAN can
be used for industrial applications or other private networks by
generating LoRa synchronization keys. The gateways that lie
within the private network can receive the data by matching it
with the keys and forward it to the server.

B. LoRa PHY Parameters

For a specific channel and bandwidth, BW, different SFs { F' €
Z|7 < F < 12} canbe allocated to each node. LoRa modulation
allows the spreading of the spectrum by generating a chirp signal
that continuously varies through the whole available bandwidth.
The data collected from the sensor are chipped at a higher rate
and modulated onto the chirp signal. The chip rate is defined as
one chip being sent per second per Hz of bandwidth. Hence, for
this system, the frequency bandwidth of this chirp is equivalent
to the spectral bandwidth of the signal. This definition exists in
the relationship between the chip rate and symbol rate. Chip rate
is defined as Repip = 2F x Rgym, where Ry is the symbol rate
defined as Rgyy = ];—‘IY. Thus, this relation gives

Repip = BW. (1)

The data can be corrupted by interference from other signals
of the same bandwidth and SF. Therefore, LoRa includes a
forward error correction (FEC) technique to minimize the bit
error during packet reconstruction at the receiver. According
to the FEC technique, redundant error correction bits (ECBs)
are added along with the transmitted data. Adding more redun-
dant bits to the payload eases restoring the original data. The
proportion of adding ECB and the number of bits that actually
carries the original data are determined by the coding rate. The
coding rate that LoRa allows is represented as Rcoding = 4_%",
where {n € Z|1 <n <4}. A PHY frame format is specified
for the Semtech’s LoRa transmitters and receivers [10]. It con-
sists of a preamble, PHY-header (PHDR), PHY-payload, and
payload cyclic redundancy check (CRC). The preamble is used
to recognize the start of the frame and it includes a specified
synchronization word (SyncWord). The LoRa SyncWord helps
to isolate LoRa networks that uses the same frequency bands
[25]. The PHDR can be set as optional and is transmitted using
the Reoging Of 4/8. PHDR holds the necessary information of
the payload size, used Rcoging for the rest of the frame, and the
presence of CRC. The actual data are carried by the payload
section, and the amount of bits available for the data to be
transmitted is determined by the SF and Rcoding [26]. Table I
represents the relation of data bits (DB) and ECB at different SF
and Rcoging. As depicted from this table, even though the increase
in Reoging €nhances data restoring accuracy at the receiver, it
moderates the allocated bits to transmit actual data. This results
in transmitting more data, which decreases battery lifetime. The
number of symbols that makes up the PHY-payload and PHDR
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TABLE I
EFFECT ON DB AT DIFFERENT SF AND Rcoping

SF Rcoding = % Rcoding = % Rcoding = % Rcoding = %

DB ECB DB ECB DB ECB DB ECB
7 5.6 1.4 4.6 2.4 4 3 3.5 3.5

6.4 1.6 53 2.7 45 3.5 4 4
9 7.2 1.8 6 3 5.1 3.9 4.5 4.5
10 8 2 6.6 3.4 5.7 43 5 5
11 | 88 2.2 7.3 3.7 6.2 4.8 55 55
12 | 9.6 2.4 8 4 6.8 52 6 6

is given by

4(8Np — 4F + 28 + 16CRC — 20H)
4(F — DE) Reoding

Nsym:8+max< ,O)

2
where Ny is the number of actual payload bytes. The value
of CRC will be 1 if CRC is enabled and 0, otherwise. H
determines the presence of PHDR, which is 0 when the header
is enabled and 1 when no header is present. The parameter
DE represents the low data rate optimization status of a LoRa
transceiver. DE = 1 when this parameter is enabled and DE = 0
for disabling condition. This parameter is mandatory in LoRa
when using SFs of 11 and 12 with a bandwidth of 125 kHz or
lower. The bit-rate Ry;; at which a LoRa end-device transmits a
signal on the specific bandwidth, SF, and Rcoding is represented
as

4
4 Rco in,
( +2Fd g) . (3)

BW

Ryyy = F X

C. Channel Characteristics

Because LoRa is both bandwidth and frequency scalable, it
can be used for both narrowband frequency hopping and direct
sequence applications [10]. The chirp pulses used for LoRa
modulation are relatively broadband, offering high immunity
to multipath and fading irrespective of regional environments.
Assuming Rayleigh fading channels, let /; be the small-scale
channel fading gain between an end device and the gateway, and
g(l;) determines the path loss attenuation function, where /; is
the distance from the gateway. Following the Friis transmission
equation for path loss, g(l;) can be represented as [27]

A

gli) = 7—==a

(4nl)e @

where A represents the carrier wavelength, and o > 2 is the
path loss exponent. The signal transmitted by a LoRa node
passing through a chirp modulator can be designed as, s(t) =
\/%cos[wactiﬂ(u(ﬁ)fw(Tis)2)], where Fj is the energy of s(t)
in the symbol duration T, f. represents the carrier frequency,
and peak-to-peak frequency deviation and sweep width are
denoted by u and w. Consider that the Rayleigh fading channel
is modeled as a zero mean, independent, and circularly sym-
metric complex Gaussian random variable with unit variance.
Thereby, the received signal at the gateway, r(¢) is the sum of
the attenuated transmitted signal, interference, and noise [28]. It
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can be represented as

N
ri(t) = g(l)ha(t)s(t) + D xk (g (L) b (£ (t) + n(t)

k=2

®)
where X7 (t) is an indicator function whether a different node
(k # 1) is transmitting a signal at the same time, frequency, and
SF or not. 7)(t) represents additive white Gaussian noise with
zero mean and variance, 02 = —174 + NF + 10log,,(BW)
dBm, where NF denotes the receiver’s noise figure and is fixed

depending on hardware implementation.
The circular area covered by the SFs can be represented by

distance ranges as
Prax A(fe
ar

where Py is the maximal transmit power and A(f.) =
(f2 x 10728)~1 is the deterministic path loss term. The sym-
bol, gp = —174 + NF + 10log,,(BW) + £ denotes the re-
ceiver’s sensitivity of each SF, where £ represents the signal-
to-interference-noise ratio.

D. InterPlanetary File System

IPES is a P2P file-sharing protocol, where each content is
addressed by a unique CID unlike traditional location-based
addressing. The CID is computed by first encoding the content
and then hashing the encoded value with a multihash protocol
that includes a number of hash functions. Once a file of any
formats (e.g., jpg,. png,. pdf,. docx,. json, etc.) is uploaded to
a local node, the node provides a 46-character CID of the file
content. Any change made in the file content results in a different
CID, which proves the tamper resistance of IPFS data. The
uploaded file is distributed to the network in a permanent storage
manner. A shared file cannot be deleted if all the nodes that store
the file do not remove it from their local storage devices. The
commands for uploading, viewing, and downloading an object
are as follows:

1) upload object: IPFS add <filepath>;

2) view object: IPFS cat <CID>;

3) download object: IPFS get <CID>.

E. Raft Consensus

Raft is a family of crash fault tolerance of the consensus
algorithm. Raft networks often feature an odd number of nodes
since having an even number of nodes provides no benefit. Each
node in areplicated state machine (server cluster) can be in one of
three states: leader, candidate, or follower, as illustrated in Fig. 3.
Under typical circumstances, a node can remain in any of the
three states listed previously. Any request to the follower node
is forwarded to the leader node; only a leader can interact with
the client. To become a leader, a candidate seeks for votes. Only
the candidate or the leader receives responses from a follower.
The Raft algorithm divides time into short terms of arbitrary
length to maintain these server statuses. Each term is designated
by an ever-increasing number, referred to as term number, as
shown in Fig. 4. Every node keeps track of this term number,



SHAHJALAL et al.: IMPLEMENTATION OF A SECURE LoRaWAN SYSTEM FOR INDUSTRIALIIOT INTEGRATED WITH IPFS AND BLOCKCHAIN

Times out,
new election

Receives votes from

Times out. majority of server

start election

Start up

Leader

Discovers current Discovers server with

leader or new term higher term

Fig. 3. Server states of Raft consensus.

Term 1 Term2 Term3 Term4

A % A N

/ \ | Terms
Election Normal .
. No emerging leader
operation

Fig. 4. Time division in Raft consensus.

which is passed between nodes during connections. Every term
begins with an election to elect a new leader. To gain a majority,
the candidates solicit votes from other server nodes (followers).
If the candidate receives the required majority, it becomes the
current leader for the remainder of the term. When there is no
majority, the scenario is known as a split vote, and the term ends
with no leader. As a result, a term can only have one leader.
Raft employs randomized election timeouts to ensure that split
votes are uncommon and swiftly resolved. Election timeouts are
determined at random from a fixed interval (e.g., 150-300 ms) to
prevent split votes in the first place. This distributes the servers
so that only one will time out in most circumstances; it wins
the election and sends heartbeats before any other servers do.
Split votes are handled using the same approach. At the start of
an election, each candidate resumes their randomized election
timeout and waits for that timeout to expire before starting the
next election; this decreases the possibility of another split vote
in the current election.

Unless there are pending transactions, the Raft consensus
does not mint blocks. Because no empty blocks containing zero
transactions are minted, this can save a lot of space, especially
when the transaction load is low. Another benefit of utilizing Raft
over the Istanbul Byzantine fault tolerance (IBFT) is the faster
block time. The leader mints a block within 50 ms of receiving
the transaction (as is the default configuration), and moving a
proposed block through the Raft cluster and collecting majority
acknowledgments is a quick operation. Average block times
are consistently subseconds under the most common network
settings.

While the IBFT consensus algorithm can tolerate an f number
of faulty nodes in 3 f + 1 number of total nodes, Raft can tolerate
an f number of faulty nodes in 2f + 1 number of total nodes.
A faulty node means the node can propose a false block that
contains invalid transactions, which may result in an incorrect
blockchain if other nodes are not conscious about the malicious
block. If there are f number of dishonest nodes in the network,
the network must have (2f + 1 — f) or a majority number of
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Algorithm 1: Proposed Algorithm For Storing Dynamic
Sensor Data In IPFS And Quorum Blockchain.
Input: Sensor data D, secret key Sk, public key Pk, and
smart contract Sc
Define data pointer: L < 0
Define transaction index: ¢ <— 0
Define the number of data per transaction: N < 160
while True do
Insert D in the LoRa server
Read server data Dy
iflen(D,) — L > N then
List N new data: D,, = Ds[L : L + N]
Encrypt D,,: E' = Sk + map(D,,)
Create a dictionary d:
d[“Tx index”] = ¢
d[“About”] = “LoRa Sensor Data”
d[“Type”] = “Encrypted”
d[“Ciphertext”] = F
11: Write a json file: json.dump(d, “Tx;.json™)
12: Upload the file to IPFS: Res <-IPFS add
‘Tx;.json’
13: Collect the file CID: CID = Res[*“Hash”]
14: Define the file URL:
URL < “http://ipfs.io/ipfs/”+ str(C1D)
15: Compute a timestamp: ¢ = Datetime.now()
16: Compute the transaction: T = [i, CID, URL, ¢]
17: Sign the transation: Signature = sign(Sk, T")
18: Insert Signature and Pk in 7"
T =T + [Signature, Pk]
19: Make a transaction to quorum blockchain:
Sc.functions.newData (7T) . transact ()
20: end if
21: end while

Yo

—_—

honest nodes to prevent a malicious block from being added to
the blockchain. Therefore, Raftis less expensive to run because it
requires fewer nodes to be fault tolerant, but it assumes that there
are no adversary nodes on the network. IBFT is more expensive
to run since it requires more nodes to stay fault tolerant, but it
assumes the network has adversarial nodes.

III. DEMONSTRATION OF LORAWAN SYSTEM
A. Hardware Design

The hardware of LoRa system comprises LoRa transmitting
nodes and LoRa gateways. Because LoRa is considered as a
low-power and low-cost IoT solution, the peripheral devices
used along with the LoRa module should be of low cost and
considerably less power consuming [29]. For our demonstration,
we have considered three LoRa transmitting nodes and one
gateway. The goal is to fully develop end-to-end communication
for multiple nodes and network server using one gateway. Each
node is connected to a sensor that collects required testing data.
The three nodes are designed to collect data from temperature,
humidity, and dust sensors, respectively. DHT11 is used for
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measuring the temperature and humidity data and PPD42NS
is used for collecting dust concentration in the air.

The designed architecture of a LoRa transmitting node is
shown in Fig. 5(a). It consists of a sensor unit, microcontroller
unit (MCU), and LoRa module. Any kind of industrial sensor
module can be used depending on the IToT sensing requirements.
The sensor is connected to the MCU so that the sensed data can
be read and processed by the MCU. The next few tasks, such as
the assignment of channel frequency, data frame generation, and
allotment of the LoRa SyncWord, are performed in the MCU.
The channel frequency is selected based on the type of LoRa
module and the geographical region. Semtech’s LoRa module
SX1276/77/78/79 can be programmed as 137 to 1020 MHz
transceiver [30]. The components inside the data packets, such
as the preamble, PHDR, PHY-payload, Rcoding, and receive
window duration, are also programmed in the MCU. As soon
as the sensor data acquisition and data frame construction are
completed, the MCU initializes the LoRa module to transmit that
packet. The total time regarding those data frame constructions
is defined as transmitting ToA. This depends on the SFs while
performing PHY-payload modulations. In our demonstration,
we used well-known, low-power, 32 kB ATmega328 MCU
and SX1278 as the LoRa transceiver module. This transceiver
provides 168 dB maximum link budget and high sensitivity down
to —148 dBm with the support of different modulations, such as
ON-OFF keying, LoRa, frequency-shift keying, and minimum-
shift keying [30].

The designed structure of a LoRa gateway is almost similar
to the LoRa sensor node, as shown in Fig. 5(b). A similar LoRa
transceiver module is used to receive the transmitted signal from
any known LoRa sensor node. The MCU that is deliberate to
process the received signal, initially matches the SyncWord to
make sure an authorized communication. Thereafter, the target
sensing data are decoded from the received LoRa packet. A WiFi
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Fig. 6. Illustration of the data workflow through the network.

module is installed to make a connection to the network server
using internet protocol and store the sensing data. If necessary,
a downlink LoRa message can be sent as an acknowledgment,
after a successful data appending to the network server. In that
case, a deliberate receive window will be created immediately
after the uplink message has been transmitted from the LoRa
sensor node to receive the downlink LoRa message from the
network server, as shown in Fig. 5(a).

B. Security Concerns in LoRa Connectivity

According to the LoORaWAN specification [10], LoORaWAN
security adopts the AES cryptographic primitive to provide
double-layer (i.e., network and application layers) security
by distributing two personalized session keys. First, a unique
128-bit network session key (called NwkSKey) is shared be-
tween the end devices and the network server to prove the
packets’ integrity and verify the sensor nodes’ authenticity. Sec-
ond, a unique 128-bit application session key (called AppSKey)
is distributed to the application server for the encryption and
decryption of sensor data [31]. Therefore, the network layer se-
curity scheme is responsible for ensuring sensor nodes’ authen-
ticity and packets’ integrity in the network, and the application
layer security scheme is responsible for keeping confidentiality
by protecting the application server from third-party threads
and attacks. Those LoRaWANSs’ inherent security needs to be
accompanied by secure implementation and secure deployment
of these schemes to maintain the protocol’s built-in security
mechanisms. In our demonstration, the network level security
is provided by assigning dynamic LoRa SyncWord along with
the actual data. Generally, the preamble of the LoRa PHY frame
determines the start of the frame. We have used the preamble to
store the SyncWord symbol, which is randomly generated and
allocated to each node to ensure the authentication before receiv-
ing any transmitted data from the LoRanodes. The assignment of
the SyncWord is done by the associated MCU in the transmitting
node. As depicted in Fig. 6, when the uplink LoRa packet reaches
the LoRa gateway, only the authenticated gateway will be able
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to track the signal and reroute it to the network server. This
authentication process is performed by matching the SyncWord
that will only be known to the network provider. The application
level security is provided by implementing blockchain in the
LoRa server. The following section gives a detailed description
of the proposed blockchain-based server security system.

C. Blockchain Network Layer

As shown in Fig. 1, the network layer includes IPFS for
encrypted sensor data storage, and quorum blockchain is used
for storing the metadata CID of the encrypted content via a
smart contract. Raft consensus is performed connecting seven
nodes to manage the consortium blockchain. We choose quorum
blockchain for the network layer because it supports consortium
blockchains, providing several promising features, such as a
number of consensus algorithms and ability to reconfigure ac-
cess control for ensuring smart contract security and transaction
privacy. Although the blockchain itself can ensure data integrity,
the main purpose of using IPFS in our system is to reduce size
of the blockchain as well as network overhead.

Algorithm 1 demonstrates how dynamic sensor data are pro-
cessed in IPFS and quorum blockchain to ensure data confiden-
tiality, integrity, and consistency. First, dynamic sensor data D
are stored in the LoRa server. If the number of new data stored in
the server is greater than or equal to a certain number N defined
by the system, the new data are listed and encrypted using the
server’s private key Sk. The encrypted content and its metadata
are arranged in dictionary format and written in a json file. Then,
the json file is uploaded and pinned to alocal node. IPFS provides
aCID of the file, which is aunique address by which the uploaded
file can be accessed through the IPFS network. Upon collecting
the CID, a transaction 7" is formed, including the transaction
index 7, CID, URL of the uploaded file, and a timestamp ¢. T’
is signed with Sk and the signature is inserted into 7. Finally,
the transaction is recorded on the quorum blockchain using the
following smart contract (simplified version):

pragma solidity >=0.4.16 <0.8.4;
contract LoRaWAN/({
struct SensorData{
uint256 tx_index;
string cid;
string url;
string timestamp;
bytes signature;
bytes public_key;}
mapping (string => SensorData) Data;
string[] public SensorDatalist;
function newData (
uint256 _tx_index,
string memory _cid,
string memory _url,
string memory _timestamp,
bytes memory _signature,
bytes memory _public_key)

public({
Data([_cid].cid = _cid;
Data([_cid] .url = _url;
Data[_cid] .timestamp = _timestamp;
Data[_cid].signature = _signature;
Data[_cid] .public_key = _public_key;}

SensorDatalList.push(_cid);
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TABLE II
LORA DESIGN PARAMETERS

Parameters Values

Carrier frequency and bandwidth 433 MHz, 125 kHz
Spreading factor 9

Packet size 7—11 bytes

Coding rate 4/5

Transmit power 14 dBm

Modulation method LoRa (based on CSS)
PHY header Enabled

LoRa module SX1278

1200 ‘ ‘
—=— BW=125 kHz
—e— BW=250 kHz

1000 -
—4&— BW=500 kHz

800

600 ¢

400 //
S

ToA (ms)

h

Fig. 7. ToA dependency on bandwidth and spreading factor.

IV. EXPERIMENTAL RESULTS

A prototype hardware is developed and implemented to evalu-
ate the performance of the proposed blockchain-integrated LoRa
network. The system is deployed in the university campus to
test the complete LoRa connectivity, systems’ received signal
strength indicator (RSSI), LoRa PLR over distances considering
building blockage, and the performance of blockchain in the
network server. The three LoRa transmitting nodes are installed
at three different places on the campus; node 1 is mounted at the
rooftop, and nodes 2 and 3 are located inside our department
building. Monopole helical antennas of gain 10 dBi and an
operating frequency range from 400 to 470 MHz are used at both
the transmitting nodes and the gateway, which propagates signal
in an omnidirectional manner. A frequency band of 433 MHz
is set for both the transmitter and the gateway to communicate
between them. The gateway forward the received data to the
network server using WiFi. A local personal computer is used
as MySQL data server and served as the network server.

The parameters and devices considered for network develop-
ment are summarized in Table II. Channel bandwidth of 125 kHz
and SF of 9 are taken for the LoRa transmitting nodes to transmit
packets. In Fig. 7, dwell time or the ToA has been represented
for different SFs. The figure also shows the change of ToA
with three different bandwidths, such as 125, 250, and 500 kHz,
which depicts that a longer time will be needed if the signal is
transmitted at higher SF and lower bandwidth. However, higher
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SFs are used in such applications where higher coverage is given
greater priority than the transmission delay.

The received data from the three LoRa sensor nodes (i.e.,
temperature, humidity, and dust concentration) are shown in
Fig. 8. Following the duty cycle limitations, a slotted ALOHA
scheme [32] has been adopted to increase the permissible nodes
for a particular channel. Owing to the SFs being orthogonal to
each other, the number of supported end devices can be increased
by applying the time-slotted channel hopping technique. This
is calculated as Tpodes = Mchannels X Mslotss WHETE Mpodes 1S the
maximum number of nodes per minute, 7¢pannels 1S the number
of allocated channels, and ngs represents the number of slots
created per minute. The LoRa gateway is installed at a location
from where the sensor nodes are kept at three different distances.
From the GW, the node 1 is located at a distance of 100 m at the
rooftop, whereas the nodes 2 and 3 are located at a distance of
300 and 400 m, respectively, with a greater path loss than node
1. Because the nodes 2 and 3 are located inside the building, this
greater path loss is not only for the longer communication dis-
tance but also for attenuation of concrete walls. Fig. 9 illustrates
the RSSI from the three LoRa transmitting nodes. The LoRa
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munication links.

packets from the node 1 has higher RSSI values (on average
of —62 dBm) than the nodes 2 and 3. The figure also shows
that the difference in RSSI values for the nodes 2 (on average of
—103 dBm) and 3 (on average of —106 dBm) is very low. This is
because, after a certain distance is reached, the RSSI decreases
slowly with the increase in communication distance [33].

The LoRa connectivity has been tested at various communi-
cation distances to observe the rate of successful packet recep-
tion. Because this manuscript focuses on developing a private
LoRaWAN for IIoT, a combination of multistory buildings and
open spaces has been considered as the test system, where
multiple attenuations have occurred due to walls and other
obstacles. The PLR is represented in Fig. 10 with the change
of communication distance, considering both the open-air LOS
link and the NLOS link with multiple building blockages. Our
system was tested at a maximum communication distance of
500 m, considering the IIoT scenario. The figure shows that
within a circular coverage area of 0.125 km?, the LOS LoRa
connectivity can provide a successful packet reception rate of
nearly 100%. However, in the case of attenuation due to multiple
building blockages (breaking the LOS link), the PLR increases
up to 4% in a similar coverage area. Practically, the industrial
building area is not that large, and the amount of PLR experi-
enced is quite acceptable on the way to deploying LoRaWAN
for IIoT.

The proposed IPFS and blockchain-integrated data manage-
ment scheme are implemented in Python, and its performance
is evaluated by performing experiment on an AMD Ryzen 7
4700 U processor (speed: 2 GHz, RAM: 16 GB). Table III
demonstrates the latency analysis of Algorithm 1 and the mem-
ory consumption of transactions. The encryption time per data
list is 26.6 ms, which can be reduced by employing a better-
configured processor. The time required to upload each object
(json file) to IPFS is 49.3 ms, where the size of each file is 34 kB.
The average consensus time for the seven nodes is 135.2 ms. The
total sum of all the latency is 205.8 ms, which is the average



SHAHJALAL et al.: IMPLEMENTATION OF A SECURE LoRaWAN SYSTEM FOR INDUSTRIALIIOT INTEGRATED WITH IPFS AND BLOCKCHAIN

TABLE III
PERFORMANCE EVALUATION OF BLOCKCHAIN NETWORK LAYER

Parameter Value
Encryption time per data list 26.6 ms
IPFS storage time per object 49.3 ms
Size per IPFS object 34 kB
Number of consensus nodes 7
Average consensus time 135.2 ms
Average transaction time (total latency)  205.8 ms
Transaction size 1.70 kB
Number of transactions per block 1

Block size 3.07 kB

time required to conduct a single transaction. The sizes of each
transaction and block are 1.70 and 3.07 kB, respectively.

We utilized the quorum blockchain that offers higher per-
formance and privacy. It also supports alternative consensus
mechanisms from which we choose the Raft algorithm as it
offers faster transactions, which is a crying need of industrial
sectors. As IPFS is a free storage system, there are no concerns
about memory consumption and storage capacity in the system.
The size of sensor data does not affect the performance of the
blockchain network because only metadata (i.e., IPFS CIDs) are
stored in the blockchain, whose size is constant and content in-
dependent. However, a massive amount of data will increase the
time required to perform encryption on the server and upload the
encrypted data to IPFS. To solve this issue, a high-performance
processor can be employed in the server’s computer or high-
speed hardware technology, such as field-programmable gate
array can be adopted to boost the encryption speed.

V. CONCLUSION

A demonstration of a secure LoRaWAN solution for IIoT
applications has been presented in this article. The indispensable
properties of LoRa PHY and MAC parameters and channel
properties were analyzed. A LoRaWAN test system was de-
veloped, and the requirements for hardware design and devel-
opment were provided. In our demonstration, supporting the
device/network-level security, a randomized SyncWord authen-
tication technique was developed. Furthermore, blockchain for
industrial LoORaWAN solution was proposed and implemented,
corroborating the application-level server security. The perfor-
mance of the developed system was evaluated by the use of
several experiments in an indoor and outdoor environments.
The PLR was recorded at about 5% at 400 m communication
distance, considering NLOS link. The rate can vary depending
on the attenuation coefficient throughout the path. The proposed
IPFS and blockchain-based data management scheme was tested
by performing transactions on the quorum blockchain. It was
found that the proposed scheme is capable to store encrypted
dynamic sensor data in IPFS and metadata (IPFS CIDs) in the
blockchain automatically through a Python program on the LoRa
server integrated with the smart contract provided.

Moreover, a number of research issues can be addressed in
future, such as evaluating the performance of the LoRaWAN
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for large number of nodes, verifying the blockchain network
for increased nodes, and further minimization of the block
transaction delay and storage overhead.
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