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Cost-Effective and Anonymous Access Control
for Wireless Body Area Networks

Fagen Li

Abstract—Wireless body area networks (WBANSs) are expected
to play an important role in monitoring the health information
and creating a smart, reliable, and ubiquitous healthcare system.
Only authorized users can access the network since the collected
data by the WBANSs are used to diagnosed and treated. However,
it is still a challenging task to design a cost-effective and secure
access control scheme because of inherent characteristics of the
WBANS, such as open medium channel, limited resources of sensor
nodes, and the absence of fixed infrastructure. In this paper, we
first propose a novel certificateless signcryption scheme, and then,
design a cost-effective and anonymous access control scheme for
the WBANSs using the novel signeryption. The proposed access
control scheme achieves anonymity, confidentiality, authentication,
integrity, and nonrepudiation. Compared with existing three access
control schemes for the WBANS, our proposed scheme has the least
computational cost and total energy consumption for the controller.

Index Terms—Access control, certificateless cryptography
(CLC), security, signcryption, wireless body area networks
(WBANSs).

1. INTRODUCTION

ITH the rapid progress in medical sensors and wire-
W less communication, wireless body area networks
(WBANS) [1] has emerged as a new technology for creating
a smart, reliable, and ubiquitous healthcare system. A typical
WBAN consists of a number of implantable or wearable sen-
sor nodes and a controller [2]. The sensor nodes are used to
monitor a patient’s vital signs (e.g., electrocardiogram, breath-
ing rate, heart rate, and blood pressure) and environmental pa-
rameter (e.g., humidity, temperature, and light). There are two
communication types for the WBANS. The first type is that the
sensor nodes communicate with the controller. The second type
is that the controller transmits the collected data to the health-
care staffs and network servers. In [3], the aforementioned two
communication types are classified as intrabody communication
and extrabody communication. The intrabody communication
and extrabody communication are interconnected by the con-
troller. The WBANs enhance the efficiency of healthcare since a
patient does not need to visit the hospital frequently. This char-
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acteristic is especially favorable for countries that are lack of
medical staffs and medical infrastructure. In addition, the clin-
ical diagnosis and emergency medical response can be realized
by using the WBANS. Therefore, the WBANS play an important
role in creating a smart, reliable, and ubiquitous healthcare sys-
tem. A good survey about the WBANSs are given by Movassaghi
et al. [4].

Since collected health data by the WBANS play a vital role in
the medical diagnosis and treatment, only authorized users can
access these data [5]. Without the access control, the health data
may be abused, disseminated and even modified, which may vi-
olate the privacy of the patient and even result in a catastrophic
consequence. Therefore, it is important to design an efficient ac-
cess control scheme that can authorize, authenticate, and revoke
a user to access the WBANSs. However, it is still a challenging
task to design a cost-effective and secure access control scheme
because of inherent characteristics of the WBANS, such as open
medium channel, limited resources of sensor nodes, and the
absence of fixed infrastructure.

A. Related Work

Since the health data stored in the WBANSs play an impor-
tant role in the medical diagnosis and treatment, we should
solve the security issues in the WBANS before real develop-
ment [5]. Recently, some secure schemes for the WBANSs have
been proposed from different sides. In 2013, Hu et al. [6] dis-
cussed how to provide a security mechanism for the extrabody
communication. Their solution is to use the attribute-based en-
cryption (ABE) [7]. However, the ABE may not be a good
choice because the costly cryptographic operation is a heavy
burden for resource-limited sensor nodes [5]. Lu et al. [8] gave
a privacy preserving opportunistic framework for the WBANS.
Zhao et al. [9] discussed the key management problem in the
WBANS. In 2014, He et al. [10] discussed how to provide a se-
curity mechanism for the intrabody communication. They used
the lightweight one-way hash chain to establish the key. Tan
et al. [11] designed an identity-based encryption (IBE) scheme
called IBE-Lite for the WBANs. He and Zeadally [12] gave an
identity-based authentication protocol for the WBANSs. As com-
pared with the public key infrastructure (PKI) that uses a digital
certificate to bind an identity and the corresponding public key,
the identity-based cryptography (IBC) [13] does not need public
key certificates. A user’s public key is derived from its identity
information, such as telephone numbers, email addresses, and
IP addresses. The user’s private key is generated by a trusted
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third party called private key generator (PKG). Authenticity of
a public key is explicitly verified without a certificate. There-
fore, the IBC eliminates the certificate management problem
of the PKI, including distribution, storage, verification, and re-
vocation. The lightweight IBC is very suitable for designing a
security scheme for the WBANs.However, the lightweight IBC
has a weakness called key escrow problem since the PKG knows
all users’ private keys. That is, the PKG can decrypt any cipher-
text in an IBE scheme and forge a signature for any message in
an identity-based signature scheme. Therefore, the IBC is only
suitable for small networks, such as the WBANS, and is not
suitable for large-scale networks, such as the Internet. That is,
the IBC is a good choice for use in intrabody communication
network and is not a good choice for use in extrabody com-
munication network. In this paper, we investigate the scheme
for the WBANSs that controls the Internet users access to the
WBANS, that is, the access control to the extrabody commu-
nication network. Therefore, total IBC cannot satisfy this goal.
There are some good works conducted for access control in
WBANS. In 2011, Cagalaban and Kim [14] proposed an access
control scheme for the WBANS using identity-based signcryp-
tion (IBSC) [15] (hereafter, called CK). The novelty of the CK
scheme [14] is the use of signcryption that can simultaneously
authenticates the users and protects the query messages. Sign-
cryption is a cryptographic technique that can obtain both the
functions of public key encryption and digital signature in a log-
ical single step, with a cost significantly lower than that required
by the traditional encryption-then-signature or signature-then-
encryption methods [16]. That is, a signcryption scheme can si-
multaneously achieve confidentiality, authentication, integrity,
and nonrepudiation with a lower cost. However, there exists the
key escrow weakness in [14] since it uses an IBC technique. In
2013, Hu et al. [17] developed a fuzzy attribute-based signcryp-
tion (FABSC) that can be used in data encryption, access control,
and digital signature for the WBANS (hereafter, called HZLCL).
The weakness of [17] is that costly cryptographic operation is
needed in the FABSC. In 2014, Liu et al. [18] used certifi-
cateless signature to design the access control for the WBANSs
(hereafter, called LZCK). The contribution of LZCK has two
points. The first point is to achieve the anonymity and the sec-
ond point is to use certificateless cryptography (CLC) [19]. The
CLC has neither public key certificates nor key escrow problem.
The CLC still needs a trusted third party called key generating
center (KGC) who is responsible for generating a partial private
key using a master key and a user’s identity. Then, the user
generates some secret value and combines the secret value with
the partial private key to obtain a full private key. Note that
the KGC does not know the full private key since it does not
know the secret value. In addition, He et al. [20] designed an
anonymous authentication protocol for wireless medical sensor
networks using smart card. A temporal credential-based mutual
authentication and key agreement scheme using pseudoiden-
tity is also proposed in [21]. Chaudhry et al. [22] discussed
the authentication method for the telecare medicine information
systems using biometrics. An improved two factor (password
and smart card) authentication protocol for the telecare medical
information systems was given in [23].
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Fig. 1. Network model.

B. Motivation and Contribution

The motivation of this paper is to find a new solution for
the access control for the WBANSs. This solution shall have
neither key escrow problem nor public key certificates. Only
authorized users must have access the WBANs and both the
query messages and identities of the users must be protected.
It is important to protect the query messages and identities of
the users for preserving the privacy of the users [24]. Our solu-
tion is to use certificateless signcryption (CLSC). In this paper,
we first propose a novel CLSC scheme, and then, design a cost-
effective and anonymous access control scheme for the WBANs
based on the CLSC scheme. Our proposed scheme achieves
anonymity, confidentiality, authentication, integrity, and nonre-
pudiation. Compared with existing three access control schemes
(CK [14], HZLCL [17], and LZCK [18]) for the WBANS, our
proposed scheme has the least computational cost and total en-
ergy consumption for the controller.

II. PRELIMINARIES

In this section, we give the network model, security require-
ments, and bilinear pairings.

A. Network Model

Fig. 1 shows the overview of the network model that consists
of three main entities, the WBAN of a patient, a user (e.g., a
nurse, a doctor, a government agency, or an insurance company),
and a service provider (SP) [2]. The WBAN is composed of some
sensor nodes and a controller. The sensor nodes communicate
with the controller and the controller communicates with not
only the sensor nodes but also the Internet. The SP manages the
WBAN that monitors the patient’s vital signs and environmental
parameter. The SP is responsible for the registration for the user
and the WBAN and generates a partial private key for the user
and the private keys for the WBAN (the registration can be
online or offline). That is, the SP acts as the KGC in the CLC.
We assume that the SP is trustworthy and curious. That is, we
do not need to fully trust the SP since it only knows the partial
private key of the user. This is an important advantage of CLC
than IBC. If a user hopes to access the WBAN, it must be
registered at the SP and obtain a partial private key. Then, the
user sends a query message to the WBAN. The controller checks
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if the user is valid. If yes, the user is authorized to access the
data of WBAN. Otherwise, the query request is rejected.

B. Security Requirements

The communication between the user and the controller
should satisfy five security properties, i.e., anonymity, con-
fidentiality, authentication, integrity, and nonrepudiation [5].
Anonymity means that a third party cannot identify the iden-
tity of a user by a given ciphertext. Confidentiality is keeping
query messages secret from the others except the user and the
controller. Authentication is the assurance that only the autho-
rized users can access the WBAN. Integrity is ensuring that
the query messages from the user have not been modified by
unauthorized entities. Nonrepudiation is preventing the denial
of previous queries submitted by the user. That is, if the user has
issued a query message to the WBAN, it cannot deny its action.

C. Bilinear Pairings

Let G; and G5 be two cyclic groups with same prime order p.
(3, is an additive group and G5 is a multiplicative group. Let P
be a generator of (. A bilinear pairingisamap é : G; x G; —
(G, that satisfies the following properties [13].

1) Bilinearity: é(aP,bQ) = é(P, Q)" for all P,Q € Gy,

a,beZ,.

2) Nondegeneracy: There are P,(QQ € Gy such

é(P, Q) # 1, where 1 is the identity element of G.

3) Computability: é(P, Q) can be efficiently computed for

all P,Q € G;.

The modified Weil pairing and Tate pairing provide admissi-
ble maps of this kind. Please refer to [13] for details.

The security of our proposed scheme depends on the hardness
of the following hard assumptions [25]-[27].

Definition 1: Given groups GG; and G of the same prime
order p, a generator P of G; and a bilinear map é:
G1 X G; — G, the g¢-bilinear Diffie-Hellman inversion (g-
BDHI) problem in (G, Gy, €) is to compute é(P, P)/® given
(P,aP,0?P,...,a"P). Here, a € Z7.

Definition 2: Given groups G; and Go of the same prime
order p, a generator P of G and a bilinearmap € : G; X G; —
G5, the modified bilinear inverse Diffie-Hellman (mBIDH)
problem in (G, G5, ¢é) is to compute é(P, P)'/(®+7) given
(P,aP,v). Here, a,y € Zj,.

Definition 3: Given a group (G of prime order p and a gen-
erator P of GGy, the g-strong Diffie—-Hellman (¢-SDH) prob-
lem in Gy is to find a pair (w, ﬁP) € Z, x G given
(P,aP,a’P,...,a'P). Here, a € Z,.

Definition 4: Given a group G of prime order p and a gen-
erator P of GG, the modified inverse computational Diffie—
Hellman (mICDH) problem in G is to compute (o + ) ' P
given (P, aP,~). Here, a,y € Z;.

that

III. CLSC SCHEME

In 2005, Barreto er al. [25] proposed an efficient IBSC
scheme. However, this scheme cannot be used to design an
access control scheme for the WBANSs because it uses the IBC
technique. In this section, we propose an efficient CLSC scheme

TABLE I
NOTATIONS

Notations Descriptions

k A security parameter

G A cyclic additive group

Gy A cyclic multiplicative group

P A generator of group G,

é Abilinearmapé : Gy x G — G

P The order of group G'; and G»

n The number of bits of a message to be sent

s A master secret key of the KGC

Pyup A master public key of the KGC

g A element in group G», where g = é(P, P)
H,() A one way hash function (i = 1,2,3,4)

Dy A partial private key of the user with identity ID;
Su A full private key of the user with identity ID;
PKy A public key of the user with identity IDy;

+ Addition operator

based on [25]. The main notations of our proposed scheme are
listed in Table L.

A. Efficient CLSC Scheme

Our proposed scheme consists of the following six algo-
rithms. Here, we assume that the sender’s identity is ID4 and
the receiver’s identity is IDp.

1) Setup: Given a security parameter k, the KGC chooses
an additive group G, and a multiplicative G5 of the same
prime order p, a generator P of G, a bilinear map é : Gy X
G1 — G, and four hash functions H; : {0,1}* — Z,, Hy :
Gi — Zy, H3 : Gy — {0,1}", and Hy : {0,1}" x {0, 1}* x
Gi1 x Gy — Z;. Here, n is the number of bits of a mes-
sage to be sent. The KGC randomly selects a master se-
cret key s € Z; and computes the corresponding public
key P,u., = sP. The KGC publishes the system parameters
{G1,Gsa,p,é,n, P, Py, 9,H1,Hy, Hy, Hy } and keeps s se-
cret. Here, g = é(P, P).

2) Extract-Partial-Private-Key: A user submits its identity
IDy to the KGC. The KGC computes the partial private key

1

Dy = ——
YT H(IDy) +s

and sends Dy to the user.
3) Generate-User-Key: A user with identity IDy; randomly
chooses xy € Z;, as the secret value and sets

PKy = 2y (Hi(IDy ) P + Pyuy)

as the public key. The public key can be published without
certification.

4) Set-Private-Key: Given a partial private key Dy, a secret
value xy7, and a public key PKy, the user with identity ID; sets
a full private key

1

Sp=—
V" zw + Hy(PKy)

Dy.

5) Signcrypt: Given a message m € {0,1}", a sender’s pri-
vate key Sy, identity ID4 and public key PK 4, and a receiver’s
identity IDp and public key PKp, this algorithm works as fol-
lows:
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1) choose x from Z; randomly;

2) compute r = g* and ¢ = m @ H;(r);

3) compute h = Hy(m,ID4,PKy,r);

4) compute S = (x + h)Sa;

5) compute T' = (PKp+H (PKp)(H: (IDg ) P+Fpup))-

The ciphertextis 0 = (¢, S, T).

6) Unsigncrypt: : Given a ciphertext o, a sender’s identity
ID 4 and public key PK 4, and a receiver’s private key Sp, this
algorithm works as follows:

1) compute r = é(T, Sp);

2) recover m = ¢ ® Hs(r);

3) compute h = H,(m,ID4,PKy,r);

4) accept the message if and only if

r = é(S,PKa + Hy(PK4)(H,(IDA)P + Ppup,))g "

return error symbol _L otherwise.

B. Security

Now, we prove that the proposed CLSC scheme satisfies
confidentiality [indistinguishability against adaptive chosen ci-
phertext attacks (IND-CCA?2)] and unforgeability [existential
unforgeability against adaptive chosen messages attacks (EUF-
CMA)] [28]. For each notion, we should consider two types of
adversaries, Type I and Type II [19], [28]. A Type I adversary
models an attacker that is a common user and does not have the
KGC'’s secret key. But it can adaptively replace users’ public
keys with (valid) public keys of its choice. A Type II adversary
models an honest-but-curious KGC who knows the KGC’s se-
cret key. But it cannot replace users’ public keys. We prove the
proposed CLSC scheme according to the security model defined
in [28].

Theorem 1: [Confidentiality] In the random oracle model,
the proposed CLSC scheme satisfies the IND-CCA2 security
under the ¢g-BDHI and mBIDH assumptions.

Proof: This theorem follows from the following Lemmas 1
and 2. [ |

Lemma 1: In the random oracle model, if there exists an ad-
versary A; that has a nonnegligible advantage € against the
Type I IND-CCA2 security of the proposed CLSC scheme
when running in a time ¢ and carrying out q,px partial private
key extraction queries, g private key queries, ¢y, public key
queries, gpir public key replacement queries, ¢, signcryption
queries, g, unsigncryption queries, and gy, queries to oracles
H,;, (i =1,2,3,4), then we can construct an algorithm C that
can solve the ¢g-BDHI problem for ¢ = gy, with an advantage

g>60_%@+ﬂm>@_%>
=~ qu, (qu, +2qm,) 2k 2k

in a time ¢’ <t+ O(qs + qu)tp + O(qj;, )tm + O(quqn, )te.
where ,, is the cost for one pairing operation, t,, is the cost
for a scalar multiplication operation in GG1, and . is the cost for
an exponentiation operation in G.

Proof: In this proof, we show how C can use A; as a
subroutine to solve a random instance (P, aP,a*P, ..., alP)
of the ¢-BDHI problem.

Initial: In a preparation phase, C chooses ¢ € {1, ...
elements e/ € Z;, and wy, . .

y qH, }a
S We—1, W1, Wy € Z; randomly.
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Fori=1,...,0—1,0+1,...,q,Csetse; = ¢, — w;. Then, C
uses its input to set a generator () € G; and an element X =
aQ € Gy such that it knows g — 1 pairs (w;, V; = ——@Q) for

i€ {l,...,q}\{¢} as in [29]. To do so, C expands the polyno-
mial
q q-1 _
fz)= H (erwy;):chzJ.
i=1,i£l j=0

A generator () and an element X can be obtained as

q—1

Q=) ¢j(@P)=f(a)P

J=0
and
X = ch,l(ajP) =af(a)P = aQ.
j=1

As in [29], the pairs (w;, V;) for i € {1,...,¢}\{¢} can be

gotten by expanding
-2
B
fi(z) = Thw d;z
7=0
and setting
q—2
: f(a) 1
V, = di(a/P) = fi(a)P = P = .
=L P = AP = TP = S
The public key of the KGC is set as Qpup, = —X —e/Q =

(—a — e¢)Q and its corresponding secret key is implicitly set
to s=—a—e €Z;. Forall iec{l,...,q}\{¢}, we have
(e;,—V;) = (es, #Q) C gives A the system parameters with
Qa qub = (_a - ef)Q and 9= é(Qa Q)

Phase 1: C simulates A;’s challenger in the Type I IND-
CCA2 game. C keeps four lists Ly, Lo, L3, and L, to simulate
oracles Hy, Hy, H3, and H,, respectively. C should maintain the
consistency and avoid collision for these answers. In addition, C
maintains a list L, that is initially empty to keep the public key
information. We assume that H; queries are different, that A;
will first ask H; (ID) before ID is used in the other queries and
that the target identity IDp is submitted to H; at some point.
In addition, we think the sender’s identity is different to the
receiver’s identity by irreflexivity assumption [30].

1) H, queries: These queries are indexed by a counter v
that is initially set to 1. For a H; (ID,)) query, C returns
e, as the answer, inserts (ID,, ¢, ) into the list L; and
increments v.

2) Hy queries: When A; asks a Hy (PK;) query, C checks
if the value of H, has been defined for the input PK;. If
it has been defined, C returns previously defined value.
Otherwise, C chooses ho ; from Z[*) randomly, returns
ha; as an answer and inserts (PK;, ho ;) into the list Lo.

3) Hs queries: When A; asks a Hs(r;) query, C checks if
the value of H3 has been defined for the input r;. If it has
been defined, C returns previously defined value. Other-
wise, C chooses h3 ; from {0, 1}" randomly, returns h; ;
as an answer and inserts (7, h3 ;) into the list L.
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4)

5)

6)

7

8)

9)

10)

H, queries: For a Hy(m;,ID;, PK;, r;) query, C checks
if the value of H,; has been defined for the input
(m;,ID;, PK;, ;). If it has been defined, C returns the
previously defined value. Otherwise, C returns a ran-
dom hy; € Z; as the answer. In addition, to answer
the following queries, C simulates Hj oracle to ob-
tain hy; = Hs(r;) € {0,1}" and sets ¢; = m; @ hy;
and & = r; - €(Q,Q)"i. Finally, C inserts the tuple
(mi ,1D;, PK;, 7y, h41i ,Cis fz) into the list Ly.

Partial private key extraction queries: A; chooses an
identity ID; and asks its partial private key. If i = ¢, then
C fails and stops. Otherwise, C knows that H; (ID;) = ¢;
and returns the partial private key —V; = - 1+S Q.
Private key queries: Ay can ask a private keﬁf query on an
identity ID;. If ¢ = ¢, then C fails and stops. Otherwise,
C knows the partial private key —V; = i@ Then, C
searches L;, for the entry (ID;, PK;, z;) (C generates a
new key pair if this entry does not exist) and returns
Si = _r,+1h2 i V;

Public key quéries.‘ A7 selects an identity ID; and sends
ittoC. If the list L, contains a tuple (ID;, PK;, z;), then C
returns PK; to A;. Otherwise, C chooses a random x; €
Zy, sets PK; = x;(€;Q + Qpuy), inserts (ID;, PK;, x;)
into the list L, and returns PK; to A;.

Public key replacement queries: Ar may replace a public
key PK; with a value chosen by it. For a public key
replacement query for (ID;, PK;), C updates the list Ly,
with tuple (ID;, PK;, 1). Here, L denotes an unknown
value.

Signcryption queries: A; can make a signcryption
query by submitting a message m, a sender’s iden-
tity ID; and a receiver’s identity ID;. If i # ¢, C
knows the sender’s private key S; and can answer
this query according to the steps of signcryption al-
gorithm. If ¢+ = ¢, C knows the receiver’s private key
S; since j # £ by the irreflexivity assumption [30]. In
this case, C first randomly chooses 6, h € Z;‘,, compute
S =08;,T =0(PK; + hs,i(e;Q + Qpup)) — h(PK; +
ha j(€;Q + Qpup)) and r = é(T, S;). Then, C defines
the hash value H,(m,ID;,PK;,r) to h. Finally, C com-
putes ¢ = m @ Hj(r) and returns o = (¢, S,T) to the
adversary. C fails if H, is already defined but this only
happens with probability (¢, + gz, )/2F.
Unsigncryption queries: A; can make an unsigncryp-
tion query by submitting a ciphertext o = (¢, S,T),
a sender’s identity ID; and a receiver’s identity ID;.
If j # ¢, then C knows the receiver’s private key S
and can answer this query according to the steps
of unsigncryption algorithm. If j = /¢, C knows the
sender’s private key S; since i # ¢ by the irreflex-
ivity assumption [30]. For all valid ciphertexts, we
havelogg, (S — hS;) =10gpk, 41, (e, 0+@,uy) L > Where
h = Hy(m,1D;,PK,, r). Therefore, we have

e(T, S;) = e(PK; + ha j(e;Q + Qpup), S — hS;).

C first sets £ = é(S,PK; + hai(€;Q + Qpup)), and
then, searches the list L, for the entries of
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the form (m;,ID;,PK;,r;, hy;,c,&) indexed by i€
{1,...,qu, }. If there does not exist such an entry, o
is rejected. Otherwise, C further checks whether the fol-
lowing equation holds for the corresponding indexes:

e(T, S;)
é(PKj + ha (ejQ + qub)7 S)
= &(PK; + ha j(€;Q + Qpup), 5;) "

If the unique ¢ € {1,...,qy, } that satisfies this afore-
mentioned equation is found, C returns the match-
ing plaintext m,;. Otherwise, o is rejected. For all
unsigncryption queries, the probability to reject a valid
ciphertext is less than or equal to Z-.

Challenge: A; generates two equal length messages
(mp, my), a sender’s identity ID4 and a receiver’s identity
IDp on which it hopes to be challenged. If IDg # IDy, C
fails. Otherwise, C chooses ¢* € {0,1}", 1 € Z,,S* € Gy ran-
domly and sets T = —Axp(Q — Ahg Q. C returns the cipher-
text o* = (¢*,8*,T*) to A;. If we define p = A/« and since
s = —a — ey, we have

T" = —hxpQ — rhy pQ
= —pazxpQ — pahy pQ
= (er +5)pxpQ + (e + 8)ph2 pQ
= perxp@Q + prpQpun + pecha pQ + pha pQpub
= prp(e/Q + Qpuv) + pha g (erQ + Qpun)
= pPKp + phse g (e/Q + Qpun)
= p(PKp + h2 p(eQ + Qpun))-

Ar cannot identify that o* is not a valid ciphertext unless it
makes a H3 or H; query on é(Q, Q)”.

Phase 2: A; is allowed to make a polynomially bounded
number of queries adaptively again as in the phase 1 with the
limitation that: 1) it cannot make a private key query on IDp;
2) it cannot make a partial private key extraction query on IDp
if the public key of IDp has been replaced before the chal-
lenge phase; and 3) it cannot make an unsigncryption query on
(0*,ID4,IDp) to obtain the corresponding message unless the
public key PKp has been replaced after the challenge phase.
C answer A;’s queries according to the same method as in the
phase 1.

Guess: A; outputs a guess bit 4, which is ignored by C.

C fetches a  random entry (ri,hs.i) or
(’/7’L7j7 ID“PK“ Ti, h4_’i7 Ci, 5,) from L3 or L4. Since the list L3
includes no more than gy, + gg, records, the selected entry will
contain the correct element 7; = é(Q, Q)? = é(P, P)/(@)**/a
with probability 1/(qm, + 2qm,). As in [25], the ¢-BDHI
problem can be solved by noting that, if £* = é(P, P)"/“, then

q—2

(c2) . :
& e ch+1<ajp)acop
j=0

(@O =

q—2
el Q, Z ciy1(a)P
j=0
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This finishes the description of the whole simulation. Now,
we analyze C’s advantage. Define the events Fy, Fs, E3, Ey,
and F; as follows.

Ey: A; does not select ID; as the receiver’s identity in the
challenge phase.

Ey: A has asked a private key query on the identity ID,.

Es5: Ar has asked a partial private key extraction query on the
identity ID, and the public key of ID, has been replaced before
the challenge phase.

Ej,: C aborts in a signcryption query because of a collision on
Hy.

Es5: C aborts in an unsigncryption query because of rejecting
a valid ciphertext.

According to aforementioned analysis, we know that the prob-
ability of C not aborting is

Pr[—\abort] = PI‘[_\El N _\EQ A _\E3 A _\E4 A _\E5].

We know that Pr[-E] = 1/qn,, Pr[E,] < qs(gs + qm,)/2",
and Pr[E;] < q./ 2% In addition, we know that —=F; implies
—-F5 and —F3. So, we have

(1_ QS(QS;(]H4)) (1_%).

In addition, C chooses the correct element from the list L or
L, with probability 1/(qm, + 2qm, ). Therefore, we have

O € <l_qs(qs+qﬂ4)> (1—(1&)
~ qn, (g, +2qm,) 2k 2k

The bound on C’s computation time can be obtained from
the fact that C needs O(q%{1 ) point multiplication operations in
G in the preparation phase, O(q; + ¢, ) pairing operations and
O(quqmu,) exponentiation operations in G in the unsigncryp-
tion queries.

Lemma 2: In the random oracle model, if there exists an ad-
versary A;; that has a nonnegligible advantage e against the
Type 1I IND-CCA2 security of the proposed CLSC scheme
when running in a time ¢ and carrying out g, private key queries,
gpk public key queries, g, signcryption queries, ¢, unsigncryp-
tion queries, and gy, queries to oracles H; ( = 1, 2, 3,4), then
we can construct an algorithm C that can solve the mBIDH
problem with an advantage

€/>6(1_qs(qs+m)) (1- &)
o qH, (QHg +2QH1) 2k 2k

inatime ¢ <t+ O(qs + qu)ty, + O(quqn, )te, where ¢, is the
cost for one pairing operation and ¢, is the cost for an exponen-
tiation operation in G.

Proof: In this proof, we show how C can use A;; as a
subroutine to solve a random instance (P, « P, ) of the mBIDH
problem.

Initial: C gives Ajr the system parameters params with
B,y = sP and secret keys s. Here, s is randomly selected
by C.

Phase 1: C simulates A;;’s challenger in the Type II IND-
CCA2 game. C keeps four lists Ly, Lo, L3, and L4 to simulate
oracles Hy, Hs, Hs, and Hy, respectively. C should maintain the
consistency and avoid collision for these answers. In addition, C

Pr[—abort] >
4H,
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maintains a list Ly, that is initially empty to keep the public key
information. We assume that H; queries are different and that
A will first ask H; (ID) before ID is used in the other queries.
In addition, we think the sender’s identity is different to the
receiver’s identity by irreflexivity assumption [30]. C chooses a
random number £ € {1,2,...,qg, } and answers A;;’s queries
as follows.

1) Hi queries: A;; chooses an identity ID; and submits it to
C, C randomly chooses e; € Zj, inserts (ID;, ¢;) into the
list Ly and answers H; (ID;) = e;.

2) Hy queries: When Aj; asks a Ho(PK;) query, C checks
if the value of H, has been defined for the input PK;. If
it has been defined, C returns previously defined value.
Otherwise, C checks if PK; = ¢;aP + saP (ie., i = ().
If yes, C returns hy ;, = +y and inserts (PKy, ) into the list
L». If no, arandom hy ; € Zj, is returned and (PK;, ha i)
is inserted into the list Ls.

3) Hs queries: When A;; asks a H3(r;) query, C checks
if the value of H3 has been defined for the input r;. If
it has been defined, C returns previously defined value.
Otherwise, C chooses h;3 ; from {0, 1}" randomly, returns
hs.; as an answer and inserts (r;, h3 ;) into the list Ls.

4) Hj queries: For a Hy(m;,1D;,PK;,r;) query, C checks
if the value of H; has been defined for the input
(m;,ID;, PK;, ;). If it has been defined, C returns the
previously defined value. Otherwise, C returns a ran-
dom hy; € Z; as the answer. In addition, to answer the
following queries, C simulates H3 oracle on its own to
obtain hs; = Hj(r;) € {0,1}" and sets ¢; = m; @ hs;
and & =r; - é(P,P)".. Finally, C inserts the tuple
(mi, ID;, PK;, r;, h47i, Ci, 5;) into the list Ly4.

5) Private key queries: Ay can ask a private key query on
an identity ID;. If i = ¢, then C fails and stops. Otherwise,
C runs H; oracle to obtain (ID;, e;). Then, C searches Ly
for the entry (ID;, PK;, 2;) (C generates a new key pair if
this entry does not exist) and returns

1 1
€X; +h27i e + s

i

6) Public key queries: Ary chooses an identity ID; and sends
itto C. If i # ¢, C chooses a random z; € Z,, sets pub-
lickey PK; = z;(e; P + Pp1), inserts (ID;, PK;, z;) into
the list L, and returns PK; to A;;. Otherwise, C returns
PK; = ejaP + saP and inserts (IDy,PK, L) into the
list L.

7) Signcryption queries: Aj; can make a signcryption query
by submitting a message m, a sender’s identity ID;, and
a receiver’s identity ID;. If ¢ # £, C knows the sender’s
private key S; and can answer this query according to
the steps of signcryption algorithm. If ¢ = ¢, C knows the
receiver’s private key .S; since j # £ by the irreflexivity
assumption [30]. In this case, C first randomly chooses

0,h € Zy, compute S = 0S;, T = 0(PK; + hy ;(e; P +

Ppub)) — h(PKj + hg"]‘ (e]-P + Ppub)) andr = é(T, S])

Then, C defines the hash value H,(m,ID;,PK;,r) to

h. Finally, C computes ¢ = m @& Hs(r) and returns o =
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(¢, S,T) to the adversary. C fails if Hy is already defined
but this only happens with probability (qs + gz, ) /2.

8) Unsigncryption queries: Ay can make an unsigncryption
query by submitting a ciphertext o = (¢, S, T'), a sender’s
identity ID;, and a receiver’s identity ID;. If j # £, then
C knows the receiver’s private key S; and can answer this
query according to the steps of unsigncryption algorithm.
If j = ¢, C knows the sender’s private key .S; since ¢ # £ by
the irreflexivity assumption. For all valid ciphertexts, we
have logg (S — hS;) = 10gpk, 4, (e, P+P,u,) s Where
h = Hy(m,1ID;,PK;, r). Therefore, we have

é(T, Sz) = é(PKJ + thj(ejP + Ppub),S — hSZ)

C first sets £ = é(S, PK; + hgﬁi(eiP + Ppub))’ and then,
searches the list L, for the entries of the form
(m;,ID;, PK;, 7, hy iy c, &) indexed by i € {1,...,qm, }.
If there does not exist such an entry, o is rejected. Oth-
erwise, C further checks whether the following equation
holds for the corresponding indexes
é(T7 Sl)
é(PKj + hg_’j (ejP + Ppub)a S)

= é(PKj + h’QJ (ejp + Ppub), Si)ih"" .

If the unique i € {1,...,qpy, } that satisfies this afore-
mentioned equation is found, then C returns the matching
message m;. Otherwise, o is rejected. For all unsigneryp-
tion queries, the probability to reject a valid ciphertext is
less than or equal to 2t

Challenge: Arr generates two equal length messages
(mg, my ), a sender’s identity ID 4 and a receiver’s identity IDp
on which it hopes to be challenged. If IDp # IDy, C fails. Oth-
erwise C randomly chooses ¢* € {0,1}", A € Z3,S* € Gy, and
sets T* = A P.C returns the ciphertext o™ = (¢*, S*, T*) to As;.
Arr cannot identify that o* is not a valid ciphertext unless it
makes a H3 or Hy query on é(T™, Sp).

Phase 2: Aj; is allowed to make a polynomially bounded
number of queries adaptively again as in the phase 1 with the
limitation that: 1) it cannot ask a private key query on IDp; (2) it
cannot ask an unsigncryption query on (0*,ID 4, IDg) to obtain
the corresponding message. C answer A;;’s queries according
to the same method as in the phase 1.

Guess: Ay produces a bit 3, which is ignored by C.

C fetches a random entry (r;,hs;) or (m;,ID;,PK;,
ri,ha i, ¢, &) from Ly or Ly. Since the list Lz includes no
more than gy, + gg, records, the chosen entry will contain the
rightelement r; = é(T™, Sp) with probability 1/(qu, + 2qu, ).
The mBIDH problem can be solved by noting that, if

1 1
é(T*,SB):é<)\P7 )
a+vye +S
we have
é(P,P)T= =17

This finishes the description of the whole simulation. Now,
we analyze C’s advantage. Define the events Ey, Fs, Fs3, and
FE, as follows.

E1: Ajp does not select ID; as the receiver’s identity in the
challenge phase.

E5: Ajr has asked a private key query on the identity ID,.

FE3: C aborts in a signeryption query because of a collision on
Hy.

E4: C aborts in an unsigncryption query because of rejecting
a valid ciphertext.

According to aforementioned analysis, we know that the prob-
ability of C not aborting is

Pr[ﬁabort] = PI‘[ﬁEl AN—FEy N —=FE3 A ﬁE4].

From the aforementioned analysis, we know that Pr[-FE;]| =
1/qm, Pr[Es] < qs(qs + qm, )/2"7 and Pr[Ey] < qu/2k. In ad-
dition, we know that = F implies —F5. So, we have

1 S S 4 u
Pr[-abort] > — <1 — W) (1 - q—k) .
qu 2 2

In addition, C chooses the correct element from the list L3 or
L, with probability 1/(qu, + 2qm, ). Therefore, we have

d > € (1_ QS(Q.S +QH,1)) (1_%)
T qm, ((IH:; +2QH4) 2 2t

The bound on C’s computation time can be obtained from the
fact that C needs O(gs + ¢, ) pairing operations and O(q, gz, )
exponentiation operations in G5 in the unsigncryption queries.[]

Theorem 2: [Unforgeability] In the random oracle model,
the proposed CLSC scheme satisfies the EUF-CMA security
under the ¢-SDH and mICDH assumptions.

Proof: This theorem follows from the following Lemmas 3
and 4. O

Lemma 3: In the random oracle model, if there exists an ad-
versary JF that has an advantage € > 10(qs + 1)(gs + qm, )/2"
against the Type I EUF-CMA security of the proposed CLSC
scheme when running in a time ¢ and carrying out gpp partial
private key extraction queries, g, private key queries, gy, public
key queries, gp, public key replacement queries, g, signcryption
queries, ¢, unsigncryption queries, and gg, queries to oracles
H; (i=1,2,3,4), then we can construct an algorithm C that
can solve the g-SDH problem for ¢ = gy, in a time

t+ O((qs + Qu)tp + quqm, tc)

(L —1/2)(1 - ¢/2F)
where t,, is the cost for one pairing operation, ¢, is the cost for
an exponentiation operation in G'9, and t,,, is the cost for a scalar
multiplication operation in Gy .

Proof: In this proof, we show how C can use F; as a
subroutine to solve a random instance (P, aP,a’P, ..., aP)
of the ¢-SDH problem.

Initial: C randomly chooses wy, wa, ..., wy—1 € Z; and uses
(P,aP,a®P,...,alP) to set a generator Q € Gy and Q1 =
a@ € Gy such that it knows ¢ — 1 pairs (w;, Vi = -Q) for
i€{l,...,q— 1} asin Lemma 1. C also randomly chooses a
challenge identity ID, and gives F; the ID, and system param-
eters with @, Qpun = @@, and g = é(Q, Q).

Attack: C simulates F;’s challenger in the Type I EUF-CMA
game. Similar to Lemma 1, C keeps four lists L1, Lo, L3, and
Ly to simulate oracles Hy, Ho, Hs, and H,, respectively. C

t' < 120686qm, qu, + O0(¢*t)
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also maintains a list L, to keep the public key information. We
also assume that H; queries are different and that F; will first
ask H (ID) before ID is used in the other queries. Hy queries,
Hj queries, Hy queries, and public key replacement queries are
treated according to the same method in Lemma 1. The other
queries are explained as follows.

1) H, queries: These queries are indexed by a counter v
that is initially set to 1. If ID = IDy, C answers F; a
random value w; € Z,. Otherwise, C answers F the w,
and increases v. In both case, C inserts (ID,w) (here,
w = wp or w,) into the list L.

2) Partial private key extraction queries: F chooses an iden-
tity ID; and asks its partial private key. If ¢ = ¢, then C
fails and stops. Otherwise, C knows that H; (ID;) = w;
and returns the partial private key V; = WQ'

3) Private key queries: F can ask a private key query on an
identity ID;. If 4 = ¢, then C fails and stops. Otherwise,
C knows the partial private key V; = — Jrlw
searches Ly for the entry (ID;,PK;, ;) (C generates a
new key pair if this entry does not exist) and returns S; =

4) Public key queries: Fr selects an identity ID; and sends it
to C. If Ly, contains a tuple (ID;, PK;, x;), then C returns
PK; to F;. Otherwise, C chooses a random z; € Z, sets
PK; = x; (w; Q + Qpun ), inserts (ID;, PK;, z;) into the
list L, and returns PK; to F7.

5) Signcryption queries: F; can make a signcryption
query by submitting a message m, a sender’s iden-
tity ID; and a receiver’s identity ID;. If i # ¢, C
knows the sender’s private key S; and can answer
this query according to the steps of signcryption al-
gorithm. If ¢ =/, C knows the receiver’s private key
S; since j # £ by the irreflexivity assumption [30]. In
this case, C first randomly chooses 6, h € Z;,, compute
S = QS]', T= 9(PK, + h27(wLQ + qub)) - h(PKJ -+
ha j(w;Q + Qpup)) and r = é(T, S;). Then, C defines
the hash value H,(m,ID;,PK;,r) to h. Finally, C com-
putes ¢ = m @ Hs(r) and returns o = (¢, S,T) to the
adversary. C fails if Hy is already defined but this only
happens with probability (gs + gz, )/2".

6) Unsigncryption queries: JFr can make an unsigncryp-
tion query by submitting a ciphertext o = (¢, S, T),
a sender’s identity ID; and a receiver’s identity ID;.
If j#¢, then C knows the receiver’s private key S
and can answer this query according to the steps of
the unsigneryption algorithm. If j =/, C knows the
sender’s private key S, since i # ¢ by the irreflexiv-
ity assumption [30]. For all valid ciphertexts, we have
logg, (S — hSi) = 108pk, 11y, (w,9+Qpuy) > Where h =
H,(m,1D;,PK;, 7). Therefore, we have

é(T, Sz) = é(PKJ + hg,j (w]Q + qub), S — hST)

C first sets &= é(S,PK; + hy i (w;Q + Qpup)), and
then, searches the list L, for the entries of the form
(m;, ID;, PK;, 7, hy i, ¢, &) indexed by i € {1,...,qu, }.
If there does not exist such an entry, o is rejected. Oth-
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erwise, C further checks whether the following equation
holds for the corresponding indexes

é(T, S;)
é(PKJ + hQ-,j (ij + qub)a S)
= é(PKJ + h’QA,] (w/Q + qub)a Si)7h4" .

If the unique 7 € {1,...,qu, } that satisfies this afoemen-
tioned equation is found, C returns the matching plain-
text m,;. Otherwise, o is rejected. For all unsigncryption
queries, the probability to reject a valid ciphertext is less
than or equal to .
Now, we begin to use the forking lemma [31]. However, since
this lemma is only suitable for identity-less chosen message
attack, we need coalesce the identity ID, and a message m
and form a “generalized” forged message (IDy, m) to hide the
identity aspect. If F; wins the Type I EUF-CMA game, we
can construct a Las Vegas machine F7 that outputs two signed
messages ((IDg, m), b, S) and ((IDy, m), h*, S*) with the same
commitment and h # h*. To get the result of ¢-SDH problem
using F7, we constructs an algorithm C as follows.
1) C obtains two different signatures ((ID;,m),h,S) and
((IDg, m), h*, S*) by executing Fj.

2) C  computes Vy = (z¢ + H2(PK¢))(h — k%)
§) = @=L P.

3) C can use long division method and express the polyno-

mialfas f( ) = (2)(z +wy) + 1 for some )(z) =

,1(5_

i o ¥iz' and some ¢_; € Z. Then, f(> can be ex-
pressed as

flz) _

Z+W—¢(z Z+wz Z¢Lz+z+w

So, C obtains

1
(HWP %(w szaP>

4) C outputs (wy, 7~ P) as the result of g-SDH problem.

According to the forkmg lemma in [31] and the relation-
ship between the chosen identity attack and the given iden-
tity attack [32], if F; succeeds in a time ¢ with probability
€ >10(gs + 1)(gs + qm, ) /2", then C can obtain the result of
q-SDH problem in

t+0((gs + qu)tp + quam, te)
e(1 —1/2%)(1 — q/2%)

t' < 1206864, qu, +O0(¢°t ).

O
Lemma 4: In the random oracle model, if there exists an
adversary F;; that has a nonnegligible advantage € > 10(gs +
1)(gs + qm, ) /2" against the Type Il EUF-CMA security of the
proposed CLSC scheme when running in a time ¢ and carrying
out g private key queries, gy public key queries, ¢, sign-
cryption queries, ¢, unsigncryption queries, and ¢y, queries to
oracles H; (¢ = 1,2, 3,4), then we can construct an algorithm
C that can solve the mICDH problem in a time

t+ O((q.s + Qu)tp + quqm, te)

t' < 120686
— quqH,l 6(1—1/2k)
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where %, is the cost for one pairing operation and ¢, is the cost
for an exponentiation operation in G.

Proof: We also uses forking lemma [31] to show how C can
use F;; as a subroutine to solve a random instance (P, aP, )
of the mICDH problem.

Initial: C randomly chooses a challenge identity ID, and gives
Fr1 the ID 4 and system parameters with F,;, = sP and secret
keys s. Here, s is randomly selected by C.

Attack: C simulates F7;’s challenger in the Type Il EUF-CMA
game. C keeps four lists Ly, Ly, L3, and L, to simulate oracles
H,, H,, Hs, and H, respectively. C also maintains a list L, to
keep the public key information. We assume that H; queries are
different and that F;; will first ask H; (ID) before ID is used
in the other queries. H; queries, Hy queries, Hs queries, H,
queries, private key queries, public key queries, signcryption
queries, and unsigncryption queries are treated according to the
same method in Lemma 2.

Similar to Lemma 3, if F;; wins the Type II EUF-CMA
game, we can construct a Las Vegas machine F7; that outputs
two signed messages ((IDg,m),h,S) and ((IDg, m), h*, S*)
with the same commitment and h # h*. To get the result of
mICDH problem using F},;, we constructs an algorithm C as
follows.

1) C obtains two different signatures ((ID¢,m),h,S) and

((IDg, m), h*, S*) by executing F7;.

2) Ccomputes V; = (h — h*)~1(S — S*) = a-lw =

3) C outputs (e; + $)V; as the result of mICDH problem.

According to the forking lemma in [31] and the relation-
ship between the chosen identity attack and the given iden-
tity attack [32], if F;; succeeds in a time ¢ with probability
€ > 10(qs + 1)(gs + qa, )/2¥, then C can obtain the result of
mICDH problem in

t+ O((q9 + qu)tp + QuqH4t6)

' <12
< 120686qm, qn, (1= 1/25)

IV. CERTIFICATELESS ACCESS CONTROL SCHEME

In this section, we design an efficient certificateless access
control scheme for the WBANSs using the proposed CLSC
scheme. Our proposed scheme uses identity-based access con-
trol model [33] that is a simple and a practical access control
model that associates access privilege with specific users. The
access control scheme is composed of four phases: the ini-
tialization phase, the registration phase, the authentication and
authorization phase, and the revocation phase. We summarize
the proposed access control scheme in Fig. 2.

A. Initialization Phase

In this phase, the SP runs Setup algorithm and manages a
WBAN. The controller is assigned an identity IDp, a pub-
lic key PKp and a private key Sp (the SP may run Extract-
Partial-Private-Key, Generate-User-Key, and Set-Private-Key
algorithms). The delivery of private key can be online or offline.
If the online method is adopted, we can use a secure socket layer
to insure the confidentiality of the private key.

User Controller SP
| | (5,1P,0)
| | |
| | (IDy, PKy.55) |
| l 1
| | |
| | |
| 1Dy | |
I 1 |
| Dy I |
o t 1

(S, PPK,) | |
| | |
| | |
| o=(¢8T) | 2 |
— # Unsignerypt |
| | |
I Collected data | |
i 1 |
| | |
| | |

Automatic revocation : :
| |

]
3
2
=

Fig. 2.

Certificateless access control scheme.

B. Registration Phase

A user needs to register with the SP to obtain the access
privilege of the WBAN. The user first sends its identity ID 4
to the SP, and then, the SP checks if the identity is valid. If
this identity is not valid, the SP rejects this registration request.
Otherwise, the SP sets an expiration date £ D and runs Extract-
Partial-Private-Key algorithm to generate a partial private key

1

Dy = P
47 H (ID4||ED) + s

Here, || is a concatenation symbol. The user can check if
é(DA ,Hy (IDA | |ED)P + Ppub) =g

holds. If the equation holds, the D 4 is valid. Otherwise, the D 4
is not valid. After receiving D4, the user runs Generate-User-
Key and Set-Private-Key to obtain a full private key S4 and
a public key PK 4. The user publishes the public key without
certification.

C. Authentication and Authorization Phase

When the user with identity ID 4 hopes to access the mon-
itoring data of the WBAN, it first generates a query message
m. To resist the replay attack and to achieve the anonymity,
the user concatenates the query message, a timestamp TS and
the user’s identity and public key to form a new message
m’ = m||TS|[ID4 ||PK4. Then, the user runs Signcrypt algo-
rithm that takes as input the new message m/’, the user’s pri-
vate key S4, identity ID4, and public key PK4 and the con-
troller’s identity IDp and public key PKp, and output a ci-
phertext o = (¢, S, T'). Finally, the user sends the ciphertext o
to the controller. When receiving the query request from the
user, the controller first computes r = é(T, Sp) and recovers
m||TS|[ID4||PK4 = ¢ @& H;s(r). Then, the controller computes
h = Hy(m,ID4,PK4, ) and checks if

7= é(S,PKa + Hy(PK4)(H,(ID4||ED)P + Pyu1,))g "

holds. If the aforementioned equation does not hold, it rejects the
query request. Otherwise, the user is authorized to access data
of the WBAN. In this case, the controller encrypts the collected
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TABLE II
COMPARISON OF PERFORMANCE

Schemes Computational Cost Controller Communication Cost*
User Controller Receive Transmit

CK [14] 1P+3M 3P+M 2|Gy |+ |ID| + —

Im|
HZLCL [17] SP+M (2|m|+5)M — 441Gy |+

|G2| + [ID]
LZCK [18] 1E+4M 3P+2E+1M 41Gq |+ —
2|Z; | + [ID| +

Im|

Ours 1E+4M 2P+1E+2M  3|G4 |+ [ID| + —

Im|

“The timestamp is omitted in the communication cost for all schemes.

data using a symmetric cipher (such as AES [34]) with the ses-
sion key Hj(r). This session key has been established between
the user and the controller because of the CLSC scheme. This
session key is only known by the user and the controller, which
assures the confidentiality for future communication between
them.

Because this access control scheme uses the proposed sign-
cryption that is proved to have unforgeability in Theorem 2, an
adversary cannot forge a ciphertext o that the controller accepts.
So, our access control scheme achieves authentication, integrity
and nonrepudiation. In addition, similar to [15], our access con-
trol scheme signcrypts both identity ID4 and public key PK 4,
an adversary cannot learn the identity information of the user.
Therefore, our access control scheme achieves the anonymity.

D. Revocation

The registration is revoked automatically by the expiration
date ED. For example, if the expiration date ED is “2015-12-
31,” the user only can access the WBAN before December 31,
2015. That is, the partial private key and full private key of the
user automatically become invalid after December 31, 2015. If
we must revoke the user’s access privilege before the expiration
date due to some reasons, the SP can send a revoked identity
message to the controller. The controller should keep a list of
revoked identities to identify the validity of users. Of course, we
also can use Tsai and Tseng’s method [35] to revoke the users.

V. ANALYSIS OF THE ACCESS CONTROL SCHEME

In this section, we evaluate the performance and security of
the proposed access control scheme. First, we compare the main
computational cost and communication cost of our proposed
scheme with those of CK [14], HZLCL [17], and LZCK [18]
that are shown in Table II. We denote by P the pairing operation,
M the point multiplication operation in GGy, and E the exponen-
tiation operation in G5. The other operations are ignored in
Table II since the three operations consume the most running
time of the whole scheme. Let |x| be the number of bits of x.
Table II shows that our proposed scheme has less computational
cost than the other three schemes for the controller. For the user
part, our proposed scheme has less computational cost than CK
and HZLCL and has the same computational cost as LZCK. For
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the communication cost of the controller, our proposed scheme
is lower than HZLCL and LZCK and is higher than CK.

We give a quantitative analysis for CK [14], HZLCL [17],
LZCK [18], and our proposed scheme. Here, we only consider
the controller part since its resource is limited. We adopt the ex-
perimental results in [36] on MICA?2 that is equipped with an AT-
megal28 8-bit processor clocked at 7.3728 MHz, 4-KB RAM,
and 128-KB ROM. From [36], we know that a pairing operation
takes 1.9 s and a exponentiation operation in GG, takes 0.9 s using
the supersingular curve 42 + y = 2 + 2 with an embedding de-
gree 4 and implementing 7y pairing: E(Fy2r1) X E(Fo2r1) —
Foi1271, which is equivalent to the 80-bit security level. In addi-
tion, from [37], we know that a point multiplication operation
takes 0.81 s. According to the results in [36] and [37], the
computational time on the controller of CK, HZLCL, LZCK,
and our proposed scheme are 3%1.9+41%0.81 =6.51 s,
(2|m| +5)*0.818,3%x1.9+2%0.9+1%0.81 =8.31s, and
2%x1.94+1%0.94+2%0.81 = 6.32 s, respectively. As in [36]
and [38], we assume that the power level of MICA2 is 3.0
V, the current drawn in active mode is 8.0 mA, the current
drawn in receiving mode is 10 mA, the current drawn in trans-
mitting mode is 27 mA, and the data rate is 12.4 kbps. For
energy consumption, according to the method in [24] and [39],
a pairing operation consumes 3.0 * 8.0 * 1.9 = 45.6 mJ, an ex-
ponentiation operation in G5 consumes 3.0 % 8.0« 0.9 = 21.6
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TABLE III
COMPARISON OF SECURITY
Security

Schemes Anonymity Confidentiality Authentication Integrity Nonrepudiation No Certificate No Key Escrow Environment
CK [14] X v v v v v x IBC
HZLCL [17] X 4 V4 v Vv V4 X 1BC
LZCK [18] v x v v Vv v v CLC
Ours v v v v v v v cLe
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mJ, and a point multiplication operation consumes 3.0 * 8.0 *
0.81 = 19.44 mlJ. Therefore, the computational energy cost
on the controller of CK, HZLCL, LZCK, and our proposed
scheme are 3 %45.6 + 1% 19.44 = 156.24 mJ, (2|m|+ 5) *
19.44 = 38.88|m| 4+ 97.2 mJ, 3 % 45.6+2 « 21.64+1 x 19.44=
199.44 mJ, and 2% 45.6 + 1 % 21.6 + 2 % 19.44 = 151.68 mlJ,
respectively.

For the communication cost, we assume that |m| = 160 bits
and |ID| = 80 bits. Since we use a curve over the binary field
Fa271 with the G of the 252 bits prime order. The size of an
element in group (G; is 542 bits and can be reduced to 34 bytes
by standard compression technique [36]. The size of an element
in group G is 1084 bits. So, in CK, the controller needs to

messages. In HZLCL, the controller needs to transmit
4|G1| + |G2| + [ID|bits = 4 x 34 + 136 + 10 bytes = 282 bytes
messages. In LZCK, the controller needs to receive
4Gy |+ 2|Z,| + ID| + |m/bits
= 4% 34+ 2 %324 10 + 20 bytes = 230 bytes

messages. In our proposed scheme, the controller needs to re-
ceive

3|G1| + [ID| + |m/|bits = 3 % 34 + 10 4 20 bytes = 132 bytes

messages. From [36], we know the controller consumes 3 x
27 % 8/12400 = 0.052 mJ and 3 * 10 % 8/12400 = 0.019 mJ to
transmit and receive one byte messages, respectively. Therefore,
in CK, HZLCL, LZCK, and our proposed scheme, communi-
cation energy consumption of the controller are 0.019 % 98 =
1.86 mJ, 0.052 % 282 = 14.66 mJ, 0.019 x 230 = 4.37 mJ, and
0.019 * 132 = 2.51 mJ. The total energy consumption of CK,
HZLCL, LZCK, and our proposed schemes are 156.24 +
1.86 = 158.1 mJ, 38.88 * 160 + 97.2 + 14.66 = 6, 332.66 mJ,
199.44 4+ 4.37 = 203.81 mJ, and 151.68 + 2.51 = 154.19 mJ,
respectively.

The computational time and total energy consumption on the
controller are summarized in Figs. 3 and 4, respectively (here,
we assume |m| = 160 bits). From Figs. 3 and 4, we find that
our proposed scheme has the least computational time and total
energy consumption among the four schemes.

We give the relationship between the computational time and
the length of transmitted message in Fig. 5 and the relationship
between the total energy consumption and the length of trans-
mitted message in Fig. 6. We find that the computational time
and energy consumption increase quickly when the length of
the transmitted message become bigger in HZLCL. However,
the other three schemes have a little effect on the length of the
transmitted message.

We compare the security properties of the four schemes in
Table III. A symbol / means that the scheme satisfies the se-
curity property and a symbol x means that the scheme does
not satisfy the security property. Both CK and HZLCL cannot
achieve the anonymity and have the key escrow problem. LZCK
cannot achieve the confidentiality. Our proposed scheme satis-
fies all security properties. In addition, our proposed scheme has
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neither key escrow problem nor public key certificates since it
is based on the CLC environment.

VI. CONCLUSION

In this paper, we first proposed a new CLSC scheme and
proved its security in the random oracle model. Then, we gave
a certificateless access control scheme for the WBANs using
the proposed signcryption. Compared with existing three access
control schemes for the WBANSs, our proposed scheme has the
least computational time and total energy consumption on the
controller. In addition, our proposed scheme is based on the CLC
environment that has neither key escrow problem nor public key
certificates.
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