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M DistriBuTeED LEDGER TECHNOLOGIES (DLT), of
which blockchain is a popular example, are
increasingly becoming a popular means to main-
tain transactional integrity and achieve consensus
among competing parties in many modern distrib-
uted data exchanges. Indeed, a Gartner survey
estimates that by 2020, DLT and blockchain
will support the global movement and tracking of
$2 trillion of goods and services annually.! Unlike
centralized files and databases, distributed ledg-
ers rely on peering nodes to record, share, and
synchronize transactions and data in their individ-
ually maintained local ledgers. In the case of
blockchain, information is organized into blocks
that are securely and transparently chained
together. These blocks become immutable global
knowledge among all peers using consensus algo-
rithms to achieve data synchronization. The
“append-only, globally accepted” transactions
supported by blockchain technologies have given
rise to both opportunities and challenges com-
pared to traditional data storage systems.

One of the challenges faced by current infor-
mation sharing systems, and a key concept
that makes DLT appealing is the support for the
creation of large scale systems from nodes and
components that do not trust each other. Being
able to reach consensus and share a commonly
verifiable ledger is a very powerful primitive,
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which is already being considered for data shar-
ing applications in energy, pharmaceuticals, and
many other domains. A brief by World Bank?
mentions that blockchain and DLT are the build-
ing block of “Internet of value,” and enable
recording of interactions and transfer “value” in
a peer-to-peer fashion, without a need for a cen-
trally coordinating entity. In this context, owner-
ship and control of the data are central and
“value” can take many forms to include any data
record that represents a transaction of owner-
ship of assets. Examples of DLT enabling value-
based data sharing include money, securities,
land titles, wireless spectrum, and other forms
of data associated ownership. DLT is also useful
for controlling access to information, such as
identity and health records.

Of course, like any other technology, DLT
have limitations, too: many researchers have
pointed out security and privacy challenges with
the use of consensus algorithms and their dep-
endence on the persistence and control of indi-
vidual peers. These limitations have given rise
to different blockchain designs spanning from
public/permissionless to private/permissioned
and logic-oriented to transaction-oriented
approaches utilizing different consensus algo-
rithms.® Overall, it seems that DLT have the
potential to be disruptive and impactful in
many use cases. DLT are not meant to be a
sweeping replacement for traditional databases
and storage solutions but rather a powerful and
targeted option to be deployed only in certain
use cases.
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IN THIS ISSUE

There are two articles in this DLT issue that
show how distributed ledgers can be used to
share critical information in a secure and audit-
able manner across multiple participating enti-
ties. Moreover, the sharing of information takes
place among parties that might have competing
business incentives and availability of resources.
Finally, the articles demonstrate the ability of
DLT to apply regulatory requirements and main-
tain globally agreed audit trails without a cen-
tralized trusted authority.

The first article, titled “Distributed Ledgers for
Spectrum Authorization,” is authored by Cigdem
Sengul and demonstrates how DLT can create
business incentives for wireless spectrum owners
to open their spectrum for sharing among multiple
cross-industry stakeholders. This use case exem-
plifies the strengths of DLT to act as a precise and
transparent interorganizational record-keeping
medium. Through the use of smart contracts,
spectrum can be traded between participants
allowing for security and privacy while maintain-
ing auditability on demand. The article goes into
more technical details on the governance, proto-
cols, network, and data operations of a DLT-based
spectrum authorization system discussing both
the challenges and limitations of existing and DLT
systems.

The second article examines the use of DLT as
a means for sharing cybersecurity information
including security vulnerabilities and cybersecur-
ity readiness. Furthermore, DLT can be employed
to authenticate security certifications between
collaborating entities with different requirements.
Indeed, in the article titled “An Interledger Block-
chain Platform for Cross-border Management of
Cybersecurity Information,” José Luis Hernandez-
Ramos and his colleagues discussed how block-
chain approaches foster cooperation and ensure
transparency and immutability of the cybersecur-
ity information. Again, the use of DLT is applied
to ensure distributed trust, transparency, and
accountability, whereas at the same time achiev-
ing scalability, performance, and interoperability
on a global scale.
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