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& MICROSERVICES, WHICH ALLOW an application

to be comprised of many independently operat-

ing and scalable components, have become a

common service paradigm. The ability to con-

struct an application by provisioning these inter-

operating components has various advantages,

including the isolation and independent develop-

ment of tools such as key-value stores, authenti-

cation, logging, and many others.

Containers are one type of system infrastruc-

ture that is commonly used to support microser-

vices. With container management systems like

Docker and orchestration systems like Kuber-

netes to control applications and dynamically

provision their resources, cloud services can be

extremely scalable, reliable, and reactive. How-

ever, other systems beyond containers can be

used to support microservices, and many appli-

cations other than microservices benefit from

containerization.

Containers should be contrasted with

another virtualization technique, traditional vir-

tual machines. Back in March 2013, IEEE Internet

Computing published a special issue on virtuali-

zation. By then, virtual machines had become a

popular way to isolate applications, as a special-

ized server could run in its own virtual machine

while sharing a pool of available resources (such

as a VMware ESXi server). Virtual machines pro-

vide a convenient way to encapsulate state

(so that machines can be migrated among serv-

ers) and to deploy a service in a predictable

fashion. For instance, a service can be wrapped

in a deployable template that can be installed

into a virtualization environment with just a few

configuration steps.

Containers, by comparison, provide a way to

virtualize and isolate the operating system,

allowing multiple applications to run in a single

operating system; i.e., it is the software rather

than the hardware that is virtualized. Without

the need to run multiple operating system

instances, containers can be more lightweight

and potentially easier to manage. But like virtual

machine templates, containers can have specifi-

cations that define exactly what software envi-

ronment an application is to be run within. For

instance, a container might be created with a

specific version of Ubuntu, in which a specific

version of python and python libraries would

execute.

Given the ability to create services with vari-

ous interacting containers, which may execute

on one or many nodes, complex applications

can be synthesized by combining these services

in interesting ways. In particular, as demand

varies, the individual microservices can be repli-

cated to scale with demand or reduced to fit cur-

rent requirements. To support this adaptivity,

the overall service must be architected to handle

parallelism of individual microservices and to

perform appropriate selection of the available

instances to maximize performance.
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IN THIS ISSUE
There are three articles in this theme issue on

microservices and containers. The first two focus

on how microservices should best be used,

whereas the third provides a case study of con-

tainerization in a specific application context.

The first article reports on work from the Stan-

dard Performance Evaluation Corporation (SPEC)

Research Group on Cloud Computing (https://

research.spec.org/working-groups/rgcloud.html).

In “The SPEC-RG Reference Architecture for FaaS:

FromMicroservices and Containers to Serverless

Platforms,” Van Eyk et al. describe best practices

for Functions-as-a-Service. FaaS is a key example

of the elastic scalability of microservices

described above: instantiate functions when

they are needed, and eliminate them when not.

The authors evaluate numerous existing exam-

ples of serverless computing, which support

the FaaS model, and describe how it is best

deployed. They compare a number of platforms,

such as Kubernetes, services from Amazon Web

Services, Apache, and others; and many more.

Akbulut and Perros in “Performance Analysis

of Microservice Design Patterns,” focus more

specifically on the performance of microservi-

ces. They study several metrics (query response

time, efficient hardware usage, hosting costs,

and packet loss rate) as applied to three design

patterns.

1) An API gateway, which acts as a load bal-

ancer and a guard against overload (note

that this gateway bears some resemblance to

the application described in the third paper,

below).

2) A chain of microservices that pass data from

stage to stage for different types of processing.

3) Asynchronous messaging, using RabbitMQ.

Finally, Amirante and Romano authored

“Container NATs and Session-Oriented Stand-

ards: Friends or Foe?” This article takes a very

different view of the areas covered by this spe-

cial issue, with the focus on containers and in

particular the network isolation that is common

in container environments. In particular, they

observe that Docker isolates applications by

providing them one Internet Protocol (IP)

address and then translating that using “network

address translation” for use outside the con-

tainer. Some applications need to know the IP

address by which they are reached from the

outside, and forcing NATs on such applications

raise a level of complexity. Amirante and

Romano explain the issues and propose some

possible work-arounds.
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