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SPECIAL SERIES ON HARSH CHIPS
......Chip power consumption is one
of the most challenging and transforming
issues that the semiconductor industry has
encountered in the past decade, and its sus-
tained growth has resulted in various con-
cerns, especially when it comes to chip
reliability. It translates into thermal issues
that could harm the chip. It can also deter-
mine (that is, limit) battery life in the mobile
arena. And even more critically, it can have
serious consequences for proper chip op-
eration in terms of adopting low-power
techniques such as near-threshold voltage
computing. For example, chips become more
susceptible to soft errors at lower voltages.
This scene becomes even more disturbing
when we add an extra variable: a hostile (or
harsh) surrounding environment. Harsh en-
vironmental conditions exacerbate already
problematic chip power and thermal issues,
and can jeopardize the operation of any con-
ventional (that is, non-hardened) processor.
For example, NASA’s Curiosity rover (explor-
ing Mars in recent months) uses two
RAD750 radiation-hardened microproces-
sors in its on-board computer.1 The engi-
neers who designed this microprocessor had
to consider the high radiation levels and
wide temperature fluctuations in the red
planet to ensure mission success. Similarly,
on-board computer design for unmanned
aerial vehicles (that is, drones) poses hurdles
due to the tight power budget to perform
mission-critical tasks, which must be success-
fully accomplished under a wide range of
environmental conditions. In this context,
we can describe a harsh-environment-capable
chip (or harsh chip, for short) as an
embedded computing system specially
designed and manufactured to guarantee cer-
tain levels of real-time computing perform-
ance and reliability under well-defined, tight
constraints. These constraints include limited
power budget and battery life, maximum tol-

erable levels of radiation, electromagnetic
interference and ambient temperature, strict
fault tolerance, and security requirements.

Interplanetary rovers and drones are just
two examples of harsh-environment-capable
embedded systems. Embedded computing
has become pervasive and mobile and, as a
result, many of the day-to-day devices that
we use and rely on are subject to similar con-
straints—in some cases, with critical conse-
quences when they are not met. For example,
cars, trucks, and even motorcycles are becom-
ing smarter, and in some cases autonomous
(driverless).2,3 Highly reliable, low-power
embedded chips for harsh environments are
the key enablers for autonomous and semiau-
tonomous vehicles, and it is not difficult to
imagine the safety consequences if the on-
board control systems fail or are improperly
operated.

The adoption of harsh chips that can
operate properly even under extreme condi-
tions is experiencing an unprecedented
growth, in tune with the revolutions related
to mobile systems and the Internet of Things,
emergence of autonomous and semiautono-
mous transport systems (such as connected
and driverless cars), and highly automated
factories and the robotics boom. The IEEE
Micro special series on harsh chips will feature
several articles that discuss the most critical
aspects of new-generation harsh-environment-
capable embedded processors. In addition, we
have successfully organized two editions of the
Workshop on Highly-Reliable Power-Efficient
Embedded Designs (HARSH), which have
attracted the attention of researchers from aca-
demia, industry, and government research
labs.

In this issue, we present the first two
articles of the series; additional articles will be
published in subsequent issues of IEEE
Micro. The first article, “Timing Verification
of Fault-Tolerant Chips for Safety-Critical
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Applications in Harsh Environments,” exam-
ines the time predictability aspect of critical
real-time embedded systems (CRTES).
Mladen Slijepcevic et al. focus on the condi-
tions that are required in faulty CRTES
architectures to satisfy worst-case execu-
tion time (WCET) bounds. They adopt a
measurement-based probabilistic timing
analysis approach to address the timing-
related unpredictability issues of complex
multicore architectures. More specifically, the
authors present a processor design with trust-
worthy and tight WCETestimates for safety-
critical applications running on high-per-
formance hardware that are subject to hard
and soft errors.

In the second article, “R3TOS-Based
Autonomous Fault-Tolerant Systems,” Xab-
ier Iturbe et al. exploit hardware reconfigur-
ability to enable autonomous fault-tolerant
systems (AFTS) for use in harsh environ-
ments. The authors present the Reliable
Reconfigurable Real-Time Operating System
(R3TOS), their solution for building adap-
tive electronics using commercial-off-the-
shelf reconfigurable field-programmable gate
arrays. They demonstrate the benefits of
R3TOS through a traction controller proto-
type of a real-world railway traction system,
where it proves to be able to recover from
most of the errors it encounters without
requiring any human intervention.

W e would like to thank all the authors
who submitted their papers to this

special series. We also express our deep grati-
tude to all the reviewers for their valuable
time. The reviews helped the authors to con-
siderably improve the technical quality of the
accepted papers. We sincerely hope that you
enjoy this special series and find its contents
informative and useful! MICRO
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