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Guest editorial

The Internet of Things (IoT) is seen as a set of vertical appli-
cation domains that share a limited number of common 
basic functionalities. In this view, consumer-centric solu-

tions, platforms, data management, and business models have 
to be developed and consolidated in order to deploy effective 
solutions in the specific fields. The availability of low-cost gen-
eral-purpose processing and storage systems with sensing/actu-
ation capabilities coupled with communication capabilities are 
broadening the possibilities of IoT, leading to open systems that 
will be highly programmable and virtualized, and will support 
large numbers of application programming interfaces (APIs). IoT 
emerges as a set of integrated technologies — new exciting solu-
tions and services that are set to change the way people live and 
produce goods. IoT is viewed by many as a fruitful technological 
sector in order to generate revenues. IoT covers a large wealth 
of consumer-centric technologies, and it is applicable to an even 
larger set of application domains. Innovation will be nurtured 
and driven by the possibilities offered by the combination of 
increased technological capabilities, new business models, and 
the rise of new ecosystems.

This Feature Topic (FT) issue addresses several promising 
approaches to sensors, actuators, and new consumer devices. 
New communication capabilities (from short-range to LPWAN 
to 4G and 5G networks, with NB-IoT). In addition, there are new 
communication protocols and the exploitation of NFV/SDN 
for better communications; new solutions for large distributed 
systems (e.g., combination of cloud, grid, and edge/fog comput-
ing); new vusiness models and ecosystems; and consumer-cen-
tric aspects including IoT application development, utilization of 
semantics, and security, privacy, and trust.

This timely FT has gathered articles from a wide range of 
perspectives in different industrial and research communities of 
IoT. In response to the Call for Papers, 103 high-quality manu-
scripts were received, and after a very careful review process, 
four outstanding papers have been selected for Part 2 of this FT, 
giving an overview of recent developments in quantum-resistant 
cryptosystems for securing the IoT, game theoretic models for 
resource management for IoT, the potential of UAVs equipped 
with IoT devices, and new business models for IoT.

In the first article, “Securing Internet of Things in a Quan-
tum World” by C. Cheng, R. Lu, A. Petzoldt, and T. Takagi, the 
authors present the concept of quantum-resistant cryptosystems 
for securing the IoT as well as the existing implementations on 
constrained devices suitable for the IoT. They also present ongo-
ing projects that will help develop the future security solutions 
for the IoT.

In the second article, “Management in Massive Wireless IoT 
Systems” by P. Semasinghe, S. Maghsudi, and E. Hossain, some 
non-conventional game theoretic models that fit the inherent 
characteristics of large-scale IoT networks are explored. The pres-
ent five type of games: evolutionary games, mean field games, 
minority games, mean field bandit games, and mean field auc-
tions, and discuss the potential IoT-related resource management 
problems that can be solved by using these models. 

In the third article, “UAV-Based IoT Platform: A Crowd Sur-
veillance Use Case” by N. Hossein Motlagh, M.Bagaa, and 
T.Taleb, the potential of UAVs, equipped with IoT devices, in 
delivering IoT services from height is discussed. As a use case 
the article demonstrates, by using a developed platform, how 
UAVs can be used for crowd surveillance based on face recog-
nition.

In the fourth article, “Business Development in the Internet 
of Things: A Matter of Vertical Cooperation” by A. Ghanbari, A. 
Laya, J. Alonso-Zarate and J. Markendahl, the relevance of verti-
cal cooperation in the IoT ecosystem is discussed, and the need 
to develop new value networks that leverage this cooperation 
and enable the creation of new business models is highlighted. 
The authors use the examples of two major building blocks of 
smart cities: intelligent transport systems and health and well 
being services.
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