
his is the second part of the “Security and Privacy in
Emerging Networks” Feature Topic. In Part I, which

was published in April 2015, we selected those contribu-
tions that dealt with the theory behind the security and pri-
vacy of such networks. In Part II, we present articles that
overview new security schemes for emerging networks such
as vehicular, biomedical, underwater, crowdsourcing, and
mobile networks. We feel that even though these emerging
networks have attracted many research efforts lately, the
security and privacy aspects have not been investigated
well. Thus, it is important to provide ways to protect such
networks from various security and privacy attacks. The
aim of this FT is to promote further research interests in
security and privacy in emerging networks by providing a
vehicle for researchers and practitioners to discuss research
challenges and open issues, and disseminate their latest
research results. This can pave the way to implementing
emerging networks with the necessary protection from
major vulnerabilities. We received a large number of sub-
missions but were obliged to accept only the best 13
papers. Part I was composed of six contributions that dealt
with the theory of security/privacy threats, while this issue
(Part II) is composed of seven articles addressing security
challenges in a specific set of emerging networks. 

With wireless technology available in all new vehicles, it
is expected that a large amount of information will be
exchanged between vehicles and/or between vehicles and
roadside units (RSUs). Therefore, malicious attacks
(whether intentional or not) may inject untrustworthy
information into the network and cause havoc for drivers.
This could lead to fatal accidents and loss of lives. Through
the first article, “Toward a Trustworthy Vehicular Social
Network,” Q. Yang and H. Wang propose a social network
approach to study trustworthy information sharing in
vehicular networks. They first cover the research progress
in measuring direct trust and modeling indirect trust in
online social networks. They conclude with a discussion of
how to apply those schemes to vehicular social networks
and identify some research challenges.

As cloud-assisted wireless body sensor networks
(WBSNs) are becoming increasingly popular in healthcare

applications, the security and privacy threats targeting
WBSNs deserve more attention. The second article, “Veri-
fiable, Privacy-Assured, and Accurate Biomedical Signal
Collection for Cloud-Assisted Wireless Body Sensor Net-
works,” by C-M. Yu et al. focus on data privacy and data
completeness where the authors propose a verifiable, pri-
vacy-assured, and accurate data collection scheme for
cloud-assisted WBSNs. Through both simulation and pro-
totype implementation, they show that the proposed
scheme is energy-efficient and effective in protecting data
privacy and completeness.

In addition, the use of underwater acoustic sensor net-
works (UASNs) has increased recently. However, most
efforts in this area have not taken network security for
UASNs seriously. Typically, UASNs are vulnerable to mali-
cious attacks due to the unique characteristics of an underwa-
ter acoustic communication channel (e.g., low communication
bandwidth, long propagation delays, and high bit error rates).
In addition, the significant differences between UASNs and
terrestrial wireless sensor networks (TWSNs) need special
attention in the development of secure communication mech-
anisms for underwater sensor nodes. G. Han et al. address
these issues in their contribution, “Secure Communication for
Underwater Acoustic Sensor Networks.” They present a sur-
vey of emerging topics arising from secure communications in
UASNs. Then they propose a number of open research prob-
lems that, once resolved, could lead to providing secure and
efficient methods for UASNs.

As we all know, mobile devices are capable of initiating
sophisticated cyber-attacks, especially when they coordi-
nate together to form what is referred to as a mobile dis-
tributed botnet (MobiBot). MobiBots leverage the absence
of basic mobile operating system security mechanisms and
the advantages of device-to-device (D2D) communication
in masking malicious code propagation, which make them
a serious security threat to any machine/network. In the
next article, “From Botnets to MobiBots: A Novel Mali-
cious Communication Paradigm for Mobile Botnets,” the
authors investigate the potential and impact of large-scale
infection and coordination of neighboring devices. They
highlight how mobile devices can leverage short-range
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wireless technologies in attacks against other mobile
devices that come within proximity. Later, they quantita-
tively measure the infection and propagation rates within
MobiBots using short-range wireless technology such as
Bluetooth.

On the other hand, the proliferation of mobile devices
such as smartphones has enabled participatory sensing sys-
tems that collect data from users through their mobile
devices and infer useful information from it. However,
users have concerns regarding possible privacy leakage
from their data. “Privacy-Preserving Participatory Sensing”
by Q. Li and G. Cao addresses how to simultaneously pro-
tect privacy and provide incentives for participatory sens-
ing. They review previous approaches, discuss their
limitations, and propose two new types of participatory
sensing systems with improved privacy protection.

A mobile crowdsourcing network (MCN) is a new
promising network architecture that applies the principles
of crowdsourcing to perform tasks using powerful mobile
devices. However, it also raises some critical security and
privacy issues that may prevent the applications and/or
implementation of MCNs. The article “Security and Priva-
cy in Mobile Crowdsourcing Networks: Challenges and
Opportunities” by K. Yang et al. investigates some of these
issues in order to achieve better understanding of these
critical security and privacy challenges. They propose a
general architecture for a mobile crowdsourcing network
comprising of both crowdsourcing sensing and crowdsourc-
ing computing. Then they discuss several critical security
and privacy challenges that capture the essential character-
istics of MCNs. They go on to formulate some research
problems leading to possible research directions hoping to
bring attention to further investigation into security and
privacy solutions in MCNs.

The final article in this FT involves space information
networks using satellites and high-altitude platform sta-
tions. Space information networks are able to enhance
detection and transmission capabilities compared to cur-
rent single Earth observation satellites. Although many
attempts have been carried out concerning the space net-
work architecture and protocols, the security issues have
not been well investigated. C. Jiang et al. focus on the
security problems in the space information networks from
the perspectives of secure handoff, secure transmission
control, secure key management, and secure routing. In
their article, “Security in Space Information Networks,”
they review the challenges and open problems, and pro-
vide some solutions regarding the security issues on space
information networks.

We are confident that these articles will add value to
your research activities and give an overall direction for
those researchers interested in this topic. 

The Guest Editors would like to thank the previous

Editor-in-Chief (Sean Moore) and the current Editor-in-
Chief (Osman Gebizlioglu) for their guidance, feedback,
and encouragement along the way. We are very grateful to
them for allowing us to schedule two issues of the FT due
to the large number of submissions received from highly
qualified researchers. We also thank the IEEE Communi-
cations Magazine Publications Staff for their patience and
hard work in making this issue a reality.
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