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Abstract— This paper proposes a security-aware computa-
tion offloading framework tailored for mobile edge computing
(MEC)-enabled Internet of Things (IoT) networks operating
in environments with aerial eavesdroppers (AEs) and ground
eavesdroppers (GEs). It is envisaged that multiple ground nodes
(GNs) should perform computation tasks partly locally and partly
remotely by offloading a portion of these tasks to MEC servers.
To facilitate this paradigm, an unmanned aerial vehicle (UAV)
is deployed, serving as both an aerial MEC server and a relay
for forwarding part of the tasks to a ground access point (AP)
for computing. The computation offloading is further reinforced
by incorporating a reconfigurable intelligent surface (RIS) unit
in close proximity to the AP. Within this context, this paper
provides an analysis of the secrecy outage probability (SOP)
and formulates an optimization problem aimed at maximizing
the minimum secure computation efficiency (SCE) by jointly
optimizing transmit power allocation, time slot scheduling, task
allocation, and RIS’s phase shifts. Given the non-convex nature of
the problem, an iterative algorithm is introduced to address the
fractional objective function and coupled optimization variables
by employing Dinkelbach- and block coordinate descent (BCD)-
based methods, respectively. The obtained results confirm the
efficacy of the optimized scheme.

Index Terms— Computation offloading, Internet of Things
(IoT), mobile edge computing (MEC), security, reconfigurable
intelligent surface (RIS), unmanned aerial vehicle (UAV).

I. INTRODUCTION

IN THE Internet of Things (IoT) era, characterized by
a multitude of interconnected network nodes engaged

in cooperative interactions, the anticipation of innovative
data-intensive applications with stringent latency requirements
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is pronounced. As local on-board computing may struggle to
timely perform execution of computation tasks, computation
offloading to mobile edge computing (MEC) servers has been
envisioned [1]. However, the wireless transmission is markedly
affected by the highly dynamic network topologies inherent to
IoT, featuring dispersed and/or destructed nodes, along with
large obstacles in the propagation area capable of obstruct-
ing severely attenuating communication links. In response to
these challenges, the utilization of hovering unmanned aerial
vehicles (UAVs) flying in a three-dimensional (3-D) space
emerges as a viable solution, affording ubiquitous connectivity
in difficult-to-reach areas and a higher chance of establishing
line-of-sight (LoS) connections, thereby effectively mitigat-
ing blockage effects [2]. The integration of reconfigurable
intelligent surface (RIS) units has also been suggested to
improve reliability and connectivity [3] in such environments.
In contrast to active relaying, RIS performs passive reflec-
tion through multiple phase-controllable reflecting elements,
aiming to re-shape the propagation environment and enhance
wireless transmission. Nevertheless, it is imperative to address
security concerns associated with potential unauthorized data
leakage and manipulation, particularly in adverse propagation
environments at both ground and aerial levels [4], [5].

A. Background

In recent years, a diverse array of network architectures and
optimization procedures have been proposed within the frame-
work of secure MEC networks. In [6], the non-orthogonal
multiple access (NOMA) was embraced to satisfy the security
and connectivity requirements of an uplink network consisting
of an access point (AP) with MEC capabilities, multiple
ground nodes (GNs) and an external ground eavesdropper
(GE). In this context, two distinct optimization problems
were formulated with the overarching objective of minimizing
the secrecy outage probability (SOP) and curtailing energy
consumption. A similar scenario, wherein multiple GEs were
taken into consideration, was explicated in [7].

On another front, the deployment of RIS units in MEC
networks has garnered unprecedented attention. In [8], a MEC
network was presented, wherein a RIS unit facilitated the
task offloading of GNs. Specifically, the secure computation
efficiency (SCE) was optimized, under computing, trans-
mit power, time slot, and RIS’s phase shifts constraints.
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Assuming imperfect channel state information (CSI) in the
GE’s link, a downlink multiple-input single-output (MISO)
RIS-assisted network was also presented in [9]. The optimiza-
tion efforts involved the adjustment of artificial noise, active
beamforming, and RIS’s passive phase shifter to enhance
secrecy energy efficiency. However, these works are deemed
improper for UAV-enabled networks, as they cannot accu-
rately capture the characteristics of intrinsically dynamic
air-to-ground (A2G) and ground-to-air (G2A) propagation
channels.

In antecedent research, UAVs were deployed to augment
coverage and support APs in delivering secure MEC services
to GNs. Most of these works emphasized on energy-aware
solutions from both GNs and UAV perspective. In [10],
a UAV-enabled computation offloading scheme with a sin-
gle GE was proposed that utilized wireless power transfer
(WPT) to elongate the UAV’s flying time while preserving the
integrity of secure data exchange. In this regard, the energy
consumption was optimized, under secrecy rate and latency
constraints. A MEC network was also presented in [11],
where a UAV equipped with a uniform planar array (UPA)
antenna acted as an aerial relay, concurrently providing MEC
functionalities. To minimize the energy consumption and ful-
fill security requirements in the presence of multiple GEs,
an optimization problem was formulated. Apart from the GEs,
the inclusion of UAV-based aerial eavesdroppers (AEs) was
previously contemplated. In [12], an online edge learning
offloading scheme was presented with a primary focus on
maximizing the SCE. The scenario involved an AE attempting
unauthorized access to sensitive information transmitted by
GNs, countered by a ground jammer (GJ) emitting jamming
signals against the AE. In pursuit of eavesdropping-resilient
computation offloading, multiple UAVs acted as edge servers
in [13]. However, a malicious AE was positioned near the
legitimate network, whereas a GJ performed jamming directed
at the AE. While fruitful outcomes were achieved in [10],
[11], [12], and [13], the joint RIS and UAV design was not
investigated.

In [14], a RIS-assisted MEC system was proposed that
encompassed multiple GNs, a remote AP, a uniformly rect-
angular array (URA)-based RIS unit close to the AP, and
a multi-antenna UAV. Based on this setup, a max-min
computation capacity problem was formulated. Furthermore,
a dual-RIS Internet of Vehicles (IoV) architecture was
described in [15], where the first RIS unit was located in
close proximity of resource-constrained vehicles, whereas the
second RIS unit was close to a road side unit (RSU) with
MEC resources. In this network, a UAV was used to provide
MEC services and forward the computation tasks of connected
vehicles to the RSU. To extend the endurance of the vehicles
and UAV, an optimization problem was formulated, seeking
to minimize the total energy consumption while adhering to
constraints related to time slot scheduling, transmit power,
and task allocation. Moreover, a UAV-mounted RIS (U-RIS)-
enabled MEC network was proposed in [16] to improve the
connectivity between GNs and a MEC server. This work aimed
to maximize the energy efficiency by jointly optimizing the
UAV’s trajectory, RIS’s passive beamforming, and resource

TABLE I
SYNOPSIS OF RECENT AND RELEVANT RESEARCH WORKS

allocation. Nevertheless, the works in [14], [15], and [16] did
not focus on secure network deployments.

On the other hand, investigations into secure UAV-enabled
RIS-assisted networks were undertaken in prior research
endeavors. In [17], a UAV was leveraged to send confidential
information to moving ground targets, amidst the presence of
multiple GEs. To fortify both security and energy efficiency,
multiple RIS units, featuring uniform linear arrays (ULAs) of
reflecting elements, were installed on surrounding buildings.
Also, a covert communication scheme was introduced in [18],
where a U-RIS acted as a relay to enable the communication
between two GNs in the existence of a GE. Within this
particular scenario, the optimization efforts focused on maxi-
mizing the covert transmission rate. Furthermore, a UAV-based
aerial jammer (AJ) was employed in [19] to execute jamming
maneuvers against a GE, contributing to the network’s security
measures. To deal with the secrecy rate maximization problem,
the work in [20] delved into scenarios involving both non-line-
of-sight (NLoS) and LoS connections. Two specific scenarios
were considered; i) a single GN and GE, and ii) multiple GNs
and GEs. In a distinct perspective, the work in [21] explored
a network, where a UAV had dual roles, serving as a provider
of MEC services directly to a GN or through the RIS unit, and
concurrently acting as an AJ against a potential GE. Notably,
the works in [17], [18], [19], and [20] did not explicitly study
MEC applications, while the work in [21] solely considered the
presence of a GE. It is worth emphasizing that while the role of
GEs has been extensively scrutinized in earlier works, practical
scenarios may involve both GEs and AEs [22]. Additionally,
the susceptibility of G2A channels to adversarial eavesdrop-
ping via AEs is accentuated due to increased possibilities of
LoS propagation, coupled with the flexibility and mobility
inherent in AEs. Table I highlights the key elements of the
aforementioned works.

B. Contribution

To the best of our knowledge, the research area of
secure computation offloading in UAV-enabled RIS-assisted
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MEC-IoT networks, encompassing both AEs and GEs,
remains unexplored. This paper seeks to address this gap,
presenting the following contributions:
• A dual MEC-IoT network is proposed, wherein a UAV

plays a crucial role in facilitating the secure partial
computation offloading of multiple GNs, accounting for
the presence of both AEs and GEs. In this network, the
UAV acts both as a MEC server and as a relay between
GNs and a MEC-enabled AP.

• A RIS-assisted deployment strategy is leveraged due to
potential susceptibility of the UAV-to-AP link to blockage
and fading phenomena. Specifically, transmission through
a RIS unit with phase errors is considered, acknowledging
the dynamic propagation conditions that may lead to
deficient estimation of reflection phases.

• A realistic and dynamic 3-D geometrical positioning
model for both legitimate and malicious nodes within the
IoT architecture is introduced. In this direction, distance
and velocity vectors are utilized to precisely model the
time-varying location of the nodes.

• Analytical and closed-form solutions of SOP are pre-
sented, under independent and not necessarily identically
distributed Nakagami-m fading channels. Furthermore,
an asymptotic (relaxed) expression of SOP is provided
assuming a sufficiently large RIS array volume, which is
a practically feasible condition.

• A multi-variable optimization problem is formulated
to maximize the minimum SCE. To tackle this prob-
lem, Dinkelbach-, block coordinate descent (BCD)-, and
bisection-based methods are used to transform the origi-
nal problem to several subproblems and provide solutions
for the transmit power allocation, time slot scheduling,
task allocation, and RIS’s phase shifts. The effectiveness
of the optimization method is affirmed through extensive
results and comparison with benchmark schemes.

C. Structure

The subsequent sections of this paper are structured as
follows. Section II presents the system model and outlines the
computation offloading process. In Section III, the wireless
transmission model is explicated, and an analysis of the SOP
is conducted. Section IV formulates and addresses the opti-
mization problem. Section V provides results and discussion.
Finally, Section VI concludes this paper, summarizing the key
findings, and identifies potential areas for future research.

II. SYSTEM MODEL

Consider a MEC-IoT network featuring multiple static,
battery-powered, and resource-constrained GNs that should
timely execute latency-critical, computationally intensive, and
confidential tasks. To achieve this, partial task offloading is
performed to a grid-powered AP equipped with a MEC server.
However, the link between the GNs and the AP is obstructed
due to high attenuation caused by tall and/or dense scatterers
in the propagation environment. To address this, a UAV is
deployed to bring relaying services and also provide additional

computing resources. Given that the UAV has energy and com-
puting limitations contingent on its type, weight, and battery
size, an optimal strategy is devised. The UAV conserves energy
by processing a portion of tasks and offloading the remaining
tasks from the GNs to the AP using decode-and-forward (DF)
half-duplex relaying. Consequently, the GNs engage in task
offloading to both the UAV and the AP via relaying. Moreover,
a RIS unit, situated in close proximity to the AP, is mounted
on the walls of a building. This RIS unit aids UAV-to-AP
communication by re-forming the propagation environment to
favor signal transmission. Despite these measures, the presence
of AEs and GEs nearby legitimate UAV and RIS, respectively,
introduces a security threat.

The proposed network finds practical applications in
real-time high-quality video analysis for mission-critical mon-
itoring tasks, surveillance, military reconnaissance, target
recognition, and disaster management in situations where ter-
restrial communication infrastructure is compromised. In such
scenarios, a UAV is deployed to establish long-range com-
munication with remote nodes, while a RIS unit close to
these nodes enhances link reliability. These applications entail
a discernible trade-off between latency and security, as the
network is vulnerable to potential eavesdropping attacks that
could jeopardize mission integrity. Another pertinent scenario
involves emerging augmented reality (AR) systems with mul-
tiple devices and always-on sensors. Here, a UAV plays a
pivotal role in collecting and processing sensitive data, sus-
ceptible to access by unauthorized parties. In AR applications,
computation elements typically amalgamate multiple processes
and support partial task offloading [23]. To address scenarios
requiring wide coverage and increased traffic demand, the
deployment of multiple legitimate UAVs becomes impera-
tive [4], [24]. A multi-UAV-enabled network has the potential
to reduce latency and congestion through load balancing,
a critical aspect for real-time applications. Additionally, it pro-
vides redundancy in communication links, mitigating the
impact of a UAV failure. However, the deployment of multiple
UAVs introduces challenges, including coordination, interfer-
ence management, additional time overhead associated with
task migration between UAVs, and overall system complexity.

The 3-D geometric placement of the network nodes is
demonstrated in Fig.1. To aid our analysis, the subscripts k,
U , A, R, lAE , and lGE with 1 ≤ k ≤ K, 1 ≤ lAE ≤ LAE ,
and 1 ≤ lGE ≤ LGE are affiliated with the k-th GN,
UAV, AP, RIS, lAE-th AE, and lGE-th GE, respectively.
For convenience, it is considered that the UAV’s flying
period T is divided into N time slots using a sufficiently
small constant τ . Thus, the UAV, lAE-th AE, and lGE-th
GE are shifted by a trivially small distance in the n-th
time slot and are assumed to be static. The coordinates
of the k-th GN, UAV, AP, RIS, lAE-th AE, and lGE-th
GE are (xk, yk, 0), (xU [n] , yU [n] , zU [n]), (xA, yA, zA),
(xR, yR, zR), (xAE,lAE

[n] , yAE,lAE
[n] , zAE,lAE

[n]), and
(xGE,lGE

[n] , yGE,lGE
[n] , 0), respectively. Also, The

distance between the k-th GN and UAV can be obtained as
∥DkU [n]∥ = [(xk − xU [n])2 + (yk − yU [n])2 + z2

U [n]]1/2,
where Dab denotes the distance vector between two arbitrary
points a and b, and ∥·∥ is the Euclidean norm. Note that
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the distances ∥DklAE
[n]∥, ∥DUA [n]∥, ∥DUR [n]∥, ∥DRA∥,

∥DUlGE
[n]∥, and ∥DRlGE

[n]∥ can be defined accordingly.
It is posited that the UAV’s velocity vec-

tor can be represented by the vector vU =
vU [cos γU,xy cos γU,z, sin γU,xy cos γU,z, sin γU,z]

T , where
vU is the UAV’s velocity and γU,xy (γU,z) describes
the UAV’s moving direction in the azimuth (elevation)
domain. Using the UAV’s horizontal velocity vector
vU,xy [n] and vertical velocity vector vU,z [n], we obtain
vU [n] = vU,xy [n] + vU,z [n]. Note that the velocity
vectors of the AEs can be defined accordingly. Moreover,
vGE,lGE

= vGE,lGE
[cos γGE,lGE

, sin γGE,lGE
, 0]T is the

velocity vector of the lGE-th GE, where vGE,lGE
is its velocity

and γGE,lGE
describes its moving direction in the azimuth

domain. Under these considerations, the UAV’s coordinates
are updated as xU [n + 1] = xU [n] + vU cos γU,xy cos γU,zτ ,
yU [n + 1] = yU [n] + vU sin γU,xy cos γU,zτ , and
zU [n + 1] = zU [n] + vU sin γU,zτ . It is noted that the
coordinates of the other nodes can be similarly updated.

A. Computation Offloading and Energy Consumption Model

Let χk = {ck, bk, Tk} define a bit-wise-independent task
of the k-th GN, where ck, bk, and Tk denote the number of
central processing unit (CPU) cycles per bit, task’s data size (in
bits), and the maximum acceptable latency (i.e., task deadline),
respectively. Although the inequality Tk ≤ T generally holds,
this paper considers only the case, where Tk = T∀k. As the k-
th GN has limited computational resources, the computation
task is executed in each time slot partly locally and partly
remotely through bits offloading to UAV and AP (via relaying).
The computation task can be split as

bk [n] = bk,l [n] + bk,U [n] + bk,A [n] , (1)

where bk,l [n] bk,U [n] , bk,A [n] are the bits to be processed at
the k-th GN, UAV, and AP, respectively.

To implement the computation offloading, the
Time-Division Multiple Access (TDMA) protocol is
adopted [25]. Thus, each time slot is divided into K equal
time intervals {τk [n]}Kk=1 with

∑K
k=1 τk [n] = τ . It is

considered that the k-th GN simultaneously performs local
computing and computation offloading. Also, the delay
τk,cl [n] = ckbk,l [n] /fk,max due to the local computation at
the k-th GN spans a time slot, where fk,max is the maximum
CPU frequency. Thus, we obtain the following time allocation
constraints [26]:

0 ≤
{

τk,off [n] , τk,U,off [n] , τk,cU [n] ,
τk,cl [n]

K

}
≤ τ

K
,

(2)
τk,off [n] + τk,U,off [n] + τk,cU [n]

≤ τ

K
, (3)

where τk,off [n] (τk,U,off [n]) is the time required to offload
bk,UA [n] = bk,U [n] + bk,A [n] (bk,A [n]) to UAV (AP) and
τk,cU [n] = cUbk,U [n] /fU,max is the UAV’s computation
delay, where fU,max is the UAV’s maximum CPU frequency
and cU > 0 defines the CPU cycles per bit.

The energy consumption during computing at the k-th GN
and UAV is, respectively, given by [27]

Ek,l [n] = Pk,lτk,l [n] ≡ κkc
3
k(bk,l [n])3τ−2, (4)

Ek,cU [n] = Pk,cUτk,cU [n] ≡ κUc3
UK2(bk,U [n])3τ−2, (5)

where Pk,l = κkf
3
k,max (Pk,cU = κUf3

U,max) is the CPU
power consumption at the k-th GN (UAV) [27] and κk (κU )
is the chip’s effective capacitance coefficient at the k-th GN
(UAV). The energy consumed by the k-th GN and UAV for
computation offloading is given, respectively, by

Ek,off [n] = pk,off [n] τk,off [n] , (6)
Ek,U,off [n] = pk,U,off [n] τk,U,off [n] , (7)

where pk,off [n] and pk,U,off [n] denote the transmit power of
the k-th GN and UAV, respectively.

As the processed data size is assumed notably smaller than
the offloaded data size, the transmission delay and energy
consumption for data downloading are omitted. Moreover, the
time taken to partition each task is considered negligible with
respect to (w.r.t.) the overall latency and is neglected. Also, the
computation delay at the AP is deemed inconsequential due
to its powerful computation capacity.Assuming that the RIS is
connected to the building’s grid power supply, we disregard the
energy consumption related to the switch and control circuit
at the reflecting elements [28]. However, in scenarios lacking
readily available grid power or in applications requiring mobil-
ity, such as the UAV-mounted RIS in [16], the use of batteries
may raise concerns about the RIS’s energy consumption.

The SCE is defined as the ratio of the total computation bits
to the weighted total energy consumption of the system and
can be written as follows

ηSCE =
N∑
n=1

K∑
k=1

bk [n]

wkEk [n] + wU

(
Ek,U [n] + Ep[n]

K

) , (8)

where Ek [n] = Ek,l [n] + Ek,off [n], Ek,U [n] = Ek,cU [n] +
Ek,U,off [n], Ep [n] is the UAV’s propulsion energy consump-
tion, and wk ≥ 0 and wU ≥ 0 represent the weight factors
with regard to the energy consumption of the k-th GN and
UAV, respectively. Considering a rotary-wing hovering UAV,
Ep [n] can be expressed as [29]

Ep [n]

= τ

(
P0

(
1 +

3∥vU,xy [n]∥2

v2
tip

)
+

1
2
drsρG∥vU,xy [n]∥3

+P1

√√√√√1+
∥vU,xy [n]∥4

4v2
0

−∥vU,xy [n]∥2

2v2
0

+P2 ∥vU,z [n]∥

 ,

(9)

where P0 is the blade profile power, P1 is the induced power,
P2 is the descending/ascending power, vtip is the tip speed
of rotor blade, dr is the fuse-lage drag ratio, s is the rotor
solidity, ρ is the air density, G is the rotor disc area, and v0 is
the mean rotor induced velocity. It is important to observe
that wk and wU can be adjusted in accordance with the
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Fig. 1. The system model of the proposed UAV-enabled RIS-assisted MEC-IoT network architecture with both AEs and GEs.

energy constraints associated with a particular IoT applica-
tion. Specifically, wk (wU ) should be increased to conserve
additional energy, particularly when the battery of the k-th GN
(UAV) becomes depleted. Additionally, wk serves the purpose
of establishing priority and ensuring fairness among the GNs.

III. WIRELESS TRANSMISSION MODEL

A. Direct Links Without RIS Unit

This paper models the G2A and A2G channels using the
Nakagami-m distribution, which has proven successful in
describing measured data in UAV-based scenarios [30]. The
channel gains are assumed to remain constant in each time
slot. Thus, a series of channel snapshots characterizes the
channel during the UAV’s flying period, where each snapshot
is associated with a specific location of the nodes. The
probability density function (PDF) and cumulative distribu-
tion function (CDF) of the instantaneous signal-to-noise ratio
(SNR) received at the UAV stem, respectively, as [31]

fγkU
(x) =

xmkU−1(
γ̄kU

mkU

)mkU

Γ (mkU )
exp

(
−mkUx

γ̄kU

)
, (10)

FγkU
(x) = 1−

Γ
(
mkU , mkUx

γ̄kU

)
Γ (mkU )

, (11)

where Γ (y, x) is the upper incomplete Gamma function [32],
Γ (a) is the complete Gamma function [32], mkU denotes the
Nakagami-m fading parameter, and γ̄kU is the average SNR.
Based on the Friis’s formula [33], γ̄kU can be expressed as

γ̄kU [n] =
pk,off [n]

N0
β0∥DkU [n]∥−σkU , (12)

where β0, σkU , and N0 denote the channel gain w.r.t. a ref-
erence distance d0 = 1m, the path-loss exponent, and the
additive white Gaussian noise (AWGN) variance at the UAV,
respectively. Without loss of generality, it is assumed that all
nodes have an AWGN variance equal to N0. Note that the
PDF fγUA

(x)
(
fγklAE

(x)
)

and CDF FγUA
(x)

(
FγklAE

(x)
)

of the instantaneous SNR received at the AP (lAE-th AE)
can be defined using (10) and (11), respectively, and properly
replacing the indices.

In this paper, the worst-case scenario is considered, where
the LAE AEs work cooperatively by utilizing maximum ratio
combining (MRC) [34]. Then, the instantaneous SNR of the

LAE−fold colluding AE is given by γAE =
LAE∑
lAE=1

γklAE
,

where γklAE
stands for the instantaneous SNR received at the

lAE-th AE. Using the well-known moment-matching method,
the PDF of γAE is approached by [35, Prop. 8]

fγAE
(x) ≈

xmAE−1 exp
(
−mAE

γ̄AE
x
)

(
γ̄AE

mAE

)mAE

Γ (mAE)
, (13)

where

mAE
∆=

(
LAE∑
lAE=1

γ̄klAE

)2

(
LAE∑
lAE=1

γ̄klAE

mklAE
γ̄klAE

LAE∑
lAE=1

γ̄2
klAE

mklAE

) , (14)

γ̄AE
∆=

LAE∑
lAE=1

γ̄2
klAE

mklAE

LAE∑
lAE=1

γ̄klAE

, (15)

and mklAE
≥ 1/2 and γ̄klAE

represent the Nakagami-m fading
parameter and average SNR of the link between the k-th GN
and lAE-th AE, respectively. Note that the latter approximation
is quite sharp and cost-efficient [35, Prop.8], while it becomes
exact when {γ̄klAE

}LAE

lAE=1 are equal.

B. Indirect Links Through RIS Unit

The phase shift matrix for the RIS unit can be denoted
as ΦLR×LR

= diag
{
ejφlR

}LR

lR=1
, where LR is the number

of passive reflecting elements and φlR ∈ [0, 2π) is the
phase shift determined by the lR-th element. Disregarding
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the existence of GEs, φlR can be ideally set as φlR ≜
arg (hUA) − arg (hUlR) − arg (hlRA) [36, Eq. 28], where
arg (·) is the argument operator, and hUA, hUlR , and hlRA
are the channel fading amplitudes of the links between UAV
and AP, between UAV and lR-th RIS’s element, and between
lR-th RIS’s element and AP, respectively. Nevertheless, within
the context of this paper, we contemplate the presence of GEs.
Thus, an alternative strategy for optimizing phase shifts is
proposed in Section IV. Due to the discrete nature of practical
phase shifts, we actually have the following set of available
phase shifts:

S =
{

0,
2π

2q
,
4π

2q
. . . ,

(2q − 1) 2π

2q

}
, (16)

where q ≥ 1 determines the number of quantization bits.
Therefore, the actual φlR obtains the closest value of φlR

(ideal)

and all the available phase shifts within |S| , where |·| denotes
cardinality [37]. Nonetheless, high-accuracy phase estimation
and/or precise setting of the desired phases is not practically
feasible in highly mobile UAV-based environments. It is con-
sidered that quantization phase errors {ΘlR}

LR

lR=1 exist, as only
a discrete set of 2q phases can be configured [38]. These
phase errors are uniformly distributed over

[
−2−qπ, 2−qπ

]
and are also independent and identically distributed (i.i.d.) with
common characteristic function expressed as a sequence of
complex numbers {θζ}ζ∈Z, which are referred to as trigono-
metric (or circular) moments [39] with |θζ | ≤ 1 ∀ζ ∈ Z.

Based on the results in [38], the composite channel for
the link between the UAV and AP via the RIS unit can
be equivalently described by a direct channel hURA [n] ∆=
1
LR

∑LR−1
lR=0 |hUlR [n]| |hlRA [n]| exp (jΘlR) with Nakagami

scalar fading, where |hUlR [n]| (|hlRA [n]|) is the channel gain
of the link between the UAV (lR-th RIS’s element) and lR-th
RIS’s element (AP). For this composite channel, the CDF of
the instantaneous SNR received at AP is approximated as [38].

FγURA
(x) ≈ 1−

Γ
(
mURA, mURA

γ̄URA[n]x
)

Γ (mURA)
, (17)

where

mURA
∆=

LR
2

θ2
1a

2
URa2

RA

1 + θ2 − 2θ2
1a

2
URa2

RA

, (18)

aUR
∆=

Γ
(
mUR + 1

2

)
Γ (mUR)

√
mUR

, aRA
∆=

Γ
(
mRA + 1

2

)
Γ (mRA)

√
mRA

,

(19)

γ̄URA [n] ∆=
pk,U,off [n]

N0
L2
Rθ2

1E[|hUlR [n]|]2E[|hlRA [n]|]2,

(20)

E [|hUlR [n]|] = aUR

√
β0∥DUR [n]∥−σUR , (21)

E [|hlRA [n]|] = aRA

√
β0∥DRA [n]∥−σRA , (22)

E [·] is the expectation operator, θ1 = sin (2−qπ) / (2−qπ)
and θ2 = sin

(
2−q+1π

)
/
(
2−q+1π

)
are the trigonometric

(or circular) moments [39] that are related to {ΘlR}
LR

lR=1,
σUR (σRA) is the path-loss exponent of the link between UAV

(RIS) and RIS (AP), and mUR (mRA) is the Nakagami fading
parameter for the link between UAV (RIS) and RIS (AP).

As in the case of AEs, MRC is used at the GEs. According
to [38] and [40, Theorem 1], the resultant SNR is the sum of
independent but non-identically distributed (i.n.i.d.) exponen-
tial random variables with the following PDF:

fγGE
(x)

=
LGE∑
lGE=1

exp
(
− x
LRγ̄URlGE

)
LRγ̄URlGE

LGE∏
ψ=1
ψ ̸=lGE

γ̄URlGE

γ̄URlGE
− γ̄URψ︸ ︷︷ ︸

∆
=A(LGE)

,

(23)

where γ̄URlGE
incorporates transmit power and propagation

attenuation losses of the link between UAV and lGE-th GE
via the RIS and can be defined using (20)-(22) and properly
replacing the indices.

C. Analysis of SOP

As DF relaying is adopted, the SOP w.r.t. a given (target)
rate R reads as

SOP (R) = 1− (1− SOP1 (R)) (1− SOP2 (R)) , (24)

where

SOP1 (R) = EγAE

[
FγkU

(
2R − 1 + 2RγAE

)]
, (25)

SOP2 (R) = EγGE

[
FγURA&UA

(
2R − 1 + 2RγGE

)]
(26)

define the SOP of the first and second hop, respectively. For
analytical tractability, let mkU take integer-only values. Then,
we obtain

FγkU
(x) = 1− exp

(
−mkUx

γ̄kU

)mkU−1∑
k1=0

1
k1!

(
mkUx

γ̄kU

)k1
.

(27)

Using (11), (25), the binomial expansion, the identity
∞∫
0

xn−1 exp (−µx) dx = Γ (n) µ−n, and performing some

straightforward mathematical manipulations, we obtain the
expression of SOP1 (R) in (28), shown at the bottom of the
next page. Also, assuming that the effective SNR received at
the AP is γURA+γUA, we obtain the following approximated
expression:

FγURA&UA
(x) ≈ 1−

Γ
(
mU , mUx

γ̄U

)
Γ (mU )

, (29)

where

mU
∆=

(γ̄URA + γ̄UA)2

γ̄2
URA

mURA
+ γ̄2

UA

mUA

, (30)

γ̄U
∆=

γ̄2
URA

mURA
+ γ̄2

UA

mUA

γ̄URA + γ̄UA
. (31)

To derive (29), the moment-matching method is adopted in a
similar basis as in the analysis of the SNR of AEs. Using (26)
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and (29)-(31), we also obtain the expression of SOP2 (R)
in (32), shown at the bottom of the next page. By initially
performing integration by substitution and then integration
by parts, (32) yields (33), shown at the bottom of the next
page. Moreover, using (33), utilizing [32, Eq. (3.381.3)],
and performing several simple mathematical manipulations,
we obtain (34), shown at the bottom of the next page. For
extremely large number of reflecting elements at the RIS unit,
i.e., LR → ∞, the asymptotic expression for SOP2 (R) can
be derived as

SOP2 (R)

= 1−
LGE∑
lGE=1

A (LGE) γ̄U
LRγ̄URlGE

2RΓ (mU + 1)

∞∫
mU (2R−1)

γ̄U

Γ (mU , x)dx

= 1−
LGE∑
lGE=1

A (LGE) γ̄U
LRγ̄URlGE

2RΓ (mU + 1) mU

×

exp

(
−

mU

(
2R − 1

)
γ̄U

)(
mU

(
2R − 1

)
γ̄U

)mU+1

+

(
mU −

mU

(
2R − 1

)
γ̄U

)
Γ

(
mU + 1,

mU

(
2R − 1

)
γ̄U

)]
.

(35)

The effective secrecy rate (measured in bps/Hz) of the link
between the k-th GN and the UAV, while considering the
existence of AEs, can be defined as follows

rkU [n] = R [1− SOP1 (R)] . (36)

Also, the effective secrecy rate (measured in bps/Hz) per-
taining to both the direct UAV-to-AP link and the associated
indirect link through the RIS unit, while considering the
influence of GEs, can be defined as follows

rUA,URA [n] = R [1− SOP2 (R)] . (37)

IV. OPTIMIZATION OF SECURE COMPUTATION EFFICIENCY

Within this section, the ensuing optimization problem is
formulated with the aim of maximizing the minimum SCE
and attaining a judicious compromise between the quantity of
bits processed and the energy expended:

(P1) :
max

P,τ,B,φA,φlGE

min ηSCE (38a)

s.t. bk,l [n] + bk,U [n] + bk,A [n] ≥ bk,min [n] , (38b)
{bk,l [n] , bk,U [n] , bk,A [n]} ≥ 0, (38c)
0 ≤ pk,off [n] ≤ pk,off,max [n] , (38d)

0 ≤ pk,U,off [n] ≤ pk,U,off,max [n] , (38e)

0 ≤ τk,off [n] ≤ τ

K
, 0 ≤ τk,U,off [n] ≤ τ

K
, (38f)

0 ≤ ckbk,l [n]
fk,max

≤ τ, 0 ≤ cUbk,U [n]
fU,max

≤ τ

K
, (38g)

τk,off [n] + τk,U,off [n] +
cUbk,U [n]

fU,max
≤ τ

K
,

(38h)
bk,U [n] + bk,A [n] ≤ τk,off [n] rkU (pk,off [n]) ,

(38i)
bk,A [n] ≤ τk,U,off [n] rUA,URA
(pk,U,off [n] , φA, φlGE

) , (38j)
0 ≤ {φA, φlGE

} ≤ 2π, (38k)

where P ∆= {pk,off [n] , pk,U,off [n]} , τ
∆=

{τk,off [n] , τk,U,off [n]}, B ∆= {bk,l [n] , bk,U [n] , bk,A [n]},
φA = arg (hUA [n]) − arg (hUlR [n]ΦhlRA [n]), and
φlGE

= arg (hUlGE
[n]) − arg (hUlR [n]ΦhlRlGE

[n]) are
the optimizing variables, bk,min denotes the minimum
bits to be processed in each time slot, and pk,off,max [n]
(pk,U,off,max [n]) is the maximum transmit power of k-th GN
(UAV). Also, φA and φlGE

denote the angle hUR [n]ΦhRA [n]
to hUA [n] and the angle hUR [n]ΦhRlGE

[n] to
hUlGE

[n], respectively [41], where hUR [n] ∈ C1×LR ,
hRA [n] ∈ CLR×1, and hRlGE

∈ CLR×1 stand for the channel
vectors of the links between UAV and RIS, between RIS and
AP, and between RIS and lGE-th GE, respectively, and Ca×b
denotes the space of an a × b complex-valued matrix. It is
worth noting that the constraint in (38b) specifies the task
allocation, the constraint in (38c) ensures that the computation
bits are non-negative, the constraints in (38d) and in (38e)
designate the range of transmit power values, the constraints
in (38f)-(38h) describe the limitations of the transmission
delay and computation delay, and the constraints in (38i) and
in (38j) indicate the computation offloading limitations.

The task of obtaining the solution to Problem (P1) is
recognized as challenging, given the fractional nature of
the objective function and the coupled variables of interest.
As Problem (P1) embodies a typical non-convex problem [42],
the identification of a global optimal solution is not practi-
cally attainable. However, Problem (P1) can be transformed
into a manageable form by employing the Dinkelbach’s
method [43]. Let ω∗ denote the optimized SCE with (·)∗
indicating the optimal solution. Following this, the application
of Dinkelbach’s method results in the formulation of the fol-
lowing lemma, providing an effective approach to address the
problem.

SOP1 (R) = 1−
mkU−1∑
k1=0

k1∑
k2=0

(
k1

k2

)
1

k1!
(
γ̄AE

mAE

)mAE

Γ (mAE)

(
mkU

γ̄kU

)k1

×
(
2R − 1

)k1−k22k2RΓ (k2 + mAE)
(

mkU

γ̄kU
+

mAE

γ̄AE

)−k2−mAE

. (28)
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Lemma 1: The optimal solution of Problem (P1) is obtained
if and only if

max
P,τ,B,φA,φlGE

min
N∑
n=1

K∑
k=1

(bk [n]− ω∗E0,k [n])

= min
N∑
n=1

K∑
k=1

(
b∗k [n]− ω∗E∗0,k [n]

)
= 0, (39)

where E0,k [n] = wkEk [n] + wU

(
Ek,U [n] + Ep[n]

K

)
and

E∗0,k [n] = wkE
∗
k [n] + wU

(
E∗k,U [n] + Ep[n]

K

)
.

Proof : See Appendix.
As ω∗ cannot be obtained a priori, we substitute ω∗ with

ω. Subsequently, the solution of Problem (P1) can be attained
by alternately solving the following problem:

(P2) : max
P,τ,B,φA,φlGE

min
N∑
n=1

K∑
k=1

(bk [n]− ωE0,k [n]) (40a)

s.t. (38b)− (38j), (40b)
0 ≤ {φA, φlGE

} ≤ 2π. (40c)

Through the reformulation of Problem (P2) utilizing the

auxiliary variable θ = min
N∑
n=1

K∑
k=1

(bk [n]− ωEsys,k [n]), the

ensuing optimization problem is defined as follows:

(P3) : max
P,τ ,B,φA,φlGE

ϑ (41a)

s.t.
N∑
n=1

K∑
k=1

(bk [n]− ωE0,k [n]) ≥ θ, (41b)

(38b)− (38j), (41c)
0 ≤ {φA, φlGE

} ≤ 2π. (41d)

It can be observed that Problem (P3) is a non-convex problem,
since the variables of interest are still coupled. To tackle this
issue, we will exploit the BCD technique to transform Problem
(P3) into three separate subproblems, namely optimization of
transmit power, optimization of transmission time for offload-
ing, and optimization of computation bits.

A. Optimized Transmit Power

Using (1) and (4)-(7) and given values of B∗, τ ∗, φ∗A, and
φ∗lGE

, we formulate the following problem that involves P:

(P4) :
max ϑ

P,ϑ
(42a)

s.t.
N∑
n=1

K∑
k=1

(
b∗k,l [n] + b∗k,U [n] + b∗k,A [n]

− ω
(
wk

(
κkc

3
k

(
b∗k,l [n]

)3
τ−2 + pk,off [n] τ∗k,off [n]

)
+wU

(
κUc

3
UK

2(b∗k,U [n])3
τ−2+pk,U,off [n]τ∗k,U,off [n]+

Ep[n]
K

))
≥θ

(42b)
(38d), (38e), (38i), (38j) (42c)

Lemma 2: Problem (P4) is convex.
Proof : From (42a), it is straightforward that the objective

function of Problem (P4) is convex w.r.t. pk,off [n] and
pk,U,off [n]. Also, the expressions in (42b), (38d), and (38e)
are linear. Moreover, the second derivative of rkU and
rUA,URA w.r.t. pk,off [n] and pk,U,off [n], respectively, is pos-
itive. Hence, the right-hand-side of (38i) and (38j) is a convex
function of pk,off [n] and pk,U,off [n], respectively.

The Lagrangian dual method is used to tackle Problem
(P4). In this context, the non-negative Lagrange multipliers
(dual variables) λ1,k,n, λ2,k,n, and λ3,k,n are introduced, each
associated with the constraints in (42b), (38i), and (38j),
respectively. The Lagrange function corresponding to Problem
(P4) is given by (43), shown at the bottom of the next page,
where λ1, λ2, and λ3 constitute the sets of λ1,k,n, λ2,k,n, and
λ3,k,n, respectively. Furthermore, the dual function pertaining
to Problem (P4) is expressed as

ζ (λ1, λ2,λ3) =max
B,ϑ
L (P, ϑ,λ1, λ2,λ3) (44a)

s.t. (38b), (38c), (38g)− (38j) (44b)

SOP2 (R) = 1−
LGE∑
lGE=1

A (LGE)
LRγ̄URlGE

Γ (mU )

∞∫
0

Γ

(
mU ,

mU

(
2R − 1 + 2Rx

)
γ̄U

)
exp

(
− x

LRγ̄URlGE

)
dx. (32)

SOP2 (R) = 1−
LGE∑
lGE=1

A (LGE) exp
(

2R−1
LRγ̄URlGE

2R

)
Γ (mU )

[
Γ

(
mU ,

mU

(
2R − 1

)
γ̄U

)
exp

(
− 2R − 1

LRγ̄URlGE
2R

)

−
∞∫

mU (2R−1)
γ̄U

xmU−1 exp
(
−
(

2R − 1
LRγ̄URlGE

2R
+ 1
)

x

)
dx

]
. (33)

SOP2 (R) = 1−
LGE∑
lGE=1

A (LGE) exp
(

2R−1
LRγ̄URlGE

2R

)
Γ (mU )

[
Γ

(
mU ,

mU

(
2R − 1

)
γ̄U

)
exp

(
− 2R − 1

LRγ̄URlGE
2R

)

−
Γ
(

mU ,
(

2R−1
LRγ̄URlGE

2R + 1
)
mU(2R−1)

γ̄U

)
(

2R−1
LRγ̄URlGE

2R + 1
)mU

]
. (34)
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Moreover, the dual problem of Problem (P4) is represented as
follows

(P4− dual) : min
λ1,λ2,λ3

ζ (λ1, λ2,λ3) (45a)

s.t. {λ1, λ2,λ3} ⪰ 0 (45b)

Given the strong duality between Problem (P4) and Problem
(P4-dual), determining the solution for the dual Problem
(P4-dual) leads to the optimal solution of Problem (P4).
In view of the convex nature of Problem (P4), the strong
duality between these two problems is satisfied by Slater’s
condition [42]. Additionally, by introducing dual variables
with arbitrary values and solving Problem (P4-dual), the
dual function is derived. Furthermore, decomposing Problem
(P4-dual) results in a set of KN independent subproblems.
These subproblems can be further dissected into the subse-
quent two subproblems:

(L1) : max
pk,off [n]

λ1,k,nωwkpk,off [n] τ∗k,off [n]

− λ2,k,nτ
∗
k,off [n] rkU (pk,off [n]) (46a)

s.t. (38d), (38i) (46b)
(L2) : max

pk,U,off [n]
λ1,k,nωwUpk,U,off [n] τ∗k,U,off [n]

− λ3,k,nτ
∗
k,U,off [n] rUA,URA(

pk,U,off [n] , φ∗A, φ∗lGE

)
(47a)

s.t. (38e), (38j) (47b)

To acquire the optimal values p∗k,off [n] and p∗k,U,off [n] for
the subproblems (L1) and (L2) correspondingly, numerical
solutions are required. These solutions should be obtained by
adhering to the Karush-Kuhn-Tucker (KKT) conditions.

B. Optimized Transmission Time for Offloading

Given a specific value for p∗k,off [n], τ∗k,off [n] can be
determined by substituting p∗k,off [n] into subproblem (L1),
as defined in (48), shown at the bottom of the next page.
Similarly, for provided values for p∗k,U,off [n], φ∗A, and φ∗lGE

,
τ∗k,U,off [n] can be obtained by substituting p∗k,U,off [n] into
subproblem (L2), as defined in (49), shown at the bottom of
the next page. Due to the non-uniqueness of the solution for
τ ∗, the following linear programming problem is formulated,

which can be effectively solved using CVX [44]:

(P5) :

max
τ

min
N∑
n=1

K∑
k=1

(
b∗k,l [n] + b∗k,U [n] + b∗k,A [n]

− ω
(
wk

(
κkc

3
k

(
b∗k,l [n]

)3
τ−2 + p∗k,off [n] τk,off [n]

)
+wU

(
κUc

3
UK

2(b∗k,U [n])3
τ−2+p∗k,U,off [n]τk,U,off [n]+

Ep[n]
K

))
(50a)

s.t. (38f) (50b)

τk,off [n] + τk,off,U [n] +
cUb∗k,U [n]

fU,max
≤ τ

K
, (50c)

b∗k,U [n] + b∗k,A [n] ≤ τk,off [n] rkU
(
p∗k,off [n]

)
, (50d)

b∗k,A [n]≤τk,U,off [n] rUA,URA
(
p∗k,U,off [n] , φ∗A, φ∗lGE

)
.

(50e)

C. Optimized Computation Bits

Given specified values for P∗, τ ∗, φ∗A, and φ∗lGE
, the

solution of the subsequent convex optimization problem with
linear constraints is requisite. This problem can be addressed
through the utilization of CVX [44] in order to derive the
optimal solutions for b∗k,l[n], b∗k,A[n], and b∗k,U [n]:

(P6) :

max
B

min
N∑
n=1

K∑
k=1

(bk,l [n] + bk,U [n] + bk,A [n]

− ω
(
wk

(
κkc

3
k(bk,l [n])3τ−2 + p∗k,off [n] τ∗k,off [n]

)
+wU

(
κUc

3
UK

2(bk,U [n])3τ−2+p∗k,U,off [n]τ∗k,U,off [n]+
Ep[n]

K

))
(51a)

s.t. (38b), (38c), (38g) (51b)

τ∗k,off [n] + τ∗k,off,U [n] +
cUbk,U [n]

fU,max
≤ τ

K
, (51c)

bk,U [n] + bk,A [n] ≤ τ∗k,off [n] rkU
(
p∗k,off [n]

)
, (51d)

bk,A [n]≤τ∗k,U,off [n] rUA,URA
(
p∗k,U,off [n] , φ∗A, φ∗lGE

)
.

(51e)

L(P, ϑ,λ1, λ2,λ3) = −ϑ + ϑ

N∑
n=1

K∑
k=1

λ1,k,n +
N∑
n=1

K∑
k=1

λ2,k,n

(
b∗k,U [n] + b∗k,A [n]

)
+

N∑
n=1

K∑
k=1

λ3,k,nb
∗
k,A [n]

−
N∑
n=1

K∑
k=1

λ1,k,n

(
b∗k,l[n] + b∗k,U [n] + b∗k,A[n]− ω

(
wk

(
κkc

3
k

(
b∗k,l [n]

)3
τ−2 + pk,off [n] τ∗k,off [n]

)
+wU

(
κUc3

UK2
(
b∗k,U [n]

)3
τ−2 + pk,U,off [n] τ∗k,U,off [n]+

Ep [n]
K

)))
−

N∑
n=1

K∑
k=1

λ2,k,nτ
∗
k,off [n] rkU (pk,off [n])−

N∑
n=1

K∑
k=1

λ3,k,nτ
∗
k,U,off [n] rUA,URA

(
pk,U,off [n] , φ∗A, φ∗lGE

)
.

(43)
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D. Optimized RIS’s Phase Shifts

In order to ascertain φ∗A and φ∗lGE
, the imperative is to

maximize the SNR at the AP and concurrently minimize
the SNR at the lGE-th GE [20]. As a result, the following
problems need to be addressed:

(P7) : max
φA

|hUA [n] + hUR [n]ΦhRA [n]|2 (52a)

s.t. 0 ≤ φA < 2π (52b)

(P8) : min
φlGE

|hUlGE
[n] + hUR [n]ΦhRlGE

[n]|2 (53a)

s.t. 0 ≤ φlGE
< 2π (53b)

The objective function of Problem (P7) can be writ-
ten as |hUA [n]|2 + |hUR [n]ΦhRA [n]|2 + 2 |hUA [n]| ·
|hUR [n]ΦhRA [n]| · cos (φA) . Obviously, the solution of
Problem (P7) is φ∗A = 0. Thus, it follows that arg (hUA [n]) =
arg (hUR [n]ΦhRA [n]) . To achieve the optimal value, the RIS
reflection path should align with the signal of the direct link,
implying that arg (hUA [n]) = arg (hUR [n]ΦhRA [n]) can be
represented by the equation QAhUA [n] = hUR [n]ΦhRA [n] ,
where QA ∈ Re+ is a positive scalar [20] representing the sig-
nal amplitude relationship between the direct link and the RIS
reflection path. The bisection search method [20], [41], known
for its low computational complexity, can be leveraged to find
Q∗A ∈ (0, QA,max] and properly tune the RIS’s phase shifts,
where QA,max can be determined using the approach described
in [20, Appendix A]. Similarly, the objective function of Prob-
lem (P8) is given by |hUlGE

[n]|2 + |hUR [n]ΦhRlGE
[n]|2 +

2 |hUlGE
[n]| · |hUR [n]ΦhRlGE

[n]| · cos (φlGE
). Notably, the

solution to Problem (P8) is φ∗lGE
= π. Hence, we obtain

π = arg (hUlGE
[n]) − arg (hUR [n]ΦhRlGE

[n]), which
can be represented by the equation QlGE

hUlGE
[n] =

hUR [n]ΦhRlGE
[n] , where QlGE

∈ ℜ− is a negative scalar
and Q∗lGE

can be found using the bisection method [20].
Proposition 1: The lower bound of QlGE

∈ [QlGE ,min, 0) ,
can be acquired as

QlGE ,min = −

LR∑
lR=1

|hUlR [n]| · |hlRlGE
[n]|

|hUlGE
[n]| .

(54)

Proof : The equation QlGE
hUlGE

[n] = hUR [n]ΦhRlGE
[n]

can be expanded as QlGE
hUlGE

[n] =
LR∑
lR=1

hUlR [n] · hlRlGE
[n] · exp (jΘlRlGE

). As QlGE
∈ ℜ−,

it follows that

QlGE
⩾ −

LR∑
lR=1

|hUlR [n]| · |hlRlGE
[n]|

|hUlGE
[n]|

. (55)

Thus, the lower bound for QlGE
defined in (54) is obtained.

E. Optimized Dual Variables

To acquire the optimal dual variables, the solution of the
convex yet non-differentiable Problem (P4-dual) is imperative.
In pursuit of this objective, the ellipsoid method [42] is
employed to systematically derive an optimal solution through
iterative procedures. The subgradient of the objective function

is denoted by
(
∆λT1 , ∆λT2 , ∆λT3

)T
, where

∆λ1

= ϑ− b∗k,l[n] + b∗k,U [n] + b∗k,A[n]

− ηCE

(
wk

(
κkc

3
k

(
b∗k,l [n]

)3
τ−2 + p∗k,off [n] τ∗k,off [n]

)
+wU

(
κUc

3
UK

2(b∗k,U [n])3
τ−2+p∗k,U,off [n]τ∗k,U,off [n]+

Ep[n]
K

))
,

(56)
∆λ2

= b∗k,U [n] + b∗k,A [n]− τ∗k,off [n] rkU
(
p∗k,off [n]

)
, (57)

∆λ3

= b∗k,A [n]

− τ∗k,U,off [n] rUA,URA
(
p∗k,U,off [n] , φ∗A, φ∗lGE

)
. (58)

F. Iterative Algorithm

To iteratively address the original Problem (P1), we pro-
pose Algorithm 1, which integrates Dinkelbach-, BCD-, and
bisection-based methods, along with a sub-gradient-based pro-
cedure. The convergence of this algorithm is guaranteed based
on [8] and [42], whereas the execution time and complexity
of the algorithm are contingent on the number of GNs and
time slots. The complexity of bisection method in Step 3 is
O (log W ), where W is the size of the interval being bisected.
Additionally, the Steps 5, 6, and 7 exhibit a complexity of
O (KN), O (KN), and O

(
K2N2

)
[42], respectively. Given

that the complexity of the bisection method is negligible
compared to the complexity of Steps 5, 6, and 7, Algorithm 1
is considered to have an overall complexity of O

(
ξK4N4

)
,

where ξ represents the iteration number. Furthermore, the
complexity of Steps 5 and 10 is contingent on solving Problem
(P5) and Problem (P6) using the CVX library [44].

τ∗k,off [n] =


τ
K , λ1,k,nωwkp

∗
k,off [n]− λ2,k,nrkU

(
p∗k,off [n]

)
> 0

∈
(
0, τK

)
, λ1,k,nωwkp

∗
k,off [n]− λ2,k,nrkU

(
p∗k,off [n]

)
= 0

0, λ1,k,nωwkp
∗
k,off [n]− λ2,k,nrkU

(
p∗k,off [n]

)
< 0

 . (48)

τ∗k,U,off [n] =


τ
K , λ1,k,nωwUp∗k,U,off [n]− λ3,k,nrUA,URA

(
p∗k,U,off [n] , φ∗A, φ∗lGE

)
> 0

∈
(
0, τK

)
, λ1,k,nωwUp∗k,U,off [n]− λ3,k,nrUA,URA

(
p∗k,U,off [n] , φ∗A, φ∗lGE

)
= 0

0, λ1,k,nωwUp∗k,U,off [n]− λ3,k,nrUA,URA

(
p∗k,U,off [n] , φ∗A, φ∗lGE

)
< 0

 . (49)
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Algorithm 1 An Iterative Algorithm for Solving Problem (P1)
1) Set the values of tolerant threshold ε and network

parameters.
2) Initialize the values of the optimizing variables P, τ ,

and B, the iteration index iter = 0, the non-optimized
dual variables {λδ}3δ=1 , and the ellipsoid.

3) Obtain Q∗A and Q∗lGE
using the bisection method. Then,

calculate rkU [n] and rUA,URA [n].
4) Repeat
5) Based on KKT conditions, solve subproblems (L1) and

(L2) to obtain p∗k,off [n] and p∗k,U,off [n], respectively.
Then, use (48) and (49) and obtain τ∗k,off [n] and
τ∗k,U,off [n], respectively. Also, solve Problem (P6) by
CVX and derive b∗k,l[n], b∗k,U [n], and b∗k,A[n].

6) Calculate the subgradients defined in (56)-(58) and solve
problem (P4-dual).

7) Update {λδ}3δ=1 by leveraging the ellipsoid method.
8) End Repeat until Algorithm 1 converges, i.e.,

min
k∈K

N∑
n=1

K∑
k=1

(
b
(iter)
k [n]− ω(iter)E

(iter)
0,k [n]

)
≤ ε.

9) Let {λ∗δ}
3
δ=1 ← {λδ}

3
δ=1 .

10) Based on KKT conditions, re-solve subproblems (L1)
and (L2) and update p∗k,off [n] and p∗k,U,off [n], respec-
tively. Then, solve Problem (P5) by CVX and update
τ∗k,off [n] and τ∗k,U,off [n]. Also, re-solve Problem (P6)
by CVX and update b∗k,l[n], b∗k,U [n], and b∗k,A[n]. Finally,
obtain the optimized SCE.

V. RESULTS

This section provides results to reveal important design
insights and assess the effect of the network parameters on
the SCE. To obtain these results, the MATLAB 2023b and
CVX modeling framework were used [44]. Unless explicitly
stated otherwise, Table II details the values assigned to
the network parameters. Without loss of generality, it is
considered that the GNs exhibit an identical task requirement
per time slot. Also, the initial coordinates (in meters) of
the 1st GN, 2nd GN, 3rd GN, UAV, 1st AE, 2nd AE, AP,
RIS, 1st GE, and 2nd GE are (x1, y1, 0) = (0, 0, 0),
(x2, y2, 0) = (20, 10, 0), (x3, y3, 0) = (40, 20, 0),
(xU [1] , yU [1] , zU [1]) = (200, 80, 80), (xAE,1 [1] , yAE,1 [1] ,
yAE,1 [1]) = (150, 120, 100), (xAE,2 [1] , yAE,2 [1] ,
yAE,2 [1]) = (160, 130, 100), (xA, yA, zA) = (750, 50, 5),
(xR, yR, zR) = (840, 60, 20), (xGE,1 [1] , yGE,1 [1] , 0) =
(950, 20, 0), and (xGE,2 [1] , yGE,2 [1] , 0) = (960, 30, 0),
respectively.

Typically, either straight-line paths or circular-orbit paths
have been used for the majority of the missions of UAVs [47].
In this paper, we deliberate on a predetermined straight-line
UAV’s trajectory, deferring the 3-D trajectory optimization,
which holds the potential to further enhance the SCE, to future
work. Indeed, the optimization of waypoints serves to diminish
superfluous maneuvers and alterations in UAV’s velocity,
consequently leading to a reduction in propulsion energy
consumption. Also, by strategically modifying its trajec-
tory, the UAV can identify and navigate the most favorable

TABLE II
NOTATION AND VALUE OF NETWORK PARAMETERS

communication route. However, it is pertinent to acknowledge
that the UAV’s trajectory exerts an almost negligible impact
on small-scale fading, particularly when the RIS’s phase shifts
are optimized [48], [49], [50]. As a result, any variations in the
antenna/element array response induced by the UAV’s mobility
can be effectively compensated. Fig.2 depicts the movement
of the UAV, AEs, and GEs over the horizontal plane within a
given rectangular area of 1000m× 140m.

In Fig.3, the interrelation between two performance metrics,
namely the SOP and energy consumption, is elucidated. It is
discernible that the SOP decreases, as the number of transmit-
ted computation bits increases. Consequently, the likelihood
of a secrecy breach diminishes, when the overall secrecy rate
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Fig. 2. Projection of the proposed IoT architecture on the xy plane with
pre-determined benchmark trajectory of the UAV.

Fig. 3. The SOP and energy consumption in terms of the number of the
computation bits.

of the system ascends. Conversely, with an increase in the
transmitted computation bits, the energy consumption demon-
strates an upward trend. These findings suggest that increasing
the transmitted computation bits enhances the system’s overall
secrecy, while concurrently escalating the consumed energy.
Also, the intersection point of the two curves indicates that
there exists a trade-off between SOP and energy consumption.

Fig.4 investigates the convergence of the proposed optimiza-
tion scheme and shows the optimized SCE as a function of the
iteration index. This analysis is conducted across varying num-
bers of reflecting elements, considering a tolerant threshold
e = 10−4. It is evident that the optimized scheme demon-
strates a close convergence, typically within approximately
six iterations, regardless the numbers of reflecting elements.
Notably, the SCE experiences rapid initial growth, followed by
subsequent convergence within a limited number of iterations.
This behavior is attributed to the linear convergence rate
exhibited by the Dinkelbach-based algorithm for our max-min
fractional optimization problem [42].

Fig.5 shows the SCE as a function of the number of
the computation bits across various network configurations,
encompassing both optimized and non-optimized schemes.
In particular, several special cases are set as benchmarks,
considering the absence of either AEs (e.g., the scenario in
[21]) or GEs (e.g., the scenario in [13]) and also studying

Fig. 4. The optimized SCE in terms of the iteration number of Algorithm 1
for varying number of reflecting elements.

Fig. 5. The optimized and non-optimized SCE in terms of the number of
computation bits for different deployment strategies.

a less complex setup, which does not include a RIS unit
(e.g., the setup in [10]). Furthermore, results that disregard
the optimization of the RIS’s phase shifts are incorporated.
The results distinctly reveal that the GEs play a more pivotal
role than AEs in diminishing the SCE, whereas the presence
of both AEs and GEs drastically decreases the SCE. Also,
deploying a RIS unit close to the AP and adopting the
proposed optimized scheme is required to achieve enhanced
SCE, even when a large number of computation bits need to
be processed. In this context, fine-tuning the RIS’s phase shifts
can further increase the SCE.

In Fig.6, the optimized and non-optimized SCE is demon-
strated as a function of the UAV’s velocity, while considering
different weight factor of the consumed energy at the UAV
and completion time of the computation task. One observes
that the SCE decreases as the UAV’s velocity rises. This is
primarily due to the heightened propulsion energy require-
ments entailed in sustaining higher speeds. Additionally, the
SCE decreases with both the task completion time and weight
factor. Upon comparing the optimized and non-optimized
scenarios, it becomes apparent that the application of our
optimized scheme implies substantially higher SCE values.
These findings affirm the effectiveness of our approach in
optimizing the SCE and augmenting the network performance.
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Fig. 6. The optimized and non-optimized SCE in terms of the UAV’s velocity
for varying weight factor of UAV’s consumed energy and completion time of
the computation task.

Fig. 7. The optimized SCE in terms of the UAV’s movement along the
x-axis for varying value of the Nakagami-m parameter of the link between
the k-th GN and UAV and the link between the UAV and RIS unit.

Fig.7 studies the impact of the UAV’s positional variation
along the x-axis on the SCE, considering diverse Nakagami-
m fading parameter of the link between the k-th GN (UAV)
and UAV (RIS). Clearly, the SCE remains constant, as soon
as a symmetric fading exists, i.e., mkU = mUR. However,
the SCE is influenced by the prevailing fading conditions,
directly affecting the effective secrecy rate. Although the
UAV’s trajectory is not optimized in this paper, the findings
indicate that positioning the UAV closer to the RIS unit yields
more favorable SCE outcomes, particularly when the channel
quality of the link between UAV and RIS is compromised.
On the other hand, situating the UAV in closer proximity to
the GNs is advisable to counteract performance degradation
when the channel quality of the link between GNs and UAV
is low. Also, maintaining the UAV at a midpoint position
between the GNs and RIS is recommended to ensure sufficient
SCE irrespective of fading conditions. By avoiding aimless
movements, a significant amount of propulsion energy can be
saved thereby extending the UAV’s flight time and improving
the SCE.

Fig.8 presents the optimized and non-optimized SCE in
terms of the number of reflecting elements for different
number of computation bits. The SCE resulting from the

Fig. 8. The optimized and asymptotic SCE in terms of the number of
reflecting elements for varying number of computation bits.

Fig. 9. The optimized and non-optimized SCE in terms of the time block
length for varying number of GNs.

mathematical expression of the asymptotic SOP in (35) is
also depicted. As the number of reflecting elements increases,
the SCE is improved due to the lower transmission delay.
Additionally, once 57 reflective elements are selected, the SCE
remains constant after the desired target rate is achieved. It can
be also observed that the SCE exhibits a discernible decline as
the minimal computational requisites of the GNs progressively
elevate. This is because higher computing requirements can
lead to more inefficient power consumption. In addition, it can
be seen that the asymptotically derived curves of the SCE con-
verge towards the analytical counterparts with approximately
60 reflecting elements.

Fig.9 shows the optimized and non-optimized SCE concern-
ing the time block length for different number of GNs. It is
evident that the SCE exhibits a substantial enhancement with
the augmentation of the time block length. This improvement
can be attributed to the ability of GNs to reduce their com-
putational load and transmission power in order to enhance
the SCE, when operating within more extensive time blocks.
It is noteworthy that marginal variations in SCE become
apparent in situations featuring shorter time block lengths.
Also, increasing the number of GNs induces a reduction in
SCE, since the system becomes more burdened. However, the
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Fig. 10. The optimized and non-optimized SCE in terms of the number of
AEs for varying value of the Nakagami-m parameter of the link between the
k-th GN and UAV.

Fig. 11. The optimized and non-optimized SCE in terms of the number of
GEs for varying number of reflecting elements of the RIS unit.

optimization scheme holds the promise of yielding meaning-
fully higher SCE values compared to the non-optimized one.

Finally, Fig.10 and Fig.11 delineate the optimized and
non-optimized SCE in terms of the number of the AEs and
GEs, respectively. This is done across different value of
the Nakagami-m parameter mkU and number of reflecting
elements. One observes that the optimized SCE experiences
a reduction with an increase in the number of AEs and GEs.
Conversely, the non-optimized SCE remains consistently low
irrespective of the count of AEs and GEs. Also, an elevated
channel quality and a substantial number of reflective elements
have the potential to mitigate the decline in SCE as the number
of AEs and GEs, respectively, increases.

VI. CONCLUSION AND FUTURE RESEARCH DIRECTIONS

This paper has proposed a MEC-IoT network architecture,
wherein a UAV has undertaken the dual mission of provid-
ing computing resources and ubiquitous wireless coverage.
To augment the link robustness, the integration of a RIS unit
into the network was explored. Beyond legitimate network
entities, potential malicious actors operating in both aerial
and ground domains, seeking unauthorized access to sensitive
offloaded data, have been considered. Within this frame-

work, analytical, closed-form, and asymptotic mathematical
expressions for the SOP over Nakagami-m fading channels
have been derived. A non-convex max-min SCE optimization
problem has been also formulated and Dinkelbach-, BCD-,
and bisection-based methods have been combined to solve
this problem. The results have underscored the necessity of
establishing equilibrium between the desired SOP and energy
consumption. Moreover, these results have underlined the
effectiveness of the optimized scheme and provided insights
into proper UAV positioning. Noteworthy is the observation
that the impact of AEs and GEs becomes less influential, as the
severity of fading is limited and a large number of reflecting
elements is utilized.

This work could be extended to different research areas.
To augment the SCE while extending coverage and enhancing
reliability, a collaborative deployment of multiple authorized
UAVs and RIS units could be implemented. Apart from using
fixed RIS units, the adoption of mobile UAV-mount RIS units
could be also considered to provide additional flexibility and
adaptability. Moreover, the optimization of the 3-D UAV’s
trajectory holds the potential for further improving the SCE
and represents an intriguing and noteworthy research direction.
Finally, the inclusion of active jamming is envisioned as
a prospective research work to safeguard the computation
offloading process against adversaries.

APPENDIX
PROOF OF LEMMA 1

Lemma 1 can be proved based on sufficient and necessary
criteria.

1) Sufficient criteria: As far as the equality in (39) holds,
it follows that

min
k∈K

N∑
n=1

K∑
k=1

(
b∗k [n]− ω∗E∗0,k [n]

)
= 0, (59)

min
k∈K

N∑
n=1

K∑
k=1

(bk [n]− ω∗E0,k [n]) ≤ 0. (60)

From (60), the following expressions can be obtained

min
k∈K

N∑
n=1

K∑
k=1

b∗k [n]
E∗0,k [n]

= ω∗, (61)

min
k∈K

N∑
n=1

K∑
k=1

bk [n]
E0,k [n]

≤ ω∗. (62)

Using (1), (4)-(7) and (62), one concludes that(
P∗, τ ∗,B∗, φ∗A, φ∗lGE

)
constitutes the optimal solution

of Problem (P1).
2) Necessary criteria: As far as

(
P∗, τ ∗,B∗, φ∗A, φ∗lGE

)
is

the optimal solution of Problem (P1), it follows that

min
k∈K

N∑
n=1

K∑
k=1

b∗k [n]
E∗0,k [n]

= ω∗. (63)

We complete this proof after some simple transformations and
we can easily conclude that

min
k∈K

N∑
n=1

K∑
k=1

(
b∗k [n]− ω∗E∗0,k [n]

)
= 0. (64)
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