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A Slowly Varying Spoofing Algorithm Avoiding
Tightly-Coupled GNSS/IMU With Multiple

Anti-Spoofing Techniques
Yangjun Gao and Guangyun Li

Abstract—Vehicle and airborne navigation users are facing more
and more complex signal interference and even spoofing. If ve-
hicles and aircraft do not strengthen their anti-spoofing ability,
their navigation performance is bound to be adversely affected.
global navigation satellite system (GNSS) spoofing technology has
gradually become a preferred interference method for spoofer
because of its high concealment and great harm. For spoofer,
user terminal increasingly adopts GNSS with inertial measurement
unit (IMU): tightly-coupled GNSS/IMU, on this basis, user also
configures a variety of anti-spoofing techniques to effectively deal
with spoofing. Even if spoofer slowly changes user’s positioning,
if spoofing strategy is unreasonable, it will lead to the violation
of parameter rationality of coupled filter output parameters and
spoofing observation, which greatly increases the difficulty of
spoofing. In view of the above problems, from the perspective of
spoofer, in order to effectively counter the non cooperative target
of assembling tightly-coupled GNSS/IMU by using GNSS spoofing,
this paper establishes GNSS spoofing mathematical model, and
proposes a slowly varying spoofing algorithm to avoid tightly-
coupled GNSS/IMU with multiple anti-spoofing techniques based
on the analysis of the influence mechanism of spoofing on the
positioning of tightly-coupled GNSS/IMU, the algorithm proposes a
measurement deviation determination method to avoid a variety of
anti-spoofing techniques, which can gradually pull the positioning
results of coupled system, and successfully avoid anti-spoofing
techniques detection of least squares residual receiver autonomous
integrity monitoring (RAIM) and parameter rationality check. The
experimental results show that the algorithm can gradually change
positioning of tightly-coupled GNSS/IMU within 30 s, and the
north, east and down displacements basically achieve the spoofing
effect, the errors with the expected offset are −0.5 m, 1.9 m and
12.7 m respectively. At the same time, the detection of the above
anti-spoofing techniques is avoided. The mean value of test statistics
for tightly-coupled system is reduced by 75.4% and does not exceed
the alarm threshold, so as to achieve the purpose of spoofing, the
effectiveness and high concealment of the spoofing algorithm are
proved.
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I. INTRODUCTION

W ITH the construction and vigorous development of
global navigation satellite system (GNSS), satellite nav-

igation and positioning technology has been widely used in many
fields of civil and military. Due to the inherent vulnerability
of satellite navigation signals, vehicle and aircraft users are
facing more and more complex signal interference and even
spoofing. If the anti-spoofing ability of vehicles and aircraft is
not strengthened, their navigation performance is bound to be
adversely affected [1]. Among them, GNSS spoofing technology
has gradually become a popular interference technology for
spoofer because of its high concealment and great harm [2]–[4].
In 2012, Todd E. Humphreys team used low-cost GPS spoofer
to lower the unmanned helicopter that should have maintained
a fixed altitude [5].

It should be noted that spoofing technology can be used for
positive purposes, such as using spoofing to control and even
counter non cooperative unmanned aerial vehicles, protecting
the location information of sensitive areas, etc. In fact, anti
UAV using spoofing technology is an effective soft killing
means [6], [7]. On the other hand, users increasingly adopt the
tightly-coupled GNSS/IMU to deal with spoofing. On the basis
of sensor combination, users configure anti-spoofing algorithm,
for example, receiver autonomous integrity monitoring (RAIM)
and parameter rationality inspection of integrated navigation fil-
tering results [8], the above means greatly increase the difficulty
for spoofer to realize spoofing. In order to effectively counter
the unknown object equipped with integrated navigation system
by using spoofing technology, it is very necessary to research
new spoofing algorithms.

Considering the navigation strategy of coupled targets, GNSS
spoofing can gradually increase the cumulative error of in-
tegrated navigation device, and even affect the SLAM (Si-
multaneous Localization and Mapping) function of some un-
manned platforms [9]. When the difference between posi-
tion velocity and time (PVT) and real PVT is large, the
user can detect spoofing by comparing with measurement re-
sults of other sensors. Therefore, it is necessary to gradually
pull the PVT results to make the variation within the allow-
able range of sensor error [10]. For example, intermediate
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spoofing can make the loop gradually controlled by spoof-
ing signal without inter-rupting the tracking state of receiver
[11], [12].

II. RELATED WORK

The research on spoofing coupled system is summarized as
follows. Experiments by Zhen han et al. show that forwarding
spoofing can effectively affect tightly-coupled solution results,
and Chi-Square verification method can effectively identify step-
type spoofing and slope-type spoofing, among them, residual
Chi-Square verification method has more obvious identification
effect on spoofing [13]. For tightly-coupled GPS/INS system,
Samer Khanafseh et al. proposed a GPS/INS spoofing detec-
tion method based on residual RAIM, which can evaluate the
integrity risk of the position solution and probability of missed
detection. If spoofer is difficult to grasp real trajectory of the tar-
get, the experimental results show that integrity risk is negligible
[10]. However, if spoofer fully grasps real trajectory of target,
spoofer can order target to produce large position error without
being detected by this method. Actually, normalized innovation
squared (NIS) detection of navigation system is also a direct,
effective and feasible spoofing detection method, which has been
mature and applied to navigation system of unmanned platform
[14]. Shuhai Lu et al. show that the Kalman filter correction
gain matrix element in tightly-coupled navigation system always
maintains its stability whether there is GNSS spoofing or not.
Based on this characteristic, a spoofing control strategy that can
realize accurate position offset is proposed: firstly, the specific
spoofing signal is taken over the target tightly-coupled naviga-
tion terminal, pseudorange spoofing signals corresponding to
different satellites are respectively the projection of the position
increment to be spoofed on the line of sight vector of different
satellites. Simulation experiments verify the correctness and
effectiveness of the spoofing control strategy [15]. In addition,
the data fusion algorithm based on factor graph optimization
can effectively reduce the linearization error to achieve higher
positioning accuracy of coupled GNSS/IMU system [16]. Wen
et al. analyzed the accuracy of the fusion algorithm based on
EKF and factor graph optimization, the latter showed better
positioning performance [17].

To sum up, the difficulty of the current spoofing coupled
system is that even if the spoofer gradually changes the po-
sition of coupled system, spoofer should pay close attention
to whether the spoofing process leads to abnormal changes in
other filter estimators of coupled system; In addition, although
tightly-coupled system itself has good anti-spoofing ability, if
coupled system is additionally equipped with other anti-spoofing
techniques, spoofer needs to consider how to introduce appro-
priate amount of spoofing in order to make spoofing process as
imperceptible as possible.

The research work of this paper is briefly summarized as
follows: when spoofing signal completely cuts into and takes
over the GNSS module of coupled system, based on the
analysis of influence mechanism of spoofing on positioning
of tightly-coupled GNSS/IMU, a slowly varying spoofing al-
gorithm avoiding tightly-coupled GNSS/IMU with multiple

Fig. 1. Schematic diagram of GNSS spoofing scenario.

anti-spoofing techniques is proposed, and a measurement de-
viation determination method avoiding multiple anti-spoofing
techniques is proposed, it can gradually pull the positioning
results of coupled system, and successfully avoid the detection
of anti-spoofing techniques of least squares residual RAIM
and parameter rationality check, so as to achieve the purpose
of spoofing. Finally, experiments verify the effectiveness and
concealment of the algorithm.

III. INFLUENCE MECHANISM OF SPOOFING ON

TIGHTLY-COUPLED GNSS/IMU

A. Mathematical Model of GNSS Spoofing

GNSS spoofing can be divided into generating spoofing
and forwarding spoofing according to the generation mode of
spoofing signal. Generative spoofing can independently generate
spoofing signal with the same structure as authentic GNSS
signal. Forwarding spoofing refers to transmitting the received
authentic GNSS signal with a certain delay after power adjust-
ment. GNSS spoofing scenario is shown in Fig. 1. Fig. 1 shows
that GNSS spoofer is used to spoof the unidentified aircraft.
GNSS spoofer first receives authentic GNSS signal from the
sky, and spoofer generates spoofing signals after signal analysis,
or directly forwards authentic signals to broadcast spoofing
signals to unidentified aircraft, so as to achieve the purpose of
controlling unidentified aircraft.

Firstly, GNSS spoofing signal is broadcast to tightly-coupled
GNSS/IMU, and the process that spoofing signal takes over
target to output wrong positioning result of spoofing signal is the
signal spoofing stage. The complex signal model at this stage
can be expressed as [18]:

r(nTs) =
∑
h=Ja

√
P a
hD

a
h(nTs − τah )c

a
h(nTs − τah )

ejϕ
a
h+j2πfa

hnTs

+
∑

m=Js

√
P s
mDs

m(nTs − τ sm)csm(nTs − τ sm)

ejϕ
s
m+j2πfs

mnTs + η(nTs) (1)
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TABLE I
DEFINITION OF PARAMETERS

Where, subscriptsh andm respectively represent the received
authentic satellite signal and spoofing signal, Ja and Js are
the sets of authentic and spoofing signals respectively, and
superscript a and s respectively represent the received authentic
satellite signal and spoofing signal.Ts is the sampling interval,P
is the received signal power, c is the pseudo-random noise (PRN)
code sequence,D is the navigation message,ϕ, f , τ respectively
represent the carrier phase, carrier Doppler frequency and code
phase of received signal, and η(nTs) is the additive white
Gaussian noise with zero mean and σ2

n variance. To improve
readability, the definition of parameters defined in Eq (1) are
listed in Table I.

When spoofing signal takes over target GNSS loop, the
process of controlling and guiding target to move according
to spoofing trajectory is the trajectory spoofing stage. At this
stage, GNSS positioning results can be changed by reasonably
modifying satellite position and pseudorange observation. As-
suming that the deviation of space rectangular coordinate xi =
[xi, yi, zi ]

T of the ith satellite is Δxi = [Δxi, Δyi, Δzi ]
T,

and there is a deviation Δρi for the pseudorange ρi of the cor-
responding satellite, the observation equation of target receiver
corresponding to the ith satellite is:

R̄i + δtu +Δδtu = ρi +Δρi (2)

Where, δtu represents receiver clock offset (equivalent in m),
andΔδtu represents the deviation of receiver clock offset caused

by modifying pseudorange (equivalent in m). R̄i is expressed as:

R̄2
i = [xi +Δxi − (xu +Δxu)]

2

+ [yi +Δyi − (yu +Δyu)]
2

+ [zi +Δzi − (zu +Δzu)]
2 (3)

Δxu = [Δxu, Δyu, Δzu ]
T represents the deviation of re-

ceiver space rectangular coordinates caused by modifying pseu-
dorange and satellite position. The above observation equation
is expanded by first-order Taylor in satellite space rectangular
coordinate xi = [xi, yi, zi ]

T, receiver space rectangular co-
ordinate xu = [xu, yu, zu ]

T and receiver clock offset δtu. if
N satellites are used for pseudorange positioning, it can be
obtained:

Gδ ≈ Δρ+Δs (4)

Where, G represents the Jacobian matrix, which is only
related to the geometric position of each satellite relative to the
user, δ represents the deviation of receiver spatial rectangular
coordinate and receiver clock offset caused by modifying pseu-
dorange and satellite position, and Δρ+Δs represents pseu-
dorange and satellite position deviation vector of N satellites.
According to the pseudorange positioning principle, (4) can be
solved as:

δ ≈ (GTG)−1GT(Δs+Δρ) (5)

According to (5), positioning and timing deviation caused by
satellite space rectangular coordinate deviation can be calcu-
lated.

B. Tightly-Coupled GNSS/IMU System Model

Tightly-coupled GNSS/IMU uses IMU navigation parameter
error, GNSS receiver clock offset and clock drift as the estimated
parameters of the state equation. The IMU obtains position and
velocity through inertial navigation solution, and then uses the
output ephemeris of GNSS receiver to calculate the correspond-
ing pseudorange and pseudorange rate. The difference between
pseudorange and pseudorange rate predicted by IMU and the
output pseudorange and pseudorange rate of GNSS receiver is
taken as the measurement of Kalman filter of tightly-coupled
GNSS/IMU. The estimated state error of IMU and GNSS is
obtained through Kalman filter and fed back to IMU and GNSS
for correction, the corrected IMU navigation parameter is the
output of tightly-coupled GNSS/IMU system.

The tightly-coupled structure block diagram is shown in
Fig. 2 [19].

Select IMU navigation parameter error and GNSS receiver
clock offset and clock drift as the state of the filter, and the error
state vector is:

X =
[
δφ δθ δϕ δvx δvy δvz δx δy δz

bax bay baz bgx bgy bgz δtu δfu
]T

(6)

Where, δφ, δθ, δϕ represent attitude angle error, δvx, δvy , δvz
represent velocity error in Earth-centered, Earth-fixed (ECEF)
coordinate system, δx, δy, δh respectively represent position
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Fig. 2. Structure block diagram of tightly-coupled GNSS/IMU system.

error in ECEF coordinate system, bax, bay , baz represent accel-
eration biases, bgx, bgy, bgz represent gyro biases, δtu represents
receiver clock offset, δfu represents receiver clock drift.

The system model of tightly-coupled GNSS/IMU is as fol-
lows:

The state transition matrix Φ is expressed as:

Φ ≈

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

I3 −Ωe
ieτs 03 03 03 Ĉ

e

bτs 01 01

F e
21τs I3 − 2Ωe

ieτs F e
23τs Ce

bτs 03 01 01

03 I3τs I3 03 03 01 01

03 03 03 I3 03 01 01

03 03 03 03 I3 01 01

01 01 01 01 01 1 τs
01 01 01 01 01 01 1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦
(7)

Where, F e
21 = [−(Ĉ

e

bf̂
b

ib)Λ], F
e
23 = − 2γ̂e

ib

reeS(L̂b)

r̂eeb
T

|r̂eeb| .
In the above equations, Ωe

ie represents the antisymmetric ma-
trix of the earth’s rotational angular velocity vector, τs represents
the state transfer time interval, Ce

b represents the directional
cosine matrix from the body to ECEF coordinate, Ĉ

e

b represents
the estimated directional cosine matrix from the body to ECEF

coordinate, f̂
b

ib represents the estimated specific force measure-
ment, reeS represents the radius of the earth’s center,I3 represents
the third-order unit matrix, and γ̂e

ib represents the gravitational
acceleration at the estimated position r̂eib, Λ represents the cor-
responding antisymmetric matrix, r̂eeb represents the projection
of the estimated position relative to ECEF coordinate and on
ECEF coordinate, and L̂b represents the estimated latitude. To
improve readability, the definition of parameters defined in Eq
(7) are listed in Table II.

The system noise covariance matrix can be approximately
expressed as:

Q ≈

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

SrgI3 03 03 03 03 01 01

03 SraI3 03 03 03 01 01

03 03 03 03 03 01 01

03 03 03 SbadI3 03 01 01

03 03 03 03 SbgdI3 01 01

01 01 01 01 01 Sa
cφ 01

01 01 01 01 01 01 Sa
cf

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦
τs (8)

In the above equation, Srg , Sra, Sbad and Sbgd respectively
represent the power spectral density (PSD) of gyro random
noise, the PSD of accelerometer random noise, the PSD of
accelerometer biases change and the PSD of gyro biases change.
It is assumed that all gyroscopes and accelerometers have the
same noise characteristics.Sa

cφ represents the PSD of phase drift

TABLE II
DEFINITION OF PARAMETERS

TABLE III
PARAMETERS CONSUMER-GRADE IMU

of receiver clock, and Sa
cf represents the PSD of frequency drift

of receiver clock.
The propagation of state estimation over time is expressed as:

X̂i|i−1 = Φi,i−1X̂i−1 (9)

Where, X̂i|i−1 represents the error estimation of IMU nav-

igation parameters predicted at time i, and X̂i represents the
error estimation of IMU navigation parameters at time i; Φi,i−1

represents the system state transition matrix from time i− 1 to
time i.

The propagation model of error covariance matrix of state
estimation is:

P i|i−1 ≈ Φi,i−1

(
P i−1 +

1
2
Q′

i−1

)
ΦT

i,i−1 +
1
2
Q′

i−1 (10)
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P i|i−1 represents the prediction error covariance matrix at time
i; P i−1 represents estimation error covariance matrix at time
i− 1; Qi−1 represents the system noise covariance matrix at
time i− 1.

The measurement model of tightly-coupled GNSS/IMU is as
follows:

The pseudorange ρ̂j−a,C predicted by IMU is expressed as:

ρ̂j−a,C

=

√[
CI

e(t̃
j
st,a)r̂

e
ej(t̃

j
st,a)− r̂e−ea

]T [
CI

e(t̃
j
st,a)r̂

e
ej(t̃

j
st,a)− r̂e−ea

]
+ c · δtu (11)

In the above equation, ρ̂j−a,C represents the predicted corrected
pseudorange measurement from transmitting antenna j to re-
ceiver antenna a, t̃jst,a represents the measured signal transmis-
sion time, I in CI

e represents the Earth centered inertial frame
(ECI) coordinate synchronized with ECEF coordinate at the
arrival time of satellite signal, and CI

e represents the directional
cosine matrix from ECEF coordinate to ECI coordinate caused
by the earth’s rotation within the propagation time of satellite
signal. r̂eej represents the estimated satellite position and r̂e−ea
represents the estimated receiver position.

The pseudorange rate ˆ̇ρj−a,C predicted by IMU is expressed as:

ˆ̇ρj−a,C = ûe−T
as,j

[
CI

e(t̃
j
st,a)(v̂

e
ej(t̃

j
st,a) +Ωe

ier̂
e
ej(t̃

j
st,a))

−(v̂e−ea +Ωe
ier̂

e−
ea )

]
+ c · δfu + δn (12)

In the above equation, ˆ̇ρj−a,C represents the predicted corrected
pseudorange rate measurement from transmitting antenna j to
receiver antenna a, v̂eej represents the estimated satellite motion
speed, v̂e−ea represents the estimated receiver motion speed, and
ûe−T
as,j represents the directional cosine between the estimated

satellite position and receiver position.δn represents the obser-
vation noise and hardware noise considering the realistic effects.

The measurement matrix H is:

H ≈

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

01×3 01×3 uT
a1 01×3 01×3 1 0

01×3 01×3 uT
a2 01×3 01×3 1 0

...
...

...
...

...
...

...
01×3 01×3 uT

am 01×3 01×3 1 0
01×3 uT

a1 01×3 01×3 01×3 0 1
01×3 uT

a2 01×3 01×3 01×3 0 1
...

...
...

...
...

...
...

01×3 uT
am 01×3 01×3 01×3 0 1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(13)

Where ua1, . . . , uam represents the directional cosine be-
tween satellite position and receiver position.

The measurement noise covariance matrix R is expressed as:

R =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

σ2
ρ 0 · · · 0 0 0 · · · 0

0 σ2
ρ · · · 0 0 0 · · · 0

...
...

. . .
...

...
...

. . .
...

0 0 · · · σ2
ρ 0 0 · · · 0

0 0 · · · 0 σ2
r 0 · · · 0

0 0 · · · 0 0 σ2
r · · · 0

...
...

. . .
...

...
...

. . .
...

0 0 · · · 0 0 0 · · · σ2
r

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(14)

In the above equation, it is assumed that all pseudorange mea-
surements and pseudorange rate measurements are independent
and the variance of the same measurement type is equal. σ2

ρ

represents the measurement noise variance of pseudorange and
σ2
r represents the measurement noise variance of pseudorange

rate.
The Kalman gain matrix is expressed as:

Ki = P i|i−1H
T
i (HiP i|i−1H

T
i +Ri)

−1 (15)

In the above equation, Ki represents the Kalman gain matrix
at time i.

GNSS outputs the measurements of pseudorange and pseu-
dorange rate. The predicted values of pseudorange and pseu-
dorange rate can be obtained according to the corrected inertial
navigation parameters, estimated receiver clock offset and clock
drift, and navigation messages including satellite position and
velocity. The difference between the pseudorange and pseudor-
ange rate output by GNSS and the calculated predicted values of
pseudorange and pseudorange rate at the same time constitutes
the measurement innovation vector, that is:

δzi =

[
δzρ,i

δzr,i

]
{
δzρ,i =

(
ρ̃1
a,C − ρ̂1−

a,C , ρ̃
2
a,C − ρ̂2−

a,C , · · · ρ̃ma,C − ρ̂m−
a,C

)
i

δzr,i =
(
˜̇ρ1
a,C − ˆ̇ρ1−

a,C ,
˜̇ρ2
a,C − ˆ̇ρ2

a,C , · · · ˜̇ρma,C − ˆ̇ρma,C

)
i

(16)

In the above equation, ρ̃1
a,C , . . . , ρ̃

m
a,C represents m pseudo-

range measurement values at time i, ρ̂1−
a,C , . . . , ρ̂

m−
a,C represents

m pseudorange prediction values at time i, ˜̇ρ1
a,C , . . . ,

˜̇ρma,C rep-
resents m pseudorange rate measurement values at time i, and
ˆ̇ρ1−
a,C , . . . ,

ˆ̇ρma,C represents m pseudorange rate prediction values
at time i. δzρ,i and δzr,i represent pseudorange measurement
innovation vector and pseudorange rate measurement innovation
vector respectively.

Update the state variable with the observation vector as:

X̂i = X̂i|i−1 +Kiδzi (17)

Corresponding error covariance matrix update:

P i = (I −KiHi)P i|i−1 (18)

Finally, closed-loop correction is carried out to correct the
position, velocity and attitude of IMU.
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C. Influence of Spoofing on Tightly-Coupled GNSS/IMU

When tightly-coupled GNSS/IMU system is spoofed, firstly,
GNSS spoofing signal changes the pseudorange and pseudor-
ange rate of GNSS output, and then affects the measured value of
Kalman filter input of tightly-coupled system. Finally, Kalman
filter affects the estimated value of state parameters.

Suppose GNSS/IMU is in normal working state before time
i, and GNSS/IMU is spoofed by GNSS spoofing at time i,
then measurement innovation vector of the system at time i is
δzi +Δzi, and Δzi represents the deviation of measurement
innovation vector introduced by GNSS spoofing. δzi +Δzi is
expressed as (19) shown at the bottom of this page.

In (19), Δρ̃1
a,C , . . . ,Δρ̃ma,C represents the deviation of m

pseudorange measurements at time i, and Δ˜̇ρ1
a,C , . . . ,Δ

˜̇ρma,C
represents the deviation of m pseudorange rate measurements at
time i. Δzρ,i and Δzr,i represent the deviation of pseudorange
measurement innovation vector and pseudorange rate measure-
ment innovation vector respectively.

In the process of GNSS spoofing, P i, Qi, Ri and gain
matrix Ki of Kalman filter can be approximately unchanged,
and GNSS/IMU error estimation under GNSS spoofing can be
obtained as follows [20]:

X̂i = Φi,i−1X̂i−1 +Ki (δzi +Δzi) (20)

Since GNSS/IMU output results are IMU navigation param-
eters corrected by error estimation, error estimation deviation
is system deviation of GNSS/IMU. Therefore, system deviation
expression of GNSS/IMU is [20]:

ΔX̂i = X̂
′
i − X̂i =

⎧⎨
⎩

K1Δz1

(I −KiHi)Φi,i−1

ΔX̂i−1 +KiΔzi

, i = 2, 3, . . .

(21)

In the above equation, when i ≥ 2, ΔX̂i represents the
cumulative value of GNSS/IMU system deviation.

IV. SLOWLY VARYING SPOOFING ALGORITHM TO AVOID

MULTIPLE ANTI-SPOOFING TECHNIQUES

A. Avoiding Spoofing Detection of Least Squares Residual
RAIM

The tightly-coupled GNSS/IMU can effectively detect faults
and even spoofing through RAIM algorithm [10]. The basic
principle of RAIM algorithm is mostly based on checking the
consistency between measured values of various satellites. The
purpose of RAIM is to judge whether a group of measured data
contains wrong measured values and which measured values are
wrong [21].

The least squares residual RAIM algorithm uses all GNSS
pseudorange measurements to calculate the least squares esti-
mation x̂i of the n-dimensional state vector, where x̂i is the

four-dimensional state vector, including GNSS user positioning
results and receiver clock offset, namely:

δx̂i =
(
HT

i Hi

)−1
HT

i δz
−
i (22)

Where, δz−
i represents the m-dimensional measurement in-

novation vector, δx̂i is the state innovation vector, Hi is mea-
surement matrix, and i represents the epoch. Calculate the
measurement residual δz+

i according to the following equations:

δz+
i = δz−

i −Hiδx̂i (23)

Construct the normalized test statistic uδz for χ2-test:

uδz =
(
δz+

i

)T(
C+

δz,i

)−1
δz+

i (24)

Where, C+
δz,i represents measurement residual covariance

matrix, the diagonal element of C+
δz,i is the estimated variance

of each pseudorange error and each pseudorange rate error, and
C+

δz,i is:

C+
δz,i =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

σ2
ρ 0 · · · 0 0 0 · · · 0

0 σ2
ρ · · · 0 0 0 · · · 0

...
...

. . .
...

...
...

. . .
...

0 0 · · · σ2
ρ 0 0 · · · 0

0 0 · · · 0 σ2
r 0 · · · 0

0 0 · · · 0 0 σ2
r · · · 0

...
...

. . .
...

...
...

. . .
...

0 0 · · · 0 0 0 · · · σ2
r

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

(25)

In the above equation, assuming that all pseudorange and
pseudorange rate measurements are independent. u2

δz has the
χ2 distribution of 2(m− n) degrees of freedom.

Next, from the perspective of spoofer, spoofing algorithm
to avoid least squares residual RAIM is proposed. The value
range of pseudorange deviation and pseudorange rate deviation
of tightly-coupled GNSS/IMU introduced by GNSS spoofing
under the threshold constraint of least squares residual RAIM
algorithm is derived below.

If the absolute value of uδz exceeds threshold Tu, the naviga-
tion system sends an alarm and considers that the measurement
is abnormal. That is, the alarm judgment criteria are:{ |uδz| > Tu, Alarm

|uδz| ≤ Tu, NotAlarm
(26)

Where, Tu is the RAIM threshold, which can be determined
according to the χ2 distribution.

In order to make spoofing have good concealment, it should
meet |uδz| ≤ Tu. next, calculate value range of single epoch
measurement deviation according to the |uδz | threshold. To meet
|uδz| ≤ Tu. The single epoch is analyzed below. Since C+

δz,i is

{
δzρ,i +Δzρ,i =

(
ρ̃1
a,C +Δρ̃1

a,C − ρ̂1−
a,C , ρ̃

2
a,C +Δρ̃2

a,C − ρ̂2−
a,C , · · · ρ̃ma,C +Δρ̃ma,C − ρ̂m−

a,C

)
i

δzr,i +Δzr,i =
(
˜̇ρ1
a,C +Δ˜̇ρ1

a,C − ˆ̇ρ1−
a,C ,

˜̇ρ2
a,C +Δ˜̇ρ2

a,C − ˆ̇ρ2
a,C , · · · ˜̇ρma,C +Δ˜̇ρma,C − ˆ̇ρma,C

)
i

(19)
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diagonal matrix, |uδz| ≤ Tu can be converted into:⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

∣∣∣(δz−
i −Hiδx̂i

)T · (δz−
i −Hiδx̂i

)∣∣∣
≤ Tu · σ2

ρ, i = 1, . . . ,m∣∣∣(δz−
i −Hiδx̂i

)T · (δz−
i −Hiδx̂i

)∣∣∣
≤ Tu · σ2

r, i = m+ 1, . . . , 2m

(27)

The above equation can be equivalent to:{∣∣(δz−
i −Hiδx̂i

)∣∣ ≤ σρ ·
√
Tu, i = 1, . . . ,m∣∣(δz−

i −Hiδx̂i

)∣∣ ≤ σr ·
√
Tu, i = m+ 1, . . . , 2m

(28)

In order to further solve (28), let δz−i,j represents the j-th
component of δz−

i , analyze the component δz−i,j in measurement
innovation vector δz−

i , and convert (28) into:⎧⎪⎪⎨
⎪⎪⎩
∣∣(δz−i,j −Hi,jδx̂i

)∣∣ ≤ σρ

√
Tu

m , i = 1, . . . ,m, j = 1, . . . ,m∣∣(δz−i,j −Hi,jδx̂i

)∣∣ ≤ σr

√
Tu

m , i = m

+ 1, . . . , 2m, j = 1, . . . ,m
(29)

In fact, (29) is a sufficient and unnecessary condition of (28).
If (29) is satisfied, equation (28) must be satisfied.

From the above equation, δz−i,j shall meet the following value
range: ⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Hi,jx̂
+
i −Hi,jx̂

−
i − σρ

·
√

Tu

m ≤ δz−i,j ≤ Hi,jx̂
+
i −Hi,jx̂

−
i + σρ

·
√

Tu

m , i = 1, . . . ,m, j = 1, . . . ,m

Hi,jx̂
+
i −Hi,jx̂

−
i − σρ

·
√

Tu

m ≤ δz−i,j ≤ Hi,jx̂
+
i −Hi,jx̂

−
i + σr

·
√

Tu

m , i = m+ 1, . . . , 2m, j = 1, . . . ,m

(30)

From the above equation, pseudorange measurement ρ̃ja,C and

pseudorange rate measurement ˜̇ρja,C from transmitting antenna
j to receiver antenna a shall meet the following range:⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

ρ̂j−a,C +Hi,jx̂
+
i −Hi,jx̂

−
i − σρ

·
√

Tu

m ≤ ρ̃ja,C ≤ ρ̂j−a,C +Hi,jx̂
+
i −Hi,jx̂

−
i + σρ

·
√

Tu

m , i = 1, . . . ,m, j = 1, . . . ,m
ˆ̇ρja,C +Hi,jx̂

+
i −Hi,jx̂

−
i − σr

·
√

Tu

m ≤ ˜̇ρja,C ≤ ˆ̇ρja,C +Hi,jx̂
+
i −Hi,jx̂

−
i + σr

·
√

Tu

m , i = m+ 1, . . . , 2m, j = 1, . . . ,m

(31)

The above equation shows that when spoofing on tightly-
coupled GNSS/IMU, in order to avoid spoofing detection of the
least squares residual RAIM algorithm, spoofing pseudorange
measurement ρ̃ja,C and pseudorange rate measurement ˜̇ρja,C
cannot change arbitrarily and needs to meet the range of (31).

B. Avoiding Parameter Rationality Check

Tightly-coupled GNSS/IMU can detect faults and even spoof-
ing through parameter rationality check. Parameter rational-
ity check includes sensor output, navigation parameters and
Kalman filter estimation [8]. Check the sensor output to respond

to simple spoofing; Checking navigation parameters provides
an additional protection. Checking Kalman filter estimation can
check slowly faults and even spoofing.

Next, spoofing algorithm to avoid parameter rationality check
is proposed from the perspective of spoofer. Firstly, the influence
of gain matrixKi in Kalman filtering process on GNSS spoofing
is analyzed. K∞ represents the stable state of Ki and K∞ is
17 × 2m matrix. According to (21), the relationship between
system deviation of GNSS/IMU and measured deviation can be
expressed in the following matrix form:

For spoofer, in order to ensure that spoofing deviation can
achieve the purpose of spoofing, GNSS spoofing shall make sin-
gle epoch position deviation Δδx, Δδy and Δδz of GNSS/IMU
system introduced to target equal to the expected position devi-
ation values ΔδxEx, ΔδyEx and ΔδzEx as much as possible;
At the same time, single epoch velocity deviation Δδvx, Δδvy
and Δδvz of GNSS/IMU system introduced into target are
loosely constrained, and the absolute value of velocity deviation
meets absolute value of position deviation less than or equal
to; Meanwhile, the receiver clock offset δtu and receiver clock
drift δfu shall not exceed the corresponding reference crystal
oscillator indexes Tδtu and Tδfu . In fact, if GNSS spoofing has
too much impact on the attitude estimation of target, the expected
purpose of spoofing may not be achieved. The reasons are: on
the one hand, target (such as UAV) is more sensitive to attitude
change relative to position and velocity change, and spoofing
detection means of target is easier to detect the abnormality of
attitude estimation; On the other hand, if GNSS spoofing causes
the attitude change to exceed the physical threshold of target, it is
easy to cause motion failure of target [22] and cannot be induced
to expected position by spoofer. Therefore, GNSS spoofing
should keep single epoch attitude angle deviation values Δδφ,
Δδθ and Δδϕ of GNSS/IMU system introduced into target as
normal as possible. To sum up, the equation can be expressed
as: ⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

Δδx ≈ ΔδxEx

Δδy ≈ ΔδyEx

Δδz ≈ ΔδzEx

Δδtu ≤ Tδtu

Δδfu ≤ Tδfu

(33)
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If biases estimated by tightly-coupled GNSS/IMU Kalman
filter exceeds the 5 times the nominal value, it is considered that
the sensor may be faulty [23]. Here, when GNSS spoofing is
implemented, the bias caused by spoofing shall not exceed 5
times the nominal biases. That is, equation (32) shall meet the
constraints: ⎧⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

Δbax ≤ T5σ1

Δbay ≤ T5σ2

Δbaz ≤ T5σ3

Δbgx ≤ T5σ4

Δbgy ≤ T5σ5

Δbgz ≤ T5σ6

(34)

Where, T5σi
, i = 1, 2, . . . , 6 represents 5 times nominal bi-

ases of bax, bay , baz , bgx, bgy , respectively.
According to (32), spoofer calculates measurement devia-

tion required for spoofing according to system deviation of
GNSS/IMU required for single epoch and estimated gain matrix
Ki. The position constraint in (33) is taken as the objective
function of the product of gain matrix Ki and measured value
deviation, the clock offset and clock drift constraint in (33) and
(34) are taken as constraints to solve the optimal measured value
deviation.

In combination with Section III.A and this section, spoofing
quantity is solved by the method in Section III.B to avoid param-
eter rationality check. At this time, tightly-coupled GNSS/IMU
system uses least squares residual RAIM algorithm for spoofing
detection. In this case, it is necessary to reconsider spoofing
quantity Δzi to avoid RAIM detection. Based on this, δz−k,j
needs to satisfy (31), so (31) is also used as the constraint
condition in Section III.B to resolve Δzi that is not detected by
RAIM. In conclusion, the flow of the proposed slowly varying
spoofing algorithm avoiding tightly-coupled GNSS/IMU with
multiple anti-spoofing techniques is shown in Fig. 3.

According to Fig. 3, after spoofing signal completely takes
over GNSS tracking loop, first determine spoofing position,
analyze anti-spoofing techniques such as least squares residual
RAIM and parameter rationality check, and use the slowly
varying spoofing algorithm to determine the pseudorange and
pseudorange rate introduced by spoofing, so as to offset the
positioning of tightly-coupled system. If coupled system has
not been offset to spoofing position, continue to execute the
algorithm flow, cycle this process until coupled system is offset
to spoofing position, and the spoofing is completed.

V. EXPERIMENTAL ANALYSIS

In the experimental scenario, the real state of tightly-coupled
GNSS/IMU equipment always remains stationary at point O.
Tightly-coupled GNSS/IMU has the above anti-spoofing tech-
niques: least squares residual RAIM and parameter rationality
check, once spoofer violates the relevant threshold of anti-
spoofing techniques, tightly-coupled GNSS/IMU system will
alarm and spoofing fails. The schematic diagram of simulation
experiment scenario is shown in Fig. 4.

According to Fig. 4, the experimental steps and process can
be described as: GNSS spoofer is used to spoof tightly-coupled

Fig. 3. Flow chart of spoofing tightly-coupled GNSS/IMU algorithm.

Fig. 4. Schematic diagram of simulation experiment scenario.

GNSS/IMU. GNSS spoofer first receives authentic GNSS signal
from the sky, and spoofer generates spoofing signals after signal
analysis, or directly forwards authentic signals to broadcast
spoofing signals to tightly-coupled GNSS/IMU, after a period
of time, we observe the experimental results, analyze the exper-
imental data and draw conclusions,so as to achieve the purpose
of spoofing.

The IMU in tightly-coupled system is consumer-grade IMU,
and the device parameters are shown in Table III.

In the experiment, parameter settings of tightly-coupled
GNSS/IMU Kalman filter are shown in Table IV:
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TABLE IV
PARAMETER SETTING OF KALMAN FILTER FOR TIGHTLY-COUPLED SYSTEM

Fig. 5. North displacement without/with spoofing .

Fig. 6. East displacement without/with spoofing.

At initial time, the output positioning result of tightly-coupled
system is the O point, and at this time, tightly-coupled system has
been taken over by GNSS spoofing signal. The purpose of GNSS
spoofer is to offset the positioning result of tightly-coupled
GNSS/IMU system to point S, which deviates from point O
by 30 m in the north, 30 m in the east and 30 m in the down.

Figs. 5–7 shows the north, east and down position offsets of
tightly-coupled GNSS/IMU system without spoofing and with
spoofing respectively. The blue line indicates no spoofing, and
the red line indicates spoofing. In the experiment of spoofing
tightly-coupled GNSS/IMU system (red line), it is shown that

Fig. 7. Down displacement without/with spoofing.

Fig. 8. North velocity without/with spoofing.

spoofer realizes position spoofing (compared with the result
without spoofing, which is also the reason for comparison
with no spoofing) and avoids the detection of anti-spoofing
techniques. Experiments show the spoofing results when anti-
spoofing techniques are used for detection.

As shown in Figs. 5–7, when tightly-coupled system is
spoofed by slowly varying spoofing, north displacement is grad-
ually offset by 29.5 m, east displacement is gradually offset
by 31.9 m and down displacement is gradually offset by 42.7
m in the period of 0–30 s; In the period of 30–120 s, north
displacement is stable around 29.5 m, east displacement is stable
around 31.9 m, and down displacement is stable around 42.7
m. In terms of spoofing effect, north displacement completely
achieves spoofing effect, east displacement basically achieves
spoofing effect, and errors with ex-pected offset are −0.5 m and
1.9 m, respectively; Down displacement also basically achieves
spoofing effect, but the effect is slightly worse than that in
north and east directions, and the error with the expected offset
is 12.7 m.

Figs. 8–10 shows north, east and down velocitys of tightly-
coupled GNSS/IMU system without spoofing and with spoofing
respectively. The blue line indicates no spoofing, and the red line
indicates spoofing.
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Fig. 9. East velocity without/with spoofing.

Fig. 10. Down velocity without/with spoofing.

As shown in Figs. 8–10, when tightly-coupled system is
spoofed by slowly varying spoofing, north velocity gradually
shifts to 1.8m/s, east velocity gradually shifts to 1.7m/s and
down velocity gradually shifts to 0.9 m/s in the period of 0–30
s; In the period of 30–120 s, north velocity is stable around 1.8
m/s, east velocity is stable around 1.7 m/s, and down velocity
is stable around 0.9 m/s. To sum up, the velocity change of
tightly-coupled conforms to parameter rationality check, and is
also close to the velicity change without spoofing.

Figs. 11–13 shows the changes of roll angle, pitch angle
and yaw angle of tightly-coupled GNSS/IMU system without
spoofing and with spoofing respectively. The blue line indicates
no spoofing, and the red line indicates spoofing.

As shown in Figs. 11–13, when tightly-coupled system is
spoofed by slowly vary-ing spoofing, although roll angle fluc-
tuates slightly compared with the case without spoofing, it can
always remain greater than −0.6° and less than 4.8°; Although
pitch angle fluctuates slightly, it can always remain greater than
−3° and less than 0.8°; Although yaw angle fluctuates slightly,
it can always remain greater than −1.3° and less than 3.7°. To
sum up, the change of tightly-coupled attitude angle is also close
to the change of attitude angle without spoofing.

Fig. 11. Roll angle without/with spoofing.

Fig. 12. Pitch angle without/with spoofing.

Fig. 13. Yaw angle without/with spoofing.

Fig. 14 shows the change of test statistic of tightly-coupled
GNSS/IMU system without spoofing and with spoofing, where
the threshold is set to 30. The blue line indicates no spoofing, the
red line indicates spoofing, and the green line indicates alarm
threshold line.



8874 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 71, NO. 8, AUGUST 2022

Fig. 14. Test statistics without/with spoofing.

Fig. 15. Clock offset without/with spoofing.

As shown in Fig. 14, when tightly-coupled system is spoofed
by slowly varying spoofing, compared with the case without
spoofing, the tightly-coupled test statistic uδz does not exceed
the alarm threshold, The average value of test statistic uδz is
reduced by 75.4%. To sum up, when tightly-coupled system is
spoofed by slowly varying spoofing, its test statistics uδz will
not alarm.

Figs. 15 and 16 shows the changes of clock offset estima-
tion and clock drift estimation of tightly-coupled GNSS/IMU
without spoofing and with spoofing respectively. The blue line
indicates no spoofing, and the red line indicates spoofing.

As shown in Figs. 15 and 16, when tightly-coupled system is
spoofed by slowly vary-ing spoofing, the estimated of tightly-
coupled clock offset is close to the same com-pared with the case
without spoofing; Although the estimated of clock drift fluctu-
ates slightly, it can always remain greater than 99.7 m/s and less
than 100.2 m/s. To sum up, the changes of tightly-coupled clock
offset estimation and clock drift esti-mation are also close to
those without spoofing.

Figs. 17 and 18 shows the changes of accelerometer bi-
ases estimation and gyro biases estimation of tightly-coupled
GNSS/IMU system without spoofing. The red line, green line

Fig. 16. Clock drift without/with spoofing.

Fig. 17. Accelerometer biases without spoofing.

Fig. 18. Gyro biases without spoofing.

and blue line respectively represent the X, Y and Z axis directions
along body coordinate.

Figs. 19 and 20 shows the changes of accelerometer bi-
ases estimation and gyro biases estimation of tightly-coupled
GNSS/IMU system with spoofing. The red line, green line and
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Fig. 19. Accelerometer biases with spoofing.

Fig. 20. Gyro biases with spoofing.

blue line respectively represent the X, Y and Z axis directions
along body coordinate.

As shown in Figs. 17 and 20, when tightly-coupled system
is spoofed by slowly varying spoofing, compared with the case
without spoofing, although the estimated of acceleration biases
fluctuates slightly in the X direction, it can always remain
greater than −3.9× 10−2 m/s2 and less than 2.9× 10−3 m/s2,
although there is a small fluctuation in the Y direction, it can
always remain greater than −7× 10−2 m/s2 and less than 0,
although there is a small fluctuation in the Z direction, it can
always remain greater than −4.7× 10−1 m/s2 and less than 0;
Although the estimated of gyro biases fluctuates slightly in the X
direction, it can always remain greater than −5.5× 10−4rad/s
and less than 0, although there is a small fluctuation in the Y
direction, it can always remain greater than 0 and less than
1.2× 10−3rad/s, although there is a small fluctuation in the Z
direction, it can always remain greater than −1.5× 10−4rad/s
and less than 1.9× 10−4rad/s. To sum up, the variation of biases
estimation of accelerometer and gyro is also close to variation
without spoofing.

Based on the above experimental analysis, in terms of spoof-
ing effect, north displacement completely achieves spoofing
effect, east displacement basically achieves spoofing effect, and

errors with expected offset are −0.5 m and 1.9 m, respectively;
Down displacement also basically achieves spoofing effect, but
the effect is slightly worse than that in north and east directions,
and error with the expected offset is 12.7 m. When slowly vary-
ing spoofing is applied to tightly-coupled system, the changes of
velocity, attitude angle, clock offset, clock drift, accelerometer
bias estimation and gyro bias estimation of tightly-coupled
system comply with parameter rationality check, and are also
close to the change when there is no spoofing. At the same time,
the test statistics will not alarm, and the average value will be
reduced by 75.4%.

VI. CONCLUSION AND FUTURE WORK

In order to effectively counter the non cooperative target of
assembling tightly-coupled GNSS/IMU system by using GNSS
spoofing technology, this paper establishes GNSS spoofing
mathematical model, and proposes a slowly varying spoofing
algorithm to avoid tightly-coupled GNSS/IMU with multiple
anti-spoofing techniques based on the analysis of the influence
mechanism of spoofing on the positioning of tightly-coupled
GNSS/IMU, the algorithm proposes a measurement deviation
determination method to avoid a variety of anti-spoofing tech-
niques, which can gradually pull the positioning results of cou-
pled system, and successfully avoid anti-spoofing techniques
detection of least squares residual RAIM and parameter ratio-
nality check. The experimental results show that the algorithm
can gradually change positioning of tightly-coupled GNSS/IMU
within 30 s, and the north, east and down displacements basically
achieve the spoofing effect, the errors with the expected offset
are −0.5 m, 1.9 m and 12.7 m respectively. At the same time,
the detection of the above anti-spoofing techniques is avoided.
The mean value of test statistics for tightly-coupled system is
reduced by 75.4% and does not exceed the alarm threshold, so
as to achieve the purpose of spoofing, the effectiveness and high
concealment of the spoofing algorithm are proved. The research
results provide an effective solution for non cooperative targets
equipped with tightly-coupled GNSS/IMU system to implement
GNSS spoofing. On the other hand, it also provides reference
for tightly-coupled GNSS/IMU system to detect and suppress
GNSS spoofing.

In the future work, first, we will try to propose spoofing algo-
rithm for coupled GNSS/IMU system with more complex anti-
spoofing techniques, and carry out a large number of practical
experiments. Second, we will try to propose spoofing algorithm
for simultaneous interpreting of different sensors in integrated
navigation system to enhance the flexibility of spoofing.
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