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Abstract—Superposition coding allows secret messages to be
delivered stealthily on top of legacy signals. The effective allocation
of the limited transmit power at a transmitter is critical to serve
the data rate request of a legacy (untrusted) receiver while accom-
plishing the stealthy and secure transmissions of secret messages
to a trusted receiver, which is challenging under OFDM settings
due to the non-convexity of the secrecy rate. This paper presents
a new iterative algorithm, which optimizes the allocation of the
transmit power across the OFDM subcarriers to minimize the
transmit power, subject to the data rate request of the (legacy)
untrusted receiver and the required secrecy rate of the trusted
receiver. The algorithm can also maximize the secrecy rate of the
trusted receiver, subject to the data rate request of the untrusted
receiver and the total transmit power. In particular, the proposed
algorithm decouples the power allocations between the trusted and
untrusted receivers. Semi-closed-form solutions are established for
the powers, and can be alternately analyzed until convergence
with local optimality. Corroborated by simulations, the proposed
techniques outperform existing alternatives in terms of power sav-
ing and achievable secrecy rate. As the untrusted receiver moves
further away from the transmitter, the number of subcarriers
carrying superposed signals increases and the secret messages can
be delivered unnoticed.

Index Terms—NOMA-OFDM, power allocation, secrecy rate.

I. INTRODUCTION

TEALTHY and secure transmissions of secret messages can
be crucial, especially in mission-critical applications [1]-
[3]. Consider a multipartite wireless network, e.g., a fleet of
vehicles or vessels [4], [5]. One of the parties may wish to send
secret messages to its trusted peer, while keeping the messages

Manuscript received December 24, 2020; accepted December 31, 2020. Date
of publication January 13, 2021; date of current version March 10, 2021. This
work was supported in part by the National Key R&D Program of China under
Grant 2020YFB 1806901, in part by the National Natural Science Foundation of
China under Grants 61932005 and 61941114, and in part by the National High
Technology Research and Development of China under Grant 2014AA01A701.
The review of this article was coordinated by Dr. X. Dong. (Corresponding
author: Xiaofeng Tao.)

Chaoying Yuan, Xiaofeng Tao, and Na Li are with the Beijing Uni-
versity of Posts and Telecommunications, Beijing 100876, China (e-mail:
yuanchaoying @bupt.edu.cn; taoxf@bupt.edu.cn; Lina_Lena@bupt.edu.cn).

Wei Ni is with the Commonwealth Scientific and Industrial Research Organ-
isation, Sydney, NSW 2122, Australia (e-mail: Wei.Ni@data61.csiro.au).

Abbas Jamalipour is with the School of Electrical and Information Engi-
neering, The University of Sydney, Sydney, NSW 2006, Australia (e-mail:
a.jamalipour @ieee.org).

Ren Ping Liu is with the Global Big Data Technologies Centre, Uni-
versity of Technology Sydney, Ultimo, NSW 2007, Australia (e-mail:
renping.liu@uts.edu.au).

Digital Object Identifier 10.1109/TVT.2021.3051501

, Senior Member, IEEE, Wei Ni
, Fellow, IEEE, and Ren Ping Liu

, Senior Member, IEEE,
, Senior Member, IEEE

inaccessible or even unnoticed to the other, untrusted parties.
The secret messages could be critical control command, or
confidential information. Supposition coding (SC) can be carried
out at the transmitter, so that secret messages destined for the
trusted receiver can be delivered (unnoticed) on top of other
messages destined for an untrusted receiver using the same time
and frequency resources [6]-[8]. Successive interference can-
cellation (SIC) can be utilized at the trusted receiver to recover
its secret messages [9]-[11]. In this sense, the transmission and
the detection architecture are consistent with the emerging non-
orthogonal multiple access (NOMA) [12]-[15], which has been
typically known for high throughput and connectivity. In many
cases, a wideband multicarrier waveform, such as orthogonal
frequency division multiplexing (OFDM), would be used for
the transmission to exploit the frequency selectivity of wireless
channels, simplify equalization, and achieve high throughput. In
other words, a so-called NOMA-OFDM waveform can be a suit-
able candidate waveform for stealthy and secure transmissions
of secret messages.

To the best of our knowledge, the stealthy and secure trans-
missions of secret messages using the NOMA-OFDM waveform
have to date not been studied in the literature. This can be
technically challenging because of non-convex constraint of
the secrecy rate requirement. The most relevant existing stud-
ies [16]-[18] have only focused on single-carrier multiple-input
single-output (MISO) NOMA systems or secure beamforming in
single-carrier multiple-input multiple-output (MIMO) NOMA
systems. It would be non-trivial to extend those studies to the
NOMA-OFDM waveform.

This paper presents new power allocation techniques for
stealthy and secure transmissions of secret messages using the
NOMA-OFDM waveform in a tripartite wireless network. The
new techniques minimize the total transmit power of a transmit-
ter (Tx) to both a trusted (near) receiver and an untrusted (far)
receiver, or maximize the secrecy rate of the trusted. In particular,
we first optimize the power allocation to minimize the transmit
power subject to the secrecy rate requirement of the trusted
receiver and the data rate request of the untrusted. Further, we
optimize the power allocation to maximize the secrecy rate of the
trusted receiver, subject to the data rate request of the untrusted
and the total transmit power of the Tx. In both cases, the data
rate requested by the untrusted receiver is guaranteed. The secret
message to the trusted receiver is transmitted on top of the data
transmissions to the untrusted, thereby providing stealthiness to
the secret transmissions.

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/
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The key contributions of this paper are summarized as follows.

1) We consider new superposed transmissions to deliver se-
cret OFDM signals stealthily and securely, and formulate
two problems to separately minimize the total transmit
power and maximize the secrecy rate. The problems are
non-convex, and each is decomposed into two convex
subproblems with alternating optimization.

2) Semi-closed-form solutions are established for the sub-
problems based on the Karush-Kuhn-Tucker (KKT) con-
ditions. By evaluating the solutions in an alternating man-
ner, local optimal solutions to the considered problems
can be achieved with fast convergence.

3) Asperthe maximization of the secrecy rate, the alternating
optimization-based decomposition is non-straightforward
due to an indecomposable objective. The necessary condi-
tion of the optimality is derived, based on which the prob-
lem is decomposed into subproblems with semi-closed-
form solutions.

4) The proposed algorithms are extended under a more strin-
gent per-subcarrier power limit.

Corroborated by extensive simulations, the proposed tech-
niques outperform existing OMA-based alternatives in regards
of power saving and achievable secrecy rate. We find that, when
the secrecy rate constraint becomes stringent, more power is
assigned to the trusted receiver. As the distance from the trans-
mitter to the untrusted receiver increases, NOMA is increasingly
utilized at different subcarriers (as compared to OMA); in other
words, the number of OFDM subcarriers carrying superposed
signals increases.

Alternating optimization is employed to solve the considered
problem in our paper. Nevertheless, the key contribution of
the paper is the rigorous establishment of semi-closed-form
solutions for each step of the alternating optimization, not the use
of alternating optimization. The benefit of the semi-closed-form
solutions is better optimization accuracy or fast convergence
(in comparison with a difference-of-convex (DC)-based alter-
native). As a result, our algorithm converges significantly faster
than its DC-based alternative, while they are indistinguishably
close in terms of power consumption and secrecy rate, as will
be shown in the simulations of this paper.

The remainder of this paper is arranged, as follows. In
Section II, related works are surveyed. Section III provides
the system model. We elaborate on the new algorithms which
minimize the transmit power and maximize the secrecy rate
in Sections IV and V, respectively. We extend our proposed
algorithm under the per-subcarrier transmit power limit in Sec-
tion VI. Simulations are provided in Section VII to validate
the algorithms in regards of power saving and secrecy rate. In
Section VIII, conclusions are drawn.

II. RELATED WORK

Resource allocation of NOMA systems has been extensively
studied without security consideration. It was found in [19] that a
two-receiver NOMA system with fixed power allocation is better
than OMA in terms of sum rate. It was also found that the two re-
ceivers which, under substantial channel conditions, can provide
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better sum rate gain in a fixed power allocation system; while
the two receivers which have best channel conditions can pro-
vide better sum rate gain in a cognitive-radio-inspired NOMA
system. The authors of [20] optimized the resource allocation to
maximize the sum rate of multiple receivers NOMA systems,
where receiver pairing was optimized by greedy search and
power allocation was obtained with an iterative algorithm. These
literatures are particularly interested in single-carrier NOMA
systems. Recently, multicarrier NOMA, i.e., NOMA-OFDM,
has drawn great interest [21]-[23]. In [21], subcarrier pairing
and power allocation were jointly optimized to minimize the
transmit power under the QoS requirements of the receivers by
using the Lagrange dual method in a cooperative two-receiver
NOMA-OFDM system. To maximize the system throughput of a
NOMA-OFDM system, an iterative power and subcarrier alloca-
tion technique were developed in [22] by using transforming the
non-convex constraint into linear expressions. Power allocation
and subcarrier assignment were jointly optimized to minimize
the total transmit power subject to the QoS requirements of
multiple receivers in NOMA-OFDM systems [23]. Variable
substitution was applied to the power allocation problem.

Resource allocation of NOMA systems with security consid-
erations has been increasingly investigated in the literature. The
authors of [24] derived the closed-form solution for the optimal
power allocation, which maximizes the sum secrecy rate subject
to the quality-of-service (QoS) requirements of the receivers,
where there is a transmitter, multiple legitimate receivers and an
eavesdropper. In [25], a new NOMA system jointly optimized
each receiver’s power allocation, decoding order and data rate to
minimize the transmit power in the presence of an eavesdropper.
In [26], the authors maximized the energy efficiency by consid-
ering an eavesdropper among multiple receivers, and optimizing
time, power and subchannel allocation. In the existing literature,
such as [24]-[26], eavesdroppers have been typically assumed to
be external. In contrast, it was assumed the internal eavesdropper
in [16]-[18]. The authors of [16] jointly optimized beamform-
ing and power allocation to prevent multicast receivers from
overhearing unicast messages. In [17], the authors proposed a
power allocation and beamforming strategy in MISO NOMA
systems to maximize the sum achievable secrecy rate, where
multiple receivers are divided into multiple groups, each group
with two receivers, and later extended to MIMO NOMA systems
in [18]. In [16]-[18], only single-carrier NOMA transmissions
were considered.

Despite single-carrier secure NOMA has been widely investi-
gated [16]-[18], [24], [25], only several known studies [27]-[29]
have considered secure communications in multicarrier NOMA
systems. Han et al. [27] proposed a joint power and sub-channel
allocation algorithm to maximize the secrecy capacity of an
uplink NOMA channel. Zhang et al. [28] maximized the se-
crecy energy efficiency of amplify-and-forward (AF) two-way
relay NOMA networks by optimizing subcarrier assignment and
power allocation. In [29], subcarrier allocation, power allocation
and beamforming were designed to prevent information leakage
in full-duplex (FD) multiple-input single-output (MISO) multi-
carrier NOMA systems by using a constraint that the data rate of
alegitimate user is higher than the capacity of the eavesdropping
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link. However, the techniques developed in [27]-[29] cannot
solve the problem considered in this paper, because of distinct
system models (i.e., uplink in [27], AF two-way relay in [28], and
full-duplex in [29] vs. downlink in this paper) and different prob-
lem formulations (i.e., secrecy capacity and energy efficiency
maximization in the presence of an external pure eavesdropper
in [27]-[29], vs. secrecy rate maximization of a fully trusted user
under the data rate requirement of a legitimate yet untrusted user
(i.e., a potential internal eavesdropper) in this paper).

III. SYSTEM MODEL

Consider a scenario consisting of a transmitter (Tx) and two
receivers. One is a trusted, near receiver (NRx) by the Tx; and
the other is an untrusted, far receiver (FRx). The Tx serves the
two receivers over NV orthogonal OFDM subcarriers. The chan-
nel coefficients from the Tx to the NRx and FRx at subcarrier n

A o A N

are hNrx,n = gNRx,ndNRyx A0d AFRx,n = gFRx,ndppy» Where
9gNRx,n and grrx,, are the small-scale fading (e.g., Rayleigh
fading) channel coefficients; dngrx and dprx are the distances
between the NRx and the Tx, and between the FRx and the
Tx, respectively; and « denotes the path loss exponent. At the
Tx, the superposition coded symbol z,, for the two receivers at
subcarrier n is given by

Tn = y/PNRx,nSNRx,n + VPFRx,nSFRx,n» (1)

where snrx,, and sprx,, are the data symbols at the n-th
OFDM subcarrier destined for the NRx and FRx with unit energy
E[|snrx.n|*] = E[|srrx.n|*] = 1, respectively; and pxrx,, and
DFRx,n are the corresponding transmit powers.

Then, the received signals of both the NRx and FRx at
subcarrier n are given by

Ykn = hk:m\/ PNRx,nSNRx,n + hk,n\/ PFRx,nSFRx,n + Wk ,n,
(2)
where wy, ,, k € {NRx, FRx} is a zero-mean additive white
Gaussian noise (AWGN) with variance o2
According to [30] and [31], SIC is implemented at the re-
ceivers. The NRx first detects spry and then cancels spgry
to obtain its own signal snyrx. Thus, the received signal-to-
interference-plus-noise ratios (SINRs) for detecting sprx and
SNRx at the NRx are given by

FRx PFRx,nONRx,n . 1~NRx
I‘NRx,n = ) FNRx,n = PNRx,n@NRx,n»
PNRx,nONRx,n +1
(©)]
A |hnrsonl . . .
where anRrx,n = e the carrier-to-noise ratio (CNR) of

the direct link. The achievable data rate of the NRx at subcarrier
n (in bps/Hz) is given by

Rggi,n = 10g2 (1 + Fggi,n) . (4)

Likewise, the SINRs of sprx and snyrx at the FRx are:
PFRx,nAFRx,n

I‘\FRX

_ . TNRx
FRx,n — r

PNRxnOFR T+ 1’ FRx,n — PNRx,nOFRx,n» (5)
X,n X,n

where apgrx,n 2 W The eavesdropping rate by the FRx

(against the NRx) at subcarrier n is given by

RYRX, =log, (1 +Thhx ) - (6)

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 70, NO. 2, FEBRUARY 2021

The secrecy rate of the NRx at subcarrier n is given by [17]
Rop = [RN 0 — B )

where [z]T = max(z,0).

The scenario of interest is that, when transmitting the re-
quested data rate to the FRx, the Tx takes the geographical ad-
vantage of the NRx and superposes its secret messages intended
for the NRx on top of its transmission to the FRx. One purpose
is to increase the spectral utilization. More importantly, the Tx
can deliver messages secretly to the NRx unnoticed, and also
protect the secrecy of the transmissions against the FRx (in case
the FRx notices).

IV. SECRECY-AWARE MINIMIZATION OF TRANSMIT POWER

In this section, we minimize the transmit power of the Tx,
subject to the requested data rate of the FRx and the required
secrecy rate of the NRx. The problem is formulated as

min Z (pNRx,n + pFRx,n) (83.)

PNRx,nPFRx,n
neN

st. > Ren > Rygx, (8b)

neN
S togs (14 TERS ) > Rer 50
neN
PNRx,n > 0, PFRx,n > 0,0 € N, (8d)

where Rngx i the requested minimum secrecy rate of the
NRx, and Rprx is the requested minimum data rate of the
FRx. Constraint (8 d) indicates that the power allocated to each
subcarrier needs to be non-negative. The other constraints, i.e.,
(8b) and (8c), are self-explanatory.

Constraint (8c) is non-convex and so is problem (8), where
DNRx,n and Drrx n. 1.€., the per-subcarrier transmit powers
allocated for the NRx and FRx, are closely coupled. The problem
does not have analytical solutions and cannot be solved by
directly using standard convex tools. In [22], a similar constraint
to (8c) was considered to specify the minimum data rate require-
ment of each single-carrier receiver, i.e., log,(1 + Fg%ﬁ’n) >
Rprx, which was transformed to a series of linear programs
and much tractable than (8c). This is because (8c) involves the
summation across all subcarriers and cannot be transformed to
linear programs. In [23], there was no constraint on secrecy rates,
i.e., (8b), and the transmit powers were rewritten as functions of
the data rates by applying variable substitution to (8c). However,
the secrecy rate of the NRx (8b) cannot be written as a closed-
form function of the data rate of the FRx. Therefore, the variable
substitution is not applicable to (8). Problem (8) is challenging
and cannot be solved by using current techniques developed to
address similar problems, e.g., in [22] and [23].

In the rest of this section, we develop an iterative algorithm
to solve the non-convex problem (8). The algorithm consists
of two steps. The first step is to optimize prrx , t0 minimize
Zne A PFRx,n> ZIVEN PNRx,n. The second step is to optimize
PNRx tO minimize Zne A PNRx,n» gIVeN PrRry,, Obtained from
the first step. Each of the steps can be converted to a convex
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problem with analytical solutions. The two steps repeat in an
alternating manner until convergence, as described in the fol-
lowing.

Step 1: Given fixed pNgrx,n, denoted by pygy ,,» constraint
(8b) is suppressed and the considered problem (8) is rewritten
as

X,n X, 9
1£ﬁ31§: PFRx,n + PNRy.n) (9a)
s.t.(8¢) and pprx,n, > 0,Yn € N. (9b)

Problem (9) is convex and solvable by using the KKT conditions
to find the optimal solution. The KKT conditions of (9) are given
by

8L (pFRx,'ru )‘«)

=0,neN, (10a)
OpFRx,n
A (RFRX — > log, (1+TERs,) ) = (10b)
neN
Rppx — Y log, (1 +TERY ) <0, (10c)
neN
A >0, (10d)
where A is the Lagrange dual variable and the Lagrangian is
given by
L pFRx na ZPFRanF ZPNRXTL

neN neN

A (RFRX — 3 log, (1+ rg%;,)) . (1
neN

By solving (10a), we obtain the optimal solution to (9), as given
by

A NRxnOFRxn + 177
_pNR ,nFRx, :| ) (12)

* pr—
pFRx,n |:111 2 AFRx.n

Clearly, (12) is an increasing function of A and
log, (1 4+ IERY ,,) is an increasing function of ppry,,. There-

fore,log, (1 + Fggi‘w) is anincreasing function of A. According
to (10b), A can be solved efficiently by using bisection search
until

> logy (1 +TERE.)
neN

= Rpgx. (13)

The reason underlying (13) is because, if A = 0, (10a) cannot
be satisfied; and only A is positive, (12) is feasible. Therefore,
D nenlogy (14 Fgrp‘é ,,) 1s equivalent to Rpgry for the optimal
solution to (9), as shown in (13).

Step 2: Given the transmit power allocated for the FRx (12),
the power allocation for the NRx in (8) can be transformed into
the following univariate optimization problem:

min Z pNRx n + pFRx n) (143)
PNRx,n
neN
s.t.(8b) and prx.n > 0,Vn € N. (14b)
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We confirm that (14) is convex because both the objective of (14)
and the constraint pNry,, > 0 are linear to pnrx,n, 1 € N.Now
we only need to confirm the convexity of the secrecy constraint
(8b). The second derivative of R, ,, with respective to pxRrx,» 18
given by

ast,n
72 =

8]? NRx,n

(aFRx,n _aNRxm) (aNRx,n +aFRx,n +2aNRx7naFRx,npNRx,n)

)

15)

(1 + PNRx,nONRx,n) 2 (1 + DNRx,n@FRx,n) 2

R n .
3 ZNR < 0 for anrx,n > aFRx,n- Thus, R, is a

concave function of pNRx,n- Y e Rs,n is the sum of multiple
concave functions and therefore is a concave function of pNRrx,n-
Therefore, (8b) is a convex constraint and problem (14) is
convex.

Given pryy ,,» We can apply the KKT conditions to derive the
optimal solution to problem (14), as given by

oL (pNRx,na /.L)

we have

=0,neN, (16a)
apNRx,n
A (RNRX - Rsm) =0, (16b)
neN
Rnpx — ) Ran <0, (16¢)
neN
pu=>0, (16d)
where p is the Lagrange dual variable and the Lagrangian is
written as
L (pNRX,TH :U’) = Z PNRx,n + Z p;‘Rx,n
neN neN
<RNRX > R, n> .an
neN
By setting W = 0 in (16a), we have
m ( ANRx,n - AFRx,n > -1
(1 + pNRx;rLaNRx,n) In2 (1 + pNRxnaFRx,n) In2 ’
(18)
which can be rewritten in the following quadratic form:
aNRx,naFRX,npzNRx,n + (aNRx,n + aFRx,n) PNRx,n
K (aNRx,n - aFRx,n) f1=0, (19)
In2

where pNrx,» has the following two roots:

(aNRX,n + aFRx,n)
2aNRx,naFRx,n

PNRx,n = —

2, 4
\/(aNRx,n*aFRx,n) JrﬁaNRx,nClFRx,n((ZNRX,n*aFRx,n)

)

(20)

2aNRx,naFRx,n
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Algorithm 1: Joint Power Allocation to Minimize the

Total Transmit Power.
Input: Rngrx, Rrrx, IV, the lower and upper bounds
A1, 1 and Ag, o, threshold eq, €9, €3, 7 = 1;

1 repeat

2 repeat

3 Update A by A = (A + X\2)/ 2;

4 Calculate pg;{i’)n, n € N according to (12);

5 if 32 calogy (1+TERY ) < Rerx — €1 then

6 ‘ /\1 = /\;

7 else if >~ _.\-log, (1 + Fggi’n) > Ryprx + €1
then

8 | X=X

9 until |Zn€/\/ log, (1 + FIII:IR{;n) -
10 Substitute A into (12) and obtain PFRx.n’
11 repeat

12 Update pu by pn = (1 + p2)/ 2
13 Calculate pf\?{i)n with obtained P(FZ;;,)W
n € N according to (22);
14 if > cn Rsn < Bxrx — €2 then
15 | =
16 else if anN R, > Rngrx + €2 then
17 | g =
18 | until |3 Ren — Rge| < €2:
19 <=1+ 1;
20 until
N N
i+l i+l i i
Zl(p%Rx,)n+pl(\TRx,)n)i Zl<pgf){x,n+p§\f%{x,n) S €3;
n= n=
Output: prry,, and pxrxn, 7€ N.
In2

, then the root

In2
n ~AFRx,n

we take the positive root. If p >

ANRx,n —AFRx,n

is positive and p’f\IRxm = PNRx,n- If o1 < pre— , then
* _
pNRx,n =0.
As a result, the optimal power allocation for the NRx at

subcarrier n is given by

In2

pl*\IR n? lf,l,L > —_—
PNRx,n = {0 xn lf'u < aNRx,ri,n;FRx,n (21)
)

— GNRx,n —@FRx,n ’

where pygy ,, 18 given by

(aNRx,n + AFRx.n)
2aNRx,naFRx,n

*
PNRx,n = T

2, 4
\/(GNRx,n—CLFRx,n) +ﬁaNRx,naFRx,n(aNRX,n—aFRx,T)
+

7

(22)

2aNRx,naFRX,n

and according to (16b), 1 is obtained by running bisection search

until
Z Rs,n = RNRX'
neN

(23)

3) Algorithmic Summary: Algorithm 1 summarizes the pro-
posed algorithm involving the above two steps: the power al-
location for the FRx, given the power allocation for the NRx,
i.e., Steps 2 — 9; and the power allocation for the NRx, given
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the power allocation for the FRx, i.e., Steps 11 — 18. These
two steps alternate and iterate the convergence of the objective
Y nen (PNRx,n + PFRx,n): see Steps 19 — 20.

Algorithm 1 is convergent. The proof is as follows. Despite
its non-convexity, the considered problem (8) can be decou-
pled into two convex subproblems with the same objective and
non-overlapping variables. Each subproblem fixes one set of
optimization variables (i.e., the power allocation for one of the
two receivers, prrx,n, V1) and solves the other set (i.e., the
power allocation for the other receiver, pnrx,n, V7). By using
alternating optimization, the two subproblems are solved in an
alternating manner. In particular, at the i-th iteration of Algo-
rithm 1, we assume that pf\%x’n and p(F%XJL are the optimized
transmit powers of the BS to NRx and FRx, respectively. Since
problem (9) is convex, its optimal solution can be obtained
by using the KKT conditions at the (i + 1)-th iteration [32].
With P(Flrti)n being the optimal solution to problem (9) at the
(7 + 1)-th iteration, we have ) pggi)n <D onen pggx,n.

With the given pl(\?Rx,n’ we have
i+l i i i
Z (pé‘l—{x,)n + p&i’nx,n) S Z (pél):{x,n + pI(\T%{x,'rL) : (24)
neN neN

Likewise, problem (14) is convex and can be optimally
solved by using the KKT conditions. With pggi)n being the

optimal solution to problem (14) at the (¢ + 1)-th iteration,
Zne,/\/’pg\;g)lc?n < Zne/\fpgf){x,n‘ With the given pgl;t)lc,)n’ we

have

1+1 1+1 i+1 i
> (Phiten + Pl ) £ 2 (Pt + Plhen ). @9
neN neN

Based on (24) and (25), the objective value of (8) satisfies

i+1 i+1 i+1 i
Z (p](F‘Rx?n + pl(\TRx?n) < Z (p(FRX,)n +p§\1£x,n>
N

neN

ne,
neN

It is proved that the objective of (8) holds a non-increasing
property throughout the execution of Algorithm 1. Since
Y nen (PFRx.,n + PNRx,n) > 0, the objective of (8) is also lower
bounded. Therefore, Algorithm 1 converges, according to[33,
Thms. 8.1 & 8.2].

The complexity of Algorithm 1 accounts for solving (9)
and (14) recursively. Since the complexity of the subcarrier
power allocation for FRx is O(N log é), where ¢; is the re-
quired accuracy of FRx. The complexity of the subcarrier power
allocation for NRx is O(N log é), where ¢, is the required
accuracy of NRx. The overall complexity of solving (8) is
O(N log L (log - + log 1)), where € is the required accuracy
of Algorithm 1.

V. SECRECY RATE MAXIMIZATION UNDER FINITE
TRANSMIT POWER

An alternative objective of the problem of interest is to max-
imize the secrecy rate of the NRx, subject to the minimum data
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rate requirement of the FRx and the finite transmit power of the
Tx. The problem can be formulated as

max Ry (27a)
PNRx,nsPFRx,n el
s.t. Z log, (1 +TERY,.) > Rrrx, (27b)
neN
Z (pNRx,n +pFRx,n) S P37 (27C)
neN
PNRx,n > OvaRx,n > O,V’I’L € Na (27d)

where Py is the power budget of the Tx; and the total power
allocated must not exceed P; see (27¢). Problem (27) is still
non-convex because of the non-convex constraint (27b).

Lemma 1: The necessary condition of the optimal solution to
(27) is that the equality must hold in (27b) and (27c).

Proof: See Appendix A. |

Problem (27) can be infeasible if the total power P, is not
sufficiently large; see (24b). This is due to the fact that, given
the finite transmit power, the FRx may fail to meet its minimum
requested data rate if its channel condition is poor. We show that
there exists a minimum transmit power, denoted by Py, which
guarantees that (24) has a non-empty feasible solution region.
Pin can be obtained by solving the following non-convex
problem:

Rnin = min Z (pNRx,n +pFRx,n) (283)
PNRx,n:PFRx,n e
s.t. (24b), (24d), (28b)

which can be solved in the same way as problem (8), i.e., by
revising the constraint Ryrx > 0 and consequently suppressing
the constraint in (8). Given the non-convexity of (27), the solu-
tion to (27), i.e., Pnin, not be the global optimum. As a result,
Ppin 1s the sufficient condition of the feasibility of problem
(24), not the necessary condition. In the rest of this section,
we consider P, > P,;,, which is the sufficient condition of a
non-empty feasible solution region for problem (27).
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Step 1: Given fixed Pygrx, denoted by Py, the subcarrier
power allocation for the NRx in (27) can be written as

max Ry, (29a)
PNRx,n el
S Y PNRen = Pk (29b)
neN
PNRx,n > 0,Yn e N, (29¢)

which is convex and optimally solvable by using the KKT
conditions. The KKT conditions of (29) are given by

OL (pNrxnsK) g e nr

(30a)
6pNRx,n
K (Z PNRx,n — Pﬂ?m) =0, (30b)
neN
> PNRxn — Pirs <0, (30¢)
neN
k>0, (30d)

where k is the Lagrange dual variable and the Lagrangian is
given by

L (pNRx,na "f) = - Z Rsﬁn'Hﬁ (Z pNRX,n_PKIRX> . (31)

neN neN

By solving (30a), we obtain the optimal solution to problem
(29). The solution is given in (32), shown at bottom of this page,
where « can be obtained by substituting (32) into (29b) and then
running bisectional search until (29b) holds with equality.

Step 2: Given py\gy ,, and Ps — Pyg,, the subcarrier power
allocation for the FRx in (27) can be formulated as

1 | + DERx 33
pg}i)i 7;/ 08> ( + FRx,n) ( a)
st prrxan = Ps — Plpgs (33b)
neN
PFRx,n Z O,Vn € Na (330)

which is convex. The KKT conditions of (33) are given by

aL (pFRx,na 77)

Based on Lemma 1, we can divide the total transmit power P, 3 =0,neN, (34a)
between Pxrx and Py — Pnrx,1.€., ), PNRx,n = PNRx and PFRx,n
> nen PFRx,n = Ps — Pyrx. The objective of (27) is only de- X
pendent on pNRrx,». Moreover, given pNgrx,», constraint (27b) is n Z PrRx,n — Ps — Pygx | =0, (34b)
convex in prrx,n. We can use this property to develop aniterative neN
algorithm which optimally alloca.tes DNRx,n» given Pygry; and Z Prrxn — P — Pl <0, (34¢)
then optimally allocate prry,n, given pnrx,n and Py — Pygx. v
The algorithm repeatedly optimizes pNrx,, and prrx,, in an
alternating manner until convergence. n=0, (34d)

( P ( 7
— (ANRx.n + GFRx \/ GNRx,n — AQFRx,n + ﬁaNRx,naFRx,n GNRx,n — OFRx,n
pjf\IRxm _ ( NRx,n FR ,n) + kIn (32)

2aNRx,naFRx,n

2aNRx,naFRx,n
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Algorithm 2: Joint Power Allocation to Maximize the
Secrecy Rate.

Input: P, Rprx, NN, the lower and upper bounds
P, =0 and P, = Ps, threshold €4;

1 repeat

2 Update Pxrx by Pxrx = (P1 + P2)/ 2;

3 Evaluate pxgrx,n, 1 € N, based on Pxprx
according to (32);

4 Evaluate prry,», based on pxrx,» and Pyrx,

n € N according to (36) ;

N
5 if Zlogg (1+F£§§,n (pNRx,n7pFRx,n)) <RFRX — €4
n=1

then
6 ‘ P, = Pyrx:
7 else if
N
ZlogZ (1+Fg§§,n (pNRx,n7pFRx,n))>RFRx + €4
n=1
then
8 | P1 = Pugx;

N
9 until ‘ > logy (14T ERY L(PNRx,wPFRx ) —RERx| < €45
n=1
Output: ) .- Rsn.

where 7 is the Lagrange dual variable and the Lagrangian is
given by

L (pFRx,’ru 7]) = - Z logZ (1 + Fg%ﬁn)
neN

+ n <Z PFRx,n — Ps + Pf\kjﬁx> . (35)
neN

By solving (34a), we finally obtain the optimal solution to (33),
as given by

1 pl*\]RX,naFRx,n +1
nln2

+
PFRx,n = { ] ; (36)

AFRx,n
where 77 can be obtained by substituting (36) into (33b) and
then running bisectional search until (33b) holds with equality.
From (36), we see that the subcarriers assigned with low transmit
powers for the NRx are assigned with high transmit powers for
the FRx.

3) Algorithmic Summary: Algorithm 2 summarizes the pro-
posed algorithm solving (27), which consists of two steps: Opti-
mizing PNRyx,n given gy, i.€., Step 3; and optimizing prrx,n
given p\g, , and Pyg,, i.e., Step 4. These two steps alternate
and iterate the objective value of (33) converges to Rpgrx, i.€.,
I3 en loga (1 + Fggi’n) — Rprx| < €43 see Step 5 — 9. Here,
€4 18 the pre-specified accuracy requirement of convergence.

We notice that the semi-closed-form expressions for pygy .,
i.e.,(22) and (32) and those forp*FRx’n, i.e., (12) and (36), exhibit
strong resemblance. (22) and (12) are increasing functions of
A and p, respectively. (32) and (36) are the decreasing func-
tions of x and 7, respectively. For the problem in Section IV,
we first calculate prrax,,, provided pyg, ,,; and then optimize
DNRx,n iteratively until the objective >,/ (DNRx,n + PFRx,n)
converges. In contrast, for the problem in this section, we first

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 70, NO. 2, FEBRUARY 2021

optimize pNRx,n, given PYg,; and then obtain prry, iteratively
until the objective Y, - log, (1 + TERX ) converges to Rpgx.

VI. EXTENSION OF THE PROPOSED ALGORITHMS UNDER
PER-SUBCARRIER POWER LIMIT

In this section, we extend Algorithms 1 and 2 under the
per-subcarrier maximum transmit power limit for pNry,n and
DFRx,n- The per-subcarrier power limit could be a more stringent
requirement of the transmitter hardware that the transmit signals
need to comply with. The per-subcarrier power limit can also be
more practical than the total power limit, despite the total power
limit is of research interest and has been widely adopted in the
literature, e.g., [21], [23], [34]-[37].

A. Transmit Power Minimization

With the per-subcarrier transmit power limit Py, ,, for every
subcarrier n = 1,..., N, the problem of transmit power mini-
mization can be reformulated as

min (PNRx,n + PFRx,n) (37a)

PNRx,n,PFRx,n
neN

st. ) Ren > Runs, (37b)

neN
> log, (1+TERy ) = Rers, (37¢)
neN
PNRx,n > OapFRx,n > Oa Vn € N7 (37d)
PNRx,n + PFRx,n S Pmax,navn S N (376)

By extending the proposed algorithm, problem (37) can be
solved iteratively in two steps. The first step is to minimize
Zne A PFRx,n» €IVEN PNRx,n. The second step is to minimize
Zn A" PNRx,n» 8iVen Prrx, . Bach of the steps can be converted
to a convex problem with analytical solutions, as done under
the original setting with the total transmit power constraint (as
described in Section IV). The two steps repeat in an alternating
manner until convergence.

Step 1: Given fixed pNgrx,n, denoted by pygy ,,» constraint
(37b) can be suppressed and problem (37) is rewritten as

min Z (PFRx.n + PNRx.n) (38a)
PFRx,n neN
s> logy (14 DERen@Mon > peol (38D)
v 1+ PNRx,n @FRx,n

0 S PFRx,n S Pmax,n - pf\IRX7TL7vn S N (38C)

Problem (38) is convex and solvable using the KK T conditions
to find the optimal solution. The KKT conditions of (38) are
given by

oL (pFRx,n7 )‘1 ’ )‘-Z,n)
apFRx,n

RFRX - Z 10g2 (1 + Fgll%;((,n) < O’
neN

=0,neN,

(39a)

(39b)
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1 (RFRX - Z logZ (1 + FE%ﬁ,n)) = 07 (390)
neN
p*NRx;n + PFRx,n — Pmax;n S 07 (39d)
Z )‘27" (pT\TRx,n + DFRx,n — Pmax,n) = 0, (3%)
neN
Al 207)\'2,n Zoan GN, (39f)

where A; and A, ,, are the Lagrange dual variables associated
with (38b) and (38c), respectively; and Lagrangian is given by

L (pFRx,n7 )‘17 )\2,71)

= prren + M (RFRX

neN

Z logz

neN

r))

+ Z )h2,n (pT\IRxm +pFRx,n - Pmax,n)~ (40)
neN
Based on (39a), we obtain the optimal solution to (38), as
given by

+
M pT\IRX,naFRx,n +1

In2 (1 + ZnEN )\'27")

* —
pFRXﬂ’L - [ arFR
X,m

(41)

Given (P\Rx.ns PFRx,n)» the dual variables can be updated with
the gradient decent method: At the k-th iteration,

Jr
A 0= lxl(k Dy (RFRX— Z log, (1 + Fg%ﬁd)] ,

neN
(42)

+
)‘Z,n(k): {)VZ,n(k B 1)+802 (pl*\IRx,nij;‘Rx,nfpmaXm)} ’ 43)

where ¢ and ¢, are the step sizes. By iteratively calculating
(41), (42) and (43) until convergence, the optimal solution to
(38) can be obtained given the convexity of (38).

Step 2: Given the transmit power allocated for the FRx (41),
the power allocation for the NRx in (37) can be transformed into
the following univariate optimization problem:

min Y (PNRxn + Pirson) (442)
PNRx,n Y
1 X,n X,
s.t. Z <log2 *+ PNRyxnONRx, > > RNRx, (44b)
neN 1 + PNRx,naFRx,n
0 S pNRx,n S Pmax,n - P;‘RX,WV” € N (440)

We confirm that (44) is convex and solvable using the KKT
conditions to find the optimal solution. The KKT conditions of
(44) are given by

oL (pNRx,na M, ,UZ,n)

=0,neN, (45a)
8pNRx,n
Rxgx = ) Ron <0, (RNRX -> Rs,n> =0, (45b)
neN neN
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PNRx,n +pif?Rx1n - Pmax,n S 07 (450)
Z H2,n (pNRx,n +p912‘Rx,n - Pmax,n) =0, (45d)
neN

M1 2 07,U/2,7L 2 07” S Na (456)

where 11 and p5 ,, are the Lagrange dual variables associated
with (44b) and (44c), respectively; and Lagrangian is given by

L (pNRx,ns 415 H2,m)

= Z DPNRx,n T 1 (RNRX

neN

- Z Rs,n)
neN

Pmax,n) . (46)

+ Z H2,n (pNRX,’rL + p;‘Rx,n -
neN

Based on (45a), we obtain the optimal solution to (44), as
given by

(anRx,n + AFRx,n)
ZG’NRXJLG’FRX,’IZ

\/(aNRx,n_aFRx,WL)2+

2aNRx,naFRx,n

*
PNRx,n = —

4141 GNRx,n AFRx,n

In 2( 14+3 N ILZ.n) (aNRx,n_aFRx,n)

+

(47)

where, given(pXgy ) PRy, )» the dual variables can be updated
with the gradient decent method: At the k-th iteration,

+
™ = |fﬂ“€ "Vt (RNRX - Rs,n) ; (48)
neN
(k)_ (k-1 + . *
Hon = {Hz,n +¥2 (pNRx,n+pFRX,7L—RnaX,n)} , (49)

where o and , are the step sizes. By iteratively calculating
(47), (48) and (49), the optimal solution to (44) can be obtained
given the convexity of (44).

This extension of Algorithm 1 under the per-subcarrier power
limit is also convergent. The proof is as follows. At the i-th
iteration of the algorithm, we assume that pl(\%x’n and p&){xm
are the optimized transmit powers of the BS to NRx and FRx,
respectively. With the per-subcarrier power limit, problem (38)
is still convex and can be optimally solved by using the KKT
conditions at the (¢ + 1)-th iteration [32]. With pg;;)n being the

optimal solution to problem (38) at the (¢ + 1)-th iteration, we
(i+1) (4) (4)

have Zne/\/ pFRx n S nENpFRx,n With the giVCl’l pNRx,n’
we have
i+1 7 i i
neN neN

Likewise, problem (44) is convex and can be optimally
solved by using the KKT conditions. With pl(\;;{)l(?n being the
optimal solution to problem (44) at the (i + 1)-th iteration,

i1 . . i1
ZneNpl(\;Rx?n < Zne./\/pgl)%xn With the given png,)n’ we

have
> (P(Fzgxl)n +Pf§§2n) <) (p(plﬁi)n +p1(§£x,n)- (51)
neN neN
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Based on (50) and (51), the objective value of (37) satisfies

(i+1) i+1) i+1 i
Z <pF?Rx,n + png,n) < Z (png,)n +p§\;%{x,n)
neN neN

<Y (P + Phn)- 5D
neN

It is proved that the objective of (34) holds a non-increasing
property throughout the execution of the algorithm stated in this
section. Since Zne N (prRx,n + PNRx,n) > 0, the objective of
(34) is also lower bounded. Therefore, the extended version of
Algorithm 1 to the per-subcarrier power limit also converges,
according to [33, Thms. 8.1 & 8.2].

B. Secrecy Rate Maximization

With the per-subcarrier transmit power limit P,y ,, for every
subcarriern = 1,..., N, the problem of secrecy rate maximiza-
tion can be reformulated as

pNRxI,I:i’}IERx,n Z B (532)
neN
sty log, (1+THRY,) > Rens, (53b)
neN
PNRx,n > 07pFRx,n > Oa Vn € N7 (530)
PNRx,n + PFRx,n < Pmax,navn € N (53d)

Problem (53) is non-convex because of the non-convex con-
straint (53b). To solve (53), we first put forth the following
lemma.

Lemma 2: The necessary condition of the optimal solution to
(53) is that the equality must hold in (53b).

Proof: See Appendix B. |

Based on Lemma 2, we can develop an iterative algorithm
with the following two steps to optimize pNRx,» and prry,n in
an alternating manner until convergence.

Step 1: Given fixed Py, ax,», and the optimal ppry,y,, denoted
by PERy - the subcarrier power allocation for the NRx in (53)
can be written as

max R, (54a)
PNRx,n Y
5.t. 0 < PNRx,n < Pmaxm - p*FRxmvvn € Na (54b)

which is convex and optimally solvable by using the KKT
conditions. The KKT conditions of (54) are given by

OL (pNRx,n» K1,n)

=0,neN, (55a)
apNRx,n
Pmax,n — PNRx,n — p%Rx)n Z O) (SSb)
Z R1,n (Pmax,n — PNRx,n — p*FRxJL) = Oa (SSC)
neN
Kin 2> 0, (55d)
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where k; ,, is the Lagrange dual variable associated with (54b)
and the Lagrangian is given by

L (pNqu,nz Kl,n)

- Z Rs,n + Z R1,n (Pmax,n — PNRx,n — p%Rxm)' (56)
neN neN

By solving (55a), we obtain the optimal solution to problem
(54), as given by

(aNRx,n + aFRx,n)

*
pNRx,n -

2aNRx,n0FRx,n

2 4aNRx,n OFRx,n
\/(aNRx,n - CLFRX,TL) en Foln In2 (aNRx,n - aFRx,n)
2onen K1,

)

2aNRx,naFRx,n
(37

where the dual variables can be updated with the gradient decent
method: At the k-th iteration,

+
b 1)_()01 (Pmax,n_pERx,n_p%Rx,n)} ) (58)

Hl,n(k): |:f€1,n(
where ¢, is the step size. By iteratively calculating (57) and (58)
until convergence, the optimal solution to (54) can be obtained
given the convexity of (54).

Step 2: Given p\g, ,,» the subcarrier power allocation for the
FRx in (53) can be formulated as

log, (1 4 TERx 59a
pg}g’i T;/ 0gy ( FRx,n) (59a)
56.0< PFRx,n < Pmax,n - pl*\IRx,vmvn € Nv (59b)

which is convex and can be optimally solved using the KKT
conditions. The KKT conditions of (59) are given by

oL (pFRx,na m ,n)

=0,neN, (60a)
apFRx,n
Pmax,n - pl*\IRx,n — PFRx,n Z Oa (6Ob)
Z M,n (Pmax,n - p;]Rx,n - pFRx,n) - O; (60C)
neN
Man >0, (60d)

where 7 ,, is the Lagrange dual variable associated with (59b)
and the Lagrangian is given by

L (pFRx,nv nl,n) = Z logZ (1 + Fggi,n)
neN

+ Z M,n (Pmax;n - p)]F\IRXJL - pFRx,n)- (61)

neN
By solving (60a), we finally obtain the optimal solution to (59),

as given by

. - 1 PNRx,n@FRx,n + 1 *
pFRX,n - an\/ 771,n hl 2 .

(62)
AFRx,n
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The requested data

FRx

NRx

Fig. 1. Tllustration of the system of interest, where there is a Tx and two
receivers. A trusted, near receiver (NRX) receives secret messages superposed
on the messages destined for an untrusted, far receiver (FRx).

where the dual variables can be updated with the gradient decent
method: At the k-th iteration,

+
nl,n(k): 7}1,7%(}IC a l)_SOZ (PmaX,n_p*NRx,n_p;‘Rx,n)} , (63)

where ¢, is the step size. By iteratively calculating (62) and (63)
until convergence, the optimal solution to (59) can be obtained
given the convexity of (59).

Remark 1: We note that the algorithms under the per-
subcarrier power limit share the same structures and flows of
the algorithms under the total power limit, i.e., (12) and (22) in
Section IV and (32) and (36) in Section V. Semi-closed-form
solutions can also be established under the per-subcarrier power
limit, i.e., (41) and (47) in Section VI-A and (57) and (62)
in Section VI-B. The only difference is that more Lagrange
multipliers are involved under the per-subcarrier power limit,
associated with different subcarriers. Gradient descent is per-
formed to iteratively update the Lagrange multipliers, e.g., (42)
and (43) in Section VI-A.

VII. SIMULATION RESULT

In this section, we simulate to evaluate the performance of
two proposed algorithms, namely, Algorithms 1 and 2. The
simulation parameters are specified in the following, unless
otherwise specified. The NRx and FRx are located at the dis-
tance dyrx = 100 m and dpryx = 300 m away from the Tx,
unless otherwise specified [38]. Independent Rayleigh fading
channels are considered. The path loss exponent is set to 3.
The average noise spectral density is -174 dBm/Hz, the receiver
noise figure is 10 dB, and the bandwidth of each subcarrier is
set to 60 kHz [29]. The number of OFDM subcarriers is N =
16. We observe that the objective functions of (8) and (24) can
be expressed as two differences of two convex functions with
the aid of the Lagrange relax method [39]. As result, each of
the problems can be convexified with DC programming. The
resultant convex problems can be readily solved by convex
techniques. For comparison purpose, we simulate the DC-based
alternatives to the proposed Algorithms 1 and 2. We also simulate
the OMA-based counterparts of the proposed algorithms, where
the signals destined for different receivers are transmitted at
different subcarriers.

Fig. 2 plots the minimum transmit powers of Algorithm 1 in
comparison with its DC-based alternative (solving the same
problem (8) in Section IV) and OMA-based counterpart, with
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—3 NOMA-OFDM (DC-based [39]) N = 8 b
—20 | -5~ OMA-OFDM N = 8 q
g —A— NOMA-OFDM (Proposed) N = 16
S, —/- NOMA-OFDM (DC-based [39]) N = 16
$13’—Q—OMA—0FDMN:16 = X
3
Q16
€
2
g 14T
51
£
=
= o8
8

2 3 4 5 6 7 8 9 10
Rate requirement of the FRx [bps/Hz]

Fig. 2. Minimum transmit power of the Tx versus the requested data rate of
the FRx, where the secrecy rate requirement is RNrx = 5 bps/Hz for the NRx.

—E— NOMA-OFDM (Proposed) N = 8 D
—3- NOMA-OFDM (DC-based [39)) N = 8 |
—5- OMA-OFDM N = 8

—A— NOMA-OFDM (Proposed) N = 16 7
—/ NOMA-OFDM (DC-based [39]) N = 16 7
—— OMA-OFDM N = 16

Minimum transmit power [dBm]
o

2 3 4 5 6 7 8 9 10
Secrecy rate of the NRx [bps/Hz]

Fig. 3. The minimum transmit power of the Tx versus the secrecy rate of the
NRx, where the data rate request is Rprx = 5 bps/Hz for the FRx.

the growing data rate request of the FRx, where the secrecy rate
requirement of the NRx is Rnyrx = 5 bps/Hz. The OMA-based
counterpart allows only one of the receivers to access a subcarrier
by referring to the existing literature on NOMA-OFDM, e.g.,
[16]-[18]. We see that the proposed Algorithm 1 and its DC-
based alternative perform nearly indistinguishably, as they solve
the exactly same problem (8) which is a DC program and can be
readily solved by DC programming. (Nevertheless, Algorithm 1
is substantially more efficient and converges much faster than
the DC-based alternative, as will be shown in Fig. 4.) We also
see that Algorithm 1 always surpasses the OMA-based scheme
under any given number of subcarriers, /N. This is because
NOMA adopts SC and SIC to increase the data rate, as long
as the channel conditions permit. Furthermore, it is observed
that, for both NOMA and OMA, the minimum transmit power
Y nen (PNRx,n + PFRx,n) increases with Rpry.

Fig. 3 shows the minimum transmit power of Algorithm 1 in
comparison to its DC-based alternative and OMA-based coun-
terpart, with the growing secrecy rate requirement of the NRx,
where the data rate requirement of the FRx is Rpry = 5 bps/Hz.
We see that Algorithm 1 and its DC-based alternative perform
increasingly indistinguishably with the growing secrecy rate
requirement. We also observe that the NOMA-based techniques
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Fig.4. Theminimum transmit power of the Tx versus the iteration convergence
time for Algorithm 1 and its DC-based alternative, where N = 16, the secrecy
rate requirement of the NRx is Rnrx = 5 bps/Hz, and the data rate request of
the FRx is Rprx = 5 bps/Hz.

(i.e., both Algorithm 1 and its DC-based alternative) require a
lower transmit power than the OMA-based scheme. The reason
is that Algorithm 1 and its DC-based alternative can minimize
the transmit power subject to both the secrecy rate of the NRx
and the data rate requirement of the FRx, such that the radio
resources can be efficiently utilized. Moreover, both the transmit
powers of the NOMA-based Algorithm 1 and the OMA-based
method increase as the secrecy rate of the NRx grows, under
different numbers of subcarriers. Additionally, we notice that
the transmit power of Algorithm 1 is higher for N = 8 than it is
for N = 16.

Despite performing (increasingly) indistinguishably close to
their respective DC-based alternatives in terms of power con-
sumption and secrecy rate (see Figs. 2 and 3), Algorithms 1 and 2
are substantially more efficient and converge significantly faster
(by about 5 times) than the DC-based alternatives, as shown
in Fig. 4. Fig. 4 plots the changes of the minimized transmit
power of the Tx with the increasing iteration time of Algorithm 1
and its DC-based alternative until convergence. The complexity
of Algorithm 1 is O(N log é(log é +log 1)). In contrast, the
DC-based alternative to Algorithm 1 has a total of 2NV variables
and (2N + 1) convex and linear constraints. With the same
convergence accuracy of the outer loop €3, the complexity of
the DC-based approach is O(log é(2N )>(2N + 1)) according
to [40].

Fig. 5 illustrates the minimum transmit power of different
schemes against dpgry. It can be seen that the NOMA-based
scheme, i.e., Algorithm 1, attains the lower transmit power than
the OMA-based scheme. Moreover, both NOMA and OMA
require more transmit power, as the distance dpgy increases. The
reason lies in the fact that the transmit power required increases
to meet the requirements of the FRx, as dpry increases.

Fig. 6 plots the minimum transmit power of different schemes
against the number of subcarriers. It can be observed that the
minimum transmit powers of the proposed algorithm, Algo-
rithm 1, and its OMA-based alternative decrease, as the number
of subcarriers grows. It can also be seen that, with the increasing
number of subcarriers, the performance gap between Algo-
rithm 1 and its OMA-based alternative quickly decreases, which
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Fig. 5. The minimum transmit power of the Tx versus the distance between
the Tx and the FRx, where the number of subcarriers is N = 16.
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Fig. 6. The minimum transmit power of the Tx versus the number of subcar-
riers for Algorithm 1.
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Fig. 7. The number of subcarriers using NOMA versus the distance between
the Tx and the FRx, where the number of subcarriers is N = 16, the secrecy
rate requirement of the NRx is Rnrx = 5 bps/Hz, and the data rate request of
the FRx is Rprx = 5 bps/Hz.

implies that NOMA is particularly efficient when the resource
(i.e., subcarriers) is limited.

Fig. 7 shows the percentage of OFDM subcarriers running
NOMA against dpry, Where N = 16, Rprx = 5 bps/Hz and
Rnrx = 5 bps/Hz. We find that, as dpry increases, more
subcarriers operate in the NOMA mode The performance of Al-
gorithm 1 is substantially better than its OMA-based alternative
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Fig.9. The maximum secrecy rate of the NRx versus the total transmit power,
where the data request is Rpryx = 5 bps/Hz for the FRx.

in Fig. 5. This is because, at each subcarrier, both receivers are
likely to be active in the proposed algorithm. The OMA scheme
is implemented as such that the signals destined for the NRx and
FRx are at different subcarriers. As a result, NOMA-OFDM is
more effective.

Fig. 8 shows the ration of the signal-to-noise ratio (SNR) and
signal-to-interference ratio (SIR) at the FRx, with the increasing
distance between the Tx and FRx. The Tx transmits more power
to the FRx than its transmits to the NRx, as dpgry increases. In
particular, when the FRx is more than 275 m away from the Tx,
the received SNR 1is surpassed by the received SIR at the FRx.
In other words, the signal intended to NRx becomes so weak at
the FRx the signal that is submerged in the noise of the FRx. To
this end, the signal destined for the NRx can be delivered to NRx
unnoticed by using the radio resources assigned to the FRx.

Fig. 9 plots the maximum secrecy rate of different schemes
against P, where Algorithm 2 (developed in Section V), its
DC-based alternative (solving the same problem (24) in Sec-
tion V), and its OMA-based counterpart are tested. As observed,
the secrecy rate of the NRx increases with P for all the three
schemes under different numbers of subcarriers. Algorithm 2
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Fig. 11. The minimum transmit power of the Tx and the maximum secrecy
rate of the NRx of the proposed algorithms versus the data rate request of the
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= 5 bps/Hz and Ppax = 20 dBm. (b) The maximum secrecy rate of the NRx
versus the data rate request of the FRx, where Ppax = 20 dBm.

and its DC-based alternative perform increasingly indistinguish-
ably with the growing transmit power. Algorithm 2 is better than
its OMA-based alternative in terms of secrecy performance.
Fig. 10 plots the maximum secrecy rates against Rpry. We
see that the secrecy rate of the NRx drops with the data rate
requirement of the FRx under the three schemes. Obviously,
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the Tx needs to transmit more power to the FRx to support more
stringent data rate requirement of the FRx. Besides, Algorithm 2
provides a higher secrecy rate than the OMA-based scheme. The
secrecy rate grows with an increasing number of subcarriers; in
other words, more subcarriers leads to a higher secrecy rate.
Fig. 11 evaluates the extension of the proposed algorithm under
the per-subcarrier power limit. Fig. 11(a) plots the minimum
transmit powers under the per-subcarrier power limit, with the
growing data rate request of the FRx, where the secrecy rate
requirement is Ryrx = 5 bps/Hz for the NRx and the maximum
total transmit power is 20 dBm. In the case of per-subcarrier
power limit, the maximum total transmit power is evenly divided
to be the maximum per-subcarrier transmit power. In Fig. 11(a),
we see that the optimized transmit power is higher under the per-
subcarrier power limit, as the result of more stringent constraints.
Fig. 11(b) plots the maximized secrecy rates of the NRx with
the increase of Rprx, under the per-subcarrier power limit and
the total power limit. We see that the maximized secrecy rate
of the NRx drops faster under the per-subcarrier power limit
than it does under the total power limit. This is also expected
as the result of more stringent per-subcarrier transmit power
constraints.

VIII. CONCLUSION

In this paper, we developed new iterative techniques for
stealthy and secure transmissions of secret messages with the
NOMA-OFDM waveforms, where the power allocation was op-
timized across all OFDM subcarriers to minimize the total power
subject to the requested data rate of the FRx and the requested
secrecy rate. The power allocation was also optimized so that
the secrecy rate to the NRx is maximized while the requested
data rate of the FRx is satisfied. The proposed algorithms were
extended to the case with stringent per-subcarrier power limit.
Simulation results show the proposed NOMA-OFDM based
algorithms are better than their OMA-based alternatives in terms
of power saving and achievable secrecy rate. As the FRx moves
further away, the number of subcarriers carrying superposed sig-
nals increases. The secret messages can be delivered unnoticed
to the NRx.

APPENDIX A
PROOF OF LEMMA 1

The Lagrangian of (27) is given by

L (pNRx,n,pFRx,na T, U)

= Z (logZ (1 + pNRxmaFRx,n) - IOgZ (1 +pNRx,naNRx7n))
neN

+ T <RFRX — Z log, (1 + FE%’;JL))

neN

+v <Z (pNRX,n +pFRX,n) - Ps) .

neN

(64)
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The solution to (27) satisfies the following KKT conditions:

oL (pNRx,na PFRx,ns T, U)

=0,neN, (65a)
apNRX,n
(PR PRRxms V) _ ¢ (65b)
8pFRx,n
T (RFRX =D logy (1+ FE%%M) =0, (65¢)
neN
v (Z (pNRx,n +pFRx,n) - Ps) =0, (65d)
neN
Rppx — Y log, (1 +TERY ) <0, (65¢)
neN
Z (pNRx,n + pFRx,n) - Ps Z 0, (65f)
neN
T >0, (65g)
v >0, (65h)

where (65a) and (65b) can be written as

2
TpFRx;naFRx,n

“+v
(14 PNRx.n@FRx.n + PFRx.n0FRx.n) (1 + PNRx.nOFRx.n) |
_ ANRx,n — AFRx,n (66)
(1 + pNRx,naNRx,n) (1 + pNRx,naFRX,n) ,
a
TOFRx;n —v=0. 67)

1+ PNRx,nAFRx,n + PFRx,nOFRx,n

Clearly, we have: If 7 = 0, then v = 0 based on (67). However,
if 7 =0, then v = 0. (66) cannot be satisfied under anrx,n >
aFRx,n- Thus, it must hold that 7 > 0, v > 0. This indicates that
the optimal solution is taken if and only if the equalities hold in
both constraints (24b) and (27¢).

APPENDIX B
PROOF OF LEMMA 2

We take the Lagrange relaxation method to prove this lemma.
The Lagrangian of (53) is given by

L (PNRx,mPFRx,n, vy, Uz,n) = E
neN

“+ v (Z 10g2 (1 + Fggin) — RFRx)

neN

(1 1+ PNRx,naNRx,n >
08>
1+ PNRx,n0FRx,n

+ Z U2.n (Pmax,n — PNRx,n — pFRx,n)- (68)

neN
The solution to (53) satisfies the following KKT conditions:

OL (PNRx,n» PFRx,n> U1, V2,n)

=0,necN,
apNRx,n

(69a)

oL (pNRx,na PFRx,n, U1, Uz,n)
apFRx,n

—0,n €N, (69b)
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> log, (1+TERY,.) — Rrrx > 0, (69¢)
neN
o | Y logy (1+TERY,.) — Rerx | =0, (69d)
neN
Pmax,n — PNRx,n — PFRx,n > Oa (696)
Z V2n (Pmax,n — PNRx,n — pFRx,n) = 07 (69f)
neN
v > 0,02, >0,neN. (692)

where (69a) and (69b) can be written as

2
UlpFRxmaFRxm

(1 4+ PNRx,n@FRx,n + PFRx,n@FRx,n) (1 + PNRx,nOFRx.n)

+ Z V2 n=

neN

UNRx,n — QFRx,n
(1 + pNRx,naNRx,n) (1 +pNRx,naFRx,n)

, (70)

V1AFRx,n

1+ PNRx,nAFRx,n + PFRx,nAFRx,n

=3 va=0. (1
neN

Clearly, if v; =0, then )\ v, =0 based on (71). How-
ever, if vy =0and )\ 2, = 0, (70) would not hold under
GNRx,n > GFRx,n- Therefore, either v; > 0or ) .\ v2, >0
must hold. The optimal solution is taken, if and only if the
equality holds constraint (53b).
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