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Mode Hopping for Anti-Jamming in Radio
Vortex Wireless Communications

Liping Liang *“, Wenchi Cheng

Abstract—Frequency hopping (FH) has been widely used as a
powerful technique for antijamming in wireless communications.
However, as the wireless spectrum is becoming more and more
crowded, it is very difficult to achieve efficient antijamming re-
sults with FH-based schemes. Orbital angular momentum (OAM),
which provides the new angular/mode dimension for wireless com-
munications, offers an intriguing way for antijamming. In this
paper, we propose to use the orthogonality of OAM-modes for an-
tijamming in wireless communications. In particular, we propose
the mode hopping (MH) scheme for antijamming within the nar-
row frequency band. We derive the closed-form expression of bit
error rate (BER) for multiple users scenario with our developed
MH scheme. Our developed MH scheme can achieve the same an-
tijamming results within the narrow frequency band as compared
with the conventional wideband FH scheme. Furthermore, we pro-
pose mode-frequency hopping (MFH) scheme, which jointly uses
our developed MH scheme and the conventional FH scheme to
further decrease the BER for wireless communication. Numeri-
cal results are presented to show that the BER of our developed
MH scheme within the narrow frequency band is the same with
that of the conventional wideband FH scheme. Moreover, the BER
of our developed MFH schemes is much smaller than that of the
conventional FH schemes for wireless communications.

Index Terms—Orbital angular momentum (OAM), mode
hopping, frequency hopping, mode-frequency hopping, mode
decomposition.

I. INTRODUCTION

REQUENCY hopping (FH), which is a solid anti-jamming
F technique, has been extensively used in wireless communi-
cations. There exist some typical FH schemes such as adaptive
FH [2], differential FH [3], uncoordinated FH [4], adaptive un-
coordinated FH [5], and message-driven FH [6], etc. These FH
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schemes can achieve efficient anti-jamming results for various
wireless communications scenarios.

However, as the wireless spectrum becoming more and more
crowded, it is very difficult for FH schemes to satisfy the re-
liability requirements of wireless communications. Zander and
Malmgren [7] pointed out that if the interference covers the
whole frequency band, it is very hard to guarantee the reliability
of wireless communications with FH. Also, when the number
of channels with partial-band-noise jamming increases to a cer-
tain proportion of the total number of channels, the bit error
rate (BER) of FH based wireless communications is relatively
large [8], [9]. When the available number of hopping channel
is small, the probability jammed by interfering users becomes
very high, thus severely downgrading the spectrum efficiency of
wireless communications [10]. With these limitations in mind,
it is highly demanded to achieve highly efficient anti-jamming
results for future wireless communications. How to guarantee
the reliability of wireless communications still is an open chal-
lenge [11], [12].

Recently, more and more academic researchers show their
interests in orbital angular momentum (OAM), which is an-
other important property of electromagnetic waves and a re-
sult of signal possessing helical phase fronts. There are some
studies on OAM in radio wireless communications [13]-[20].
The authors of [13] performed the first OAM experiment in
the low frequency domain and showed that OAM is not re-
stricted to the very high frequency range. Then, Cheng et al.
[14], [15], [17]-[19] started to apply OAM based transmis-
sion in radio wireless communications. Also, the OAM-based
vortex beams can be generated by designing coding metasur-
faces based on the Pancharatnam-Berry phase [21] and com-
bined with orthogonal polarizations to encode information of
the matesurfaces at the transmitter, thus reducing the infor-
mation loss [22]. In addition, the authors proposed the radio
system based OAM [23], vortex multiple-input-multiple-output
(MIMO) communication system [24], and OAM-embedded-
MIMO system [25] for achieving higher capacity without in-
creasing the bandwidth. The OAM-based vortex waves with
different topological charges are mutually orthogonal when they
propagate along the same spatial axis [26], [27], and thus can
carry a number of independent data streams within a narrow fre-
quency band. Also, we have studied the OAM-mode modulation
and OAM waves converging [28], [29].

From the generic viewpoint, OAM can be considered as line of
sight (LOS) MIMO because there are multiple antennas/array-
elements at the transmitter and receiver. However, there are
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some differences between OAM and MIMO. As compared
with MIMO in the conventional space domain, OAM pro-
vides a new mode domain. OAM is the mode multiplexing
technique in the field of vortex-electromagnetic beams while
MIMO is the spatial multiplexing technique in the field of plane-
electromagnetic beams [30]. Mode multiplexing utilizes the or-
thogonality of OAM beams to minimize interchannel crosstalk
and recover different data streams, thereby avoiding the use
of MIMO processing. However, each data stream is received
by multiple spatially separated receivers using MIMO spatial
multiplexing technique. As compared with the conventional
FH schemes in frequency domain, OAM, which provides the
angular/mode dimension for wireless communication, offers a
new way to achieve efficient anti-jamming results for wireless
communications.

Cano et al. [31]-[34] showed that OAM has the potential anti-
jamming for wireless communications. In the experiment [31],
any attempt to sample the OAM based vortex wave will be
subject to an angular restriction and a lateral offset, both of
which result in inherent uncertainty in the measurement. Thus,
the information encoded with OAM-modes is resistant to eaves-
dropping. Using the OAM to encode the data offers an inherent
security enhancement for OAM-based millimeter wave wire-
less communications [32]. Moreover, the OAM-mode division
multiplexing technique can provide high security for wireless
communications [34]. However, how to hop among different
OAM-modes for anti-jamming is still an open and challenging
problem.

To achieve efficient hopping performance for wireless com-
munications, in this paper we utilize the orthogonality of OAM-
modes for anti-jamming. First, we propose the mode hopping
(MH) scheme for anti-jamming within the narrow frequency
band. We derive the closed-form expression of BER for mul-
tiple users scenario with our developed MH scheme. Our de-
veloped MH schemes can achieve the same anti-jamming re-
sults within the narrow frequency band as compared with the
conventional wideband FH scheme. Furthermore, we propose
mode-frequency hopping (MFH) scheme, which jointly uses
our developed MH and the conventional FH scheme, for better
anti-jamming results. We also derive the closed-form expres-
sion of BER for multiple users scenario with our developed
MFH scheme, which can further significantly decrease the BER
of wireless communications. We conduct extensive numerical
results to evaluate our developed schemes, showing that our pro-
posed MH and MFH schemes are superior than the conventional
FH schemes.

The rest of this paper is organized as follows. Section II
gives the MH and MFH system models. Section III de-
hops OAM-mode, decomposes OAM-mode, and derives the
closed-form expression of BER for multiple users scenario
with our developed MH scheme. Based on the MH scheme,
Section IV derives the closed-form expression of BER for
multiple users scenario with our developed MFH scheme.
Section V evaluates our developed MH and MFH schemes,
and compares the BERs of our developed schemes with that
of the conventional FH scheme. The paper concludes with
Section VI.
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Fig. 1. The MFH system model. (a) Transmitter. (b) Receiver.

II. MFH SYSTEM MODEL

In this section, we build up the MFH system model (includ-
ing the MH system), an example of which is shown in Fig. 1.
The MH system consists of OAM-transmitter, mode synthesizer,
pseudorandom noise sequence generator (PNG), band pass fil-
ter (BPF), OAM-receiver, integrator, and low pass filter (LPF).
The MFH system adds two frequency synthesizers based on
the MH system. The OAM-transmitter and OAM-receiver can
be uniform circular array (UCA) antenna, which consists of NV
array-elements distributed equidistantly around the perimeter
of circle [35]. For the OAM-transmitter, the N array-elements
are fed with the same input signal, but with a successive delay
from array-element to array-element such that after a full turn
the phase has been incremented by an integer multiple [ of 27,
where [ is the OAM-mode and satisfies with —N/2 < [ < N/2.
We have K interfering users which may use the same OAM-
modes with the desired user, thus causing interference on the
desired user.

In our proposed system, one data symbol experiences U
OAM-mode hops or frequency hops. At the transmitter, the
mode/frequency synthesizer, which is controlled by PNG, se-
lects an OAM-mode or a range of frequency band. To de-hop
OAM-mode at the receiver, PNGs are identical to those used in
the transmitter. The integrator and low pass filter are used at the
receiver to recover the transmit signal.

A. MH Pattern

An example of MH pattern is illustrated in Fig. 2(a), where
the OAM-mode resource is divided into N OAM-modes and
the time resource is divided into U time-slots. For the MH
system, we denote by ¢; the duration of one time slot, which
is also called hop duration. We integrate OAM-mode and
time into a two-dimension time-mode resource block. Each
hop corresponds to a time-mode resource block. For the u-th
hop, we denote by [, (1 <u<U,—N/2<1l, <N/2) the
corresponding OAM-mode.

For comparison purpose, we also plot an example of FH pat-
tern in Fig. 2(b), where the frequency resource is divided into
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Fig. 2. The MH, FH, and MFH patterns. (a) MH pattern. (b) FH pattern.
(c) MFH pattern.

@ frequency bands and the time resource is divided into U
time-slots. As shown in Fig. 2(b), the frequency and time are
integrated to form a two-dimension time-frequency resource
blocks. Each hop corresponds to a time-frequency resource
block. We denote by ¢ (1 < ¢ < Q) the index of frequency band.
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For the ¢-th frequency band, we denote by F;, the correspond-
ing carrier frequency. For the u-th hop, we denote by f, (f. €
{F,...,F,,...,Fy}) the corresponding carrier frequency.

B. MFH Pattern

An example of MFH pattern is illustrated in Fig. 2(c), where
the OAM-mode resource is divided into N OAM-modes, the
frequency resource is divided into () frequency bands, and the
time resource is divided into U time-slots. A cube denotes a hop
with respect to the carrier frequency, OAM-mode, and time-
slot. Each hop is identified by the specified color. For the u-th
hop, the corresponding frequency band and OAM-mode are
fu (fu €{F,....F,,....,Foppand l, (-N/2 <1, < N/2),
respectively. We denote by « the index of hop.

As shown in Figs. 2(a) and (c), one data symbol carrying
different OAM-modes can be transmitted within U hops. For
each hop, the corresponding OAM-mode is one of N OAM-
modes controlled by PNG. Also, any interference to impact
the desired OAM signal should be with the same azimuthal
angle. However, being with the same azimuthal angle is a small
probability event. Thus, the desired OAM signal is resistant to
jamming caused by interfering users.

When the available frequency band is relatively narrow,
the conventional FH scheme cannot be efficiently used. How-
ever, our developed MH scheme can solve the problem men-
tioned above for anti-jamming without increasing the frequency
bands. Using our developed MH scheme, signal can be trans-
mitted using the new mode dimension within the narrow fre-
quency band, thus achieving efficient anti-jamming results in
wireless communications. On the other hand, when frequency
band is relatively wide, signal can be transmitted within the
angular domain and the frequency domain simultaneously by
using the MFH scheme, which jointly uses the MH scheme
and the FH scheme, to further achieve better anti-jamming
results than the conventional FH scheme. In addition, signal
can be encoded with orthogonal polarized bit and OAM mode
bit [22]. Our developed MH and MFH scheme can add or-
thogonal polarization parameter to achieve better anti-jamming
results.

In the following, we first study the MH system within the
narrow frequency band. Then, we investigate the MFH system
by jointly using our developed MH scheme and the conventional
FH scheme.

III. MH SCHEME

In this section, we propose the MH scheme and derive the
corresponding BER for our developed MH scheme. First, we
present the transmit signal of MH scheme and derive the channel
amplitude gain for UCA antenna based transceiver. Then, at the
receiver we de-hop and decompose OAM mode to recover the
transmit signal. Finally, we derive the BER of our developed
MH scheme to analyze the anti-jamming performance for MH
communications.
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A. Transmit Signal

For MH communications, we denote by ¢ the time variable.
The transmit signal, denoted by x;(u,t), for the desired user
corresponding to the u-th hop can be expressed as follows:

z1(u,t) =

where s(t) represents the transmit signal within a symbol du-
ration, ¢ is the azimuthal angle for all users, and ¢, (¢) is the
rectangular pulse function given by

1 if (uw—1)t, <t <uty;
eul(t) = ' (2)
0  otherwise.

s(t)e, (t — uth)ej”gl" , (1

We denote by £, the channel gain corresponding to the chan-
nel from the desired OAM-transmitter to the OAM-receiver for
the u-th hop, f;, ;. the channel gain corresponding to the channel
from the k-th (1 < k£ < K) interfering user’s OAM-transmitter
to the OAM-receiver for the u-th hop, sj(¢) the transmit sig-
nal for the k-th interfering user within a symbol duration, I, j
(—N/2 < 1, ;, < N/2) the hopping OAM-mode for the k-th in-
terfering user corresponding to the u-th hop, and n(u,t) the
received noise for the u-th hop. Then, the received signal, de-
noted by 7 (u, t), for the desired user corresponding to the u-th
hop can be obtained as follows:

ri(u,t)

= hy, w1 (u,t) +n(u,t)
+ Z hlu k k t t —_ ut} )ej‘plu k (3)

For UCA antenna based transceiver, the pathloss, denoted by
hg, can be given as follows [36]:
A om |d i |

[y . —— &)
T A |

where d denotes the position vector from the OAM-transmitter
to the OAM-receiver in free space, 7, denotes the position
vector from the n-th (1 < n < N) array-element of the OAM-
transmitter to the center of OAM-transmitter, 3 contains all
relevant constants such as attenuation and phase rotation caused
by antennas and their patterns on both sides, and X is the wave
length of carrier. Thus, the channel amplitude gain, denoted by
h;, from the OAM-transmitter to the OAM-receiver for the [-th
OAM-mode can be derived as follows [36]:

27 (n—1)
WA:v l

I PR
4 | d — |

n=1

27”1 ZTM Fn| i2m(no)
= E /8 J A 6'] N
47Td

L on Som|din | 2w (n-=1)
eI 5 P S A

4md f ’ )

where we have used | d — 7, |~ d for amplitudes and | d —
7 |~ d— | d- 7, | for phases [37].
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When N — oo, we have
N or |dein | 27 (n—1)
E el T el T !
n=1
Z i -M
_ ej R 51n9cob¢ej l
n=1
Neift (27 o o,
~ e - R sin 6 cos ¢ e ¥ ld(p
2T 0
e 27
= Nj'ed? J, [ ==Rsin® (6)
A’ 3

where R denotes the radius of the UCA antenna, 6 denotes the
included angle between the normal line of the transmit UCA
and the line from the center of the OAM-receiver to the center
of OAM-transmitter, and

27
_ 1 / ej(Tcoq(
2mi=t Jo

is the first kind Bessel function with order . Thus, the expression

of channel amplitude gain h; can be re-written as follows:

BANG !
4rd

Ji(2) #dy, @

o 2
h = e 1Tl g, <;Rsin0> . ®)
Based on (8), we can find that h; increases as the number of
array-elements increases.

B. Received Signal

Replacing [ by [,, and [, j, respectively, in (8), and substitut-
ing h;, and hy, , into (3) as well as multiplying r(u, t) with
el#l« | we can obtain the de-hopping signal, denoted by 7 (u, t),
for the u-th hop in (9)

71 (u,t) =17 (u,t)ej'*”l“ ) 9)

Our goal aims to recover the transmit signal for the desired
user. However, 7 (u, t) carries OAM-mode and thus needs to
be decomposed. Using the integrator, we can obtain the de-
composed signal, denoted by r}(u,t), specified in (10), as
shown at the top of the next page, where (-)* represents the
complex conjugate operation, 7n(u,t) represents the received
noise for the u-th hop after OAM-mode decomposition, and
D, C{1,2,...,K}.

Based on (10), we can calculate the signal-to-noise ra-
tios (SNRs) for the scenarios with [, # [, and signal-to-
interference-plus-noise ratios (SINRs) for the scenarios with
Ly = l,. We denote by Ej, the transmit power for each hop.
For the scenario with ,, ;; # [,,, the received instantaneous SNR,
denoted by v, , after OAM-mode decomposition for the u-th hop
can be expressed as follows:

2

- Eyhj,
= ——
U 0'12 )

(1)

where 012 is the variance of the received noise after OAM-

mode decomposition for the u-th hop corresponding to the [, -th
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1 2T ) N
' (u,t) = ﬂ/o 1 (u,t) (1) dyp

hlu S(t)S(t - Uth) + ’I:L(’U/, t)a lu,k 7é lu7
= (10

h, s(t)e(t —uty) + SO0 by, wesk(De(t — uty) + i(u ),  Log = Ly

U-V ;2 14 2
Ep (Zu 1 h + Zq =1 h )

Vs = (15)

U-v v .
ZuZI Ulzu + ZU:I (Zk:l Ehhzv.k +O-lgtk)

OAM-mode. Under the scenario with [,, # [, ;,, we assume the
average SNRs for each hop are the same. Thus, the average
SNR, denoted by (, can be expressed as follows:

hi,
C ELE h )
o,

where E(-) represents the expectation operation.

For the scenario with [,, , = [,,, we assume that there are V'
(1 <V <U) hops for the signal of desired user jammed by
interfering users. We also assume that there are corresponding
D, (1< D, <K,1<wv<YV) interfering users for the v-th
hop. The received instantaneous SINR, denoted by 4,,, with D,
interfering users after OAM-mode decomposition for the v-th
hop in MH communications can be derived as follows:

1 B,
oy = . , (13)
o2 + 0 Enl?

12)

where /; is the channel gain corresponding to the channel from
the desired OAM-transmitter to the OAM-receiver for the v-th
hop and can be obtained by replacing [ by I, in (8), h;  is the
channel gain corresponding to the channel from the 1nterfer1ng
users’” OAM-transmitter to the OAM-receiver for the v -th hop
and can be obtained by replacing [ by ZU & in (8), and on is the
variance of the received noise after OAM-mode decomposmon
for the v-th hop corresponding to the l,-th OAM-mode.

For the scenario with [,, , = [,,, the average SINR, denoted
by 6, with D, interfering users corresponding to the v-th hop
can be expressed as follows:

By 2

Su =K D, 2 2
Zk::l £y, hfl, K + O—iu

(14)

We employ the equal gain combining (EGC) diversity recep-
tion. Thus, the received instantaneous SINR, denoted by s,
for the desired user for U hops at the output of EGC diversity
reception can be obtained as in (15), shown at the top of this
page.

In the MH system, the complexity of MH receiver mainly de-
pends on OAM-receiver, mode synthesizer, integrator, and EGC.
The complexity of FH receiver mainly depends on receive an-
tenna, frequency synthesizer, and EGC. The complexity of mode
synthesizer in the MH system is similar to the complexity of fre-

quency synthesizer in the FH system. Also, the complexity of
EGC used in the MH system is similar to the complexity of
EGC used in the FH system. Although the FH receiver uses sin-
gle receive antenna, the MH system uses OAM-receiver based
UCA which can be considered as single radio frequency chain
antenna. In addition, the MH system adds a simple integrator.

C. Performance Analysis

To analyze the performance of our developed MH scheme,
we employ binary differential phase shift keying (DPSK) and
binary non-coherent frequency shift keying (FSK) modulation.
We introduce a constant denoted by p. If 4 = 1, it means that
we employ binary DPSK modulation. If x4 = 1/2, it implies
that we employ binary non-coherent FSK modulation. In ad-
dition, Nakagami-m fading can be used to analyze the system
performance in radio vortex wireless communications [38].

Then, we assume that the number of interfering users is L
(1< L<K)fora (0<a<YV) hops while the numbers of
interfering users for the other (V' — a) hops are different. We
denote by &7 the average SINR with L interfering users.

Then, we have the following Theorem 1.

Theorem 1: The average BER, denoted by P.(V,D,|U),
of MH scheme given V' hops jammed by corresponding D,
interfering users with Nakagami-m fading channel is given
by (16), shown at the top of the next page.

Proof: See Appendix VI. |

When V = U, a =0, and m = 1, (46) can be reduced to

U
w) = Z Muym

(17)
v=1
where
Oy

M, =TI =—=; 18a
1#11 (57, — 57' ( )
= # (18b)

Yu 1 — ngv .

Thus, when V' = U, a = 0, and m = 1, the PDF of ~, can be
reduced to

v e~ s/

-l M5

19)
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mU U-V -1 m(U-V)
m Zm:() Eulzl

S DD D

V—a-1
Pe (VY, Dle) _ + ZUI:O Zl—l th3—

mm U

U-VvV-—-1 m(U-V)
21:1:0 Zulzl

Zvl 0 Zz—l ZZZ:I
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212U-VIp e, T'[m (U —=V) —uy + vy + 2]
m m(U—=V)—u;+v+2
(V) D i (U = V) — iy + 1] (M T )
21720Q,, ¢, T (ma — uy + vy +2)
ma—uy+v;+2
5;“1 vty (ma —up + 1) (/J + m)
or,
212V, ey T (m — uz 4 vy + 2) 2> 1
m—uz+vi+2 ) =
$7u3+lf(m —uz+1) (,u—i— m)
Oy
2120-VIp, e, T'[m (U —V) —uy + vy + 2]
m m(U=V)—u;+v+2
¢mU=V)=uitID [m (U —= V) — uy + 1] (ﬂ + C)
212V W a0, T (M — uz + vy +2) B
s 1 m m—u3+v+2 ’ a=0.
61: ’ F(m_u3+1)(ﬂ+5)
‘ (16)

Then, when V = U, a = 0, and m = 1, the BER P, (V, D, |U)
can be reduced to

Pe(V,Dy|U)

o <1)2U1 i lf M?)F(Ul - l)cvl ( 57)
S \2 — Oy 1+ pé

vi+1
'U)

(20)

For the scenario with [,, # [, ; corresponding to U hops, we
assume that interfering users use different OAM-modes from
the desired user.

Then, we have the following Theorem 2.

Theorem 2: The average BER, denoted by P, (U), of MH
scheme for the scenario with [, # [,, ;. corresponding to U hops
is given by

F)= r2<lm2;> <mfu<>w

U— C o
z::c“] mU+vl)(m+MC) )

Proof: See Appendix VI. [ |

When the OAM-mode of interfering users is different from
that of the desired user in MH communications, the system is
equivalent to the single user system. Thus, the average BER of
single user system can be expressed as (21).

Then, we denote by F, the probability that the signal of de-
sirable user is jammed by an interfering user. Assuming that the
probability of an OAM-mode carried by transmit signal for each
hop is equal to 1/N in MH communications, the probability Py
is equal to 1/N for each hop. Thereby, the probability, denoted

2y

by p(U), for the scenario with [, # I, ;. corresponding to U
hops can be obtained as follows:

p(U) =

Also, we can calculate the probability, denoted by p(V|U),
given V hops jammed by interfering users for U hops as follows:

2o (e

V—fold

1157

Then, we can calculate the average BER, denoted by P, con-
sidering all possible cases in MH communications as follows:

(1 — Ry)KY (22)

V‘U )K(U*V)

(1P~ (23)

P, = )+ Zp VIU)P.(V,D,|U). (24

Substituting (16), (21), (22), and (23) into (24), we can obtain
the average BER for all possible cases in MH communications.

Observing the BER of MH scheme, we can find that the av-
erage SINR, the number of interfering users, the number of
OAM-modes, and the number of hops make impact on the
value of BER. Although the BER has complex form, we can
directly obtain some results. First, the BER monotonically in-
creases as the number of interfering users increases. Second, the
BER monotonically decreases as the average SINR increases.
Thus, increasing the transmit power and mitigating interfer-
ence can decrease the BER. In addition, the BER monotonically
decreases as the number of OAM-modes increases. Generally,
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hu, s(t)e(t — uty) cos® (2m fut + ) + u,t),  lug 7 lu; (28a)

rh(u,t) = % /027T 72 (u,t) (6]2“’1" ) dp = 21?"1 hi, wsk(t)e(t — uty) cos(2m fy ikt + vy 1) cosRmfyt + ) (28b)
+hy, s(t)e(t — uty) cos? 2 fut + ) + (u,t),  lyg =ly.

o, s(t)e(t — uth) + ilu, 1), fur # Furlus # L (292)

hy, s(t)e(t — uty) + nu,t), fuk = fuslug # lu; (29b)

ylet) = hy, s(t)e(t —uty) + n(u, t), Sue 7 fuslug = ly; (29¢)

h, s(t)e(t — uty) + i(u,t) + S50y he, gk (Be(t —uty,), fuk = fuslug =l (29d)

the number of OAM-modes mainly depends on the number
of array-elements used by the OAM-transmitter. Hence, in-
creasing the number of array-elements corresponding to the
OAM-transmitter can decrease the BER in the MH system.
Also, the BER monotonically decreases as the number of hops
increases. Thus, increasing the number of hops can decrease the
BER in the MH system.

IV. MFH SCHEME

For our developed MFH communications, the transmit signal,
denoted by x,(u,t), for the desired user corresponding to the
u-th hop can be expressed as follows:

a2 (u,t) = s(t)e(t — uty, el ¥l cos(2m fut + av, ), (25)

where o, (0 < a,, < 27) denotes the initial phase correspond-
ing to the u-th hop. We denote by f, ; the carrier frequency and
ay k(0 < @y < 2m) the initial phase distributed of the k-th
interfering user for the u-th hop, respectively. Thus, the received
signal, denoted by r;(u,t), for the desired user corresponding
to the u-th hop can be derived as follows:

TZ(uv t) = hl“ xZ(ua t) + TL('U,, t)

+Z hi, &Sk (t)e(t — uty )e”l” " cos(2m fu nt + Q)

(26)

Then, multiplying 75 (u, t) with e/# and cos(27 f, t + o, ), we
can obtain the de-hopping signal, denoted by 7 (u, t), for the
u-th hop as follows:

Fa(u,t) = 1y (u, t)el ¥ cos(2m fut + ay,). 27)

Using the integrator, we can obtain the decomposed signal,
denoted by 14 (u,t), specified in (28a) and (28b), shown at the
top of this page. Then, using the low pass filter after OAM-
mode decomposition, we can obtain the received signal, denoted
by y(u,t), for the desired user corresponding to the u-th hop
as (29a), (29b), (29¢), and (29d), as shown at the top of this
page. Clearly, there are four cases, which are described in the
following.

Case 1: If both OAM-modes and carrier frequencies of K
interfering users are different from that of desired user for each
mode/frequency hop, the received signal can be obtained as the

right hand of the (28a) and (29a). Thus, we can obtain that the
interfering signals can be entirely removed.

Case 2: If carrier frequencies of the K interfering users are
the same with that of desired user while OAM-modes of the K
interfering users are different from that of the desired user for
each hop, we can obtain the signal as the right hand of the (28a)
and (29b). Clearly, the interfering signals can also be entirely
removed.

Case 3: If the OAM-modes of K interfering users are the
same modes with that of desired user while carrier frequencies
of interfering users are different from that of the desired user for
each hop, the received signal can be expressed as the right hand
of (28b) and (29c¢). In this case, the integrator mentioned above
doesn’t work for interfering signals while the low pass filter can
filter out interfering signals.

Case 4: If both the carrier frequencies and OAM-modes of K
interfering users are the same with that of the desired user, the
received signal can be given as the right hand of the (28b) and
(29d). The integrator and low pass filter cannot cancel interfering
signals.

Observing the above four cases, we can know that the in-
terfering signals make impact on the performance of the MFH
system only when both the OAM-modes and carrier frequencies
of interfering users are the same with that of the desired user.
The interfering signals can be canceled by the integrator or low
pass filter for the first three cases. Only Case 4 degrades the
performance of system.

For Case 1, 2 and 3, the instantaneous SNR, denoted by p,,,
after OAM decomposition for the u-th hop in MFH communi-
cations, can be expressed as follows:

2
hl“ Eh,
Pu = 7
Qlu

(30)

where le denotes the variance of received noise after OAM
decomposition for the u-th hop in MFH communications.

For Case 4, the instantaneous SINR, denoted by o,,, with D,
interfering users after OAM decomposition for the v-th hop in
MFH communications, can be expressed as follows:

hlg Eh,

Ov = D, ’
QI%! + Zuﬁl Ehh%v.k

(€29
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where Qz

composmon corresponding to the v-th hop for Case 4 in MFH
communications.

In MFH communications, signal can be transmitted in both
angle/mode domain and frequency domain simultaneously by
jointly using MH and FH schemes. Thus, MH and FH are
mutually independent to each other. Hence, the processing
gain [39] of MFH scheme is the product of the processing gains
of FH scheme and MH scheme. We denote by G (which ap-
proximates to (Q) the processing gain of FH scheme. Given a fix
transmit SNR, the receive SNR of MFH scheme is G times that
of MH scheme. Thus, we can re-write (30) as follows:

is the variance of received noise after OAM de-

Pu = G'Yu- (32)
Also, we can re-write (31) as follows:
(G — 1)(22

QZ +Zu IE‘hh2 k

Based on (33), we can find that the received average SNR or
SINR of MFH scheme is always larger than that of MH scheme.
For Case 1, 2, and 3, the average SNR, denoted by &, can be
calculated as follows:

£ = GC. (34)

For Case 4, the average SINR, denoted by p,, with D, interfer-
ing users for the v-th hop can be derived as follows:

50w |G 3
@’U = v + D, - v
Ql% + Zu;l E’L hlgl k

(35)

Replacing D, by L in (35), we can obtain the average SINR,
denoted by p; , with L interfering users.

Similar to the analyses of the BER in MH communications,
the BER, denoted by P.(U), for U hops without interfering

users in MFH communications can be derived as follows:
21 20 mU
P/(U) = =
T(mU) \m + Gu¢

U-1
D

mmu+vn< (36)

G(¢ Yl
— m + Gu() '
We denote by p; the received instantaneous SINR for U hops at
the output of EGC diversity reception in MFH communications.

Then, we have

By (S0 02+ 2V 02 )
Yoot 8+ (Zkil Enh; , + Q,zk)

We denote by P! (V, D, |U) the average BER of MFH system
given V' hops jammed by corresponding D, interfering users
with Nakagami-m fading channel. Then, we can obtain the aver-
age BER P.(V, D,|U) in MFH communications as (38), shown
at the top of this page.

Then, we need to calculate the average BER, denoted by P/,
for all possible cases. We denote by P, the probability that
the signal of desirable user is jammed by an interfering user
in MFH communications. Since mode and frequency are two
disjoint events, the probability P; is equal to 1/(NQ). Thus, we
can obtain P! for all possible cases as (39), shown at the top of
the next page.

Observing the BER of MFH scheme, we can find that the
average SINR, the number of interfering users, the number of
OAM-modes, the number of available frequency bands, and the
number of hops impact on the BER. Although the BER has
complex form in the MFH system, we can also directly obtain
some results. First, the BER monotonically increases as the av-
erage SINR increases. Hence, increasing the transmit power and
mitigating interference can decrease the BER of MFH scheme.

ps = &)



7026

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 67, NO. 8, AUGUST 2018

pl-2U m mU GC¢ vy
1 — pHEU U-1 T(mU &6
(-p) s () St o) (e
K K K U 1 — pOE@-V) 1TV K pPi (1 — pyE-Do
+ |2 2Di=1 oot 2Dy =1 v (1-1) [T— AL (1-1)
- 2172U-VIp, e, T [m (U~ V) —uy + vy +2]
) U-V-1 m (U -V uy Cv 1 1
mMU Zm:o Zul(:l ) — m(U=V)—u;+v+2
(GO U=Vt 1D [ (U = V) =y +1] (e + & )
21720, ¢, T (ma — uy + vy +2)
1—1 ma uy Cv 2 1
+ZZ|:0 Zugazl st 1 — ma—uy+v;+2
o7 (ma —up + 1) (u+ %)
212V=aW, ey T (m — uz 4 vy 4 2)
V—a-1 V—a m vuztv 3 1 A
P; = +Z’L‘1:O Z’UZ] Zug:l ) — m—us+vi+2 ’ a 2 17 (39)
o -+ 1) (o 2)
N 21—2U m mU GC o
1 — pHKU U-1 T(mU GC
( 1) F(mU) <m+Gu() Em:()cl (m +U1> m+GNJC
K K K U 1 — pOE@-V) 1TV K pPi (1 — pyK-Do
+ |2 2D=1 2oDy=1 " 2Dy =1 v (1—-1) [1— p. ] (1-P)
v
, 122U0-V)p, ¢, T'[m(U—-V) — 2
mU U-V -1 ~—m(U-V) 2 uy Cv [m( ) up + vy + ]
m ZU[:O Zm:l — ) m(U—-V)—uj+v,+2
(GO W=Vt 1D [ (U = V) =y + 1] (+ & )
_ 2V Wsco, T (M — uz + vy +2)
V-1 |4 m vuz v 3 1
+Z’u1:O Zu:l Z’ltg:] - m—u3tv 2 s a=0.
o =+ 1) (n+ 2)

Second, the BER monotonically increases as the number of
interfering users increases. Also, the BER monotonically de-
creases as the number of OAM-modes increases. In addition,
the BER monotonically decreases as the number of available
frequency bands increases. Thus, increasing the number of fre-
quency bands can decrease the BER in the MFH system. More-
over, the BER monotonically decreases as the number of hops
increases in the MFH system.

In the MFH system, the complexity of MFH system mainly
depends on OAM-transmitter, mode synthesizer, frequency
synthesizer, OAM-receiver, integrator, and EGC. The OAM-
transmitter and OAM-receiver can be UCA antenna, which con-
sists of several array-elements distributed equidistantly around
the perimeter of receive circle. Since OAM signal can be trans-
mitted within one antenna which equips several array-elements
while using a single radio frequency chain, OAM-transmitter
and OAM-receiver based UCA can be considered as single ra-
dio frequency chain antenna. Mode synthesizer and frequency
synthesizer select an OAM-mode and a range of frequency, re-
spectively, to de-hop the received OAM signal. Similar to the
integrator in the MH system, integrator in the MFH system
can also decompose the received OAM signal. EGC reception
which has low complexity among existing receiver models, such
as maximal ratio combining, EGC, and selection combining,

is used for summing up the square of the signal with equal
probability, thus obtaining the received instantaneous SINR.
The complexity of FH mainly depends on transmit antenna, re-
ceive antenna, frequency synthesizer, and EGC. The complex-
ity of EGC used in MFH system is similar to the complexity
of EGC used in the FH system. Although the FH system uses
single transmit antenna and receive antenna, the MH system
uses OAM-transmitter based UCA and OAM-receiver based
UCA which can be considered as single radio frequency chain
antenna. Therefore, our developed MFH system and the con-
ventional FH system belong to the category of single radio
frequency chain. In addition, the MFH system adds a simple
integrator and two mode synthesizers. The complexity of mode
synthesizer is similar to the complexity of frequency synthesizer.

Since signal can be transmitted within the new mode dimen-
sion and the frequency dimension, our developed MFH scheme
can be used for achieving better anti-jamming results for various
interfering waveforms such as the wideband noise interference,
partial-band noise interference, single-tone interference, and
multitone interference. Thus, our developed MFH scheme can
potentially be applied into various scenarios, such as wireless
local area networks, indoor wireless communication, satellite
communication, underwater communication, radar, microwave
and so on.
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Fig. 3. The BERs of FH, MH, and MFH schemes using binary DPSK modu-
lation versus average channel SNR, respectively.
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Fig. 4. The BERs of our developed MH and MFH schemes using binary
DPSK modulation versus average channel SINR for multiple users scenario,
respectively.

V. PERFORMANCE EVALUATIONS

In this section, we evaluate the performances for our devel-
oped MH and MFH schemes and also compare the BERs of our
developed schemes with the conventional wideband FH scheme.
Numerical results for anti-jamming evaluated with different
mode/frqeucny hops, SINR, and different interfering users are
presented. In Figs. 3, 4, 5, 6, and 7, we employ binary DPSK
modulation to evaluate the BER of the systems. Figures 8 and 9
depict the effect of binary DPSK modulation and non-coherent
binary FSK modulation on the BER of our developed schemes.
Throughout the simulations, we set m as 1. The numerical re-
sults prove that our developed MH scheme within the narrow
frequency band can achieve the same BER as the conventional
FH scheme and our developed MFH scheme can achieve the
smallest BER among these three schemes.

A. BERs for Single User Scenario

Figure 3 shows the BERs of FH, MH, and MFH schemes using
binary DPSK modulation for single user scenario versus average
channel SNR with different hops, where we set U as 1, 2, and
4, respectively. Clearly, the BERs of FH and MH schemes are
the same with each other given a fixed hop number. The BER of
our developed MFH scheme is the smallest one among the three

Fig. 5.
MFH schemes using binary DPSK modulation, respectively.
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Fig.6. The BERs versus different number of interfering users and the available
number of OAM-modes using our developed MH and MFH schemes using
binary DPSK modulation, respectively.
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Fig. 7. The BER versus the available number of frequency bands and the
available number of OAM-modes with our developed MFH scheme using binary
DPSK modulation.

schemes. The BERs of the three schemes decrease as the average
channel SNR increases. Given the hop number, the BERs of our
developed MH and MFH schemes are very close to each other
in the low SNR region while the differences are widening in the
high SNR region. In addition, the BERs of the three schemes
decrease as U increases. What’s more, the curve of BER falls
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Fig. 8. The BER of our developed MH scheme versus average channel SINR
with binary DPSK and FSK modulation, respectively.
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Fig.9. The BER of our developed MFH scheme versus average channel SINR
with binary DPSK and FSK modulation, respectively.

much faster with higher number of U. For example, comparing
the BERs with the mode/frequency hops U = 2 and U = 4, we
can find that the BER of our developed MH scheme for single
user scenario decreases from 5.4 x 1073 to 1.3 x 10~ with
U = 4 hops when the average channel SNR increases from 5
dB to 10 dB. Also, the BER decreases from 4.0 x 1072 t0 6.0 x
10~3 with U = 2 hops. As SNR increases from 10 dB to 15
dB, the BER reduces by about 1072 with U = 4 hops and 10!
with U = 2 hops. As shown in Fig. 3, the BER of MH scheme
is smaller than that of the scenario with U = 1. Observing (21)
and (37), we have ¢/(m + u¢) = 1/(% + ) and G¢/(m +
Gu¢) = G/(* + Gp). Thus, for both MH and MFH schemes
the BER decreases as the average SNR increases. Since the
received SNR of MFH scheme is G times the received SNR
of MH scheme, the BER of MFH scheme is smaller than that
of MH scheme, which is consistent with the numerical results.
Obtained results verify that the anti-jamming performance of
our developed schemes can be better with the higher number of
hops and higher SNR. Also, MFH scheme can achieve the best
anti-jamming performance among the three schemes.
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B. BERs for Multiple Users Scenario

Figure 4 compares the BERs of our developed MH and MFH
schemes using DPSK modulation versus average channel SINR,
where we set the number of interfering users as 10, the available
number of FH as 5, available number of MH 10, and the number
of mode / frequency hops as 1, 2, 4, and 8, respectively. Given
fixed number of hops, the BER of our developed MFH scheme
is smaller than that of MH scheme in the average channel SINR
region for multiple users scenario. Only in low SINR region,
the BERs between MFH system and MH system are close to
each other. This is because the probability jammed by interfer-
ing users in the MFH scheme is smaller than that in the MH
scheme. Results prove that our developed MH scheme can be
jointly used with the conventional FH scheme to achieve lower
BER.

Figure 5 shows the BERs of FH, MH, and MFH schemes using
binary DPSK modulation versus the number of interfering users
with different hops for interfering multiple users scenario, where
we set average SINR as 10dB, and U as 1, 2, and 4, respectively.
As shown in Fig. 5, the BERs of FH, MH, and MFH schemes
for interfering multiple users scenario are in proportion to the
number of interfering users. As the number of interfering users
increases, the BERs of the three schemes increase until BERs
are very close to a fixed value. In addition, comparing BERs
of our developed MH scheme and MFH scheme, we can obtain
that the BER of MFH scheme is much smaller than that of
the MH scheme. Results coincide with the fact that the anti-
jamming performance of our developed MH and MFH schemes
are better with smaller number of interfering users. Moreover,
our developed MFH scheme can significantly improve the anti-
jamming performance.

Figure 6 shows the BERs of our developed MH and MFH
schemes using binary DPSK modulation versus the number of
interfering users and the number of OAM-modes, where we set
SINR as 10 dB, the number of OAM-mode hops as U = 2, and
the available number of FH as 5. We can obtain that the BERs
decrease as the number of OAM-modes increases and the num-
ber of interfering users decreases. This is because the number of
OAM-modes increases as the probability jammed by interfering
users decreases. The number of interfering users decreases as the
probability jammed by interfering users decreases, thus increas-
ing the received SNR. Moreover, the BER of our developed
MFH scheme is much smaller than the MH scheme. Results
prove that the probability of desired signal jammed by interfer-
ing user decreases as the number of OAM-modes increases and
the number of interfering users decreases, thus guaranteeing the
transmission reliability.

Figure 7 shows the BERs of our developed MFH scheme
using binary DPSK modulation versus the available number
of frequency bands and the available number of OAM-modes,
where we set the number of interfering users as 10, the number
of hops as 4, and the average channel SINR as 5 dB and 10
dB. The BER decreases as the available number of frequency
bands and the available number of OAM-modes increase. This is
because the probability that the signal of desired user is jammed
by interfering users decreases as the number of OAM-modes
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and frequency bands increase, leading to the downgrading of
corresponding BER. Figure 7 also proves that the BER decreases
as the average SINR increases.

C. Comparison Between Binary DPSK and FSK Modulations
for MH and MFH Schemes

Figure 8 compares the BERs of our developed MH scheme
using binary DPSK modulation and binary FSK modulation, for
the multiple users scenario versus the average channel SINR,
where we set the number of OAM-mode hops as 1, 2, 4, and 8,
respectively. The results in Fig. 8 show that the BER is smaller
of using binary DPSK modulation than that of using binary
FSK modulation. The BERs of using binary DPSK and FSK
modulation are close to each other in low SINR region while
the BER difference between binary DPSK and FSK modulation
increases in the high SINR region. This is because ¢/(m + ()
for MH scheme increases as o decreases. Therefore, the BER
corresponding to binary DPSK modulation (¢ = 1) is smaller
than that corresponding to binary FSK modulation (u = 1/2).
Clearly, the BER of the MH scheme using binary DPSK modu-
lation decreases as the number of hops increases.

Figure 9 shows the BERs of our developed MFH scheme us-
ing binary DPSK and BFSK versus the average channel SINR
for multiple users scenario, where we set the number of interfer-
ing users as 10, the available number of FH as 2, the available
number of MH as 10, the number of OAM-mode hops as 1, 2,
4, and 8, respectively. As shown in Fig. 9, we also can obtain
that the BER of MFH scheme using binary DPSK modulation is
smaller than that using binary FSK modulation. This is because
G(¢/(m + Gu() for MFH scheme increases as p decreases. Ob-
serving Figs. 8 and 9, the BERs of MFH scheme using binary
FSK modulation are larger than that of MH scheme.

VI. CONCLUSIONS

In this paper, we proposed the MH scheme which is expected
to be a new technique for anti-jamming in wireless communica-
tions. To evaluate the anti-jamming performance, we derived the
generic closed-form expression of BER with our developed MH
scheme. Since our developed MH scheme provides a new angu-
lar/mode dimension within narrow frequency band for wireless
communications, the anti-jamming results of our developed MH
scheme can be the same with that of the conventional wideband
FH schemes. Furthermore, we proposed MFH scheme to further
enhance the anti-jamming performance for wireless communi-
cations. We also derived the closed-form expression of BER
with our developed MFH scheme to analyze the anti-jamming
results. Numerical results show that our developed MH scheme
within the narrow frequency has the same anti-jamming results
as compared with the conventional wideband FH schemes and
that the BER of our developed MH scheme decreases as the
number of hops increases, the number of interfering users de-
creases, and the average channel SINR increases. Moreover,
our developed MFH scheme outperforms the conventional FH
schemes. In addition, our developed MH and MFH schemes us-
ing binary DPSK modulation can achieve better anti-jamming
results than those using binary FSK modulation.
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APPENDIX A
PROOF OF THEOREM 1

Given V hops jammed by corresponding D, interfering users,
the BER, denoted by P, (vs, V, D, |U), for U hops with EGC
reception at the receiver is given as follows [40]:

U-1
Py(ys, Vi D |U) =22 e i N ", q0t, (40)

1’1:0

where c¢,, is given by
U—v;—1
1 2U -1

v = — . 41
Co =3 > ( o ) (41)

7.72:0

For Nakagami-m fading, the probability density function
(PDF), denoted by p- (), can be expressed as follows:

B ,_ymfl m m “mi
Dy (7) - F(m) % € "y

where m is the fading parameter, T'(-) is Gamma function, -y rep-
resents the SINR of channel, and 7 represents the average SINR
of channel. Then, P, (V, D,|U) can be expressed as follows:

Pe(V,DT|U):/ / / Py(vs, V, Dy |U)
0 0 0
—_—

U-—fold

U-Vv |4 U-vV |4
l H DA, (’Yu) H Ds, (611)‘| H d’Yu H d5va

u=1 v=1 u=1 v=1

(43)

(42)

which is an U-fold integral. For convenience to calculate
P.(V,D,|U), we can express the right hand of (43) into an
integral. Thus, P.(V, D, |U) can be expressed as follows:

P.(V,D,|U) = / Py, V. Do |U)ps, (32)de, (44
0

where p.,, (75) is the PDF of ,. Based on the joint PDF, namely
M1YZ) py, () TIVZ 25, (6,)] in (43), we need to derive the
expression of p, (s).

Based on the PDFs of v, and d,,, we can calculate the charac-
teristic functions, denoted by ®,, (w) and ®,, (w), for ~, and
d,, respectively, with the Fourier transform as follows:

0= (7))

m m
%= ()

Since instantaneous SINR experiences Nakagami-m fading
and fadings on the U channels are mutually statistically indepen-
dent, instantaneous SINRs are statistically independent. Hence,
the characteristic function, denoted by @, (w), for v, in MH

(45a)

(45b)
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W
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(49)

mm U

m Wi
%U /pm 21—12: '

% d(jw), a=0.
uz=1 _ngv)mfﬂfrle (‘]w) a

communications can be obtained as follows: Thus, we can obtain the generic PDF of ~, as (49) shown at the

top of this page. When a > 1, the first term on the right hand of
B (49) can be derived as follows:
(@, ()" T @5, (w)

mU +joo (U=v) P
/ Z U 87j7lw"'d(jw)
U-v m m vV m m 46 271—3 oo / | (m _ jw<)7n(U7V)7u1+l

; wp=

I (5) D(5) @

P, (w) =

m(U=V)

Then, by using partial fraction decomposition algorithm, the

mUP — /—0-]00"‘ eVs? "
’ = Cm(va)fur‘rl x 2mj oo+ om(U=V)—ui+1 77"
(46) can be re-written as (47), shown at the top of this page

where P,,, Q),,, and W, are given as follows

(50)

In the integral part, 1/z approaches to 0 as Re(z) approaches to
1 qui-1 00. Using Cauchy’s theorem and Residue theorem [41], we can
P, = — mU=Vig, . obtain
bo(u = D (jw)ui! (m—=guc) () j o
w= 1 +joot+ T eYs? 1 eYs?
48 —_— —_— = — —_—
(48a) 27-‘-] oo+ - Zm(UfV)fu]«HdZ 27-[-]'/02777,(U7V)7ul+1dz’
1 dv! _— (51)
Qu, = (uy — D! d(jw)>—1 [(m—jwdy )" @, (w)] )
2 ' Jw=2 where C'is an open contour from initial point to negative infinity
(4L8b) on the real axis. According to the characteristics of Gamma
1 Jus—1 _ function [42], we have
Wvu - B —7 61; m(I)/‘ . )
7 (uz — D (jw)eaT [(m Jwoy) Vs (w)] - 1 o ’Y"[<U7V)7u]
jw:i - dz = S
Use)  2mj Jo e @VImweE

Cm(U - V) —u; + 1]’ (52)
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(55

where I'(+) is the Gamma function and given as follows:
CmU —=V)—u; +1]=[mU -V) —u +1]1.  (53)

Thus, (50) can be re-written as follows:

o m(U=V)
mmU +Jjoo P, ] .
u —JWYs (4
21y /joo MZ:I (m —ng)m(U7V)7u1+1e (]’LU>
m(U-V m (U—~V)—u,
—= (Z ) mmUPLL]E*’" ¥s /¢ ,Ys v (54)
—= <7rL(U7V)7u1+l F[m(U—V) —u 1}

Similar to the analysis above, the other terms on the right
hand of (49) also can be derived. Thus, the generic PDF of
corresponding to (49) can be re-written as (55), shown at the top
of this page. Then, substituting (40) and (55) into (44), we can
obtain the P, (V, D, |U) as (16).

APPENDIX B
PROOF OF THEOREM 2

For the scenario with [, # [, 1., the characteristic function of

s corresponding to U hops can be re-written as follows:

m mU
v = ()

Thus, the corresponding PDF with Nakagami-m fading for
can be re-written as follows:

mU _mU-1
m ol
Pry, (75) = (g) >

T'(mU) c
Then, P, (U) for the scenario with [, # I, ; can be obtained
as (21).

(56)

_m7s

(57
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