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Abstract—In recent years, there has been a great deal of interest
in the development of fault detection and isolation (FDI) techniques
because they have been found to be important in road transport sys-
tems to ensure safe operation, reliability, and maintainability. Ac-
tive suspension systems (ASSs) play an important role in passengers
vehicles, especially in autonomous vehicles, because they can adapt
based on the information provided by on-board sensors, thereby
improving passengers’ comfort and safety. However, the possible
occurrence of faults in critical components, such as actuators and
sensors requires robust fault diagnosis schemes to ensure good sys-
tem performance and reliability. Numerous investigations exist on
identification and estimation of sensor and actuator faults in ASSs,
but faults in both types of components are never considered. This
article proposes a new fault diagnosis scheme that allows integrated
detection and estimation of actuator and sensors faults in ASSs. The
proposed methodology uses two unknown input observers (UIOs)
to estimate actuator faults and sensor faults separately. To avoid
coupling between the estimations, it is also proposed a switch OFF
mechanism for the actuator so that the coupled deflection sensor
and actuator faults can be distinguished and isolated. Finally, signal
flags are generated to distinguish the faulty suspension component
and refine the UIO estimations.

Index Terms—Active suspension, actuator fault estimation, fault
diagnosis, sensors faults estimation, unknown input observer
(UIO), vehicle safety.

I. INTRODUCTION

FAULT detection and isolation (FDI) techniques have gained
considerable attention in recent years as they have been

shown to play a vital role in many real-world systems and
industries, improving safety and extending equipment lifetime.
The main purpose of the FDI techniques is to detect when there
exists some fault [fault detection (FD)], and then to determine
the location of the fault [fault isolation (FI)], so that some action
can be taken to eliminate or minimize its effect [fault tolerant
control (FTC)] [1].
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The suspension system plays an important role in a vehicle be-
cause it influences both the comfort and safety of passengers [2].
To overcome the limits of traditional passive suspensions, more
advanced technologies consisting of controlled suspensions,
such as active and semi-active ones, have been researched for
decades. These suspension systems offer better performance
regarding ride comfort and road holding [3], [4], [5], [6], [7], [8]
as they can adapt to the situation using the information provided
by on-board sensors and perform vibration suppression. Ju-
risch [9] lists the potential of active suspension for autonomous
vehicles (AVs), which are becoming increasingly prominent in
our society. Many control approaches have been used to design
controllers for both active and semi-active systems, such as H∞
control or linear quadratic regulator control [10], [11], [12],
[13], [14], [15]. Nowadays, the use of model predictive control
(MPC) is experiencing a significant increment due to its ability
to predict the future behavior of the controlled system and to
handle constraints on inputs, states, and outputs [16], [17].

The effectiveness of control over the suspension system relies
on the performance of the sensors and actuators. However, when
working with real systems, it is unavoidable that faults occur on
these components [18], affecting the operation of the controllers
and the performance of the suspension system [19]. For that
reason, extensive research works focus on FTC methodologies
to design controllers for suspension systems that ensure the
stability and safety of the vehicle. Some FTC designs are robust
to faults but do not have any information about the fault [20],
[21], [22], resulting in limitations in their performance. A more
active perspective consists of designing controllers that use the
estimation of the faults, [fault estimation (FE)] to carry out
their control task [23], [24]. Using FDI and FE techniques,
faults can be detected and estimated. Hardware redundancy
approaches use duplicated sensors to detect faults with a high
level of accuracy and stability but the need for more components
increases the space required and the cost. Analytic redundancy
methods [25], [26], [27] use information about the inputs and
outputs of the system by knowing the relationship between
them from the dynamics of the system when it is operating
without any fault. Residual techniques use this relationship to
detect faults when the value of the defined residuals exceeds
the value of a predefined threshold [28], [29], [30], [31]. Other
studies use model-based observers to estimate the value of the
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fault [32], [33], [34]. In [35] and [36], a robust unknown input
observer (UIO) is used to estimate faults in the actuators of
a semi-active suspension. The use of a bank of observers is a
common approach to detect faults as it can be seen in [37],
where a bank of sliding mode observers is used to detect faults
in sensors of a full suspension system while in [38] and [39]
bank of extended and unscented Kalman filters is used for the
same purpose. The H∞ approach is also used to design robust
observers for FD in suspension systems in [40] and [41] so that
the close-loop effect of the disturbances over the estimations are
minimized following the H∞ criteria. In [42], observers based
on genetic algorithms (GAs) have been also used to detect faults
in suspensions.

However, all the mentioned works can only detect and/or
estimate either sensor faults or actuator faults, but never in both.
In addition, the effects of sensor and actuator faults are coupled in
an active suspension system (ASS) because a fault in the actuator
will affect the sensor signal and thus the strong detectability
condition is not satisfied [43], [44], leading to situations in which
the origin of the fault cannot be identified. This implies that
a component can be identified as faulty when the actual fault
comes from a different component, resulting in poor system
performance or even causing system instability. This highlights
the need to design a methodology to detect or estimate faults in
any of the sensors and actuators of the ASS.

Motivated for the aforementioned reasons, in this article, a
novel methodology based on UIO is proposed to detect and
estimate faults in both sensors and actuator found in series-
production vehicles. Since deflection sensor faults and actuator
faults have similar effects on the UIOs estimations, they cannot
be distinguished by means of them. To handle the coupling issue,
it is proposed to perform a momentary shutdown of the actuator
to check if the fault persists and to distinguish the origin of the
fault. Once the fault is isolated, a detection flag is generated so
that the faulty component can be identified, always under the
assumption that no more of one fault can occur at the same time.
Finally, the detection flag is used to correct the values of the
estimations performed by the UIOs.

Specifically, the main contributions of this work are as fol-
lows.

1) A new methodology is proposed for the estimation of
both actuator and sensor faults for an ASS by using two
robust UIOs based on the H∞ criteria in order to present
robustness against road disturbances.

2) Using the estimation of the UIOs, FD flags are generated
using a new proposed switch off mechanism of the actua-
tor. In this way, coupled faults can be distinguished.

3) The generated detections flags are used to refine the es-
timations of the UIOs in order to avoid false estimations
due to coupling between actuator and sensor faults using
a new proposed estimation logic masking system.

Finally, the proposed methodology is validated in both a
quarter suspension vehicle model and a complex vehicle model
in CarSim.

The rest of the article is organized as follows: in Section II,
the formulation of the problem is presented as well as the quarter
vehicle model used for the design of the observers. In addition,

Fig. 1. Quarter vehicle model representation.

the detectability conditions for the ASS faults are described in
this section. The novel fault diagnosis scheme, the derivation of
the robust UIOs and the flag generation for the FD are presented
in Section III. To prove the operation of the designed fault
diagnosis scheme, simulations are carried out considering two
system plants: 1) a quarter suspension vehicle model in Matlab
and 2) a 27-DoF vehicle model from CarSim, Section IV. Finally,
Section V concludes this article.

Notation: In this article, “�” represents the transpose operator
and “�” stands for a symmetric term in a matrix, X � 0 states
that matrix X is positive definite. If the dimensions of matrices
are not indicated, they are supposed to have compatible dimen-
sions.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. ASS Model

In this article, a linear quarter-vehicle suspension model [45]
is used for the design of the controller and the FDI problem as
depicted in Fig. 1.

The equations that determine the dynamics of the model
shown in Fig. 1 are as follows:

msz̈s(t) = − ks(zs(t)− zu(t))

− cs(żs(t)− żu(t)) + u(t)

muz̈u(t) = ku(zu(t)− zr(t)) + cs(żs(t)− żu(t))

− u(t)− ku(zu(t)− zr(t))

− cu(żu(t)− żr(t)) (1)
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where zs(t) and zu(t) are the displacement of the sprung mass
and unsprung mass, respectively; zr(t) is the road profile over
time; u(t) is the control force input of the actuator; ks and ku
are the stiffness of the suspension spring and tire, respectively;
cs and cu are the damping coefficient of the suspension and tire,
respectively; and ms and mu are the sprung and unsprung mass,
respectively. Equation (1) is expressed in state-space form as

ẋ(t) = Ax(t) +Bu(t) +Bωω(t)

y(t) = Cx(t) +Du(t) +Dωω(t) (2)

where

A =

⎡
⎢⎢⎣

0 0 1 −1
0 0 0 1

− ks

ms
0 − cs

ms

ks

ms
ks

mu
− ku

mu

cs
mu

− (cs+cu)
ms

⎤
⎥⎥⎦ , Bu =

⎡
⎢⎢⎣

0
0
1
ms

− 1
mu

⎤
⎥⎥⎦

Bω =

⎡
⎢⎢⎣

0
−1
0
− cu

mu

⎤
⎥⎥⎦ , C =

⎡
⎢⎣

1 0 0 0

− ks

ms
0 − cs

ms

ks

ms
ks

mu
− ku

mu

cs
mu

− (cs+cu)
ms

⎤
⎥⎦

D =

⎡
⎣ 0

1
ms

− 1
mu

⎤
⎦ , Dω =

⎡
⎣ 0

0
− cu

mu

⎤
⎦ (3)

and x(t) = [Δz(t) Δzt(t) żs(t) żu(t) ]
� is the state vector

of the system consisting of suspension deflection (Δz(t) =
zs(t)− zu(t)), tire deflection (Δzt(t) = zu(t)− zr(t)), sprung
mass velocity, and unsprung mass velocity, respectively. The
disturbance input caused by road irregularities is denoted as
ω(t) = żr(t). The measurements given by the sensors are y(t) =
[Δz(t) z̈s(t) z̈u(t) ]

�, where the suspension deflection can
be measured using a linear variable differential transformer and
the vertical acceleration of sprung and unsprung mass can be
measured using accelerometers [46]. System in (2) is discretized
as follows:

x(k + 1) = Adx(k) +Bdu(k) +Bd,ωω(k)

y(k) = Cx(k) +Du(k) +Dωω(k) (4)

where

Ad = I + TsA, Bd = TsB, Bd,ω = TsBω

and Ts is the sample time.

B. Active Suspension Model With Sensor and Actuator Faults

In this study, the faults considered in both sensors and actua-
tors are additive [31]. The state-space model described in (2) is
rewritten including the faults in sensors and actuators as

ẋ(t) = Ax(t) +Bu(t)

+Bωω(t) +Bfa(t)

y(t) = Cx(t) +Du(t)

+Dωω(t) +Dfa(t) + fs(t) (5)

where fs = [fΔz
fz̈s fz̈u ]

� represents the sensors faults and
fa represents the actuator fault.

C. Detectability Analysis of Simultaneous Actuators and
Sensor Faults in ASS

In order to know whether it is possible to detect all potential
faults in the system, which are unknown system entries, it
is necessary to check the conditions of strong and strong(∗)

detectability [47], [48]. These conditions establish the necessary
requirements for estimating the states and the unknown inputs
of the dynamic system. Redefining the system in (5) using
f(t) = [fa(t) f�s (t) ]� leads to

ẋ(t) = Ax(t) +Bu(t) +Bωω(t) +Bf(t)

y(t) = Cx(t) +Du(t) +Dωω(t) +Df(t) (6)

where

B =
[
B 0

]
, D =

[
D I

]
. (7)

Definition 1 (see[47]): The system (6) is strong detectable
if y(t) = 0 for t ≥ 0 implies limt→+∞ x(t) = 0 for any given
initial state x(0) and fault f(t) = [fa(t) f�s (t) ]�. Strong de-
tectability conditions correspond to the minimal-phase condi-
tion.

Definition 2 (see[47]): The system (6) is strong(∗) detectable
if limt→+∞ y(t) = 0 implies limt→+∞ x(t) = 0 for any given
initial state x(0) and fault f(t) = [fa(t) f�s (t) ]�.

Theorem 1 (see[47]): The quadruple (A,B,C,D) of the
system (6) is strong and strong(∗) detectable if and only if:

1) The following rank match condition is satisfied for
(A,B,C,D):

rank

([
CB 0 D I
D I 0 0

])
= rank

([
D E

])

+ rank

([
B 0
D I

])
. (8)

2) Minimum-phase condition is satisfied for (A,B,C,D)

rank

([
sI −A −B 0

C D I

])

= n+ rank

([
B 0
D I

])
(9)

where n is the number of states of the system, s ∈ C and
Re(s) ≥ 0.

Both conditions of Theorem 1 are satisfied if and only if [43]

nfa + nfs ≤ m (10)

where m is the number of measurements, nfa is the number of
actuator faults, and nfs is the number of sensor faults. As in the
considered case, all sensors are susceptible to being faulty, con-
dition (10) cannot be satisfied, and thus the system (6) does not
satisfy the requirement of strong and strong(∗) detectability and
there exists a coupling between faults. Therefore, no observer or
residual generator allows the detection or estimation of all the
system faults. For this reason, in this work, a new methodology

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 



4 IEEE TRANSACTIONS ON RELIABILITY

Fig. 2. Proposed fault diagnosis methodology for an ASS.

based on two separate UIOs is proposed to address the issue
of detecting and estimating faults in both the actuator and the
sensors of an ASS.

III. NOVEL FAULT DIAGNOSIS METHODOLOGY

This section describes the proposed fault diagnosis method-
ology for simultaneous actuator and sensor faults detection and
estimation for an ASS. First, two separate observers for the
estimation of the actuator and sensor faults are designed. Then,
the coupling between faults estimation problem is described and
the switch OFFmechanism is presented. Finally, the FD flags
are generated and the detection logic masking system decides
whether the estimation given by the UIO is valid, thus avoiding
possible false negatives due to coupling between faults. The fault
diagnosis methodology for the ASS is depicted in Fig. 2.

The proposed methodology has been developed under the
following assumptions.

1) Only additive or bias faults are considered for both the
actuator and the active suspension sensors, attempting to
represent abrupt and incipient faults, f̈ = 0 [49].

2) Due to the extremely low probability of two simultaneous
faults occurring, it is assumed that only a single component
may be faulty at any given time during the operation,
whether it is the actuator or a sensor.

A. UIO Design for Sensors Faults Estimation: UIO-SF

As mentioned in Section II-C, both sensor and actuator faults
cannot be estimated using a single observer for this system, as the
number of measurements is lower than the number of potential
faults (10). For that reason, in order to have an estimation of actu-
ator and sensor faults, two different UIO are proposed, using one
for the estimation of sensor faults (UIO-SF) and the other one for

the estimation of actuator faults (UIO-AF), satisfying in this way
the conditions in (10). From (5), and expanding the state vector to
consider fs and its derivative xs(t) = [x�(t) ḟ�s (t) f�s (t)]

�,
it leads to

ẋs(t) = Adxs(t) +Bdu(t) +Bd,ωω(t)

y(t) = Cxs(t) +Du(t) +Dωω(t) (11)

where

A =

⎡
⎣A 0 0
0 0 0
0 I 0

⎤
⎦ , B =

⎡
⎣B0
0

⎤
⎦ , Bd,ω =

⎡
⎣Bω

0
0

⎤
⎦

C =
[
C 0 I

]
. (12)

For the design of the UIO-SF, the system in (11) is discretized
as follows:

xs(k + 1) = Adxs(k) +Bdu(k) +Bd,ωω(k)

y(k) = Cx(k) +Du(k) +Dωω(k) (13)

where

Ad = I + TsA, Bd = TsB, Bd,ω = TsBω

and Ts is the sample time. The UIO dynamics for the estimation
of xs(k) is

zs(k + 1) = Rszs(k) +Xsu(k) +Ks(y(k)−Du(k))

x̂s(k) = zs(k) +Hs(y(k)−Du(k)) (14)

where zs is the state vector of the observer and Rs, Xs, Ks, and
Hs are the matrices of the observer to be found and x̂s(k) is the
estimation of xs(k).
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By defining the estimation error as

e(k) = xs − x̂s (15)

and using (14), e(k) can be expressed as

e(k) = xs(k)− x̂s(k)

= (I −HsC)xs(k)− zs(k)−HsDωωk. (16)

By taking the derivative of the error we get

e(k + 1) = (I −HsC)xs(k + 1)

− zs(k + 1)−HsDωω(k + 1). (17)

Using (11) into (17) we obtain

e(k + 1) = (I −HsC)(Axs(k) +Bu(k) +Bωω(k))

− (Rszs +XsBu(k) +Ks(y(k)−Du(k)))

−HsDωω(k + 1). (18)

By defining Ks = Ks,1 +Ks,2 and Ns = I −HsC and us-
ing (16), the estimation error e(k + 1) can be expressed as

e(k + 1) = NsAxs(k) + ((NsB −Xs)u(k)

+Ns(Bω −Ks,1Dd)ω(k))

−Rszs(k)−Ks,1Cxs(k)

−Ks,2(y(k)−Du(k))

−HsDωω(k + 1). (19)

By imposing the following conditions:

Rs = NsAd −Ks,1C

Xs = NsBd

Ks,2 = RsHs

Ks = Ks,1 +Ks,2 (20)

one can get (19) reduced to

e(k + 1) = (I −HsC)A−Ks,1C)e(k)

+ (NsBω −Ks,1Dd)ω(k)−HsDωω(k + 1).
(21)

It can be seen that if conditions in (20) are satisfied, the error
dynamics is only influenced by the external input perturbances
ω(k) and ω(k + 1). To deal with these perturbances, a new
perturbation vector is defined as

d(k) =

[
ω(k)

ω(k + 1)

]
(22)

and the expression (21) can be rewritten as

e(k + 1) = (NsA−Ks,1C)e(k) +Wd(k) (23)

where

W =
[
NsBω −Ks,1Dd −HsDω

]
. (24)

The design of the observer must reduce the influence of the
disturbances caused by road irregularities into the estimation

error by an attenuation index γ to minimize

||e||22 < γ2||d||22. (25)

Theorem 2: Given the matrices Rs, Xs, Ks, and Hs of the
appropriate dimensions, there exists an UIO of the form shown
in (14), which is asymptotically stable and guarantees the H∞
performance described in (25) if there is a matrix P = P� � 0,
Q and Y such that

Proof: By choosing a Lyapunov function of the form

V (k) = e�(k)Pe(k) (27)

where P = P� � 0 to satisfy V (k) > 0 and V (k + 1)−
V (k) < 0 must be hold for the system to be asymptotically
stable. To achieve stability and guarantee the H∞ condition in
(25) with a performance index γ, the following inequality must
be hold:

e�(k + 1)Pe(k + 1)− e�(k)Pe(k) + e�(k)e(k)

− d�(k)γ2d(k) < 0. (28)

Using (21), the inequality (28) can be rewritten in LMI form as[
Υ− P + I �

W�P (NsA−Ks,1C) −γ2I +W�PW

]
≺ 0 (29)

where Υ = (NsA−K1,sC)�P (NsA−K1,sC). Applying
Schur’s complement and using (20) and (24) and defining
Q = PK1,s and Y = PHs we get (26) shown at the bottom
of next page, and the proof is concluded. �

The gains of the objective controller are found by solving the
minimization problem

minγ2

subject toP = P� � 0, (26). (30)

Finally, using (20) the matrices of the observer can be found.

B. UIO Design for Actuator Fault Estimation: UIO-AF

The procedure for estimating actuator fault is the same as the
UIO-SF. In this case, the expanded state vector contains the actu-
ator fault fa and its derivative xa(t) = [x�(t) ḟa(t) fa(t)]

�

the system is

ẋa(t) = Ãxa(t) +Bu(t) +Bωω(t)

y(t) = C̃axa(t) +Du(t) +Dωω(t) (31)

where

Ãd =

⎡
⎣Ad 0 Bd

0 0 0
0 I 0

⎤
⎦

C̃a =
[
C 0 D

]
.

After applying the Euler method as in (13), the observer
dynamics for the estimation of the states of (31) are

za(k + 1) = Raza(k) +Xau(k) +Ka(y(k)−Du(k))

x̂a(k) = za(k) +Ha(y(k)−Du(k)) (32)
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TABLE I
DETECTION OF UIOS TO FAULTS

where za is the state vector of the observer and Ra, Xa, Ka,
and Ha are the matrices of the UIO to be found. Using the same
procedure as in Section III-A and Theorem 2, the matrices of the
observer in (32) can be found so that the stability of the observer
is guaranteed with a performance index γa.

C. Deflection Sensor and Actuator Fault Coupling

Although two UIOs are designed in order to estimate sepa-
rately the sensor and the actuator faults, there exists a problem of
coupling between the observers. As the UIO-SF only considers
that the system is solely subject to sensor faults, it will be
considered a sensor fault when an actuator fault occurs. The same
happens for the UIO-AF, it considers sensors faults as actuator
faults. This phenomenon is summarized in Table I, where the
sensibility of the observers to the faults is shown.

It can be appreciated that both fz̈s,UIO and fz̈u,UIO can be
isolated by only considering the estimations made by the UIO-
SF. However, the same does not apply to fa,UIO and fΔz,UIO

as they are coupled: the UIO-SF considers fa as a deflection
sensor fault and the UIO-AF considers fΔz,UIO as an actuator
fault. To solve this issue, a switch OFFdetector is proposed: when
the estimation given by the UIO-SF f̂Δz,UIO, which is sensitive
to both fa,UIO and fΔz,UIO, exceeds a predefined threshold,
the actuator is switched OFFby setting a trigger signal to 1 as
depicted in Fig. 2. In order to determine the origin of the fault,
the actuator is disconnected so that the possible fault caused
by it do not longer affect the system. In this way, if the fault
estimation persists above the threshold value once the actuator
is switched OFF, it means that the fault comes from the sensor
and the flag signal flagΔz,pre is triggered. Otherwise, the fault is
coming from the actuator. In this case, flagΔfa ,pre is triggered.
The activation of the switch OFFmechanism depends on the
estimation f̂Δz,UIO, which is provided by UIO which is robust
to road the system disturbances. This estimation must be held
above a predefined threshold for a specific time to activate the
switching OFFmechanism, thus preventing false positive caused
by road disturbances. By switching OFFthe actuator, the suspen-
sion becomes a passive suspension, which is stable and thus
there is no danger that the system will become unstable. The
complete process is described in detail in Fig. 3. In order to treat

Fig. 3. Switch OFFmechanism scheme.

noisy signals, the fΔz,UIO signal is used after being smoothed
out using a sliding window technique.

D. Flag Generation for FD

Once the fault is identified, the flags for the faults
detection are generated using the outputs of the UIOs
(f̂a,UIO, f̂Δz,UIO, f̂z̈s,UIO, f̂z̈u,UIO) and the flags given by the
switch OFF mechanism flagΔz,pre,flagfa,pre, as detailed in Al-
gorithm 1.

To avoid false positives in the flags that indicate whether a fault
occurs, an exponential moving average algorithm (EMA) [50]
is applied to these signals, so that the results are more robust
against false positives and avoids rapid and repeated changes in
the detections, (33). Since the value of EMA is not boolean, the
corresponding flag will be set to 1 if the EMA value exceeds
a predefined upper threshold, to 0 if it falls under a predefined
lower threshold and remains unchanged in the dead zone be-
tween the thresholds, see Fig. 4.

EMAj,t = αjflagj,t + EMAj,t−1(1− α)

for j = fa, fΔz
, fz̈s , fz̈u (33)

flagj,t =

⎧⎨
⎩

1 for EMAj,t > εupper,j

0 for EMAj,t < εlower,j

flagj,t−1 otherwise

for j = fa, fΔz
, fz̈s , fz̈u (34)

where εupper,j and εlower,j are the upper and lower threshold for
the EMA, respectively.

E. Fault Estimation Correction

From the observers described above, an a priori es-
timation of the faults is obtained, f̂UIO = [f̂a,UIO f̂Δz,UIO

f̂z̈s,UIO f̂z̈u,UIO]
�. As the estimation faults will be coupled, it

⎡
⎢⎢⎣

−P + I � � �
0 −γ2I � �
0 0 −γ2I �

PA− Y C A−QC PBω − Y C Bω −QDT
d −Y Dω −P

⎤
⎥⎥⎦ ≺ 0. (26)
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Algorithm 1: Generation of Flags for Fault Detection.

Require: f̂a,UIO, f̂Δz,UIO, f̂z̈s,UIO, f̂z̈u,UIO,
flagΔz,pre, f lagfa,pre;

Ensure: flagfa , flagfΔz
, flagz̈s , flagz̈u ;

flagfa ← 0;
flagfΔz

← 0;
flagz̈s ← 0;
flagz̈u ← 0;
while k �= Ntotalsamples do

if f̂z̈s,UIO(k) ≥ εz̈s then
flagfz̈s (k)← 1

else
flagfz̈s (k)← 0

end if
if f̂z̈u,UIO(k) ≥ εz̈u then

flagfz̈u (k)← 1
else

flagfz̈u (k)← 0
end if
if f̂Δz,UIO(k) ≥ εΔz

& flagΔz,pre then
flagfΔz

(k)← 1
else

flagfΔz
(k)← 0

end if
if f̂fa,UIO(k) ≥ εfa & flagfa,pre(k) then

flagfa(k)← 1
else

flagfa(k)← 0
end if
k ← k + 1;

end while

is necessary to only consider the estimation result using the
detection of the corresponding fault as depicted in Fig. 2. Thus,
the final estimation of the faults f̂ = [ f̂a f̂Δz

f̂z̈s f̂z̈u ]
� is

calculated as

f̂ = Kf̂UIO (35)

where K is the masking system matrix defined as follows:

K =

⎡
⎢⎢⎣

flagfa 0 0 0
0 flagΔz

0 0
0 0 flagz̈s

0
0 0 0 flagz̈u

⎤
⎥⎥⎦ . (36)

F. MPC-Based Active Suspension Control

The ASS is controlled using a model predictive controller,
which control law is defined as follows:

u(k +N |k) = F (k)x(k +N |k) (37)

where N is the finite horizon of the MPC, u(k +N |k) is the
control input force for the next N time instants of the actuator to
the system, and F (k) is the control gain to be found by solving

Fig. 4. EMA performance.

the cost function minimization problem

J(k) =

N∑
i=0

(
ż�s (k + i|k)Qżs(k + i|k)

+u�(k + i|k)Ru(k + i|k)) (38)

where Q and R are the weighting matrices to design. The
objective is to minimize the cost function in (38) subject to
the maximum allowable applied force of the actuator and the
maximum deflection that the suspension can withstand due to
its physical limitations. The optimization problem to solve is
described in (39).

In this work, the offline MPC approach is used as in [16] to
calculate the feedback gain F (k) offline and reduce the online
calculations significantly⎧⎨

⎩
minF (k)J(k)
subject to:
|u(k)| < umax, |xs − xu| < Δzmax

(39)

As the states of the model cannot be measured directly, the
estimations of the states given by the UIO-SF are used. The
state estimates provided by the UIO-SF are chosen to feed the
controller over UIO-AF because it takes into account measure-
ment faults to correct the state estimations, while the UIO-AF
is sensitive to these, resulting in poor state estimates.

IV. RESULTS AND DISCUSSION

In this section, the proposed fault diagnosis methodology is
tested to prove its effectiveness via simulation using MATLAB
and CarSimsoftware, a vehicle dynamics simulation software
extensively used by automotive companies and universities re-
search labs. Initially, the simulation is conducted using MAT-
LAB, where the vehicle plant is equivalent to the model used
for the design of the UIOs, a 2-DoF vehicle model. Afterward,
simulations on a 27-DoF vehicle model plant in CarSim are
carried out in order to prove the effectiveness of the methodology
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TABLE II
DEFINITION OF PARAMETERS OF THE ASS

TABLE III
THRESHOLD VALUES

Fig. 5. Road profile scenario I.

on a full suspension vehicle model, which is different from the
quarter suspension model used for the design of the UIOs.

A. Case A: Quarter Suspension Vehicle Model

The characteristics of the linear quarter car model in (1) are
described in Table II.

The model simulation is carried out at a frequency of 100 Hz.
Abrupt faults in sensors and actuators are considered, see Fig. 8.

To estimate the fault values, UIO-SF and UIO-AF matrices
are found by solving conditions in (30) for the system of (5). The
optimization problem is solved using Robust Control Toolbox
included in MATLAB. Feasible solutions were found for a per-
formance index of γ = 5 and γa = 11 for UIO-SF and UIO-AF,
respectively.

The fixed thresholds are defined empirically as in [41] for the
detection of the actuator and sensor faults are shown in Table III.

The fault diagnosis scheme for the ASS is tested in two typical
scenarios used to test the performance of a vehicle suspension:
a road with bumps and a high-speed road. The road profile for
the first scenario, see Fig. 5, whose bumps profiles are defined
as [23]

zr(t) =

⎧⎨
⎩

A
2

[
1− cos

(
2πL
V (t− tstart)

)]
fortstart + L/V ≥ t ≥ tstart

0 otherwise
(40)

Fig. 6. Case A, Scenario I. (a) Actuator fault (black) pre-masked estimation
(red) and post-masked estimation (green). (b) Actuator FD. ( c) Deflection sensor
fault (black) pre-masked estimation (red) and post-masked estimation (green).
(d) Deflection sensor FD.

Fig. 7. Actuator trigger signal for Case A, Scenario I.

where the bump length is L = 5m, the vehicle longitudinal
velocity is V = 45 km/h for this scenario and tstart is the staring
time of the bump. A road like this has been chosen for the vehicle
to travel over bumps while faults occur. In Fig. 8, the profiles of
the faults produced in the actuator and sensors are depicted.

The trigger signals to switch OFFthe actuator are shown in
Fig. 7, where it can be appreciated that they are set to 1 when the
deflection sensor and actuator faults are produced. In Fig. 6(a)–
(c), the estimations premasked (red) and postmasked (green) of
the actuator and deflection sensor faults are shown. One can see
in Fig. 6(a) that the UIO-AF is sensitive to deflection sensor
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Fig. 8. Faults produced in the system. (a) Actuator. (b) Deflection sensor.
(c) Sprung mass accelerometer. (d) Unsprung mass accelerometer.

fault at 12 s and to sprung mass acceleration sensor at 87 s
of the simulation, emphasizing the coupling issue between fault
estimations and the importance of the use of the masking system
to filter these false estimations.

Also, in Fig. 6(c), it can be appreciated that the premasked
estimation given by the UIO-SF of f̂Δz,UIO (red) is sensitive
to the actuator fault, pointing out once again the problem of
fault coupling detection and nonstrong detectability conditions
explained in Sections II-C and III-C. In Fig. 6(b)–(d), it can
be seen that the detections flags of these faults given by the
switch OFFmechanism allows to distinguish the origin of the
fault, as corrected estimation f̂fa and f̂Δz

(green) fits with the
real fault values (black). Furthermore, there are no false positive
detections.

The estimations of the sprung mass and unsprung mass
accelerations sensors faults are depicted in Fig. 9(a) and (c),
respectively. In these cases, the premasked estimations f̂z̈s,UIO

and f̂z̈u,UIO (red) are not sensitive to the actuator fault. The
detection of both sensors faults matches the instants at which
the faults occur, Fig. 9(b) and (d). It can be appreciated the
robustness of the UIOs in Figs. 6(a), 6(c), 9(a), and 9(c), as the
road disturbances do not affect significantly to the premasked
estimations (red). Anyway, the logic masking system corrects
these wrong estimations caused by the road bumps and the EMA
algorithm filter a false detection at 60 s.

The Scenario II road profile consists of a random profile that
has been generated following the ISO 8608 [51] standard for
a road Class-A, see Fig. 10. The vehicle speed for this case is
V = 100km/h. The fault profiles are the same as first scenario,
see Fig. 8. As the fault occurs at the same times as in the
previous scenario, the trigger has disabled the actuator at the
same instants, see Fig. 11.

The estimations of the actuator fault can be seen in Fig. 12(a).
The premasked estimation f̂a,UIO (red) is sensitive again to the
deflection sensor fault and sprung mass accelerometer fault.
The postmasked estimation f̂a (green) shows a very close es-
timate of the value of the actuator fault (black). The detection of
the actuator fault shows robustness against the road disturbances
as there are no false positives at any time, see Fig. 12(b). The esti-
mations of the deflection sensor faults are displayed in Fig. 12(c),
where it can be seen that the premasked estimation f̂Δz,UIO

Fig. 9. Case A, Scenario I. (a) Sprung mass accelerometer sensor fault (black)
premasked estimation (red) and postmasked estimation (green). (b) Sprung mass
accelerometer sensor FD. (c) Unsprung mass accelerometer sensor fault (black)
premasked estimation (red) and postmasked estimation (green). (d) Unsprung
mass accelerometer sensor FD.

Fig. 10. Road profile for Scenario II.

(red) indicates once more the sensitivity of the estimation to
the actuator fault. As in the previous scenario, the flag generated
by the switch OFFmechanism allows to identify the fault and
correct the estimations given by the UIOs.

Fig. 13 displays the estimations and the detections of sprung
mass and unsprung mass accelerometers faults, respectively.
In this case, it can be seen in Fig. 13(a) and (c) that the
premasked estimations (red) do not present false positives and
they are robust to road disturbances. The postmasked estimations
(green) only present a nonzero value when positive detection,
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Fig. 11. Actuator trigger signal for Case A, Scenario II.

Fig. 12. Case A, Scenario II. (a) Actuator fault (black) premasked estimation
(red) and postmasked estimation (green). (b) Actuator FD. (c) Deflection sensor
fault (black) premasked estimation (red) and postmasked estimation (green).
(d) deflection sensor FD.

see Fig. 13(b) and (d). At 60 s, it can be appreciated how the
EMA algorithm filters a false positive detection of the sprung
mass acceleration sensor, see Fig. 13(c).

B. Case B: Full Suspension Vehicle Model

The previous results show that the proposed methodology
works for a linear quarter-model, where an ideal environment
is reproduced. To validate its performance in a more realistic
scenario, the same tests are conducted using the vehicle dynam-
ics simulation software, which allows to run simulations using
a 27-DOF vehicle model.

Fig. 13. Case A, Scenario II. (a) Sprung mass accelerometer sensor
fault (black) premasked estimation (red) and postmasked estimation (green).
(b) Sprung mass accelerometer sensor FD. (c) Unsprung mass accelerometer sen-
sor fault (black) premasked estimation (red) and postmasked estimation (green).
(d) Unsprung mass accelerometer sensor FD.

Fig. 14(a) shows the estimation and detection of the actuator
fault, where it can be seen that the fault is fully detected in
both scenarios. However, the estimation of the fault provided by
the UIO-AF does not correspond to the real value of the fault.
Apart from the nonlinearities of the CarSimvehicle model, the
estimation error is caused by the difference between the model
used for the design of the UIOs and the CarSimplant model.
The quarter suspension vehicle model considers a significantly
smaller sprung mass than the full vehicle model. In addition,
the CarSimmodel is a full suspension model where there are
four independent suspension systems. This coupling between
the suspensions through the sprung mass avoids an accurate
estimation of the actuator fault, as the extra force provided by
the actuator due to its fault is absorbed by the suspensions of
other wheels.

In this case, the trigger signal is not shown as is very similar
to the one shown in Figs. 7 and 11. The results obtained for
the deflection sensor for the road with bumps and scenario II
using CarSim are shown in Fig. 14(c), where the detections of
the faults match the moment of the fault and the coupling with
the actuator fault is not considered, as in the quarter suspension
model results. It is remarkable that in this case, the UIOs are
more sensitive to the bumps as in the quarter car model. This is
again due to the difference between the model used to design
the UIOs and the plant model.
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Fig. 14. Case B, Scenario I. (a) Actuator fault (black) premasked estimation
(red) and postmasked estimation (green). (b) Actuator FD. (c) Deflection sensor
fault (black) premasked estimation (red) and postmasked estimation (green).
(d) Deflection sensor FD.

TABLE IV
ESTIMATION ERROR

Finally, Figs. 15 and 17 show the estimation and detection
of the sprung mass and unsprung mass acceleration sensors,
respectively. One can see similar results compared with the
obtained using the quarter suspension vehicle model. However,
there are short detections when the car passes the bumps, but it
can be appreciated the work done by the EMA by eliminating
these possible false detections in Fig. 17(b) and (c).

In Fig. 16, it can be appreciated that the UIOs estimations
are too noisy due to the road disturbance. Despite the noise,
the estimations follow the value of the fault and the detection
flags are generated correctly. Finally, in Fig. 17, the estimations
and detections of the faults in the sprung and unsprung mass
accelerometers are shown, where similar results as in the road
with bumps scenario are obtained.

In Table IV, a summary of the root mean square error (RMSE)
and the symmetric mean absolute percentage error (SMAPE)
of the estimation calculated as in (41) is shown. It can be
appreciated that the RMSE for the actuator fault and deflection
sensor fault are larger for the CarSim. These differences are

Fig. 15. Case B, Scenario I. (a) Sprung mass accelerometer sensor fault (black)
premasked estimation (red) and postmasked estimation (green). (b) Sprung mass
accelerometer sensor FD. (c) Unsprung mass accelerometer sensor fault (black)
premasked estimation (red) and postmasked estimation (green). (d) Unsprung
mass accelerometer sensor FD.

Fig. 16. Case B, Scenario II. (a) Actuator fault (black) premasked estimation
(red) and postmasked estimation (green). (b) Actuator FD. (c) Deflection sensor
fault (black) premasked estimation (red) and postmasked estimation (green).
(d) Deflection sensor FD.
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TABLE V
COMPARISON WITH OTHER WORKS

Fig. 17. Case B, Scenario II. (a) Sprung mass accelerometer sensor
fault (black) premasked estimation (red) and postmasked estimation (green).
(b) Sprung mass accelerometer sensor FD. (c) Unsprung mass accelerometer sen-
sor fault (black) premasked estimation (red) and postmasked estimation (green).
(d) Unsprung mass accelerometer sensor FD.

mainly caused by the difference between the model used for
the design of the observers and the full vehicle CarSim model.
CarSimsimulations are used to prove that the observers can work
properly with a high-order model even though the UIOs has
been designed from a low-order suspension model. The first
one considers a linear model with only one wheel affected only
by the road disturbances of it, while in the CarSim model the
other suspensions have effects on the one where the fault is
detected thought the movement of the chassis due to pitch and
roll dynamics, causing more severe disturbances and reducing
the estimation performance of the observers. Scenario I cases
offer better estimation on the deflection sensor fault for both
cases, as the system excitation of the road disturbances is this
Scenario is much lower. On the other hand, the estimations of the
sprung and unsprung masses acceleration are lower for CarSim
simulations. This is mainly caused by the difference on the mass

Fig. 18. Case B, Scenario I. Confusion matrix.

Fig. 19. Case B, Scenario II. Confusion matrix.

of the vehicle and the mass considered on the design of the UIOs,
which allows to damp the estimation and avoid the overshooting
behavior shown in Figs. 9 and 13. The SMAPE never exceeds
the 16% for actuator and the 9 % for any sensor

RMSE =

√∑N

k=1

(fi,k − f̂i,k)2

N

SMAPE =

∑N
k=1 2

|fi,k−f̂i,k |
|fi,k |+|f̂i,k|
N

for fi = fa, fΔz
, fz̈s , fz̈u . (41)

Figs. 18 and 19 show, respectively, the confusion matrix for
the detections of the faults. As can be seen, in both scenarios the
overall accuracy is near to 90%, and only “no fault” and “actuator
fault” categories are under 100% accuracy. All the misidentified
cases are due to delay time that takes for the proposed method-
ology to identify the origin of the faults emphasized by EMA
algorithm, which can be appreciated to have a greater impact on
the detections of faults in the actuator.
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As can be seen from the results, both actuator and sensor faults
are detected using the novel proposed fault diagnosis scheme in
contrast with previous works, as shown in Table V.

V. CONCLUSION

This article proposed a novel approach to overcome the FD
problem in ASSs. As faults can occur in the actuator and any
sensor, strong detectability conditions can never be satisfied, so
no single observer or residual generator can be used for both
fault estimation and detection. For that reason, a novel fault
diagnosis methodology to simultaneously estimate the actuator
and sensor faults is presented in this work. First, two separate
robust UIOs are designed using H∞ theory in order to indepen-
dently estimate the sensors and actuator faults. As there exists
coupling between some faults, they cannot be isolated using the
UIOs information. By using a novel switching OFFmechanism,
the actuator is deactivated so the fault can be identified. Finally,
flags are generated to indicate which component is faulty and
they are used to correct the previous estimations of the UIOs.
The proposed methodology is tested in two typical road sce-
narios (bumps and high-speed) for two vehicle system plants
with different complexity (2-DoF and 27-DoF vehicle models).
Numerical results show that the proposed methodology is able to
detect and estimate actuator and sensor faults for both scenarios,
in contrast with previous works. Future research will focus
on determining thresholds based on vehicle characteristics to
adapt the mechanism to different suspension models, as well as
detecting and estimating additional types of faults, such as stuck
or gain faults.
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