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Resilience Analysis of Cooperative Mission Based on

Spatio—Temporal Network Dynamics for
Flying Ad Hoc Network

Zhijun Guo ", Ying Wang *“, Yun Sun

Abstract—Due to possible disturbances in a conflict environ-
ment, the mission performance of flying ad hoc networks (FANET)
is highly related to time-varying topology. Currently, the resilience
metric is regarded as suitable for evaluating the mission perfor-
mance of a FANET with time-varying network topology. However,
the reported resilience studies contribute little to the theoretical
analysis of the impact of the time-varying topology of FANET
on a cooperative mission. In this article, an improved resilience
analysis method is proposed by defining a new dimension reduction
operator, which takes into account the impacts of both isolated and
communicated unmanned aerial vehicles. Then, based on random
geometry theory, the topological features of FANET are extracted
to measure the structure perturbation and recovery. A case study
of a joint reconnaissance mission shows that our analysis method is
more realistic than the typical method. Our results may be helpful
to analyze the resilience of networked dynamic systems and support
the more flexible topology control methods design of a FANET.

Index Terms—Cooperative mission, flying ad hoc networks
(FANETS), network dynamics, resilience.

NOMENCLATURE

Parameters for the Experiment
Parameter Descriptions Value.

L Diameter of the map 300.

Ry Searching range of each UAV 30.

R, Communication range of each UAV 50.

c Attenuation factor of target information 0.05.
Ty Time required for full recovery 40.
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o~
N

Minimum safe distance among UAVs 30.

n Coupling parameter 0.3.

Ocm Angle of group motion 0.

o Group motion coefficient 0.95.

v Random motion coefficient 0.05.
Ap Density of the parent PPP 0.01.

I. INTRODUCTION

ECENTLY, the unmanned aerial vehicle (UAV) swarm has

been widely used for military and civil activities because
of high mobility, low cost, and strong flexibility. To fulfill the
system mission, many UAVs work together and interact with
others as a UAV swarm through a communication network. A
group of drones working in a collective and ad hoc manner forms
a flying ad hoc network (FANET) [1]. With a more flexible
architecture for communication by multihop links, FANET can
support real-time communication for more efficient cooperation
between individuals, which is one of the hot issues in the field
of wireless communication [2].

The current research interests in FANETSs have been focused
on the topology architecture, mobility model, and applica-
tion [3], [4], [S]. However, due to the harsh working environment
and complicated mission requirements, the network is required
to be self-organized and self-adaptive. Specifically, relying on
information interaction, the communication network for a coop-
erative mission should be designed to adapt to destructive events
and restore the network spontaneously. The attribute measuring
this dynamic process is usually called resilience. Different from
reliability and robustness, resilience characterizes the whole
process of a system from interference, damage, and recovery [6].
Hence, resilience will provide a new method for evaluating and
improving the cooperative mission performance of a FANET,
which is rarely considered by existing works.

Although the current research on resilience has made some
promising process, these research works mostly assumed that
cooperative interaction links are static or stable, which are quite
different from the FANETSs. With time-varying spatial network
topology, mission performance evaluation of a FANET remains
challenging. Based on simulating a certain system behavior
and observing mission performance, the reported studies mostly
neglect the theoretical analysis for the relation between network
structure and mission resilience. [7] Thus, the reported research
cannot be expanded for the cooperative mission on FANETs.
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To address these limitations, based on the existing models
of network space-time dynamics, this article proposes an im-
proved resilience analysis framework of the FANET, which can
facilitate us to understand the relation between the time-varying
network structure and the specific mission performance. In
addition, this article develops the topology model of a FANET
by incorporating the influence of node layout and flight mode.
The main contributions of our work are as follows.

1) An improved resilience analysis model is proposed to

incorporate time-varying network topology.

2) A tractable spatio—temporal network model of the FANET
is established based on the Matérn hard-core point process
(MHPP) and the reference point group mobility (RGPM)
model.

3) The impact of network structure on cooperative mission
performance is analyzed, which may facilitate the recov-
ery of a disturbed FANET.

The rest of this article is organized as follows. Section II
reviews the related work. In Section III, a FANET spatio—
temporal network model is proposed. In Section IV, an improved
resilience analysis method for the networked system is proposed.
Section V is the theoretical and simulation analysis for a case
study. Finally, Section VI concludes this article.

II. RELATED WORKS

For resilience evaluation, the quantitative resilience mea-
surements can be separated into two major categories: gen-
eral measurement and structural-based measurement [8]. The
general measures include deterministic measures and proba-
bilistic measures. Deterministic methods calculate resilience
as the cumulative loss of performance. Bruneau et al. [9] de-
fined a deterministic resilience metric as the performance loss.
Zobel [10] proposed a resilience triangle paradigm to calculate
the resilience after a disturbance event over a long time interval.
This paradigm has been applied in several contexts due to its
simplicity [11], [12], [13], [14]. To capture the uncertainty as-
sociated with system behavior, probabilistic performance-based
methods are proposed based on threshold functions. For exam-
ple, Li and Lence [15] represented resilience as the probability
function of failure time and recovery time. Although the general
measures are widely applicable, they cannot quantify the impact
of structural changes on the system, which is an important issue
concerned with the mission resilience of a FANET. To identify
the key components of a system, some structural models rely
on simulating system behavior and observing performance [16],
[17]. For example, Fu et al. [ 18] developed a cascading model on
a mobile spatial network based on simulation, which lacks uni-
versal theoretical analysis. However, to characterize the structure
mechanism of the resilience, it is necessary to model the collec-
tive dynamics of the FANET. Thus, the reported research works
are not appropriate for the resilience enhancement of a FANET.

For the collective dynamics on networks, synchronization,
i.e., how oscillators linked in a network synchronize with one
another in time, has received considerable attention in the
past [19], [20]. A great number of theoretical studies have
pointed out the conditions when all nodes in the network reach
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the synchronized state [21]. However, for a specific mission of
a FANET, consistent performance may not necessarily mean
optimal performance. At one extreme, for instance, the speed of a
swarm can be considered consistent even if all UAVs stall. Thus,
the synchronization condition cannot keep a cooperative mission
resilient. To unveil how the network characteristics can enhance
or reduce resilience, Gao et al. [22] proposed a dimensionality
reduction method, which can collapse the multidimensional cou-
pled nonlinear equations onto a single universal resilience func-
tion. Although the above study provided a universal resilience
analysis framework [23], [24], [25], it neglected the inherent
capability of UAVs. In fact, a single UAV still contributes to
the cooperative mission of the system under self-organization in
FANETS. For example, a cooperative search mission for multiple
stationary ground targets by a group of UAVs is largely affected
by limited sensing capabilities [26]. The above problems make
the existing models not applicable to FANETs.

III. SPATIO-TEMPORAL NETWORK MODEL OF A FANET

Due to the temporal and spatial characteristics of the FANET,
it is difficult to model the topology of the network. One method
is to model the evolution of network topology as a Markov
process to quantify the time-varying topology with a stationary
distribution [25], [27]. When UAVs are destroyed continuously,
the network structure consisting of remaining nodes and edges
changes. Meanwhile, the position of each UAV is time-varying
with the predefined route. Thus, the network topology of a
FANET is related to past time, which means the network evolves
under the non-Markovian condition. Hereinafter, the network
model is established based on random geometry. If UAVs are
modeled as nodes and the communication links between UAVs
are modeled as edges, a general network model of a FANET for
resilience evaluation is developed as follows (see Fig. 1).

First, to arrange the initial positions of nodes, a node deploy-
ment model is determined by the characteristics of the specific
mission. Then, on this basis, the mobility model is loaded to
determine the location of the nodes on the map at a certain time.

A. Node Deployment Model

We use the Poisson point process (PPP) to model the deploy-
ment of locations within a drone group. In general, the point
process (PP) theory is the most commonly used in the existing
wireless network research, given its mathematical flexibility and
theoretical tractability in most cases [28]. The most popular
model is the PPP as follows. For a given finite B C R4, if ¥(B)
is the number of points in B, then a PPP ¥ can be characterized
by

A(B)" o AB)
n'

P {¥(B) = n} =

where intensity measure A(B) = [ A(z)dx with A(.) is the
density of W.

If the dimension d = 2, we can use it to model the distribution
of the number of UAVs in any independent area B. There are
some expansions of PPP to consider the specific modes of node
distance in FANET under different missions. The distribution

ey
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Fig. 1. Composition of the network model of a FANET. (a) Node deployment
models with a tendency toward repulsion or clustering. (b) Mobility models with
a different tendency toward predictability or randomness.

of different network layouts is shown in Fig. 1(a). For more
clustering structures in centralized communication networks,
it can be described by the aggregation process, such as the
Cox process and the Poisson cluster process. In this article, for
FANET we consider the collision-avoiding situation that nodes
need to maintain a certain distance to reduce the flight conflict
as much as possible. This layout can be described by hard-core
process, including MHPP, Poisson hard-core process, etc. They
can capture the mutual repulsion between nodes by reducing
the density of points. Formally, for a given the minimum safe
distance [, among UAVs, the point density of MHPP Ayypp is
expressed as

)"MHPP = |:]. — 67Kpﬂl$:| /ﬂ'lg (2)

where A, is the density of the parent PPP that is not thinned.
Through the above formula, the relative spatial position relation
of the nodes over a period of time can be expressed by model
parameters such as Ayppp.

B. Mobility Model

Given the impact of mobility on mission performance, it
is critical to select a model close to reality. As shown in
Fig. 1(b), the random models, such as the random walk (RW)
model, random waypoint (RWP) model, etc. are very easy to
analyze with many useful results [29], but the motion mode of
FANET is highly controlled with low randomness. In contrast,
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the straight line (SL) model [30] is highly predictable, generating
the locations based on a predefined route without considering
any randomness. However, the flying direction of UAVs may not
be always according to the planned route by disturbances in the
harsh working environment [31], [32]. The reference point group
mobility (RPGM) model can consider both predetermined routes
and random directions, which is a combination of the above two
models. Thus, we use a reference point group movement model
to capture the position of UAVs flying along planned routes in
harsh environments and accidents. The locations are updated of
UAVs can be expressed according to the following formulas:

RB(¢ + 1) = RB()

— RB() + oo + yirm(t) 3)

) + AGM(t) + ARM(#)

where RP(t) is the location at time ¢, Am(t) is the group
motion, Am(t) is the random direction disturbance, and o +
v = 1. When o = 0, the above model is equivalent to the RW
model, and when 7 = 0 the model is equivalent to the SL. model.
When the velocity is a constant v, the location can be written as

arp(t + 1) = xrp(t) + v(ocosbom + ycosOrm)  (4)
pr(t + 1) = pr(t) + ’U(O’SinHGM + ’ySil‘leRM). ®))

Thus, the group motion ACW/I (t) is combined with the random
direction disturbance Alw/l(t) in the RPGM model. Here, the
group direction is predefined, which avoids the problem that the
flight trajectory of the model does not conform to the actual
flight envelope.

C. Network Topology Measure

Some conclusions on the topological characteristics of the
above networks are given as follows, which are conducive to the
theoretical analysis of resilience in Section IV. In this article,
a FANET is modeled as a communication network. If there
is a link between two nodes, there is information interaction
between the nodes. Affected by signal attenuation, only nodes
within the communication range R, can interact with each other.
Specifically, a sufficient and necessary condition for the edge
(u,v) € G is the distance d(u,v) < R.. In the following, we
give a computation of the probability that a node is an isolated
point in a FANET with communication range R.. Al-Hourani
et al. [33] provided an accurate calculation method, but it is too
complicated to conduct for practical application. For simplicity,
the approximate formulas are given as follows. It is known that
if the distribution of nodes in space is a homogeneous PP, the
degree of each node D can be expressed by intensity measure
as follows:

D =A(S) = /SAMHPP(:C)dCU = AmuprpS (Rc) (6)

where S is the communicating area of the node. If the node
distribution is PPP, the probability that the node is an isolated
point based on the (1) is

P{U(S(R.)) =0} = ). 7
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According to [34], both MHPP and PPP are homogeneous PP.
Thus, if we use the PPP with density Ayppp to approximate the
process, we can express the probability that a node is an isolated
point P as follows:

5 2
P{\IJ(S(RC)) _ 0} — e [1—67"1’”ZT}S(Rc)/‘ﬂ'l12~. (8)

The discussion above does not consider the role of mobility in
FANET. With the change of nodes’ positions, the edges between
nodes may change over time according to the interaction mecha-
nism to form a spatio—temporal network topology. Next, we will
prove that under our proposed mobility model, the topology can
be represented by the above formulas time-independently.

Theorem 1: If ¥y is a homogeneous PP with the density A,
and all nodes move according to the RPGM model, then the
moved nodes form a homogeneous PP ¥ with the same density.

Proof: For the RPGM model, the displacement consists of
two parts, one is the planned route conforming to the SL model,
and the other is the RW model. For both two models above, the
flights of nodes are independent identically distributed (i.i.d)
and independent of the original positions at time t. Hence, the
displaced distances of the RPGM model at every time ¢ are also
ii.d and independent of the original positions. Thus, based on
the displacement theorem [34], for a homogeneous PP, the PP
after displacement of the RPGM model is a homogeneous PP
with the same density A. |

IV. RESILIENCE ANALYSIS FRAMEWORK FOR THE
NETWORK DYNAMICS

In this section, an improved resilience analysis method for a
FANET is developed based on the general resilience analysis
model. In Section IV-A, we provide some important defini-
tions for resilience analysis and discuss the limitations of the
existing model. In Section IV-B, we detail the development of
the improved model to capture the impact of a UAV’s inherent
capability.

A. Preliminaries

To model the resilience of the network, we first introduce the
general expression of dynamic process on a multidimensional
system. For a networked system with N nodes, the dynamical
statesx = (x1,...,2y)" onnodes follow the coupled nonlinear
equations:

N

= f(x;) +nijzaijg(wiawj> 9

Jj=1

dxi
dt

where f(x;) is the self-dynamics of node i and g(x;, ;) is the
interactions between node 7 and node j. The a;; = 1 when there
is a connection between node 7 and node j, otherwise a;; = 0.
The 7;; is the adjustable parameter to balance the self-dynamic
and the interaction between node j and node i. Generally, it
is assumed that the interactions between nodes in the network
are homogeneous, i.e., 7;; =1 where 7 is a constant. This
assumption is proved to be reasonable and widely used [22].
The above model can be used to model the relationship
between the work states of the nodes in a networked system.
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Fig. 2. Interpretation of the resilience triangle.

To model the mission resilience of a FANET, we provide the
following definitions.

Definition I (Node Performance): Node performance denotes
the mission completion status of a node over a period of time.
For ease of evaluation, the node performance can be expressed
as a ratio compared with the target mission level. In this ar-
ticle, we model node performance as the state variables x =
(71,...,2n5)T of each node. Under a given network structure,
the node performances vary from initial values according to the
(9). The performance when it no longer varies after a certain
period of time is called the steady-state performance.

Definition 2 (Inherent Capability): Inherent capability de-
notes the performance of a node in a network when it does not
interact with other nodes. This parameter is usually determined
by the node’s own ability to accomplish the mission and does
not vary over time, so it is called inherent capability.

Definition 3 (Mission Performance of a FANET): The mis-
sion performance of a FANET denotes the performance of all
nodes of the network (both isolated and nonisolated points) to
accomplish a certain mission while working together. When the
f(-) and g(+) of each node are homogeneous, the mission perfor-
mance of FANET can be represented as the average performance
Z(x) of all nodes. Z(x) can be expressed as

Zilil Li
Z(x) = =5

where N is the total number of UAVs of the FANET.

Definition 4 (Resilience): Resilience characterizes the whole
process of performance from disturbance to recovery. Resilience
can be calculated by utilizing performance variations caused
by a single disturbance event within a time duration of 7™ as
follows [10]:

(10)

R=(T"— XTI)/T* =1— XT/2T* (11)

where X is the percentage of performance lost after a distur-
bance, 7'is the time required for full recovery, and 7™ is a suitably
long time interval over which lost performance is determined.
As shown in Fig. 2, we assume the original performance of
the FANET as Z(x,). When the network structure is damaged,
the performance will decrease from Z(x,) to the steady-state
performance Z(x,) corresponding to the damaged network.
Thus, when fully recovered, the size of the performance lost can
be determined, that is, 7" = T, the percentage of performance
lost X can be calculated as X =1 — Z(x,)/Z(x,). In this
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situation, the resilience can be calculated as follows:

1 Z(xp)
=1—-XT/2T" = - P
R / SREYACS

. (12)

For ease of evaluation, we provide normalized R,, as follows:

Z(xp)
% + 2Z(x0) % Z(Xp)
R, = 1 = .
1—3 Z(x,)

13)

According to (13) for a certain mission, the resilience of a
FANET can be expressed as the steady-state performance after
failure compared with the original steady-state performance,
and the original steady-state performance before disturbance
is usually determined as a constant before use. Thus, to eval-
uate resilience, we will focus on the evaluation of steady-state
performance with different network structures. To analyze the
mission performance of FANET, we use the linear compression
method with a dimension reduction operator to make the high-
dimensional dynamics of the cooperative mission computable as
proposed in [22]. The definition of dimension reduction operator
is as follows.

Definition 5 (Dimension Reduction Operator): If a function
aims to reduce the dimension of a system of dynamic equations,
it is called a dimension reduction operator. Denote r(x) as
a system of equations describing the dynamics of nodes, the
operator Z(-) aims to map r(x) to the same effective 1-D
equation 7 (z) as follows:

r(x) Z, r(x). (14)

If the network is homogeneous, Gao et al. [22] defined a
dimension reduction operator that can compress the dynam-
ics of nodes in a system into a 1-D dynamic equation. Then,
the states of all nodes x = (x1,...,2y5)" can be equivalently
represented by a 1-D variable z.¢, and the incoming degrees
sin = (s ... s")" of all nodes can be equivalently represented
by a 1-D variable (. as follows:

dxe
5 = f (o) + nBesrg (werr en) (15)
lTASin
= = 1
Boii = Tiaq (16)
1TAx
T = ITAL 4

where [.g is the parameter of network structure, Teg is the
equivalent state of the all nodes, A is the adjacent matrix of the
network, and 1 is the unit vector 1 = (1,...,1)". It is known

that when z.r = T is the solution of both 7(zey) = Ao —

dt
87«. .
Bt gz < 0, the dynamic process of the system can

be guaranteed to be linear stable under the network structure
parameter [og. This method can easily reduce the dimension
of a high-dimensional system of equations using a 1-D dynamic
equation, thus it can be used to measure the mission performance
of alarge-scale UAV swarm. However, there are some problems
with the above model for the application. First, the variable z g
is the weighted average of performance based on the degree of
nodes, thatis, the system performance is impacted by other nodes

and
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in proportion to their degrees, which means that the isolated
nodes cannot contribute to the cooperative mission. However,
affected by dirty environments and constantly situation changing
in the mission process, the isolated nodes seem inevitable, but
it is still possible to perform under self-organization. Second,
the existing model only takes linear stability as the standard of
a resilient system, without considering that steady-state perfor-
mance may also change with changes in network structure.

B. Improved Model

Hereinafter, an improved model is proposed incorporating the
inherent capability of the isolated UAV. To measure the mission
performance of a FANET, for x = (1, 22, ...,7,)" we define
dimension reduction operator as follows:

1Tx
R

It can be seen that Z(x) is the average performance. Thus,
the performance can be expressed by

Z(x) = (18)

1Tx
2(x) = 377
— [ T w+ X @ |V
i€l(t) i€C(t)

= P(t)Z(Xiso) + [1 — P(t)] Z(Xcon) (19)

where V' (¢) is the total node set at time ¢, I(¢) is the isolated
node set at time ¢, C'(¢) is the nonisolated node set at time ¢,
and | - | indicates the number of nodes in a certain node set. X¢on
is the state vector of the nonisolated node and x;, is the state
vector of the isolated node. P(t) is the probability of a node to
be isolated at time ¢, which can be expressed as follows:

Py =IO/ VO] =@ =lC@ON/IVE)]-

To get steady-state performance, we characterize the dynam-
ics of the system as follows:

dZ(X) dz (Xiso)
=Pt)—————+ |1 - P(t)] ———=.
” O—g 1 Ol —g
The performance of isolated nodes is a constant depends on

the inherent capability xis, of the UAV, so 4Z(Xiso) _ 0, thus

dt
dZ(X) dZ(Xcon)

dt P dt
When P(t) =1, all nodes are isolated, so the average
steady-state performance Z(x) = Z(Xiso) = Tiso- When P(t) €
[0,1), 1 — P(t) > 0, so the solution Z(Xc¢on) = Zcon Of both

dZ (Xcon T
7(Z(Xcon)) = % =0 and %b(an):jm <0 also

satisfies the steady-state condition of Z(x). If the dynamic of
nonisolated nodes in the system depends on the (9), the second
term of the (9) can be written as follows:

Qi i xi) = s Zjec(t)g(xi’xj)
& caltoten ) = O 0g

(20)

dZ(Xcon)

ey

=1 (22)

= Siin () Z(g(wi, Xcon)) (23)



GUO et al.: RESILIENCE ANALY SIS OF COOPERATIVE MISSION BASED ON SPATIO-TEMPORAL NETWORK DYNAMICS FOR FANET

where si"(t) is the incoming degree of node i at time ¢. Based
on the mean field theory, Z(g(z;, Xcon)) =~ 9(zi, Z(Xeon))> (9)
can be written as follows:

S ) + s (000, Z (o).

For all nonisolated nodes, the dynamic equations can be
expressed as follows:

(24)

dxcon in
dt = f(Xcon) + nscon (t) o g(XCOIU Z(Xcon)) (25)
where st (t) is the incoming degrees of all nonisolated nodes

and the operator o represents the Hadamard product. Applying

the operatorin (18), based on the mean-field theory % =0
can be rewritten as follows:

M = Z(f(xcon)) + Z(nsicnon (t) © g(xcom Z(Xcon)))

dt
~ f(Z(Xcon)) + nZ(Sicnon (t))g(Z(xcon)a Z(Xcon))~
(26)

Let Zeon = Z(Xcon) and Beon(t) (t)), (26) can be

rewritten as follows:

= Z (s

con

dxCOIl
dt

Given the average degree of isolated nodes is 0, the average
degree (t) of all nodes at time ¢ is calculated as follows:

B(t) = Z(si(1)) + Z(sion(t)) = [1 = P(1)] Beon ()

therefore, the 1-D equation of the nonisolated nodes is written
in terms of .y, as follows:

= [f(‘TCOD) + nﬁcong(wconv xcon)] . (27)

(28)

L . from) + 1IN0 eoms 7eon) | [1 = P 29)
Thus, when the solution Z(Xcon) = Zeon satisfies
(7 (Xeon)) = Zn) — 0 and % s <0, the

steady-state performance x can be written as follows:
z = Z(x) = P(t)xiso + [1 — P(t)] Zcon. (30)

V. CASE STUDY

To illustrate the advantages of our improved model, we take
a cooperative reconnaissance mission of a UAV swarm as a
case for theoretical analysis and simulation in this section.
Section V-A details the mission background and the parameters
settings. Section V-B presents a theoretical study under this
mission to validate the proposed model. In Section V-C, we
compare the simulation results with the theoretical results of two
models discussed in Section V-B. In Section V-D, we discuss the
impact of the structure disturbance and recovery in the case.

A. Mission Background

To verify our model, we conduct simulation experiments on
the following mission. We study the joint reconnaissance mis-
sion of fixed targets on a specific battlefield by a group of UAVs
with limited sensing and communication capabilities similar
with the case proposed in [26]. By observing each patch of the
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Algorithm 1: Simulation of a Joint Reconnaissance Mission
for a UAV Swarm.

Input: The inherent parameters of the system;

Output: The mission performance of getting the true

distribution of the targets;
I:  Set the targets on the battlefield map T and the
locations of all UAV's based on MHPP model;
2: Initialize the probability map P? of each UAV 1,

i=1,2,..., Ny
3: Initialize the network topology of the system based on
locations;

4: fort <« 1to tiotar dO
5: for i < 1 to the number IV; of UAVs do

6: Update the location (x;, y;) of UAV i based on
RPGM model, V(z,y) € L x L;
7 if ¢ is the attack time point then
8: Update the network topology after perturbation
caused by the attack strategy;
9: if ¢ is the recovery time point then
10: Update the recovered network topology;
11: for 7 < 1 to the number N; of UAVs do
12: for j < (i + 1) to N; of UAVs do
13: Calculate the Euclidean distance d;; between
UAV 1 and other UAV j;
14: Delete or create the edge e;; when d;; > R, or
di; < Re;

15: for: <+ 1 to the number N; of UAVs do
16: Update sz )it with targets information in the
searching region

(xi - Rs»xi + Rs) X (yl - Rsayi + Rs);

17: Update P! with exchanged information from
neighbors based on Eq.(32);
18:  Calculate the mission performance O(t).

map, each UAV obtains 0 (no target is detected) or 1 (a target is
detected) as detection results. For each UAV, a probability map is
reserved as the observation of the whole battlefield at a time step.
The targets on the battlefield are uniformly distributed. Thus, the
average mission performance O(t) at time ¢ can be represented
by the probability of finding targets as follows:

- Zi Z»Ly |p;:y — Say

o) =1 e

€1y

where p;y is the probability map element of UAV 4 on the
location (z,y), sy, is the actual map element on the same
location, IV is the number of UAVs, and L is the battlefield
diameter.

Since the searching range of each UAV is less than the
battlefield diameter L, the target searching highly depends on
information exchange via the FANET. As shown in Fig. 3(a),
each UAV can only communicate with agents within its com-
munication range and shares target information through links at
a certain time ¢, and the green square represents the targets. The
information between UAVs is updated and fused cooperatively
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Fig. 3. Joint reconnaissance mission of UAVs via a FANET. (a) Communica-
tion network topology and the target distribution on the battlefield at a certain
moment. (b) Convergence of the probability map.

until probability maps converge to reflect the actual target dis-
tribution. Fig. 3(b) shows the convergent probability maps of all
UAVs, which can reflect the actual distribution of targets.

B. Theoretical Analysis

If we define the performance x; of each node as the proportion
of target information obtained in the entire map, for nonisolated
nodes in a swarm, the dynamics of information propagation in
cooperative reconnaissance is as follows:

dx; al
g - et n;am(l - Ti)T;

(32)

where c is the factor describing the attenuation of self-obtained
target information when interacting with other nodes and the
second term represents the information interaction mechanism
between each UAV. When the UAV has got enough information,
it will not need to receive target information from other UAVs.
In addition, we define that the planned route is a horizontal
scanning and the targets are distributed based on the MHPP
model on the map. Thus, the x5, can be estimated by the ratio
of the searching area to the map area per unit time as follows:

(2R, +1)
L

where R is the searching range and L is the diameter of the
map.
Based on (15), the theoretical results of the existing model is

{xoz 0, i 0 < fBepr < &

_ . 1
T1=1- ﬂﬁceff’ if Begr > s

Tiso = V(2Rs + 1) /vL = (33)

(34)

While the theoretical result of our model is

_ (2Rs +1) ( c >
1=Pt)——+1-P)) |1 - ——=). 39

Based on (6), the average degree of each node in FANET ()
can be approximately expressed by the distribution density of
nodes and communicating area as follows:

B(t) = A(S(t)) = ivmpp(t) (2R, + 1)% (36)
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Performance

Performance

Fig. 4. Theoretical result of the existing model and the improved model.
(a) Existing model. (b) Improved model.

Then, (35) can be written as follows:

7y = efﬁ(t)@ i (1 _ efﬁ(t)) (1 B cﬁ?ﬁ))

—AMpr(t)(QRC—i-l)z (QRS + 1) + (1 o e—}\MHPP(t)(QRcJ"l)z)
L

=e€

(1 - d 2) . (37)
chmmpp (1) (2Re + 1)

The theoretical results of the two models are shown in Fig. 4.
Fig. 4(a) shows the prediction results of the existing model, and
Zo and Z; represent two solutions, respectively. The solid line
represents a stable performance and the dotted line represents
that the solution cannot be stable. When [e < %, it can be seen
that the predicted performance of the system is constantly equal
to 0, which means that the analysis scheme cannot describe
the performance level of the damaged system. In comparison,
the result of the improved model is shown in Fig. 4(b). When the
structure parameter 5 < &, the performance still decreases with
the decrease of 5. If § =0, then T; = xjs,. The results show
that the performance of isolated nodes in the system can be fully
considered in our proposed model.

C. Simulation Analysis

In this section, we present the simulation results of resilience
analysis under different parameters based on the algorithm men-
tioned above. The simulation process is shown in Algorithm 1.
The experiment parameter setting is given in the Nomencla-
ture. In addition, we apply standard parameter values for R
= 30/patches, R. = 50/patches, and 7T} = 40/ticks, unless
otherwise specified. All the results of simulations are averages
obtained over 30 simulations unless otherwise specified. To
evaluate the performance changes from damage to recovery,
hereinafter we clarify two types of performance changes. We
simulate the disturbances to FANET in reality by setting a
structural and functional perturbation separately. Fig. 5 shows
the change of the mission performance when 30% of the nodes
are disturbed functionally and structurally, respectively. The
functional perturbation refers to that the performance is reduced
without the network structure change, for example, clearing
some target location records. On the contrary, the structural
perturbation will destroy the network structure without changing
the information obtained by nodes. Our model indicates that



GUO et al.: RESILIENCE ANALY SIS OF COOPERATIVE MISSION BASED ON SPATIO-TEMPORAL NETWORK DYNAMICS FOR FANET

(@) 10,
o 09Tz o e mSSEEE S SSS, = = ————— Z(xo)
o
S 0.8 / [ Zjh‘.-.. - (___- Z(x,)
£ Functional Structural
S 0.7 {Perturbation(FP) Perturbation(SP)
5
2 0.6 4

250 300 350
(d)

SP

—_—
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Fig.6. Results and comparisons between simulation and theory under different

R.. (a) O(¢) under different R.. (b) Comparisons between the improved model
and the typical model.

the performance of the resilient system can recover without
external intervention when only functional perturbation occurs.
However, when structural perturbation occurs, the steady-state
performance changes with the 8 changing. Thus, to recover
the performance after structural perturbation, it is necessary to
restore the network structure.

To compare the results under different communication cir-
cumstances, we study the impact of communication range R..
As shown in Fig. 6(a), there are different steady performances
for different R, which is determined by the network dynamics.
With increasing range, the performance of the network gradually
increases. For R, # 0, the probability of finding targets O(¢) is
not equal to 0 when R, = 0. This result indicates that a UAV can
contribute to the mission independently. As shown in Fig. 6(b),
we compare simulation results with the values of the two models
under different R,.. It is found that when R, = 0, the predicted
value of the typical model is 0, which is significantly less than
the actual value. However, the result of the improved model is
approximate to the actual value. In all cases, the improved model
provided the results more in agreement with the simulation
results.

To illustrate the impact of the sensing capability of a single
UAV on mission performance, we assume that all UAVs flew
on the mission independently, i.e., all R. of UAVs are set to the
same value as 0. As shown in Fig. 7(a), the performance of the
system increases linearly with the R, increases, which is in line
with the prediction of the (35). As shown in Fig. 7(b), with the
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as a function of 5.

increase of R, the improved model can correctly predict the
trend of performance. On the contrary, the typical model cannot
model the effect of the change of R,. The results of the improved
model are generally greater than the simulation results, which
is due to the error caused by approximation and randomness in
numerical simulation.

To study the impact of structural perturbation on mission
performance, we use the resilience measure proposed above.
As shown in Fig. 8(a), it can be found that when structural
perturbation occurs, the mission performance tends to the new
steady performance as predicted (the dotted line indicates the
theoretical value). As shown in Fig. 8(b), with the failure nodes
proportion g increasing, the structure parameter 3 decreases pro-
portionally in the corresponding time interval. In Fig. 8(c), the
relation between the mission performance and the perturbation
is shown. We note that the results decrease with the increase
of ¢ in both theoretical analysis and simulation. It is found
that the numerical simulation results are consistent with the
improved model’s theoretical values. The results indicate that
our model can quantitatively characterize the relation between
network structure and mission performance, which is difficult
for most existing models.

From the above results, it can be seen that we can recover per-
formance by recovering the structural parameter 3. According
to (36), 3 is related to the density of nodes and communication
range R.. Thus, there are two schemes for system structure
restoration: 1) the R-scheme—in this scheme, we consider that
restore the network structure by improving the communication
range R. of UAV through energy control and 2) the N-scheme—
in this scheme, we restore the number of nodes in the network to
the original number by supplementing redundant UAVs. When
q = 0.3, the effects of the above recovery schemes are shown in
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Fig. 9. We carry out the R-scheme and N-scheme at ¢ = 78 and
t = 82, respectively. It is found that both schemes can restore
the mission performance to the level before the perturbation.

Furthermore, we provide discussions on the selection of re-
covery schemes. To compare the effects of the above schemes,
the curves for varying R, and N are separately shown in
Fig. 10(a) and (b). Under the above case, compared with the
communication range increasing, the performance improves
more rapidly with the supplements of nodes. The phase dia-
gram for the mission performance with the parameter changes
is shown in Fig. 10(c). Although both recovery schemes can
recover performance, when R, is large (about more than 30),
the N-scheme facilitates more rapid performance recovery, and
vice versa when N is large (about more than 30), the R-scheme
can be a better scheme. The above example shows how our model
helps to develop the strategy of system recovery.

VI. CONCLUSION

Due to the disturbance and the change in the relative posi-
tion between UAVs, the topology of the FANET is constantly
changing when the system flew on the mission. However, the
performance of the system is determined by the dynamic process
on the network affected by the topology. Thus, it is difficult to an-
alyze the resilience of a cooperative mission on FANETSs. Recent
studies have proposed resilience analysis methods considering
spatio—temporal dynamics, neglecting the impact of the inherent
capability of UAVs on the mission performance. Based on the
existing model, we propose an improved model incorporating
the inherent capability and the topology change to characterize

IEEE TRANSACTIONS ON RELIABILITY, VOL. 73, NO. 2, JUNE 2024

the resilience. Compared with the typical models, the proposed
model is more in agreement with the simulation results.

The case study shows that the relation between structure
changes and the performance of a resilient system can be charac-
terized and analyzed quantitatively by our model. It is found that
the mission performance largely depends on the communication
range and the number of UAVs. For the UAV removal caused
by an attack, our analysis framework reflects the trend that
the performance decreases with the proportion of UAV loss
increasing. In addition, by the proposed method in this article,
we can compare the effects of different schemes for restoring
the network structure, which may facilitate rapid recovery of
mission performance.

In this article, the FANET we focus on is homogeneous,
i.e., each UAV in the system plays the same role. However,
the scenarios of heterogeneous units jointly executing tasks
began to appear in reality recently. We may extend our work
to the analysis of the heterogeneous FANET. In addition, the
UAV swarm may tend to be more self-organized with intelligent
technology in the future. We plan to investigate the intelligent
topology control methods based on the mechanism of FANET
resilience in future research.

REFERENCES

[1] A. Srivastava and J. Prakash, “Future FANET with application and en-
abling techniques: Anatomization and sustainability issues,” Comput. Sci.
Rev., vol. 39, 2021, Art. no. 100359.

[2] L Bekmezci, O. K. Sahingoz, and $. Temel, “Flying Ad-Hoc networks

(FANETS): A survey,” Ad Hoc Networks, vol. 11, pp. 1254-1270, 2013.

A. Chriki, H. Touati, H. Snoussi, and F. Kamoun, “FANET: Communica-

tion, mobility models and security issues,” Comput. Netw., vol. 163, 2019,

Art. no. 106877.

[4] D. Shumeye Lakew, U. Sa’ad, N.-N. Dao, W. Na, and S. Cho, “Routing in

flying ad hoc networks: A comprehensive survey,” IEEE Commun. Surveys

Tut., vol. 22, no. 2, pp. 1071-1120, Apr.-Jun. 2020.

J. Guo et al., “STMTO: A smart and trust multi-UAV task offloading

system,” Inf. Sci., vol. 573, pp. 51940, 2021.

[6] D. D. Woods, “Four concepts for resilience and the implications for the

future of resilience engineering,” Rel. Eng. Syst. Saf., vol. 141, pp. 5-9,

2015.

J. Friginal, D. de Andrés, J.-C. Ruiz, and M. Martinez, “REFRAHN: A

resilience evaluation framework for ad hoc routing protocols,” Comput.

Netw., vol. 82, pp. 114-34, 2015.

[8] S. Hosseini, K. Barker, and J. E. Ramirez-Marquez, “A review of defini-
tions and measures of system resilience,” Rel. Eng. Syst. Saf., vol. 145,
pp. 47-61, 2016.

[9] M. Bruneau et al., “A framework to quantitatively assess and enhance the
science the seismic resilience of communities,” Earthq. Spectra, vol. 19,
pp. 733-752, 2003.

[10] C. W. Zobel, “Representing perceived tradeoffs in defining disaster re-
silience,” Decis. Support Syst., vol. 50, pp. 394403, 2011.

[11] J. Chen, J. Liu, Q. Peng, and Y. Yin, “Resilience assessment of an urban
rail transit network: A case study of Chengdu subway,” Physica A: Stat.
Mechanics Appl., vol. 586, 2021, Art. no. 126517.

[12] C. W. Zobel and L. Khansa, “Characterizing multi-event disaster re-
silience,” Comput. Operations Res., vol. 42, pp. 83-94, 2014.

[13] T. M. Adams, K. R. Bekkem, and E. J. Toledo-Duran, “Freight resilience
measures,” J. Transp Eng., vol. 138, pp. 1403-1409, 2012.

[14] H.-W. Wang et al., “Evaluation and prediction of transportation resilience
under extreme weather events: A diffusion graph convolutional approach,”
Transp. Res. Part C: Emerg. Technol., vol. 115, 2020, Art. no. 102619.

[15] Y. Liand B.J. Lence, “Estimating resilience for water resources systems,”
Water Resour. Res., vol. 43, 2007, Art. no. W07422.

[16] G. Bai, Y. Li, Y. Fang, Y.-A. Zhang, and J. Tao, “Network approach
for resilience evaluation of a UAV swarm by considering communication
limits,” Rel. Eng. Syst. Saf., vol. 193, 2020, Art. no. 106602.

3

—_

[5

—

[7

—



GUO et al.: RESILIENCE ANALY SIS OF COOPERATIVE MISSION BASED ON SPATIO-TEMPORAL NETWORK DYNAMICS FOR FANET

[17]

[18]

[19]
[20]
[21]
[22]
(23]

[24]

[25]

[26]

X.FuandY. Yang, “Modeling and analyzing cascading failures for Internet
of Things,” Inf. Sci., vol. 545, pp. 753-770, 2021.

X. Fu, W. Li, and Y. Yang, “Exploring the impact of node mobility on
cascading failures in spatial networks,” Inf. Sci., vol. 576, pp. 140-156,
2021.

A. Barabdsi, Network Science. Cambridge, U.K.: Cambridge Univ. Press,
2016.

H. Su and X. Wang, Pinning Control of Complex Networked Systems.
Berlin, Germany: Springer, 2013.

L. Pecora and T. Carroll, “Master stability functions for synchronized
coupled systems,” Phys. Rev. Lett., vol. 80, 1998, Art. no. 2109.

J. Gao, B. Barzel, and A.-L. Barabasi, “Universal resilience patterns in
complex networks,” Nature, vol. 530, pp. 307-312, 2016.

Y. Zhang, C. Shao, S. He, and J. Gao, “Resilience centrality in complex
networks,” Phys. Rev. E, vol. 101, 2020, Art. no. 022304.

H. Sanhedrai, J. Gao, A. Bashan, M. Schwartz, S. Havlin, and B. Barzel,
“Reviving a failed network through microscopic interventions,” Nature
Phys., vol. 18, pp. 338-349, 2022.

X. Lu, H. Wang, and Y. Deng, “Evaluating the robustness of temporal
networks considering spatiality of connections,” Chaos, Solitons Fractals,
vol. 78, pp. 176-184, 2015.

J. Hu, L. Xie, K.-Y. Lum, and J. Xu, “Multiagent information fusion and
cooperative control in target search,” IEEE Trans. Control Syst. Technol.,
vol. 21, no. 4, pp. 1223-1235, Jul. 2013.

[27]

[28]

[29]

[30]

[31]

(32]

(33]

[34]

1043

S. Scellato, I. Leontiadis, C. Mascolo, P. Basu, and M. Zafer, “Evaluating
temporal robustness of mobile networks,” IEEE Trans. Mobile Comput.,
vol. 12, no. 1, pp. 105117, Jan. 2013.

Y. Hmamouche, M. Benjillali, S. Saoudi, H. Yanikomeroglu, and M. D.
Renzo, “New trends in stochastic geometry for wireless networks: A
tutorial and survey,” Proc. IEEE, vol. 109, no. 7, pp. 1200-1252, Jul. 2021.
T. Camp, J. Boleng, and V. Davies, “A survey of mobility models for
ad hoc network research,” Wireless Commun. Mobile Comput., vol. 2,
pp. 483-502, 2002.

M. Banagar and H. S. Dhillon, “Performance characterization of canon-
ical mobility models in drone cellular networks,” IEEE Trans. Wireless
Commun., vol. 19, no. 7, pp. 4994-5009, Jul. 2020.

O. Bouachir, A. Abrassart, F. Garcia, and N. Larrieu, “A mobility model
for UAV ad hoc network,” in Proc. Int. Conf. Unmanned Aircr. Syst., 2014,
pp- 383-388.

H. Wang, H. Zhao, J. Zhang, D. Ma, J. Li, and J. Wei, “Survey on unmanned
aerial vehicle networks: A cyber physical system perspective,” [EEE
Commun. Surveys Tut., vol. 22, no. 2, pp. 1027-1070, Apr.-Jun. 2020.

A. Al-Hourani, R.J. Evans, and S. Kandeepan, “Nearest neighbor distance
distribution in hard-core point processes,” IEEE Commun. Lett., vol. 20,
no. 9, pp. 1872-1875, Sep. 2016.

F. Baccelli, “Stochastic geometry and wireless networks: Volume I The-
ory,” Found. Trends Netw., vol. 3, pp. 249—449, 2009.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


