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Abstract—1In recent years, the need for secure, reliable, and
easy-to-use automatic recognition approaches has favored the
diffusion of biometric systems. Such methods exploit individuals’
physical or behavioral characteristics to differentiate between
legitimate users and potential impostors. In this article, we eval-
uate the feasibility of recognizing a subject by exploiting the
electromagnetic (EM) scattering from the user’s hand or wrist
when it interacts with an EM field at microwave (MW) fre-
quencies. In detail, the proposed recognition framework requires
a subject to place a hand between two antennas emitting at
frequencies in the X-band, i.e., between 8.2 and 12.4 GHz. The
measured scattering parameters are employed as discriminative
characteristics to perform user recognition. To improve the
achievable recognition performance, an EM model of the involved
body parts has been studied and used to design a metasurface
(MTS) wristband that could emphasize subject-specific character-
istics. The effectiveness of the proposed approach has been tested
by collecting multiple measurements from 43 subjects during
two distinct acquisition sessions. The obtained results testify
that the proposed approach can be used either to implement
a robust stand-alone biometric system or exploited together with
other well-established hand characteristics such as fingerprint,
palm print, or hand vein to improve the achievable recognition
performance.

Index Terms— Biometric recognition, electromagnetic (EM)
metamaterials, hand biometrics, microwave (MW) antennas,
passive circuits, scattering parameters, signal processing.

I. INTRODUCTION

IOMETRIC recognition systems have been studied for

more than 50 years [1] to design methods and techniques
to automatically recognize a person, by exploiting either
physical or behavioral characteristics of the interested subjects.
Such systems have been originally developed for forensic
applications, such as the identification of possible culprits
during investigations, focusing on physical traits such as
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fingerprint and face [2]. Starting from the 1990s, an increasing
interest from both industry and academia has ignited research
to design and exploit biometric recognition systems as an
alternative to authentication methods relying on the use of
passwords or tokens [3].

Biometric systems have some advantages over conventional
approaches for user recognition, such as their higher usability.
In fact, a biometric trait cannot be lost or forgotten, as it
can instead happen for other traditionally used identifiers.
Moreover, systems relying on biometric data are commonly
considered able to guarantee higher security against poten-
tial attacks of malicious subjects, with respect to classical
methods, since personal traits are harder to be stolen or
acquired without their owners’ permission. However, this last
consideration is questionable since several biometric features
are exposed, such as behavioral traits like signature or gait,
or physical traits such as fingerprint, face, or iris. It is in
fact well known that malicious subjects can nowadays easily
create replicas of some traits with the purpose of violating
biometric systems, by covertly capturing traits such as face or
iris or recovering latent fingerprints left on some surfaces, and
using them as unauthorized identifiers to carry out presentation
attacks [4]. In order to implement countermeasures against
such spoofing possibilities, the capability of performing live-
ness detection has become crucial for the design of robust
biometric systems [5]. In addition, the study of biometric
characteristics that are not exposed, and therefore not easily
accessible by attackers, has recently received significant atten-
tion [6].

For instance, subcutaneous vein patterns have been exten-
sively investigated, with the main purpose of designing sys-
tems robust against spoofing attacks [7]. Vein patterns are
usually acquired using near-infrared (NIR) light. At those
frequencies, light can penetrate human skin and be absorbed
by the hemoglobin in the blood with a higher absorption coeffi-
cient compared to water and lipid tissues, with the consequent
possibility of allowing to capture images with darker parts
in correspondence with the vein vessels. However, NIR-based
vein pattern acquisition can be influenced by environmental
illumination conditions that could significantly interfere with
the acquisition process [8].

As an alternative approach to capture subcutaneous traits
in unconstrained environments, still allowing a user-friendly
interaction with the acquisition devices, it has been recently
proposed to design biometric recognition systems relying on
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the use of radiation with wavelengths longer than those of
NIR light, such as those characterizing microwave (MW) fre-
quencies. Following such approach, in addition to performing
recognition relying on unexposed traits, thus increasing the
inherent security of the biometric system, it is also possible
to make the system insensitive to the environmental lighting
conditions, which instead could affect NIR-based imaging
systems.

While it can be observed that systems relying on MWs may
suffer from a loss in resolution with respect to visible and
NIR radiation, due to the use of longer wavelengths, it is also
worth remarking that this aspect could be in part compensated
by the higher penetration depth of the MW radiation, with the
collected information being therefore associated with deeper
body portions [9]. Furthermore, biological tissues absorb less
radiation when lower frequencies are used, thus reducing the
tissue heating or discomfort [10]. Therefore, in the last few
years, several MW-based recognition systems, making use of
different traits of the human body, have been investigated,
exploiting frequencies ranging from the sub-GHz regime up
to millimeter waves.

In this article, we propose a biometric recognition system
relying on the interaction of a user’s hand with a broadband
electromagnetic (EM) field in the X-band. The main contri-
butions of this work are the following ones.

1) We propose a novel biometric recognition system based
on the use of two broadband horn antennas, pointing
one toward the other, able to simultaneously radiate and
capture the EM field propagating between them. The EM
field changes when the user’s palm or wrist is placed
between the antennas. In fact, the power of the received
EM field changes frequency-by-frequency depending on
the user’s physical characteristics. Biometric data can
thus be collected through the two antennas in terms
of scattering parameters, thus producing an extremely
simple and compact representation of the user’s EM
properties, which can be employed for user recognition.

2) We propose a novel applicative scenario of flexible
metasurfaces (MTSs), which is used here to empha-
size subject-specific EM scattering characteristics when
wrapped around the users’ wrist. In more detail, the
MTS unit cells (UCs) operate in two subbands char-
acterized by a higher reflection of the EM field, and an
additional subband characterized by a stronger absorp-
tion than the user’s wrist alone.

3) The techniques employed to process the captured EM
scattering parameters are specifically designed to make
the proposed system suitable for biometric verification
scenarios, that is, for conditions typically considered in
access control applications, where individuals have to be
recognized in order to gain access to restricted physical
or logical environments or resources.

Fig. 1 shows a possible operative access control scenario,
where the proposed MW-based system is employed to grant
access to a reserved area. Two antennas integrated in the
biometric system on the door radiate and simultaneously
capture the MW field. The scattering profile of the user is
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Fig. 1. Representation of an access control application with a device mockup
of the proposed MW-based biometric recognition system and the exploitation
of the designed MTS wristband.

compared with the stored one, granting access when the user
is recognized. It is worth remarking that, since the proposed
system relies on the EM scattering properties of a user’s palm
or wrist, by design, it can be easily integrated with recognition
systems based on fingerprint, palm print, or hand vein patterns,
realizing a multibiometric system. Within a multibiometric
system, the considered MW-based biometric identifiers could
be exploited both to improve the achievable recognition rates
as well as to increase the overall system robustness against
spoofing attacks.

This article is organized as follows. Section II provides
a brief survey about the exploitation of MW radiation for
biometric recognition purposes. A detailed description of
the proposed biometric recognition system is outlined in
Section III, together with the approaches employed to acquire
and process the considered signals. Section IV is focused
on the modeling and design of the unit cell used to realize
the flexible MTS wristband. The tests performed and the
experimental results obtained are then detailed in Section V,
while conclusions are finally drawn in Section VL.

II. MW FIELDS FOR BIOMETRIC RECOGNITION:
STATE-OF-THE-ART

In the last decade, the use of EM fields at MW frequencies
for biometric recognition has attracted significant interest in
the scientific community due to the strong interaction that
they may have with the human body or parts of it, given the
comparable dimensions of some traits of the human body, such
as head, hands, and arms, and the MW free-space operative
wavelengths (from 1 mm to 1 m) [10].

In this scenario, the first attempts have exploited radar
systems, relying on the Doppler effect to derive discriminative
information related to specific movements of a person. For
instance, heart-induced movements of the chest cage have been
considered to design contactless recognition systems in [11]
and [12]. When focusing on lower frequencies of the signals
received by radar, it is also possible to recover information on
the respiratory activity of the subject and use this information
to recognize people [13]. Large-scale movements associated
with the gait of a person have also been analyzed using radars
and exploited to perform biometric recognition as in [14].
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TABLE I
STATE-OF-THE-ART ON THE USE OF MWS FOR BIOMETRIC RECOGNITION PURPOSES

Approach Trait Reference Subjects Frequency Classifier R1 Performa]g]c;;{
Heart [11] 26 2.4 GHz k-NN 14.4% -
Radar [12] 11 24 GHz L2 distance - 3.9%
Breath [13] 5 2.4 GHz k-NN 92.0% -
Gait [14] 18 77 GHz Neural network  76.2% -
Body [15] 11 5.9 GHz Cosine 98.8% -
[16] 30 5 GHz SVM 92.0% -
Breath [17] 20 5 GHz L2 distance - 10.8%
WiFi [18] 24 5 GHz GMM - 5.0%
Gait [19] 24 5 GHz Neural network ~ 87.7% -
[20] 50 5 GHz Neural network  99.7% -
Posture [21] 30 5 GHz Autoencoder - 1.8%
Keystroke [22] 9 5 GHz k-NN 85.2% -
RFID Finger [23] 15 922 MHz SVM - 5.0%
Hand [24] 30 920 MHz Neural network ~ 99.0% -
[25] 50 2.4 GHz MLP 98.6% -
Wearable Arm [26] 6 2.4 GHz MLP 98.0% -
Imaging Hand [28] 37 9.6 GHz Polynomial 94.7% -
Face [29] 200 60 GHz Autoencoder - 1.0%
Finger [27] 5 57-64 GHz Random forest 98.0% -
Scattering Hand [30] 3 900 MHz-2.4 GHz n/a - -
[31] 8 8.2-12.4 GHz L1 distance - 8.0%

The same methodology has also been applied in the case
of opportunistic illuminators, such as Wi-Fi devices, whose
channel state information (CSI) has been used to perform
people recognition across walls [15]. This modality typically
requires the involved subjects to be still in a standing or sitting
posture during data collection [16], [17], [18]. Nonetheless, the
CSI has also been employed to derive discriminative infor-
mation associated with walking subjects, through the analysis
of the time-varying characteristics of the monitored Wi-Fi
channel [19], [20]. Subject-specific patterns associated with
other activities, such as postural transitions [21] or keyboard
typing [22], have also been analyzed through contactless
acquisition modalities relying on Wi-Fi signals. It is worth
mentioning that all the aforementioned systems make use of
only behavioral traits, modeling the user simply as a highly
reflective scatterer.

When an EM field interacts with the biological tissue,
the body composition and shape play an important role in
the interaction process, which is different from subject to
subject according to the amount of water, fat, skin conditions,
size, and other biological features. To exploit this kind of
interaction, passive radio frequency identification (RFID) tags
have been recently considered in [23] and [24]. Biometric
identifiers have been derived by measuring the backscattered
signal obtained when placing a finger over RFID tags, whose
frequency response is directly affected by the effective rel-
ative permittivity and conductivity of a user’s finger. Active
antennas have been employed in [25] and [26], realizing a
recognition system based on the transmitted signal gener-
ated by two wearable antennas on the user’s arm, whereas
in [27] four transmitting and two receiving antennas have
been used to collect subject-specific information when four
fingers of a hand are placed over them. However, all the

mentioned methods are not suitable in contactless scenarios
since direct contact with the measuring system is always
needed. Contactless MW-based recognition systems have been
proposed in [28] and [29], yet the needed acquisition time
is not compatible with applications requiring fast recognition
times. A contactless system based on a single antenna has
been recently proposed in [30] and [31], exploiting the input
impedance matching level and the backscattering level, respec-
tively, to perform user recognition.

A summary of the state-of-the-art on the use of MW
radiation for biometric recognition purposes is reported in
Table 1. For each considered work, the table reports the
operative frequency range, the number of subjects involved
in the performed tests, the achieved recognition performance,
expressed in terms of rank-1 (R1) accuracy for identification
systems, and equal error rate (EER) for systems working in
the verification modality. Most of the performed studies have
been carried out considering identification scenarios, where
it is assumed to have knowledge about the characteristics
of all the users involved in the recognition process when
training the employed classifiers. The recognition rates esti-
mated in this modality are highly dependent on the number
of considered users, which typically assumes low values in
the performed studies. Moreover, such scenarios are typ-
ically employed for surveillance purposes, which can be
hardly managed through the proposed MW-based technolo-
gies, which are conversely more suited for access control
applications.

The contribution here presented stems from the one in [31]
and evaluates the feasibility of performing biometric verifi-
cation relying on the EM interaction of a user’s hand with
the field radiated by a set of two MW antennas, instead of a
single one as in [31]. The proposed system has been designed
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Fig. 2. Proposed MW-based recognition system. (a) Schematic of the entire
system, (b) picture (top view) of the antennas with user hand, and (c) picture
(perspective view) of the antennas with dimensions of the antenna apertures
and distance between them.

to guarantee a seamless and swift interaction with the users to
be authenticated.

III. PROPOSED MW-BASED BIOMETRIC
RECOGNITION SYSTEM

In this section, we describe the proposed recognition system
integrating an acquisition setup, two MW horn antennas, and
a vector network analyzer (VNA) connected to a computer for
the processing of the acquired data. In more detail, a descrip-
tion of the framework employed to collect the EM response
and the corresponding data is provided in Section III-A,
whereas the processing performed on the collected data to
perform biometric recognition is detailed in Section III-B.

A. MW Acquisition System

The proposed acquisition system is shown in Fig. 2. It con-
sists of two horn antennas, each of them fed by a WR90
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rectangular waveguide supporting monomodal propagation in
the frequency range 8.2-12.4 GHz, i.e., in the MW X-band.
The EM field is linearly polarized, with the electric field vector
oscillating along the x-direction and magnetic field along
the y-direction, as shown in Fig. 2(c). Within this frequency
range, the free-space wavelengths range from about 24 mm
(at 12.4 GHz) to 36 mm (at 8.2 GHz), making them fully
comparable with the average feature dimensions of hands and
wrist. The dimensions of the horn antennas, as reported in
Fig. 2(c), are: aperture width A = 145 mm, aperture height
B = 100 mm, and horn length L = 175 mm. The dimensions
ensure an antenna gain greater than 20 dBi in their respective
broadside direction, i.e., positive z-direction for Antenna 1 and
negative z-direction for Antenna 2, in the entire operative band.
As shown in Fig. 2(b) and (c), the antennas are aligned along
the z-axis, and their apertures are placed at a distance D =
100 mm from each other, realizing a free-space volume of
V = 1.45 dm?, where the user can insert a hand for biometric
characterization (see Fig. 2(c)).

The antennas are connected to a two-port VNA via a pair
of coaxial cables for signals up to 18 GHz and terminated by
SMA connectors. The VNA is a Rohde and Schwarz ZVB
14, operating from 100 MHz up to 14 GHz, able to measure
all the complex scattering parameters at the ports connected to
the antennas. In more detail, as shown in Fig. 2(a) and (b), the
VNA measures and records the complex scattering parameters
S11 and Sy, in reflection and S, and S»; in transmission [32].
Before the acquisition campaign, the antenna system has been
calibrated via thru-short-match (TSM) method [33], to have
unitary transmission and zero reflection recorded by the VNA
when the user is not present.

The modality of interaction with the EM field radiated by
the antennas requires that the user places the palm or wrist in
the volume between the two antennas as shown in Fig. 2(c).
As shown in Fig. 2(b) and (c), in the performed tests, the
acquisitions have been made with an outstretched hand, fingers
together, when collecting the scattering parameters associated
with both palm and wrist. While the employed fingers posture
is a requirement to take consistent acquisitions for traits
associated with the palm, it is not relevant for acquisitions
related to the wrist.

The VNA measures the full set of complex scattering
parameters, which contain information associated with the EM
characteristics of the user hand traits. Being complex, each of
the employed biometric identifiers S;;, S21, Si2, and Sy is
expressed in terms of an amplitude—phase pair as functions of
frequency.

Finally, as shown in Fig. 2(a), all collected data are
transferred to the personal computer for the processing
and user identification steps. The applied signal processing
and the employed recognition algorithms are described in
Section III-B.

B. Signal Processing for Biometric Recognition

The scattering parameters, measured during each interaction
of a user with the proposed system, are employed as biometric
identifiers upon which a verification process can be carried out.
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Specifically, it is assumed that a user provides E samples of
the considered biometric traits during an enrolment stage. The
acquisitions collected during the registration of a subject can
be thus generically represented as a set s, ¢ = 1,..., E,
where each vector s € R” has a length F depending on the
considered frequency range and resolution, on which scattering
parameters are considered as biometric identifiers, and on
the representation of the employed parameters, which can be
expressed in terms of amplitude, phase, or both.

When a probe sample s, is collected during a verification
stage, it is compared against the samples collected from the
user whose identity has been claimed, in order to determine
whether the presented subject is an impostor or not. Typically,
a similarity (or dissimilarity) score between the probe sample
and the enrolment set is computed, and a decision is taken
by comparing the obtained score against a threshold. The
required (dis)similarity score can be computed by considering
only the information provided by the legitimate user during
the enrolment, as outlined in Section III-Bl. Alternatively,
information gathered from a set of subjects can also be
employed to model the characteristics of potential impostors
and exploited to compute the needed score, as detailed in
Section II1-B2.

1) Similarity Scores Based on Genuine Data Only: Several
metrics can be employed to evaluate the similarity between a
sample and a set of reference patterns. In the performed tests,
we have considered the following ones.

1) A dissimilarity score can be computed as the minimum
among the Manhattan (L1) distances between the probe
and each of the E enrolment samples as follows:

F
DL] = [rlein Zd(lfl)[f]
f=1
di[f] = lsol 11 =LA M

2) In order to consider the differences in intraclass vari-
ability of different scattering parameters and distinct
frequency ranges, normalized distances between probe
and enrolment samples can be computed as follows:

F
Dpi; = min > di[f]
=
_¢@©
g = LU

with s[f] representing the standard deviation of the
fth coefficient, computed over the E samples collected
during the enrolment of the considered user.

3) In order to further normalize the behavior exhibited
by different contributions in the employed identifiers,
another dissimilarity measure can be defined by simply
counting the number of coefficients for which the con-
sidered probe is distant from the corresponding mean by
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a given number of standard deviations, i.e.,

D= olf]
- il ©

sl f] -
if [f]

otherwise

plf]=1.
p[f]=0,

being m[f] the mean of the fth coefficient for the
considered user and T the employed threshold.

4) A one-class support vector machine (OC-SVM) can
be trained using the E samples collected during the
user’s enrolment, thus using data from a single class
for training purposes. In the performed tests, a Gaussian
kernel is employed to train the considered models. When
a probe sample is submitted during the verification
stage, a similarity measure can be computed using the
trained model and, if necessary, inverted to provide a
dissimilarity score Doc—svMm-

It is worth remarking that, in addition to the mentioned
measures based on L1 distance, analogous metrics relying on
Euclidean (L2), cosine, and Mahalanobis distances have been
considered in the performed tests. Nonetheless, due to the
worst results obtained with their use, these additional measures
are not considered in the following discussion.

2) Similarity Scores Based on Potential Impostor Data: In
order to gather information regarding which contributions in
the employed identifiers should be given more consideration to
carry out the recognition process effectively, it can be assumed
that, during the enrolment of a user, data collected from
other subjects are also available and employed to model the
characteristics of potential impostors. Having represented the
set of data employed to model impostors through the samples
s, i =1,..., I, the metrics presented in Section I1I-B1 could
be modlﬁed in order to consider such additional knowledge as
follows.

1) A corrective factor for L1 distances can be computed as
follows:

culr] = Zminfls L] -1} @

and a dissimilarity measure emphasizing the contribu-
tions that are expected to be more specific to the enrolled
user can be then computed as follows:

D" = min Zd(")[f x e[ f]1- (5)

2) Similar to the previous case, in order to emphasize the
contributions exhibiting the greatest differences between
genuine and impostor samples, a corrective factor can be
computed as follows:

el = me i s 11 = sL11] } ©

s[/]
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and employed to evaluate the dissimilarity score

F
DY =miny > dy [f] xec[f]} @
f=1

3) A corrective factor considering samples modeling
impostors’ behavior can also be computed as follows:

erlf] = ;ipf,?[f]
SO eml L ®

Of]=1.
ol 0
pP[f]=0. otherwise
in order to evaluate the dissimilar distance
F
DM =" p[f] x er[f]. )
f=1

4) A binary SVM can be trained with a class represented by
the E samples collected during the user’s enrolment, and
the other one described through the / samples employed
to model impostors’ characteristics. The trained model is
used during verification to compute a dissimilarity score
Dgsyym when a probe sample is collected.

5) Classification trees have also been considered in the per-
formed tests, relying on a random forest (RF) approach,
i.e., using ensembles of classification trees performing
random predictor selections at each split of the tree
growth. As for binary SVM, the E samples collected
during the user’s enrolment are used, together with
I samples taken to model impostors’ characteristics,
to train the ensemble. A dissimilarity score Dgp is
produced at the verification stage as percentage of trees
suggesting the impostors’ class for the provided probe.

6) Eventually, also the effectiveness of dictionary learning
has been investigated. In more detail, techniques belong-
ing to this category look for sparse representations of
the input data by linearly combining the coefficients of
the original representations, and achieving sparsity using
dictionary atoms lying in a space whose dimensionality
is greater than the one of the original input. Sparse-
representation-based classification (SRC) [34] has been
considered in the performed tests, with the associated
dissimilarity score indicated in the following as Dsgc.

IV. MTS WRISTBAND

In this section, the design of an MTS wristband is presented
and discussed. The interaction between the human body and
the EM field is a complex phenomenon, involving both back-
ward and forward scattering that define the signature of each
user. Even though such processes are well observed when the
operative wavelength is comparable with the trait under test,
i.e., palm and wrist in this case, the penetration depth of the
illuminating EM field is not enough to interact in a significant
manner with the innermost biometric characteristics, leading to
a loss of information. Therefore, we design an MTS wristband
whose functionality is to enhance the scattering and absorption
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Fig. 3. Graphical representation of (a) front view and (b) side view of the
MTS unit cell with dimensions: D = 8 mm, £; = 6.75 mm, ¢, = 5.90 mm,
£3 =5.07 mm, b; = 0.68 mm, by = 1.38 mm, w = 0.15 mm, g = 0.38 mm,
and r = 0.4 mm. (c) Stack-up of biological tissues (skin, fat, muscles, and
bones) for a generic wrist with the proposed MTS UC placed on top.

signature of each user, in order to improve the achievable
recognition performance.

An MTS is a planar alignment of artificial inclusions, also
named meta-atoms, properly engineered in order to exhibit a
desired frequency response and/or functionality when interact-
ing with an EM field [35], [36]. In the last decade, MTSs have
found application in a huge number of different fields, span-
ning from telecommunication [37], [38], [39] and radar [40] to
photonic devices [41], [42] and sensing [43]. Here, we leverage
on the environmental-dependent EM response of the artificial
metallic inclusions composing the MTS wristband. In more
detail, we introduce a flexible MTS to be wrapped around
the user’s wrist for emphasizing subject-specific EM scattering
and absorption characteristics.

In the following, we describe in detail the selected UC com-
posing the MTS wristband, and the corresponding full-wave
numerical simulations performed for characterizing it in the
presence of the biological tissue. Then, the designed wristband
has been fabricated and used in the recognition system as
illustrated in Section V.

A. MTS Unit Cell: Design and Performances

In Fig. 3(a), we report the MTS’s UC considered in this
work. The UC has square symmetry, and its dimension D
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Fig. 4. Parametric study of virtual users. (a) Body stack is simulated without
the MSRR and the thickness of the different components is randomly varied
between 10% of the nominal value. (b) and (c) Body stack is simulated with
the addition of the MSRR and the same virtual user procedure is performed.
The variability between different users is clearly enhanced by the resonance
of the MSRR. The absorbance peak indicates a strong interaction between the
body tissues and the MTS UC.

defines the periodicity of the MTS. Within each UC, a metallic
inclusion composed of three concentric square loops is placed
at the center of the cell. The sides of the three squares are
indicated as ¢;—¢3, and the thickness of the metallic strips is
w. All of them present some gaps of dimension g, as shown
in Fig. 3(a). Finally, two vertical metallic strips connect the
opposite sides of the inner square. The UC is designed to
respond to an electric field orthogonal to the aforementioned
strips on the inner square, TM polarization, as indicated
in Fig. 3(a). The inclusion is printed on an electrically thin
dielectric substrate of thickness # = 0.4 mm and made of FR-4
with relative permittivity &, = 4.3 and tané = 0.025 at 10 GHz.
The thickness of metallic layer is 18 um. The proposed UC
is also known as a multiple split-ring resonator (MSRR) [44],
and it is inspired by the MSRR recently proposed in [45]. All
dimensions in millimeters are reported in the caption of Fig. 3.

In order to determine the dimensions of the MTS inclusion
as well as the periodicity D, we must consider the interaction
with the biological tissues. In Fig. 3(c), we report a graphical
representation of the considered stack-up of different tissues
composing the transversal section of a human wrist or hand.

TABLE II
ELECTRIC CHARACTERISTICS OF TISSUES AT 10 GHz

Tissue Relgti'Vt? Conductivity  Thickness
Permittivity (S/m) (mm)
Skin (Dry) 31 8.01 1
Fat 8.80 1.71 2
Muscle 42.8 10.6 20
(Clift?:al) 8.12 2.14 8

The stack-up is composed of seven layers comprising skin, fat,
muscle, and bone in the proper order. From the EM point of
view, each tissue is characterized using its relative permittivity
& and conductivity o. The values for each tissue have been
extracted from the open database of Foundation for Research
on Information Technologies in Society [46] and listed in
Table II. Moreover, in Table II, the common thicknesses of
each tissue in millimeters are reported [47], [48]. The total
width of the wrist is around 50 mm, which is fully compatible
with the average thickness of an adult. It is worth noticing that
a tiny air gap t,;; = 2 mm is considered between the MTS
inclusion and the skin to model the imperfect adherence of
the wristband to the skin when worn.

A proper set of full-wave numerical simulations of the
structure in Fig. 3(c) is performed in CST MW Studio [49],
deriving the optimal dimensions of the MTS’s UC and the
periodicity to operate in the X-band. The numerical design is
carried out by imposing periodic boundary conditions along
the transversal directions to replicate the single element in a
periodic array as if it were embedded in a realistic MTS. The
final dimensions are listed in the caption of Fig. 3.

In Fig. 4(a), we report the numerically computed amplitude
of the scattering parameters Sj; and S;; when a TM plane
wave illuminates the biological tissue stack-up without the
designed MTS inclusion in front of it. Due to the symmetry of
the stack-up, the other pair of scattering parameters obtained
illuminating from the opposite side, i.e., Sy, and Sj,, are
identical to the reported ones and thus omitted. Fig. 4(a)
shows that S;; exhibits quite high values and almost flat
response (red solid line, Fig. 4(a)), due to strong reflection
at the air—skin interface caused by the high permittivity of
the tissues (Table II). The (little) amount of EM field that
penetrates in the stack-up is absorbed due to the electric losses
identified by the conductivity, and therefore, the scattering
parameter S>; (red dashed line, Fig. 4(a)) is almost zero.
This is also graphically shown in the inset of Fig. 4(a),
where the numerically computed electric field map at 10 GHz
is reported. Moreover, we performed a study varying all
thicknesses of the stack-up randomly of +10%, with the aim
to determine whether different “virtual” users may exhibit
different scattering responses. We conclude that the strong
reflection at the air—skin interface does not allow to appreciate
a strong variability, as marked by the two dashed black lines
in Fig. 4(a). Although the EM signatures of the synthetic users
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can be in principle discriminated, their differences are not
so pronounced to allow a biometric recognition system to be
robust and reliable.

In Fig. 4(b) we report the numerically computed amplitude
of the scattering parameters Sj; and S,; of the stack-up when
the MTS inclusion is present in front of it. The other pair
of scattering parameters, Sy, and S),, are measured from the
naked stack-up side, and hence, they are equal to the ones
reported in Fig. 4(a) and neglected. In this case, the presence
of the UC significantly alters the in-band scattering response
(red solid line, Fig. 4(b)). In particular, the reflection at the
edge of the X-band is higher than the case without the UC,
whereas at the center of the band (around 10 GHz), a sig-
nificant reduction of the reflection is achieved. The amount
of the EM field passing through the entire stack-up is still
extremely low (red dashed line, Fig. 4(b)), due to the losses
of tissues. It is worth noticing that the EM field penetrates
more in the body, as shown in the inset of Fig. 4(b). This
leads to a high energy absorption, quantified in terms of the
absorbance quantity A = 1 — |S;;|*>—|Sy;|? (Fig. 4(c)), where a
strong absorbing behavior is observed around 10 GHz. Finally,
a study varying randomly all thicknesses of the stack-up of
+10% is performed. In this case, it is possible to note that the
differences among the EM signatures of the virtual users are
more pronounced, especially around the maximum absorption
frequency, making these results encouraging for establishing
a reliable and robust biometric recognition system.

B. Fabrication and Use of the MTS Wristband

In Fig. 5(a), we report a graphical picture of the MTS used
for realizing the wristband composed of 40 UCs arranged in
a planar array with five rows and eight columns. The overall
MTS dimensions are: L,, = 7.5 cm and H,, = 4.8 cm. The
fabrication has been realized by using the printed circuit board
(PCB) fabrication technology, based on laser structuring of the
copper clad. In particular, the proposed wristband has been
realized by using the fast tabletop system LPKF ProtoLaser
H4 [50], able to structure the copper of a PCB substrate at
the speed of 8.5 cm?/min, and with an accuracy of £5 um.
In Fig. 5(b), we report a photograph of the fabricated wristband
at the end of the fabrication process. The metallic inclusions
composing the MTS are well-realized and ready for being
worn by a user, as shown in Fig. 5(c). Finally, in Fig. 5(d),
we report a picture of a user’s hand with the fabricated
wristband during the acquisition process. The wrist is within
the measured volume between the two antennas as described
in Section III-A.

V. EXPERIMENTAL RESULTS

An extensive set of experimental tests has been carried
out to evaluate the effectiveness of the proposed biometric
recognition approach based on the EM interaction of a user’s
hand with a system composed of a pair of MW antennas. The
tests described in the following have been performed using
data collected from 43 subjects (18 females and 25 males)
during two distinct acquisition sessions taken in distinct days,
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to consider the possible intraclass variability that could char-
acterize identifiers collected in different occasions. For the
considered scenario, each user has interacted with the proposed
system ten times during each acquisition session. To ensure
that the acquisition conditions are always consistent with the
configuration of the proposed system, data corresponding to
the right hand have been collected for each involved user.

A. Influence of the Selected Dissimilarity Distance

The influence of the used comparison strategy on the
achievable recognition performance has been first evaluated.
To this aim, we have staged a scenario in which each of the
involved users interacts with the system by placing the used
hand between the employed antennas while changing each
time the relative distance from them, to simulate a completely
free operative condition. Measurements have been taken when
both palms and wrists have been placed between the antennas.

Half of the samples collected from each user have been
employed for enrolment purposes (E = 10), with the remain-
ing ones employed as verification probes to estimate the attain-
able false recognition rate (FRR). When required, one sample
from each of 20 subjects other than the enrolled one has been
employed to model the characteristics of potential impostors
when exploiting the metrics introduced in Section III-B2
(I = 20). Samples from the remaining 22 subjects have been
instead considered as verification probes to estimate the system
false rejection rate (FAR), thus simulating open-set conditions
in the performed tests. The selection of both the employed
samples and the subjects used for the impostor’s model has
been performed randomly for ten different times when com-
puting the achievable performance measures, reported in the
following in terms of average over the performed iterations
with associated 95% confidence interval.

The used representations s are obtained by considering all
the collected scattering parameters S;;, Si2, and Sy, (excluding
S»>1 to avoid redundancy), each of them expressed in terms
of amplitude and phase, over the entire frequency range
8.2-12.4 GHz, scanned with a resolution of 20 MHz, being
therefore F = 1206.

Table III shows the EERs, i.e., the error corresponding to
the system configuration for which FRR and FAR are equal,
obtained when using the dissimilarity measures described in
Sections III-B1 and III-B2. The parameter 7 employed for
the distances D7 and DITMP has been set to 7 = 3 in the
performed tests. As can be seen, modeling the behavior of
potential impostors by exploiting data collected from a training
set of subjects can significantly help improving the achievable
recognition rates. Similar results have been obtained when
considering either palms or wrists as employed biometric trait.
Nonetheless, the achieved recognition rates are quite high,
thus highlighting the need for an in-depth study regarding the
characteristics to be used and the acquisition conditions to be
adopted.

B. Influence of the Employed Scattering Parameters

To evaluate which representation should be applied to define
an identifier based on the measured scattering parameters,
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Fig. 5.
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Proposed MTS wristband. (a) Graphical picture with dimensions, (b) photograph (top view) of fabricated device, (c) photograph (front view) of the

wristband worn on right wrist of the user, and (d) photograph (perspective view) of the user with wristband during the acquisition/identification process using

the proposed MW biometric system.

TABLE III
MEAN EERS WITH CONFIDENCE INTERVALS (IN %) ACHIEVED IN FREE OPERATIVE CONDITIONS FOR DIFFERENT DISSIMILARITY MEASURES
Trait Measure
Dy D1y Dr Doc-svm D[Y*? DI} D™M* Dsym Drr Dsrc
Palm 21.5+£0.5 12.8+0.9 13.1+£0.7 14.2+0.8 20.1+0.8 12.1+0.8 12.0+£0.8 12.9+0.8 12.6+0.8 13.9+0.7
Wrist 20.6+0.7 13.24+0.7 11.7£1.0 13.24+0.8 19.6+0.9 12.5+0.9 9.9+1.0 12.1£0.6  10.7+£0.7 14.0%1.1

we have performed tests relying on templates s obtained by
considering different scenarios:

1) all the collected information (F = 1206);

2) only the amplitude or phase of the collected parameters

(F = 603);
3) only the amplitude of each individual scattering param-
eter Si1, Siz, or S (F = 301).

We have also evaluated whether keeping approximately the
same distance from the employed antennas, when placing the
hand between them, can improve the achievable performance.
Acquisitions have been therefore taken in bound conditions
by considering, for both palms and wrists, measurements with
hands placed to the side of a foam spacer having a thickness
of 30 mm, positioned in front of the left antenna aperture and
used as a reference plane.

Furthermore, in order to improve the achievable perfor-
mance, we perform comparisons using altogether the four
best dissimilarity measures, that is, DMP, DIMP| Dgyyr, and
Dgp, as shown by the results in Table III, by carrying out the
recognition process based on the sum of the four computed
distances.

The results obtained by following the same settings illus-
trated in Section V-A are given in Table IV for all the

considered scenarios. It is possible to observe that jointly
exploiting the proposed distances with a score-level infor-
mation fusion, thus using discriminative characteristics high-
lighted through different kinds of processing, allows to notably
improve the achievable recognition rates. Moreover, asking the
involved users to have limited variability in the positioning
of the employed biometric trait allows to further enhance the
obtained performance. Eventually, the reported results show
that most of the discriminative capability of the measured
scattering parameters lies in their amplitude, with the phase of
the measured characteristics that should be discarded in order
to achieve better recognition rates.

C. Influence of the Proposed MTM-Based Wristband

The results shown in Table IV testify that the proposed
approach relying on the EM interaction between a user’s
hand and a pair of MW antennas could guarantee interesting
performance, and can be therefore employed to design a
biometric recognition system that could be robust against
spoofing attack. Nonetheless, in order to reasonably use the
proposed biometric characteristics in a real-world scenario,
it is desirable to further improve the recognition performance.
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TABLE IV
MEAN EERS WITH CONFIDENCE INTERVALS (IN %) ACHIEVED IN FREE AND BOUND CONDITIONS USING DIFFERENT SCATTERING PARAMETERS

Employed Scattering Parameters

Trait Position

All Amplitude Phase

S11 Amplitude S12 Amplitude S22 Amplitude

9.8+0.4
8.7+0.7

9.24+0.5
7.4+0.6

16.5+1.1
13.0«£1.0

Free

Palm Bound

13.9+£0.5
11.0+£0.5

13.5+¢1.2
10.7+0.6

13.4+0.5
8.6+0.6

9.4+0.7
7.2+0.7

9.3+0.6
6.5+0.4

14.8+1.0
12.3+0.9

Free

Wrist Bound

13.7+0.5
8.5+0.8

11.7£0.8
9.1£0.8

12.4+0.8
9.2+0.6

12 T T : : -
= = No wristband

— ] w]“lstl)mld‘,

5 L L 1 L L L L L

2 o o S P
& F Y A A
RN

Frequency Range (GHz)

Fig. 6. Recognition performance, in terms of mean EER, achieved using the
amplitude of the considered scattering parameters over different frequency
ranges as biometric identifier (representations with F' = 45 coefficients), and
an ensemble of the best classifiers.

To this aim, we have evaluated the effectiveness of using
the MTS wristband described in Section IV to emphasize
subject-specific properties when carrying out a recognition
process. Additional acquisitions have been taken from the
considered 43 subjects while wearing the proposed MTS
wristband and interacting with the system by placing their
wrist between the two horn antennas. In this case, the subjects
have been asked to keep their hands in bound conditions,
in order to replicate the favorable conditions examined in
Section V-B.

The mean EER achievable when exploiting the amplitudes
of the considered scattering parameters is within the interval
5.2% =+ 0.4%, with a considerable gain (a relative improve-
ment in the order of 20%) with respect to the one obtained
without the proposed MTS wristband, which is equal to
6.5% + 0.4%, as shown in Table IV.

Fig. 6 shows the performance achievable when focusing
on specific subbands, each with a width of 300 MHz, when
selecting the components of the employed representations s
using only the amplitude of the measured scattering parameters
over the selected ranges (F = 45). The reported EERs are
consistently better over the considered frequency range when
the proposed MTS wristband is worn.

VI. CONCLUSION

In this article, the feasibility of designing a contactless
biometric recognition system based on the EM interaction of
a user’s hand with the field radiated by two MW antennas
working in the X-band has been investigated.

The results obtained from tests performed on 43 subjects
show the existence of discriminative characteristics within the

scattering parameters measured during the interaction, with
the proposed system representing an interesting alternative
to the currently deployed biometric system. In addition, this
approach can be considered to complement existing systems,
thus obtaining multibiometric solutions and increasing the
overall system security, especially due to its effectiveness in
guaranteeing robustness against possible spoofing attacks.

In order to improve the recognition performance achievable
through the proposed approach, an MTS wristband has been
designed with the aim of emphasizing the subject-specific EM
characteristics of a user’s hand. The results obtained when the
involved users wear the fabricated MTS wristband confirm
its effectiveness in enhancing the attainable recognition rates,
thus allowing to exploit the considered EM interaction to
implement a robust stand-alone biometric recognition system.

Future studies along this line of research may concern the
use of different signal processing approaches for the consid-
ered scattering parameters, and the exploitation of better per-
forming classifiers, for instance, investigating solutions based
on neural networks. Furthermore, to evaluate the applicability
of the proposed system to real-world scenarios, it would be
advisable to conduct longitudinal studies aimed at verifying
the permanence of the exploited discriminative characteristics
over long time intervals [51] and to design template update
strategies aimed at handling the variations in the identifiers of
each user following each recognition attempt.
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