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Abstract— Low terahertz (THz) frequencies are promising
candidates for future wireless communication systems. Due to
high path losses at those frequencies, highly directive antennas
can be used to compensate the path losses thus making eaves-
dropping challenging. However, previous work has shown that
eavesdropping is still possible even if antennas with pencil beams
are used. In this article, eavesdropping possibilities are evaluated
with respect to common objects in office environments–a coffee
cup, a thermos, and a laptop–by investigating the scattering
properties of these objects. For the coffee cup and the thermos,
angle-independent reflection losses are given. The laptop has the
lowest reflection losses of approximately 5 dB if it is placed to
reflect the signal in a specular way. Furthermore, the results are
analyzed in terms of secrecy capacity and blockage, revealing
good eavesdropping opportunities when the thermos is used.
If the object is placed outside of the line-of-sight path, the
blockage drops down to zero. However, especially for the thermos
the secrecy capacity is still below 0.8 in this case. For the other
objects, a direct eavesdropping where Eve is directly oriented
toward Alice results in a lower secrecy capacity in most of the
cases.

Index Terms— Blockage, coffee cup attack, eavesdropping,
physical layer security, scattering properties, secrecy capacity,
300 GHz, THz communications.

I. INTRODUCTION

THE low terahertz (THz) frequencies (0.1 – 1 THz) are
envisioned for high data rate communications as there

is a large available bandwidth. The IEEE 802.15.3d stan-
dard for high data rate communication [1] foresees wireless
communication between 252 and 325 GHz. Envisioned use
cases and scenarios such as data center communication, kiosk
downloading, or wireless backhaul networks could also be a
potential target for eavesdropping. Although the propagation at
the low THz frequencies is challenging due to a high free space
path loss (FSPL) and their susceptibility to weather effects
such as water vapor absorption [2], [3], [4], the usage of high
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gain antennas and aligned point-to-point communication links
can enable wireless THz communication [5], [6].

In theoretical work, these circumstances often lead to the
assumption that communication links at low THz frequencies
are inherently secure [7], [8]. Work at lower frequencies,
however, has shown that eavesdropping is still possible [9].
In addition, previous work showed a strong influence of
reflections of common scenario features such as door frames or
TV-screens [10], suggesting that the assumption of inherently
secure communication links has to be carefully evaluated.
Apart from structures and fixed features of a scenario, movable
objects can have an impact on the propagation, too, and could
be used or placed specifically for attacks by skilled, potential
eavesdroppers.

The effects of reflections and scattering at THz frequencies
have been studied in a variety of research contributions.
In earlier works, a focus on basic properties such as surface
roughness or material parameters [11], [12], [13] can often
be observed. In recent years, the focus has shifted more
toward application specific measurements: the influence of a
cylinder and a metal plate as scattering objects in and close to
the line-of-sight (LOS) path have been studied at 100, 200,
and 400 GHz by Ma et al. [14]. The effect of side lobes
has been reduced by the usage of lenses. The results show
however that pencil-beam-like communication links do not
guarantee physical layer security. Similar experiments have
been conducted previously at 60 GHz showing a decrease
of physical layer security due to the placement of scatter-
ing objects [15]. Besides that [16], [17] even showed that
atmospheric conditions can impact and impair the physical
layer security of a THz communication link. In addition
to eavesdropping, recent investigations are also focused on
possibilities of jamming attacks [18].

As the communication at THz frequencies has significantly
matured during the recent years [5], [19], the measurement
campaign that is presented in this article focuses on objects
that can be found in typical communication scenarios such as
the meeting room scenario from [10]. The measurement setup
therefore focuses on a system-level view rather than funda-
mental measurements using dedicated reflectors or specifically
designed shapes. Therefore, in contrast to [14], no lenses have
been used to include the effect of side lobes in combination
with scattering objects. The measurement campaign hence
complements the results from [10] by investigating the effect
of scatterers at different distances, complex shapes as well
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as the influence of different materials, orientations, and tem-
peratures. In doing so, the contribution of the article extends
the findings in [20] by analyzing the measurement campaign
with a more in-depth view. Furthermore, different aspects and
further objects are analyzed in this article compared to [20].
The contribution of this publication is twofold based on the
comprehensive measurement campaign.

1) The results are analyzed with respect to scattering
properties in terms of reflection losses for the different
objects. The reflection losses are evaluated for different
angles and characteristics like temperature and orienta-
tions of the object.

2) The results are used to calculate the secrecy capacity
and blockage in the different scenarios to investigate the
eavesdropping opportunities using the different scatter-
ing objects.

The following sections are structured as follows. The
used measurement equipment and the measurement setup
are described in Section II, followed by the analysis of the
scattering properties in Section III. The secrecy capacity is
evaluated in Section IV, and finally the results are concluded
in Section V.

II. MEASUREMENT METHODOLOGY

To investigate eavesdropping possibilities, measurements
were performed in a conference room scenario. The setup
was chosen to emulate a typical conference situation. All
investigations in this article are based on the received power
of Eve and Bob. To measure the received power, a channel
sounder was used. The channel sounder and the measurement
setup are explained in detail in Sections II-A and II-B.

A. Measurement Equipment

The channel sounder that was used measures the channel
impulse response (CIR) in the time domain by cyclic correla-
tion of a transmitted and received signal. As a pseudorandom
noise (PN) sequence offers good correlation properties, it is
used as a test signal and it is generated by means of the
base clock of 9.22 GHz in the PN sequence generator (PNG).
The signal in the intermediate frequency (IF) band has a
bandwidth of approximately 8 GHz and a center frequency of
9.2 GHz. Within the transmitter (TX) frequency extender, the
IF signal is upconverted to a center frequency of 304.2 GHz
by a multiple of the base clock and radiated with a power of
−23.7 dBm. Following the same approach, the received radio
frequency (RF) signal is downconverted within the receiver
(RX) frequency extender. In the end, the IF signal is sam-
pled in-phase and quadrature with analog-to-digital converters
(ADCs) within the RX ultra wide-band (UWB) module with a
subsampling of 128 and processed on the control laptop [21].
Generally, the channel sounder can perform multiple input
multiple output (MIMO) measurements up to a configuration
of four TX and four RX. In this work, one TX and two RX
were used. According to common practice in eavesdropping
investigations, the TX is called “Alice,” the first RX–which is
the desired communication partner of Alice–is called “Bob,”
and the second RX–which is the eavesdropper–is called “Eve.”

TABLE I

TECHNICAL PARAMETERS OF THE CHANNEL SOUNDER [21]

Fig. 1. Schematic block diagram of the channel sounder.

For all measurements, standard gain horn antennas with an
antenna gain of GTX,max,dB = GRX,max,dB = 26.4 dBi and
a half power beamwidth (HPBW) of 8.5◦ were used with
vertical polarization. A schematic block diagram and a partial
illustration of the channel sounder is shown in Figs. 1 and 2,
respectively. A summary of the parameters of the channel
sounder is given in Table I.

The PNG and the ADCs wake up in an arbitrary state that
causes an arbitrary additional delay in the CIR every time
the channel sounder is switched on. Measuring also relative
values, the channel sounder has to be calibrated with respect to
the amplitude and to the delay of the CIR with a back-to-back
(B2B) calibration. By measuring the amplitude and the delay
of known waveguides, a correction term can be calculated fol-
lowing the procedures described in [22] and [23], respectively.
However, due to IQ-imbalances, the measurements are affected
by an inaccuracy of up to ±2 dB but the calibration of the
imbalances is an ongoing topic [24].
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Fig. 2. Partial illustration of the measurement setup (based on [20]).

B. Measurement Setup

The whole measurement setup is placed in a conference
room. Due to the post-processing and reference measurements,
the influences of the room itself are compensated during
the evaluation of the measurement data. Therefore, the CIR
with the investigated object are compared to the CIR of
the reference measurement without the object. By doing so,
the multipath components (MPCs) caused by the investigated
object can clearly be detected due to the different delay. Only
these MPCs are chosen and further investigated. Alice and Bob
are placed on tables, emulating communication partners in a
typical office scenario like, e.g., laptop-to-laptop or laptop-
to-projector configuration. The LOS path between Alice and
Bob is parallel to the edge of the tables and marks the zero
reference of the y-axis, whereas the edge of the horn antenna
of Alice marks the zero reference of the x-axis. Therefore,
Alice is placed at xAlice = 0 m and yAlice = 0 m with an
azimuth angle of ϕAlice = 0◦. Bob is placed at xBob = 4.5 m
and yBob = 0 m with an azimuth angle of ϕBob = 180◦. During
the measurements, neither the position nor the orientation
of Alice and Bob are changed. Furthermore, the elevation
angles of Alice, Bob, and Eve are not changed and remain
at θAlice = θBob = θEve = 90◦ (only azimuth plane).

The position of Eve is fixed in the y-position at yEve =
−0.55 m with Eve being moved along the x-axis for the
different steps of the measurement. Therefore, Eve is placed on
a tripod that is mounted on a platform of a rail system enabling
an axial movement (see Fig. 2). Starting from xEve,start = 0 m
up to xEve,end = 4.5 m, Eve is placed at ten different positions
with a distance of �xEve,dist = 0.5 m each. The height of the
tripod is fixed so that Eve is on the same height as Alice and
Bob. As mentioned before, the elevation angle of Eve is fixed
but the azimuth angle is changed according to the position
of Eve and the position of the scattering object as described
below. The main lobe of the antenna of Eve is always oriented
toward the direction of the center of the scattering object. This
leads to azimuth angles in the range of ϕEve = [8; 170]◦. At
larger x-positions of Eve, the Alice-Eve LOS path becomes
dominant compared to the reflected path by means of the
scattering object. However, due to the different delay, the
components are separated in the CIR and can be identified
clearly. It should be noted that only the values caused by

Fig. 3. Schematic top down view of the laptop orientation.

the reflection at the scattering object are considered for the
evaluation of the data.

To investigate the eavesdropping opportunities, three differ-
ent scattering objects which are typical for a conference room
scenario–namely a ceramic coffee cup, a thermos, and an open
laptop–were used. In addition, the open laptop was used in two
different configurations: 1) the surface of the opened laptop is
perpendicular to the LOS path between Alice and Bob (called
“Laptop 90◦”) and 2) with an angle of 45◦ with respect to the
LOS path between Alice and Bob (called “Laptop 45◦”). The
different configurations are shown in a schematic top down
view in Fig. 3.

The objects were placed at nine different positions grouped
into three segments with the same x-position each with three
different y-positions. The three segments are placed at xscat =
[1.5; 2.5; 3.5] m. For each segment the object is placed at
three different y-positions: first at yscat = 0 m, i.e., in the
LOS path; second at the corresponding positions where the
object receives the signal from Alice with an angle of departure
(AOD) of 4◦; and finally at the corresponding positions where
the object receives the signal from Alice with an AOD of 7◦.
A schematic top view including, among others, the different
positions of the scattering object is shown in Fig. 4. It should
be noted that the coffee cup and the thermos were placed
centrically at the determined positions. The coffee cup has
a diameter of approximately 8.5 cm and the thermos has a
diameter of approximately 7.5 cm. The position of the laptop
was arranged in such a way that the edge of the laptop is
as far away from the determined positions as the coffee cup
and the thermos (i.e., the radius of the coffee cup and the
thermos). Therefore, the edge of the laptop had a distance
of −0.04 m in y-direction to the determined positions as
illustrated in Fig. 3 where the marked LOS path corresponds
to the scattering positions at yscat = 0 m.

Besides the measurements with the scattering objects, the
same measurement is repeated without the scattering objects.
This reference measurement is performed with the same setup,
i.e., the same positions and angle of arrivals (AOAs) of Eve
(Alice and Bob are fixed anyway) to give information about
the MPCs which are caused by the environment. In addition,
one reference measurement is conducted where Eve is aligned
directly to Alice and not to the position of the scattering object.

III. SCATTERING PROPERTIES

In this section, the general reflection and scattering proper-
ties of the used objects are characterized. Furthermore, some
special effects like the changes in characteristics due to the
temperature or the orientation of the object are investigated.
For calculating the reflection loss L refl,α,dB where α denotes the
investigated object, only the MPC caused by the reflection at
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Fig. 4. Schematic top down view of the measurement setup in the conference room (based on [20]).

the investigated scattering object is evaluated. It can be iden-
tified using the reference measurement without the scattering
object and the expected delay due to the physical setup. The
FSPL can be calculated considering the delay τα by

LFSPL,α,dB = 20 · log10(4π f · τα). (1)

The reflection loss is then calculated as the difference between
the measured path loss (PL) Lmeas,α,dB and the theoretical FSPL
due to the delay

L refl,α,dB = Lmeas,α,dB − LFSPL,α,dB. (2)

Here, (2) holds for measurements with omni-directional anten-
nas with an antenna gain of 0 dBi but during this measurement
highly directive antennas were used. However, the antenna
gain of the used antennas is compensated with respect to the
antenna gain of the main lobe GTX,max,dB and GRX,max,dB in
the post-processing so that (2) holds for these measurements
in direction of the main lobe of the directional antennas, too.
As the amplitude of the MPC is underestimated if the AOD
or AOA does not correspond to the main lobe of the antenna
(ϕ = 0◦), the difference between the antenna gain of the main
lobe and the antenna gain in the specific direction has to
be added. In the discussed scenario, Eve is always oriented
toward the center of the scattering object and therefore the
AOA always falls together with the direction of the main
lobe. However, the scattering object is not always placed in
the main radiation direction of Alice so that the difference of
the antenna gain

Gdiff,dB = GTX,max,dB − GTX,dB(ϕAOD) (3)

where ϕAOD is 4◦ and 7◦, respectively, has to be considered
resulting in

L refl,α,dB = Lmeas,α,dB − LFSPL,α,dB−Gdiff,dB. (4)

As mentioned in the context of the measurement equipment,
the maximum antenna gain here is GTX,max,dB = 26.4 dBi
and for the different AODs the antenna gain is
GTX,dB(4◦) = 23.98 dBi and GTX,dB(7◦) = 18.68 dBi.

A. General Characteristics

Due to the different positions of the scattering object and of
Eve, each measurement gives the reflection loss of the object
for a different viewing angle of Eve with respect to the incident
wave, as exemplarily shown in Fig. 4. The results show that
the scattering properties of the coffee cup and the thermos are
better than the scattering properties of the laptop in most of the
cases as can be seen in Fig. 5. The majority of the reflection
losses in the considered angular range are within the range
of [23; 28] dB and [16; 21] dB for the coffee cup and the
thermos, respectively, whereas they are within the range of
[34; 47] dB and [33; 40] dB for the Laptop 45◦ and Laptop
90◦, respectively. The ranges are visualized in Fig. 6. However,
the lowest reflection losses are measured for the Laptop 45◦ if
the signal is received with a viewing angle close to 90◦. This
is further investigated in Section III-C.

With respect to the coffee cup and the thermos, the results
additionally emphasize that the thermos reflects better than
the coffee cup due to the metallic surface of the thermos.
The reflection losses of the thermos are approximately 7 dB
lower compared to the reflection losses of the coffee cup.
In addition, the reflection losses for both, the coffee cup and
the thermos, as well as the reflection losses for the Laptop 90◦
are limitedly spread and therefore there are nearly identical
in a first-order approximation for all investigated angles. The
difference between the lower and upper quartile is only 4 dB
for the coffee cup and the thermos as well as 5.6 dB for
the Laptop 90◦. Therefore, the average value of 26.9 dB
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Fig. 5. Reflection losses for different viewing angles of Eve and different
objects.

Fig. 6. Distribution of the reflection losses for different objects.

for the coffee cup, 19.8 dB for the thermos, and 37.5 dB
for the Laptop 90◦ can be used as reflection losses that are
independent of the viewing angle for simple models in the
investigated angular range.

B. Temperature Characteristics

In the previous and in the following sections, the
objects–more specifically the coffee cup and the thermos–were
empty. To evaluate the difference of the scattering properties
for different temperatures of the objects, they were filled with
cold and hot water. For these measurements, Eve was fixed at
xEve = 2.5 m and the scattering object was placed at all three
y-positions for xscat = 2.5 m. To differentiate the impact of
the content itself, reference measurements with empty objects
were performed at yscat = 0 m and at yscat = 0.175 m. For
yscat = 0 m, the difference in the transmission by evaluating
the received power of Bob is also analyzed. The measurement
results are post-processed to compensate the FSPL and the
antenna gain resulting in the reflection and transmission loss.

With respect to the scattering properties, there are no
differences neither between empty or full nor between cold

TABLE II

REFLECTION LOSS

TABLE III

TRANSMISSION LOSS

or hot objects detectable. The reflection losses, summarized
in Table II, are always in the same order of magnitude
considering the tolerance of the measurement equipment. The
same observations can be made for the transmission loss
(summarized in Table III). The transmission loss is also always
in the same order of magnitude.

C. Orientation Characteristics

The reflection properties of the thermos are independent of
the orientation of the thermos as the thermos is rotationally
symmetric, i.e., the reflecting surface is always the same.
On the other hand, the coffee cup has a handle. However,
in most cases the reflecting surface is still the same because
the coffee cup is also circular and the handle is mostly
covered by the coffee cup, but for some orientations the
reflecting surface might be different. Therefore, the difference
of the reflection properties of the coffee cup are evaluated for
different orientations. Eve was placed at xEve = 2.5 m and the
coffee cup was placed at xscat = 2.5 m and yscat = 0 m as well
as yscat = 0.307 m. The handle was set starting at ϕhandle = 0◦
up to ϕhandle = 315◦ in 45◦ steps resulting in several different
angles of the orientation of the handle with respect to the
incident angle of the signal.

The measured values do not give any information about the
orientation of the handle. The values are neither constant nor
do they change in a particular way, they seem to be randomly
distributed. Fig. 7 shows the measured values along with the
average value. Except for a few values, the measured values
lie within the accuracy of the channel sounder as the values
are within the average value ±2 dB as visualized in Fig. 7.
It should be noted that even the outliner at approximately
150◦ does not correspond to an appropriate configuration of
the setup. A relation between the measured value and the
orientation of the handle is very unlikely and it seems to
be a measurement error. Therefore, it is assumed that the
handle of the coffee cup has no significant influence on
the scattering properties of the coffee cup and the varia-
tion of the measured values are caused by the measurement
equipment.
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Fig. 7. Reflection loss of the coffee cup for different handle orientations
ϕhandle.

TABLE IV

PL INCLUDING THE FSPL FOR DIFFERENT LAPTOP
SURFACE ORIENTATIONS

On the other hand, the reflection properties of the laptop are
strongly depend on the orientation of the surface of the open
laptop as shown by the results of the general characteristics
in Section III-A. If the laptop is set with a 45◦ incident angle
between the LOS path between Alice and Bob and the surface
of the open laptop, it behaves like a mirror and reflects the
scattered signal directly in the direction of Eve for a viewing
angle of 90◦ (see Laptop 45◦ in Fig. 3). In this case, the
minimal reflection loss is approximately 5 dB. To evaluate
whether the texture of the surface has an influence on the
reflection loss or not, the reflection for Laptop 45◦ is measured
for four different orientations of the surface. Therefore, the
laptop was placed at xscat = 2.5 m and at yscat = 0 m. Eve
was placed at xEve = 2.5 m and the normal vector of the
display was varied within the range of [45; 315]◦ in 90◦ steps
with respect to ϕ.

The measured values, summarized in Table IV, reinforce the
observations in Section III-A: the PL is smaller if the surface
of the laptop is set in the direction of 45◦ and 225◦. In these
cases, the surface reacts as a mirror and reflects the transmitted
signal directly into the direction of Eve. The values emphasize
that the reflection loss is similar for the front and rear side of
the laptop: for 45◦ the cover of the laptop is the mirror plane
whereas the display is the mirror plane for 225◦. However, the
measured values have a gap of approximately 3 dB only. The
same observations can be made for the other orientation where
the gap is also approximately 3 dB but the PL is approximately
22 dB higher.

IV. SECURITY ASPECTS

In this section, the measurement results will be investigated
with respect to the secrecy capacity (SC), starting with the
theoretical background in the first part of this section. For
Eve, the SC should be low while Alice and Bob should not
notice the attack. Therefore, the blockage of Bob has to be
considered, too, and will be investigated in the second part
of this section. Finally, the SC for the different objects and
positions is analyzed in the last part of this section.

A. Theory

The SC here is given by the normalized SC and can be
calculated by [14]

cs = log(1 + SNRBob) − log(1 + SNREve)

log(1 + SNRBob)
. (5)

The signal-to-noise ratio (SNR) for Bob and Eve can be
calculated by

SNR� = 10
SNR�,dB

10 (6)

where � denotes Bob and Eve, respectively, and the logarith-
mic SNR is

SNR�,dB = P�,dBm − Pnoise,dBm. (7)

The received power P�,dBm is given by

P�,dBm = PTX,dBm+Gant,TX,dBi−Lpath,�,meas,dB+Gant,RX,dBi (8)

where PTX,dBm denotes the transmit power of Alice and is
set to 10 dBm, Gant,· is the maximum antenna gain, and
Lpath,�,meas,dB is the measured PL including the FSPL and the
optional reflection loss at Bob or Eve, respectively. In contrast
to (3), the difference in the PL due to the different antenna
gains at different AODs is considered here because the SC
shall be analyzed even if the scattering object receives a signal
transmitted in direction of the side lobes of the antenna of
Alice.

For the noise power, an additive white Gaussian noise
(AWGN) channel with thermal noise is assumed and is given
by

Pnoise,dBm = 10 · log10

(
kB · T · B

1 mW

)
+ NF (9)

where kB is the Boltzmann’s constant. The temperature T
is assumed to be T = 290 K and according to the IEEE
802.15.3d standard the bandwidth B is set to B = 2.16 GHz.
The noise figure NF is assumed with 8 dB [1].

B. Blockage of Bob

The blockage of Bob can be calculated by [14]

b = 1 − SNRα
Bob

SNRno object
Bob

(10)

where the SNR is calculated following (6)–(9) and α denotes
the investigated scattering object. If the scattering object is
placed directly in the LOS path between Alice and Bob (each
position where yscat = 0 m), the blockage of Bob is between
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TABLE V

BLOCKAGE OF BOB

0.93 and 0.99. If the object is placed outside of the LOS path,
the blockage of Bob is zero in most of the cases. The blockage
is greater than zero (more precisely between 0.07 and 0.14)
for the coffee cup, for one of the positions of the Thermos,
and for one of the positions of the Laptop 45◦. However,
the receiving power of Bob is approximately 1 dB higher at
those positions compared to the other positions. Due to the
accuracy of the measurement system, it can be assumed that
the receiving power is the same if the object is placed outside
of the LOS path and therefore these blockage values can also
be assumed to be zero. Thus, Alice and Bob only notice the
attack if the scatterer is placed directly in the LOS path. The
results of Bob’s blockage are summarized in Table V.

C. Secrecy Capacity

As mentioned in the previous section, Alice and Bob will
notice the attack due to the blockage which is higher than 0.93
if the objects were placed in the LOS path between Alice and
Bob. However, given the placement in the LOS path, the SC
is low for the coffee cup and the thermos if the scatterer is
placed at xscat = 1.5 m as shown in Fig. 8 as a blue dashed
line with circular markers. The average values, summarized
in Table VI, are 0.10 for the thermos and 0.18 for the coffee
cup if the scatterer is placed at xscat = 1.5 m. The SC is
increased to 0.24 for the thermos and 0.44 for the coffee cup
when the scatterer is placed at xscat = 2.5 m, and to 0.24 for
the thermos and 0.39 for the coffee cup with the scatterer
at xscat = 3.5 m. An SC of 0 is reached as the lowest value
because Eve partially receives the same power as Bob due to
the good reflection and the blockage of the scattering object.
On the other hand, the SC is much higher if the laptop is used
as the scattering object even if it is placed in the LOS path,
except for the cases where the Laptop 45◦ reflects the signal
in a specular way. The average values lie between 0.45 and
0.86 for Laptop 45◦ and between 0.47 and 0.80 for Laptop
90◦ if the object is placed in the LOS path.

As expected, the SC increases with increasing distance
in y-direction of the scattering object because the received
power decreases for Eve due to the higher PL whereas the
received power concurrently increases for Bob due to the
absent blockage. In Fig. 8, the different positions are shown
as a purple dashed line with square markers for the scattering

TABLE VI

AVERAGE SECRECY CAPACITY

object position with an AOD of 4◦ and as a gray dashed
line with triangle markers for the position with an AOD
of 7◦. However, the deviation of the SC between the two
different positions outside the LOS–where the scattering object
receives the signal from Alice with an AOD of 4◦ and 7◦,
respectively–is relatively small. The difference of the SC,
i.e., the difference of the purple and gray dashed line for
each position of Eve and for all sub-figures in Fig. 8, has a
maximum of 0.23, a minimum of 0.08, and an average value
of 0.09. This is independent of the scattering object itself, its
x-position, and the position of Eve. Similar to the findings
before, the SC for the coffee cup and for the thermos is lower
and therefore the eavesdropping opportunities are better than
for the laptop.

With respect to the laptop, the values are comparable for
Laptop 45◦ and Laptop 90◦ expect for the configuration where
the Laptop 45◦ reflects in a specular way. For the position
where the scattering object receives the transmitted signal with
an AOD of 4◦, the average SC is 0.83 both for Laptop 45◦ and
for Laptop 90◦ for all positions of the scattering object as well
as for all positions of Eve. For the AOD of 7◦, the average are
0.89 for Laptop 45◦ and 0.90 for Laptop 90◦. It can be seen
that the SC is greater than 0.6 in most of the cases here which
makes eavesdropping difficult. This is especially true when
the scatterer is placed at xscat = 2.5 m and at xscat = 3.5 m:
here, the SC is even greater than 0.8 in most of the cases.
Furthermore, the results show that “direct eavesdropping,”
i.e., Eve is directly aligned toward Alice and receives the
transmitted signal via side lobes of Alice’s antenna, might be
more effective if the laptop is placed outside of the LOS path.
The SC for the direct eavesdropping–visualized as a green
solid reference line in Fig. 8–is lower than the SC for the
reflected path for the predominant number of Eve’s positions.

On the other hand, for the coffee cup and for the thermos
most SC values are below 0.8 and 0.7, respectively, if the
object is placed outside of the LOS path. The average value is
0.64 for the coffee cup and 0.51 for the thermos if the object
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Fig. 8. SC for the different scattering objects at different positions based on the channel sounder measurements.

is placed in the direction of the AOD of 4◦ as well as 0.76 for
the coffee cup and 0.62 for the thermos when the AOD of 7◦
is chosen. For the three different x-positions of the scattering
object, the average SC for the thermos are 0.44, 0.52, and
0.58 for the AOD of 4◦ configuration as well as 0.52, 0.64,
and 0.71 for the AOD of 7◦ configuration. The average values

increase for the coffee cup: 0.48, 0.68, and 0.75 for the AOD
of 4◦ configuration as well as 0.60, 0.80, and 0.87 for the AOD
of 7◦ configuration.

With respect to direct eavesdropping, the SC is higher in
two thirds of the positions of Eve if the coffee cup is placed
at xscat = 2.5 m and xscat = 3.5 m outside of the LOS path.
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Here, in most cases the direct eavesdropping might be more
effective. If the thermos is used as a scattering object or the
coffee cup is placed at xscat = 1.5 m, eavesdropping via the
reflection at the scattering object is more effective until Eve’s
position reaches approximately half of the way between Alice
and Bob. Up to this point, the SC is lower compared to the
SC when Eve is aligned directly toward Alice.

It should be noted that Eve is placed relatively close to
Alice and Bob and to the LOS path between them here. On the
one hand, this leads to similar FSPL values compared to the
distance between Alice and Bob, but on the other hand this
supports the direct eavesdropping as Eve can receive the signal
from Alice via small AODs. If Eve is placed further away from
the LOS between Alice and Bob, the SC of eavesdropping for
the reflection at the scattering object might change slightly as
the FSPL changes only a little. In contrast, the receiving power
by means of direct eavesdropping will change more noticeable
as the AOD changes. This means that the transmitted signal
will be amplified with a lower antenna gain in this direction
and that the benefit of the eavesdropping via the reflection at
a scattering object might be stronger. On the other hand, the
direct eavesdropping might be better if the transmitted signal
benefits from strong side lobes in direction of Eve as can be
observed by phased array antennas, for example [25].

V. CONCLUSION

Against the predominant opinion, previous work has shown
that eavesdropping might be possible in THz communications
even if high gain antennas are used. To complement these
findings, eavesdropping opportunities with common objects
in office-like scenarios, namely a coffee cup, a thermos, and
a laptop, are evaluated in this article. Considering different
positions of the scattering object, especially placed outside
of the LOS path between Alice and Bob, channel sounder
measurements were conducted to measure the receive power
of Bob and Eve. In the end, details of the eavesdropping
opportunities were investigated in form of scattering properties
and SC.

With respect to the general scattering properties, the inves-
tigation reveals that the coffee cup and the thermos reflects
better than the laptop whereby the thermos has the lowest
reflection losses due to the material characteristics. For the
coffee cup and the thermos, the results are independent of
the filling or the temperature of the object. Furthermore, the
reflection losses are independent of the orientation of the
coffee cup and the thermos but they are strongly influenced by
the orientation of the laptop. Therefore, the lowest reflection
losses were measured for the laptop when it is oriented with
an angle of 45◦ with respect to the LOS path between Alice
and Bob as the laptop reflects in a specular way. The minimal
measured reflection loss is approximately 5 dB in this case.
In contrast, a first order approximation independent of the
viewing angle of Eve leads to reflections losses of 26.9 dB
for the coffee cup, 19.8 dB for the thermos, and 37.5 dB for
the laptop if the surface of the laptop is oriented perpendicular
to the LOS of Alice and Bob.

The SC should always be examined considering the block-
age of Bob. The target of eavesdropping is a low SC together

with a low blockage of Bob so that Alice and Bob do not notice
the attack. The presented results show that the blockage of Bob
is high with a minimum value of 0.93 if the scattering object is
placed within the LOS between Alice and Bob. However, the
blockage is always zero if the object is placed outside of the
LOS, and therefore Alice and Bob will not notice the attack
if the object is placed there. The SC is lower if the object
is placed within the LOS, but even if the object is placed
outside of the LOS, the SC is low using the thermos as a
scattering object. For the thermos, the SC is always below
0.8. Compared to “direct eavesdropping” where Eve is directly
oriented toward Alice, the SC of the direct eavesdropping is
lower in the predominant number of cases compared to the
SC when the signal is received in terms of reflection at the
scattering object. Therefore, the results show that in the chosen
setup the direct eavesdropping is more effective for Eve when
other objects than the thermos are used as a scattering object.
Especially if strong side lobes of, e.g., phased array antennas
are considered, direct eavesdropping benefits of the side lobes
and might be better than eavesdropping in terms of reflections.

It should be noted that the results regarding the SC depend
on the position of Eve. If Eve is placed, for example, within
a sidelobe of the antenna of Alice, the direct eavesdropping
might be even better or, on the other hand, worse, if Eve is
placed between two side lobes of the antenna of Alice. The
dependency of the SC on the position of Eve extended to the
variation of the y-position could be investigated in an ensuing
work. Future work could also enhance the map predictions
of office scenarios given in [10]. Here, the eavesdropping
opportunities in terms of received power at Eve with respect to
the position in a conference room were investigated. However,
only the room itself with fixed objects, like TV screens
and door frames, was considered. Based on the scattering
properties evaluated in this work, the scenario could be com-
plemented using freestanding objects, like the thermos or the
laptop.

The different investigations of the physical layer security
in low THz communications have shown that eavesdropping
is possible in several ways: by means of reflections due to
the room itself, by means of reflections of scattering objects
within the room, and by means of the sidelobes of the antenna
of Alice. Our measurement results and the evaluated SC are
the basis for designing secure channel coding schemes using,
for example, wiretap coding to enable a secure communica-
tion between Alice and Bob from an information-theoretical
perspective.
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