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We have more access to data than ever before,
but it is difficult to make sense of it when the
data is incomplete or inaccurate. As such, data
validation is necessary to increase data quality

for effective decision making.

ata validation is an essential part of data han-

dling, notably in the fields of data science, arti-

ficial intelligence, and the Internet of Things.

As the name suggests, it is the checking of
quality and accuracy of data prior to processing it. Data
validation is not a new topic; however, most data han-
dling processes do not follow a systematized data vali-
dation approach and hence lead to small- or large-scale
error-prone conclusions.}3 The use of a proper data val-
idation process could prevent life-threatening scenarios
such as incorrectly classifying a cancerous tissue as be-
nign,! prevent the loss of millions of dollars by ensuring
the accuracy of a price prediction model,2 or prevent a fa-
tal accident of a self-driving car that failed to recognize a
jaywalking pedestrian.3 As such, there is an urgent need

Digital Object Identifier 10.1109/MC.2021.3099045
Date of current version: 24 September 2021

COMPUTER 0018-9162/2102021IEEE

Validating “Data

for efficient and effective data vali-
dation procedures.

Today, with the advances in big
data and analytics, businesses, gover-
nments, and individuals can apply di-
versedataminingand machine-learn-
ing algorithms to bring new business
opportunities and improve quality of
life. The International Data Corpora-
tion predicted that, by 2025, data will
grow to 175 trillion gigabytes worldwide, and businesses will
become even more reliant on big data for decision making.?
However, given the nature of big data (that is, huge volume
of generated data, fast velocity of arriving data, and large
variety of heterogeneous data), the quality of data can easily
be compromised.® There are anecdotes where collected data
was so voluminous that people eventually discarded it since
it derived no benefit.®

WHAT IS DATA VALIDATION?

There are different definitions of data validation but, in
general, data validation is a process of delivering clean
and accurate data to specific programs, applications, and
services.” For example, in machine learning, data valida-
tion means checking the quality and accuracy of source
data before training a new model.8 Different types of vali-
dation can be performed depending on the objectives and
constraints of a given data set.
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Data validation usually occurs
during the transform stage of the ex-
tract, transform, and load (ETL) data
process, where data are first extracted
from a data source (Stage 1); validated,
cleaned, merged, formatted, and/or
appended with other data set extracts
(Stage 2); and finally ready to load
(Stage 3) and process as per the given
use case.?

other occupations.l! However, it was
reported that one out of three data
analysts spend over 40% of their time
“vetting and validating their analytics
data before it can be used for strategic
decision-making.”1% In the past, data
prep tasks have occupied around 80%
of a data scientist’s time—challenging
the wisdom of asking highly paid data
scientists to spend most of their time

Different types of validation can be performed
depending on the objectives and constraints of a
given data set.

WHY DATA VALIDATION?

Depending on a specific industry,
there are numerous reasons why data
validation is critical to data-driven
projects. The two most important rea-
sons that are often taken too lightly
are: 1) early detection of errors and 2)
the cost of time saved.>810 These two
go hand in hand, but it is important to
highlight them independently as vari-
ous decision makers and data experts
tend to exclude data validation due to
a lack of knowledge on the many con-
sequences from each of the two.

Early detection of errors

Validating detailsofdataarenecessary
to mitigate any project defects. Given
that businesses rely on high-quality
data to make critical decisions, they
run the risk of basing decisions on
data that are not accurately represen-
tative of the situation at hand if data
validation is not properly performed.
According to Gartner, on average, the
financial impact of poor data quality
on organizations is US$9.7 million
per year.?

Cost of time saved

It is without question that data scien-
tists, analysts, and engineers are in
one of the highest paid lines of work.
The reported median annual wage for
these positions in 2020 was higher
than the median annual wage for all
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preparing data instead of using them
for the actual analysis and decision
making. Imagine the value of time
saved if there is a solution to this effi-
ciency gap.

HOW IS DATA VALIDATION
PERFORMED?
The most straightforward rules used
in datavalidation are rules that ensure
data integrity, for example, the correct
format to enter a phone number or the
minimum password length. These ba-
sic data validation rules help to uphold
standards that will effectively make
working with data more efficient.
During the data validation process, it
is important that the standards and
structure of the data model is also well
understood. Structured data are data
that has been formatted into a well-
defined data model while unstruc-
tured dataaredatainaraw form. There
is also semistructured data that fall in
between structured and unstructured
data.!3 Understanding the difference
between these types of data will help
in maintaining compatibility with
applications and other data sets with
which data are integrated and stored.
There are many methods available
for data validation. The most common
methods are using script and software
programs. Writing a script may be
an option for those who are fluent in
coding languages such as Python and

R. Script allows for a better interpre-
tation of the data, such as comparing
data values and structure against pre-
defined rules and verifying all the nec-
essaryinformation withintherequired
quality parameters. This method can
however be very time consuming de-
pending on the complexity and size
of the data set. Today, there are many
commercial software programs that
canbe used to perform data validation.
For most people, this is the preferred
method since the program has been
developed to understand the common
rules and file structures used in data
validation in the industry. No in-depth
understanding of the underlying for-
mat is required from the user. How-
ever, this method can be a bit costly. As
an alternative, a more technical user
would opt for an open source software
such as SourceForge and OpenRefine
because they are more cost-effective.

Another important aspect of data
validation is the evaluation of the va-
lidity of range measurements. The top
use case is in satellites or deep-space
exploration systems such as those
used by NASA. Given that the system
state estimates can be altered signifi-
cantly by erroneous sensor data, an
algorithm which decides whether to
assimilate or reject data are required.
Algorithms such as least squares, lin-
earcombinations, Bayesian, orKalman
filtering can be used to select sensors
that are consistent with the computed
estimates and reject those that are far
from the predicted values.1415

WHAT ARE THE

CHALLENGES?

Let’s face it, data validation is by far
the least exciting data-related buzz-
word that exists. This is a fundamen-
tal failure in both industry as well as
academia. The only people you see
actively talking about it are veterans
in the field who have firsthand expe-
rience in realizing its importance too
late. Furthermore, as of the writing of
this column, there is a surplus of data
practitioners dominated by millenni-
als, with a demand from employers who
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have a flawed view of recruiting based
on quantity and not quality. It is only
being part of a “trend” for 20-year-olds
to hone in on their ability to build pre-
dictive models rather than verify the
credibility of their data sources.> Addi-
tionally, the majority of data analytics
teams today is so time constrained in
delivering “quick insights” that data
validationisunfortunately classified as
awaste of time. To further stress on the
broad lack of love for data validation in
the industry, there are over a hundred
different data science/analysis certi-
fications available but how many data
validation certifications are there?

The ETL processes are inherently so
focused on “getting the job done” with
speed and efficiency, with accuracy be-
ing a low priority. In the top-down team
structures where there is a cascading
effect of pressure, the data analyst doing
the heavy lifting is left with a difficult
choice between spending time sense
checking their data or keeping their job.
Data governance and data ethics-re-
lated roles such as the chief data officer
are only recently being birthed into the
industry and will hopefully bring more
emphasis on the importance of allocat-
ing engineering hours specifically to
data validation.

Additionally, the management teams
often fail to make a clear distinction
between a data science data valida-
tion and a human-oriented data val-
idation. There is an industry-coined
phrase called “human-in-the-loop”
validation that is used for situations
when it isn't enough to run if/else
error tests but also necessary for a
person to sense-check the data them-
selves. Examples of this are phone
numbers (that require an actual phone
call), email addresses (email bounce-
back test), and websites (that need a
Google search). When a human suc-
cessfully makes these validation tests,
machine learning can be applied to
both learn from the validations and
also to assess newly recruited “human
data validators.”

It is, however, important to note that
personally identifiable information

(PII) is sensitive, personal data that is
protected by data regulatory laws such
as the General Data Protection Regula-
tion!® and can make data validation te-
dious. This is particularly a challenge
with the types of data mentioned ear-
lier (that is, email address and phone

validation is a part of a project that ex-
ists to help a human with a data-driven
decision. For example, before digital
marketing existed, traditional market-
ers with little to no data, would make
decisions based on gut instinct and
“intuition” from their experiences—

Decision makers need to have fundamental
standards for quality and reliable data because they
are critical for corporate survival.

number) that can be tied back to a
person. Since these regulations make
attaining, storing, and using PII data a
costly liability for a company, it can be
risky when PII data are used as part of
the data validation approach or as the
data being validated itself.

Perhaps the most challenging of
all is scalability. Scalability of data
validation is how decision makers
find the easiest excuse to turn a blind
eye on. It is a costly aspect of the data
pipeline that needs more research and
attention. To go from 95% accuracy to
99% accuracy, in confidence intervals,
can cost a company an exponential
amount more versus their standard
resourcing cost in data validation
due to the human aspect of it. When
a business decision maker is more
comfortable to go with 95% over 99%
accuracy, it is often too late to realize
that it could cost thousands of dollars
to a startup or billions of dollars to a
Fortune 500 company in a worst-case
scenario. This needs to change. Deci-
sion makers need to have fundamental
standards for quality and reliable data
because they are critical for corporate
survival.2

DATA VALIDATION
DASHBOARD

We have discussed some of the essen-
tial key concepts and challenges re-
garding data validation. It is evident
that when it comes to data validation,
human oversight cannot be complete-
ly removed from the practice. Data

invaluable human traits that cannot
be learned. Even today, no matter how
advanced data validation software is,
or automated methodologies are, hu-
mans are unlikely to proceed with de-
cisions that are not vetted by another
human. The final decision would prob-
ably be made by someone at a senior
level, with experience and contextual
knowledge, who can tell whether the
datavalidation process was successful.

A data validation dashboard might
serve as a means for an experienced
data practitioner to monitor data anal-
ysis processes from start to finish. The
dashboard could also be used as a tool
that, over time, improves recommen-
dations for handling data validation
by suggesting the appropriate time to
be spent at each step, the number and
types of people involved, the format of
the data validation technique, and the
expected results.

Two of the core functions of such a
dashboard would be

a. achecklistto help decide and
sequence the most appropri-
ate tasks to apply for a given
problem

b. areferencelist oflearned data
quality issues filtered specific
to the data set/problem at hand.

The dashboard could enable teams
or project managers to allocate re-
sources, tasks, and also more effectively
supervise the status and the best out-
come possible for projects.
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ince many people are comfort-

able with knowing that they un-

derstand data validation at the
fundamental level, it is most import-
ant for you to take away the more sub-
tle nuances about it that this column
article highlights. Data validation
generally occurs but isn't exclusively
at the data source level. Data sources
or data sets should be acknowledged as
being comparatively “more” or “less”
accurate, as perfect accuracy is im-
possible to conclude. Records and data
points, although confirmed accurate,
can run the risk of inaccuracy over
time if not routinely verified.
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Records and data points, although confirmed
accurate, can run the risk of inaccuracy over time
if not routinely verified.

As marketing automation and da-
ta-driven retargeting becomes more
widespread, there will be an increas-
ing need to guarantee the accuracy
of data pertaining to real people and
business entities. A data analytics op-
eration can produce ground-breaking
data-driven solutions or recommenda-
tions, but when presented to analready
risk-averse business decision maker,
the last thing you want is to allow the
risk of having employed inaccurate
data from the very beginning.
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