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A s a child growing up, one of my favorite tele-
vision programs was The Lone Ranger. When 
I came down with COVID-19 in March 2020, 
I was so debilitated that I ended up watching 

at least 50 (maybe more) episodes of that show on You-
Tube. Inevitably, the plots reached a place where it was not 
clear how to resolve the unresolvable, at which point 
Tonto, the Lone Ranger’s American Indian companion, 
would invariably ask, “What we do now, Kemosabe?”

It is true that that some researchers claim that “Kemos-
abe” is a mispronunciation of the Spanish “quien no sabe,” 

which means “who does not know,” 
that is, “you dummy.” (The same re-
searchers may note that “Tonto” in 
Spanish means “fool” and that the 
dynamic duo were calling each other 
names for nearly a decade! “Kemos-
abe” may also mean “faithful friend” 
in the Potawatomi language. Maybe 
they are just made-up names and 
mean nothing in particular.) Nev-
ertheless, we might ask ourselves 

the same question about the state of software security 
in both online and offline contexts.  We have managed 
to become deeply dependent on digital infrastructure, 
which is largely based on billions of lines of software 
written in scores of languages. There are open source 
libraries that are heavily used to create or support new 
applications. It is sometimes suggested that because the 
source code is open for scrutiny by anyone, bugs that can 
be exploited by hackers are absent because anyone can 
spot and fix them. 

When everyone is in charge, no one is in charge. Indeed, it 
is likely that a significant portion of open source software 
harbors exploitable bugs. In some cases, these vulnerabili-
ties may not be discovered for years or even decades.1
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T his observation suggests to 
me that we might well invest 
in the systematic scrutiny of 
open source software librar-

ies, ranking the analysis by the pop-
ularity (that is, use) of the code found 
there. Many companies that rely on 
software offer “bounty” programs that 
pay for bugs found and reported. Of 
course, some players keep the bugs pri-
vate for purposes of exploitation, sug-
gesting that any bug bounty program 
should encourage widespread report-
ing efforts. More generally, however, it 
seems that we need to invest in better 
programming environments to expose 
mistakes before software is actually 
released into use. A programming 
environment that can model the soft-
ware and facilitate model checking to 
expose errors might be helpful. These 
things exist, for example, Estelle2 
or TLA+,3 but Estelle, TLA+, and other 

such verification tools are less widely 
applied than one would like. Given our 
evident and increasing dependence on 
massive amounts of software, much of 
which is interacting in complex ways on 
the Internet, perhaps now is the time to 
start a campaign for the application of 
more formal methods to software evalu-
ation, especially if they can be automated 
to produce abstractions whose properties 
can be analyzed and tested. 
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