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Smart grid security measures have proven to be inadequate 

to deter costly malicious cyberattacks. The six articles 

in this theme issue focus on challenges in developing 

stronger cybersecurity measures for the smart grid. 

The security and well-being 
of societies and economies 
are tied to the reliable oper-
ation of power systems. Due 

to the advancements of information 
and communication technologies, the 
traditional electric grid is evolving 
toward an intelligent smart grid. A 
smart grid is essentially a cyberphys-
ical system (CPS) that can be called an 
energy CPS, integrating computing, 
communication, and control capa-
bilities with the physical world of the 
traditional grid. Despite the reliabil-
ity and efficiency benefits, the inad-
equate level of security measures in 
the smart grid is leading to a greater 
threat landscape.

Securing a smart grid environment 
presents numerous challenges that 
need to be considered; smart grids 
are heterogeneous interconnected 
systems, and this heterogeneity and 
diversity necessitate nonstatic, appli-
cation-specific methods able to cap-
ture the complex interrelationships 
of various elements. The financial loss 
to the U.S. economy caused by mali-
cious cyberattacks is estimated to be 
between US$57 and US$109 billion in 
2016. Despite existing efforts, more 
focus is required on interoperable, 
effective, cost-recovery, and insur-
ance mechanisms able to help guide 
further regulations and standards 
in this area. Such strategies need to 
ensure that technical solutions can 
understand interdependencies, inte-
grate expertise from the engineering 
and cybersecurity communities, reduce 
institutional and policy barriers, and 
prioritize specific recommendations that 
can address the interoperability issues 

between technical, management, and 
policy-oriented approaches.

The intent of this theme issue of 
Computer is to appraise recent devel-
opments in the smart grid cyberse-
curity field and address challenges 
related to the practical, theoretical, 
and engineering aspects of developing 
and deploying smart grid cybersecu-
rity mechanisms while ensuring inte-
gration into policy and management 

solutions. The articles are directed 
toward engineers, scientists, research-
ers, educators, students, industrial 
experts, and other stakeholders who 
are engaged in smart grid cybersecu-
rity research and education.

ABOUT THIS ISSUE
In “Denial-of-Service Resilient Frame-
works for Synchrophasor-Based Wide 
Area Monitoring Systems,” Chawla 
et al. present a cyberattack detection 
and resilient framework for the syn-
chrophasor-based wide area monitor-
ing system implemented on a testbed 
with a real-time digital simulator. The 
framework can assist in the detection 
and mitigation of the impact of data 
unavailability due to denial of service 
attacks or communication failure. 

It can also identify the root cause of 
data unavailability using a signature- 
based method.

The next article, “Privacy-Preserved 
Optimal Energy Trading, Statistics, 
and Forecasting for a Neighborhood 
Area Network,” by Smith et al., pres-
ents a Stackelberg game with equi-
librium in a three-party neighbor-
hood-area network, with a further 
enabler of open access to residents and 

other operators of privacy-preserved 
d at a. T he s ystem is demon st rated 
using real residential net-energy usage 
data and a real-time user-interface 
prototype that the community storage 
operator could provide to prosumers, 
further incentivizing participation in 
the residential smart grid.

“Data-Centric Edge Computing to 
Defend Power Grids Against IoT-Based 
Attacks,” by Shrestha and Lin, intro-
duces data-centric edge computing to 
deploy defenses in Internet of Things 
(IoT) networks, integrating the knowl-
edge of physical states within decen-
tralized regions of supervisory control 
and data acquisition systems.

The article “The Cyberphysica l  
Power System Resilience Testbed: 
Architecture and Applications,” by Khan 
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et al., presents a testbed to implement, 
test, verify, and evaluate cyberphysical 
resilience solutions for power systems 
integrated with a software-defined, 
networki n g-based communication 
infrastructure. Different attack sce-
narios are demonstrated for testing 
anomaly detection in the testbed 
and analyzing the interdependenc y 
bet ween t he com mun icat ion net-
work and the physical power sys-
tem operation.

In “Attacking Electricity Markets 
Through IoT Devices,” Barreto et al. 
demonstrate how an adverse generator 
can compromise the bids of smart 
appliances to manipulate the market 
clearing price and profit. The authors 
also present a mitigation strategy that 
drops some of the bids to correct the 
impact of the attack.

In the last feature article, “Sensitive  
Detection of GPS Spoofing Attack in 
Phasor Measurement Units via Quasi- 

Dynamic State Estimation,” Xie and 
Meliopoulos discuss how time-stamped 
measurements using GPS can be 
spoofed by malicious attackers. The 
authors propose the use of a qua-
si-dynamic state estimator to detect 
GPS spoofing attacks and recover from 
them. The estimator requires the 
grid topology, transmission-line mod-
els, and dynamic electromechanical 
models of generators and motors to 
reliably detect GPS spoofing.

W e thank all of the authors 
for their valuable contri
butions to this theme issue. 

We would also like to thank the re
viewers for their valuable and timely 
efforts to ensure the high quality 
of these articles. We hope that this 
issue of Computer  w i l l ser ve as a 
valuable resource for the research 
community. 
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