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Abstract—In recent years, Global Navigation Satellite System
(GNSS) spoofing detection techniques have attracted wide atten-
tion. Spoofing attacks have posed a greater security threat than
jamming and are more difficult to detect due to their strong
concealment. One of the key measurements of GNSS instruments
is the carrier-to-noise ratio (C/N,), which may be affected by
spoofing. However, the variations in C /N, are always uncertainty
especially for the array instruments under the attack. This article
proposes a method for GNSS array instruments to detect the
spoofing after anti-jamming. A theoretically model of the effective
C /N, in array receiver is deduced. The C/N, single difference
(CSD) between satellites is further proposed as a testing statistic
for spoofing detection. Simulation results demonstrate that the
proposed method can effectively detect the abnormal C/N,
feature of counterfeit signals after anti-jamming by the antenna
array. The detection performance of the proposed metrics is
verified in the jamming and spoofing scenarios using the real
data collected by an antenna array instrument. This method
does not require modifications to the hardware configuration of
conventional array receivers and can provide an effective defense
in the combination of jamming and spoofing attacks.

Index Terms— Antenna array, anti-jamming, C/N,, Global
Navigation Satellite System (GNSS), spoofing detection.

I. INTRODUCTION

LOBAL Navigation Satellite System (GNSS) has

become a key infrastructure for positioning, navigation,
and timing synchronization worldwide [1]. With the rapid
development of Internet of Things (IoT), unmanned vehicles,
and other GNSS-dependent systems, more and more devices
further rely on GNSS to provide accurate position and precise
timing information [2].

However, GNSS instruments are vulnerable to intentional
or unintentional interference, since the signal power is very
low and the details of civilian signals are publicly available
[3]. Jamming and spoofing are the most common forms of
intentional interference [4]. Moreover, spoofing significantly
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poses more threats than jamming as victims are always
unaware of being in such an attack [5]. The spoofer will
replay some recorded genuine GNSS signals or generate fake
signals imitating the authentic signal’s structure, which will
mislead the victim instrument to deduce a false position and/or
timing solution [6]. In recent years, the attack incidents of
spoofing have aroused wide concern, and the spoofer seriously
threatened the security and integrity of GNSS [7], [8]. In par-
ticular, with the rapid development of software-defined radio
(SDR) technology, the cost and complexity of implementing a
spoofing attack will be greatly reduced by combining relevant
RF platforms with the open-source software of the signal
simulator [9], [10].

Therefore, the development of anti-spoofing has generated
a great deal of interest in the community [11]. A review of the
state of the art for spoofing detection and mitigation techniques
proposed in the last decade can be found in [12] and [13].
Spoofing detection has always been a key issue and a field
of active research, while it is also a prerequisite for spoofing
mitigation. There have been many techniques developed to
detect spoofing attacks including: signal strength monitoring
[14], spatial processing [15], [16], [17], consistency cross-
check [18], [19], signal-quality monitoring [20], [21], and
cryptographic authentication [22], [23].

Among all these families of the above methods, signal
strength monitoring such as carrier-to-noise ratio (C/Ny) is
the simplest and most effective way to identify abnormal
energy levels of signals [24]. In an open area with good
visibility, C/Ny measurements generally vary smoothly and
are only affected by platform dynamics and ionospheric errors.
Obtaining C/Ny measurements for the defender is easy and
the method is simple. On the other hand, it is difficult for the
spoofing attacker to precisely control the signal power reaching
the defender’s antenna.

In [24], a joint detection method of C/Ny and automatic
gain control (AGC) is proposed to give the C/Ny and AGC
characteristics of the receiver under authentic signals and
spoofing, respectively. This method requires the receiver to
have an additional AGC. In [25], a method based on C/N,
difference is utilized for spoofing detection, which requires
two antennas with different patterns, such as a monopole
antenna and a patch antenna. However, this method requires
a significant difference between the two antenna patterns,
while the difference between common GNSS antennas is
small, resulting in a high false alarm rate. Jahromi et al. [26]
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proposed a method based on the prior power information of
GNSS signals. Since the C/Ny of the real signals in a certain
area is usually known in advance within a certain range, any
inconsistency with this prior information could indicate the
presence of spoofing. However, the performance of spoofing
detection is heavily dependent on the prior threshold, making
it susceptible to missed alarms if the spoofer modulates the
signal power.

Another approach, as presented in [27], exploits the differ-
ence in correlation coefficients between the real and spoofed
signals when the receiver or antenna is in motion. This
method essentially uses spatial movement to introduce the
variation of received power, which is always small. However,
the performance is influenced by the distance and velocity of
the moving antenna, resulting in limited practical application.

The conventional signal strength monitoring methods gen-
erally monitor the C/Ny and look for any abnormal changes
that can be an indication of a spoofing attack. The unusual
variations include a sudden change or disagreement with prior
information. However, the main problem with the above meth-
ods is challenging to implement when dealing with scenarios
involving both jamming and spoofing. For a single-antenna
receiver, spoofing signals elevate the power of the GNSS
signals while the jamming increases the background noise
level, causing the C /Ny measurements to remain within the
expected range. For receivers employing the anti-jamming
adaptive array, it is well known that the C /Ny of the antenna
array receiver depends on the processing gain, which depends
on the relative power spectral densities of the signal of
interest (SOI), interference, and noise [28]. The unpredictable
variation of C/Ny in the presence of jamming and spoofing
attack raise the uncertainty of the prior threshold and further
introduce degradation in the performance of spoofing detection
by monitoring raw C/Ny values.

Hence, the main purpose of this article is to develop a
spoofing detection method for GNSS instrumentation follow-
ing the interference mitigation by the adaptive antenna array.
The novelty and contribution of this article are as follows.
First, we provide a feasible path for array instruments to detect
spoofing after anti-jamming. The second original contribution
of this article is that we propose a new metric based on the dif-
ferential C /Ny measurements between available satellites and
prove that this metric can distinguish the spoofing signals from
the authentic ones during the process of anti-jamming. In this
way, the antenna array can retain to act as an adaptive pro-
cessor mitigating the high-power interference. Therefore, the
proposed method only requires the GNSS instruments’ own
measurements and needs no extensive hardware modifications
to the conventional GNSS array receivers. Third, we consider
the impact of the element factor to the metric by modeling the
non-isotropic pattern of the antenna element accurately.

The rest of this article is organized in the following order.
Section II introduces the signal model and effective C/Ny
model in the antenna array. In Section III, we derive the C /Ny
single difference (CSD) metrics and design the spoofing detec-
tion algorithm. In Section IV, a simulation platform is utilized
to verify the ability of the proposed method in Section IV
and a mean scheme is developed to boost the performance.
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To validate the performance of the proposed method in real-
world scenarios, we arranged a system including the data
collector based on hardware equipment and a post-processing
array instrument based on the SDR. The experiment results are
given in Section V. Finally, Section VI concludes this article.

II. SIGNAL MODEL
A. Array Signal Model

To evaluate the performance of each array under study as
a controlled reception pattern antenna (CRPA), we assume
that it is connected to a multichannel adaptive processor and
study its steady-state adapted pattern in the presence of desired
signals and interfering signals, all of which are assumed to
be stationary. Accounting for the time required for the signal
to propagate along the array usually much smaller than the
inverse of the bandwidth of GNSS signals, we assume GNSS
signals satisfy the narrowband array assumption [29].

We consider the space-time adaptive processing (STAP) in
this article, which is the most widely used in GNSS array
receivers [30]. Assuming the adaptive array is composed of
M elements and each element is followed by K-tap finite-
impulse response (FIR) filters. GNSS satellites that can be
tracked in the channels likely come from the real satellites or
the same spoofer which is assumed to locate at a fix position
in this article. The received signal vector of each snapshot
x € CMXx1 can be defined as

N NP
X() = D au (03, 0%, s, (1) +aq (07, 97, ) D s,(t)
p=I g=1
Ni

+ D a0k ¢ i +n@) (1)
j=1

where s, (1), s,(t), and i;(t) represents the complex waveform
of the pth (p = 1,..., N*) authentic signal, gth (¢ =
1,..., NP) spoofed signal, and jth (j = 1,..., N') jamming,
of Awhich the incident angle are (G;U,gof,”), 6°P, ¢°P), and
(0}, ¢}), respectively. And the superscript au, sp, and i denote
the authentic signals, spoofing, and jamming, respectively,
of which N®, N*? and N’ are the corresponding number.
n(t) denote the white Gaussian noise, and a,, represents the
spatial-temporal steering vector as

ay (0,0, f) =a,0,9) @a,(f) 2

where a;(0, ¢) and a,(f) denote the spatial steering vector
and the temporal steering vector, respectively. Notice that ®
stands for Kronecker product.

The digital signals after sampling can be denoted as x[n].
The signal snapshot at time » is defined to a MK x 1 vector
as

x[n] = [x([n], xi[n —1],..., x([n — K + 1],
xa[n], xo[n—1], ..., x2n—K +1],...,
xulnl, xpuln =11, ..., xuln — K +171°. (3)

Typically, w,, ; is the weight at the kth tap of the mth
element, and the weight vector will be defined as

T
Swu k]l -

(4)

W=[Wi 1, ..., WK, W21y-v0>W2K,eo-, WMIs--
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The digital signals will enter an adaptive filter at the output
of each channel to suppress the jamming. After filtering by
the adaptive processor, the STAP output reads

y[nl = wix[n]. ()

A number of adaptive filtering algorithms have been pro-
posed to determine the adaptive weights based on the received
signals. It should be pointed out that the beamformer design
for anti-jamming is not the purpose of this article, but to find
the characteristic of measurements induced by the process
of anti-jamming, so as to identify the presence of spoofing.
Therefore, we consider to choose the power inversion (PI),
which is the most popular and effective criterion used in
modern GNSS array receivers based on minimizing the total
output power [31], [32]. The PI algorithm require no prior
information of the received signal and adapt to form the
nulling toward the strong interfering signals [33]. Mathemati-
cally, the complex weight vector can be calculated as

R.'b,

_ — R-!
Wpp = be;lbn = uR;'b, (6)
where p is an inconsequential scalar, which can be ignored
later in this article. b, = [0,0,...1,...,0,0]T € CMEx! jg

a constraint vector with zeros except for 1 corresponding to
the reference tap. It can be assuming that either the power of
authentic signals or the power of spoofed signals is far below
the noise. Thus, the covariance matrix of the received signals
R, € CMKXMK can be simplified as

R, = E[x()x" (1)]
~ Ri + Rn

N
~ D Pia (0], 0} 1) (@ (0. ¢, £)" +0T (D)
j=1

where P; denotes the power of jth jamming and o represents
the variance of noise n(¢) which are modeled as a Gaussian
variable, and I is an MK x MK identity matrix.

B. Effective C/Ny Model

This section deduces the effective C /N, derived based on
the model of the adaptive antenna array. If a receiver is at
risk of being spoofed, the key issue for anti-spoofing is to
determine whether the signal currently in the tracking loop is
authentic or not, and to give an alert in the case of spoofing.
It should be noted that the conditions for spoofing to be
successful are limited due to the defender’s strategies, such as
adaptive antenna arrays and possible signal processing. Instead
of discussing the specific spoofing implementation method,
this article focuses on the feature of C/Nj in the case that the
fake signals have captured the victim’s tracking loop and are
used for navigation solutions.

The adaptive antenna array can be considered as a digital
filtering system consisting of M individual antenna elements
that have a total frequency response as [28]

M
Hyo(f,0,9) = D" An(f,6, ) Fu(HWa(f) (3

m=1
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where A, (f, 0, ¢), F,,(f), and W,,(f) denote the response of
the mth antenna element for the signal incident from the (0, ¢),
the response of the RF front-end-channel behind the element,
and the response of each adaptive filter determined by the
calculation in (6), respectively. Since F,,(f) is independent
of the incidence angle, the effect of the RF-front ends will be
ignored in this article, i.e., F,,(f) = 1. Furtherly, the response
of the adaptive antenna array can be derived on (8), expressed
as
M K
Hyys(£.6.0) = D > An(f.0. Qe 21 EDIT - (9)
m=1 k=1
According to (1), the output of the adaptive antenna array
includes several parts: authentic signals, counterfeit signals,
the residual part of jamming after nulling by STAP, and
the noise part. It is assumed that the normalized power
spectral density of authentic signals is G,(f) satisfying
f G,(f)df =1 with incident power C,. Then the power
spectrum of the pth authentic signal component at the output
of the adaptive antenna array takes the form as

SU(f) = Cy|Hys (£, 62 ¢2)[*Gs (f)

where (60", ¢") denotes the direction of the pth authentic
signal. Since the spoofing generally approximates the structure
of the real signal, we suppose that the power spectral density
of spoofing is also G,(f). If the signal power corresponding
to different pseudorandom noise (PRN) codes is consistent,
namely, the attacker does not perform power regulation and
thus the power of spoofing can be given as Cj,. It is assumed
that all spoofing signals are incident from the same direction
(6°P, ¢°P), then the power spectrum of the spoofing component
at the output of the adaptive antenna array is

SP(f) = NP Cyp| Hyys(f. 67, )| G, (). (1)

Given that the power of the jth jamming incident from
6, q);) is C;, the normalized power spectral density is G; )
satisfying f G;( f)df = 1. The power spectrum of the jam-
ming component at the output of the adaptive antenna array
can be written as

(10)

NJ
S'(f) =D Ci| Hys(f. 65 0)) G (). (12)
j=1

The noise component is modeled as zero-mean Gaussian
noise, and its power spectral density at the output of the array
is

M
$u(f) = Co D IWu (P

m=1

13)

where C, is the total power of the thermal noise before
filtering by the RF front-end. Based on the output of the
adaptive antenna array, the effective C /N, of the receiver can
be estimated under the interference. It can be divided into two
cases: unsuccessful spoofing and successful spoofing, and a
theoretical model of effective C/N, will be derived for each
of these two cases.

First, we consider that the receiver still processes the authen-
tic signals under the attack, which spoofing does not distort
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the real correlation peak, nor does it successfully capture the
tracking loop. At this point, the spoofing is equivalent to the
matched-spectrum interference for the victim receiver. Since
there is a mutual nonzero cross correlation of the PRN codes,
the spoofing energy after STAP may further improve the noise
floor [26]. Referring to the literature [34], [35] and combining
with previous derivation, the theoretical model of the effective
C /Ny under the attack of both jamming and spoofing can be
given as

c CS
( : )
N() eff

where B, represents the two-sided bandwidth of the front-end
centered at zero frequency. G, (f) is the sum of the interfer-
ence power and the noise power at the output of the adaptive
antenna, which can be stated as

2
Br
7o Has(£.63% 03') Go(H)df

z (14)
[ GulHG(f)df

Gu(f) = NP Cyy| Hyys(f. 6. ¢7) ' G, (/)

NJ
+ > CH{Hys(£. 00 ¢ "G + S.(f). (15)
j=1

The above equation comprises three terms: the contribution
due to spoofing effects which can be modeled as the matched
interference, the contribution due to jamming effects, and
the contribution due to thermal noise effects. Accordingly,
the noise floor in the receiver is bound to increase in the
presence of interference. Note that, as shown in (9) and (10),
the array gain toward the direction of the authentic signal will
vary with the spatial relationship between the real satellite
and the jamming. Therefore, the effective C/Ny under this
circumstance may be raised or decreased compared to that
without spoofing, proving that it is difficult to provide robust
spoofing detection merely by observing the variation of C/Ny.

Second, we consider the case that tracking loops have been
captured by the counterfeit signals. In this case, it is obvious
that the actual C' /N, estimated by the receiver is determined by
the power of spoofing arriving at the array aperture. Similarly,
the theoretical model of the effective C /Ny can be calculated

as
( CS )
NO eff

Under the premise that the spoofing attack has been suc-
cessful, the power of spoofing is generally higher than that of
the authentic signals. Therefore, at this time, the multiaccess
interference introduced by the real satellite signals can be
neglected, then the interference component and the noise
component at the output of the adaptive antenna sum up to

2

Br
Csp ff% Hyyo(f, 0%, ") G (Ndf

- (16)
f_%%, G, (f)Gs(fHdf

N/

G, ()= Ci|Hys(f.0L ¢ ['GL(H) + Su(). (D)

J=1
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III. SPOOFING DETECTION

In Section II, theoretical formulas for the effective C/Ny
are given for the two cases of successful and unsuccessful
spoofing, respectively. This section further gives the single
difference measurement on which we design the spoofing
detection algorithm based.

A. CSD Metrics

The CSD is defined as the difference between the C/Ny
estimated from two different satellites. Assuming that the set
of satellites that can be stably tracked during the observation
time is A, the value of C/Ny of the hth and the /th (h,] €
A, h # 1) satellite is C;, and Cj, respectively. By definition,
the CSD of the two satellites can be expressed as

ACL; = |C, — (. (18)

In the spoofing-absent condition, the Ath and the /th satel-
lites are both authentic, then the CSD of two authentic signals
can be derived from (14) as follows:

2
Br
‘ f_z%, Hays (£, 0, 02 G, (f)df

ACY, = C; —
75 Gu(HGs(Hrdf

2

Br
‘f_%r Heyo(f. 00, )G, (f)df
- (19)

1%, GGy (s

We assume that the response of the mth antenna element
can ignore the impact of broadband characteristics, i.e., the
gain and the phase pattern of the antenna are the same under
each frequency point. Thus, A, (f,0,¢) (m = 1,2,...M)
can be simplified as A,, (6, ¢). Furthermore, we assume that
the elements of the array have equal patterns ignoring the
mutual coupling and other non-ideal factors in the array, that
is An(@,9) = A0, 9),Vm € (m =1,2,...M). Equation (8)
can be further simplified as

M
Hyo(f.0,9) ~ A, 9) D Wn(f)

m=1

(20)

where Hgy(f, 0, @) represents the array response which is a
function of the pattern of the elements in the array and the
weights used. Inserting (20) into (19) yields

ACY

2
C.la@®, g b - 1) ffg M W ()G (f)df

5 GG
@

where b = (|A(Gau,¢2“)|2/|A(9f“,cpf“)|2) implies the dif-
ference of element patterns toward the different directions
of the two satellites. Therefore, the CSD metric in the
spoofing-absent condition is related to the pattern of antenna
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element and the array factor which is determined by the effects
of interference.

It can be derived from (21) that if the signals belonging to
different PRNs are incident from the same direction, the value
of b will be 1. That is to say, in the case that the receiver
has been spoofed successfully, the CSD of two counterfeit
signals which are both incident from (6°7, ¢°”) can be derived
as follows:

AC) =0. (22)

It can be seen in (22) that in the presence of spoofing, since
the signals belonging to different PRNs are incident from the
same direction, the CSD between the two different satellites
is theoretically zero as long as they can be tracked normally.
It is clear that CSD in this case is mainly affected by the
measurement noise of C /Ny, which is related to the specific
estimation method of C /Ny used by the receiver.

B. Statistical Analysis

As mentioned earlier, spoofing detection is essentially dis-
criminating the counterfeit signals from the authentic signals
by the anomalous characteristics at each stage in the receiver.
The proposed CSD metric will exhibit a significant discrep-
ancy between the two cases of authentic and counterfeit
signals, thus spoofing can be detected by comparing the value
of CSD metrics with a preset threshold. Note that the pre-
requisite for the CSD metric to be effective is that the victim
receiver is not denial-of-service under the jamming attacks and
the tracking loop is able to provide C/Ny measurements for
different satellites.

Let H, represents the hypothesis that the receiver has
been spoofed successfully and H; be the hypothesis for the
spoofing-absent condition. Therefore, the hypothesis test based
on the statistics of CSD can be established as

{ Hy: ACy; = Any, 23

H] . AC},’[ = AC;EJ] + Al’lzt,l[

where Anj; denotes the measurement noise of CSD and under
Hy hypothesis the detection statistic satisfies the distribution
as

ACj; ~ N(0,20;) (24)

where o is the variance of the C /N, measurement error, that
is, in the presence of spoofing, the CSD approximately satisfies
a Gaussian distribution with a zero mean, and the probability
density function (pdf) of CSD under H, hypothesis can be
obtained as

In(AC|Hy) =

2
(29) ] (25)

1
exp| —
Varo, p[ 4oy
Furthermore, the CSD under H; hypothesis can be described
as a Gaussian with mean pac and variance anz, of which pdf
can be described

_ 2
F(AC|H,) = 1 exp[—M

Vo, 407 } (20

8507211

It is worth noticing that pac will be time-variant, which is
dependent on the received power of satellite signals and the
geometry conditions between jamming and authentic signals.

It is obvious that if two signals are tracked by the receiver
incident from the same direction, the distribution of CSD is
only related to the measurement noise of C/N,, which is
generally much smaller than that under the authentic signal.
Therefore, by setting a reasonable detection threshold vy, it is
feasible to distinguish any two signals that are stably tracked
in the channel. When ACj,; > y, H; can be judged to be
valid, and at least one signal is authentic between the two
signals; otherwise, both two signals are definitely spoofing and
a spoofing-presence decision should be made. From the above
derivation, the detection probability and false alarm probability
can be written, respectively, as

14
Pp :/0 In(AC|Hp)dt 27)

Y
Pra :/0 S(AC|H,)dt. (28)

The spoofing detection threshold can be set at a fixed
value in advance empirically or adaptively determined by
some criterion such as the constant false-alarm rate (CFAR)
detection technique and so on. As shown in (28), the false
alarm probability is determined by the pdf of CSD under H,
hypothesis which is challenging to obtain, mainly owing to the
fact that the pdf is mainly related to the spatial distribution of
all signal components.

On the other hand, the performance of C/N, estima-
tion algorithms has been studied in various research works.
The commonly used C/N, estimation methods for receivers
include the narrow-wideband power ratio (NWPR) method
[36], variance summing method (VSM) [37], moments method
(MM) [38], and many other methods. Researchers have studied
the above-mentioned algorithms in more detail, and the theory
of specific algorithms will not be discussed here. Sliarawi et al.
[39] have investigated the behavior of the two popular methods
as VSM and power ratio method (PRM) in the presence
of broadband interference. The study pointed out that the
empirical standard deviation of the C/N, estimated by VSM
is lower than 1 dB as the number of samples for summing
is greater than 50. According to the conclusion in [38], it is
convenient for us to fix the threshold y to be 2 dB empirically
in this article.

IV. SIMULATION ANALYSIS

To further verify the performance of our proposed CSD
metric for spoofing detection, we evaluated it over a simulated
dataset of GNSS array in this section.

A. Antenna Element and Array Model

According to the previous analysis in (21), the impact of
the antenna element pattern on the actual C/N, measurement
should not be neglected. In order to simulate the pattern
characteristics of the antenna element, we used CST Studio
Suite to simulate a typical antenna (see Fig. 1) used in
GNSS adaptive arrays, which performs the right-hand circular
polarization (RHCP) by a dual-feed configuration providing



8507211

Fig. 1. Patch antenna used for simulations in this study (Modeling in CST
Studio Suite 2018).

. |—e— 125852 MHz|
. —A— 126852 MHz | -~
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0.25d

NG O S A
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| —&— 1268.52 MHz
—&— 1278.52 MHz

180

(b)

Fig. 2. Comparison of simulated radiation characteristics of the antenna at
different frequencies. (a) E-plane. (b) H-plane.

two ports with a 90° phase difference. The square patch
element is located on a substrate with a height of 5 mm
and a relative dielectric constant of 16. The patch element
works at 1268.52 MHz, which is the central frequency of the
B3 signal of the BeiDou Satellite Navigation System, and its
Sl 1< —15 dB.

The comparison of simulated radiation patterns at different
frequencies is plotted in Fig. 2. We assume that the elevation
angles of satellite signals vary within the range of 0°-90°.
As shown in Fig. 2, the maximum discrepancy of the gain
pattern between different frequency points is approximately
1.38 dB. According to the simulation results, the mean differ-
ence between 1258.52 and 1278.52 MHz within the range of
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Fig. 3. Geometry of a four-element array in this study.
TABLE 1
PARAMETER SETTINGS OF THE GENERATED DATA
Type of PRN Elevation  Azimuth SNR (
signal ) Q) dB)
Authentic 2 10 310 28
signal
4 20 48 -28
8 40 350 -28
11 68 235 -28
14 70 235 -28
Spoofing 2,4,8,11,14 75 0 -18
jamming 1 / 80 120 35
jamming 2 / &5 45 40
jamming 3 / 75 10 40

0°-90° is about 0.23 dB. It can be demonstrated that the gain
patterns of the antenna are similar within the signal bandwidth.
Therefore, this article assumes that the pattern of patch antenna
can ignore the impact of broadband characteristics, i.e., the
gain patterns of the antenna are the same under each frequency
point. In this way, we will focus on the differences introduced
by the pattern of antenna elements.

We consider the common array geometry used for GNSS
antenna arrays in the simulation. As depicted in Fig. 3, the
array consists of three elements that are equally spaced on
a circle with a half-wavelength spacing and an element at
the circle’s center. It is assumed that the configuration of the
antenna element is shown as Fig. 1 and the STAP filter length
is 5 taps.

B. Spoofing Detection Using CSD Metric

The IF signals of Beidou B3I and interference including
jamming and spoofing were generated by an array signal sim-
ulator based on MATLAB software, which we have developed
in [33]. We considered two signal scenarios both of which
have a length of 3 s. One contains authentic satellite signals
while the other contains spoofed signals incident from the
same direction. Moreover, each scenario has three high-power
broadband interference signals starting at 0, 1, and 2 s, respec-
tively. The detailed signal parameters are given in Table I.
Notice that PRN 11 is set to have a similar elevation angle
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Fig. 4. CSD detector results in simulation of (a) authentic signals and
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and the same azimuth angle with PRN 14, which simulate the
case where the real signals have the similar angle of arrival
(AOA).

The sampling rate is set to 62 MHz and the IF frequency
is 46.52 MHz. Then, an SDR for the GNSS array instrument
is utilized to process the simulated data output by the STAP
filter and test the CSD metric after tracking.

The simulation results considered as an example of a CSD
detector are reported in Fig. 4. Based on the parameters
mentioned above, we calculated the CSD metrics between the
pairwise satellites. Fig. 4 shows the CSD results obtained when
PRN 14 is used as the reference satellite.

The results verify the previous analysis that the raw CSD
metrics actually capture the variation of the array pattern
especially when the jamming changes dynamically, however,
its performance is affected by the uncertainty of C/Ny mea-
surement under the interference.

Furthermore, we adopt a method of moving averaging to
boost the performance of the raw CSD metric expressed as
follows:

g

. 1
AC(h’l)(n)zz > AC™P)
k=1

j=n—"1

2

(29)
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Fig. 5. Results after averaging CSD metrics of (a) authentic signals and
(b) spoofing.

where k is the length of the window for averaging and AC"-"
corresponds to the mean value computed from the data subsets
of CSD between hth and [th satellite in sequence. The results
after moving averaging where k is selected as 5 are plotted in
Fig. 5.

It is clearly visible from Fig. 5 that the CSD metrics after
averaging better identify the case where two signals are from
the same direction, that is to say, both signals are counterfeit.
Comparison of Figs. 4(b) and 5(b) shows that the detection
probability increases from 99.7% to 100%. However, the
false alarm probability is 29% mainly introduced by authentic
signals incident from the closely direction (PRN 11 and PRN
14). A mean mechanism over the set of available satellites can
be used to solve this problem, given by

1
M. = - > acth (30)

€A I#h

where A is the set of the available satellites in which N; is the
total number of the elements. M. . corresponds to the mean of
CSD (MCSD) metrics of hth satellite with the other available
satellites.

We tested the performance of the proposed MCSD metric
based on the results of Fig. 5. As shown in Fig. 6, the
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Fig. 6.  MCSD metrics in the simulation of (a) authentic signals and
(b) spoofing.

proposed MCSD metrics of all available satellites are much
lower in the case of spoofing [see Fig. 6(a)] than that in the
case where all signals are authentic [see Fig. 6(b)]. Notice
that despite the similar incident angles of PRN 11 and 14,
the MCSD method can still effectively distinguish between
authentic and spoofing signals. The simulation results confirm
that the MCSD metric can utilize the average mechanism to
boost the spoofing detection performance, unless the majority
of the available satellites in the receiver have similar incidence
angles. However, the probability of this situation is very low.
During the design of satellite constellations, this situation is
to be avoided as much as possible, as it leads to poor dilution
of precision (DOP) values.

C. Performance Evaluation via Receiver Operation
Characteristic Curves

To evaluate the performance of the spoofing detection
method, we plot the receiver operation characteristic (ROC)
curves of the proposed MCSD metric. As is known to all, the
closer the ROC curve is to the upper left corner of the figure,
the better the corresponding detector is. As plotted in Fig. 7,
it is obvious that the proposed MCSD metric outperforms
the raw CSD metric, while the performance of the latter will
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degrade significantly as the authentic signals come from the
nearby direction.

It should be noted that the MCSD metric proposed in
this article is effective when all visible satellites are spoofed,
while the decision will be confused when the signals entering
the tracking loop contain both authentic signals and spoofed
signals. However, if the authentic signal and the spoofed signal
are tracked by the victim simultaneously, it is difficult for
the attacker to achieve the purpose of controlling the receiver
to the planned solution. Since the harm of this uncommon
scenario does not reach the expectation of spoofer, we only
consider the case where all the signals are authentic or
counterfeit in this article.

Furthermore, we investigate the performance of the pro-
posed MCSD method with different numbers of available
satellites. Fig. 8 illustrates the ROC curves of the MCSD
metric when the number of available satellites is 4, 5, and 6,
respectively. The results verify that the performance of the
MCSD metric will improve as the number of available satel-
lites involved in the computation increases, since the spatial
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distribution of real satellites is actually distributed across the
entire sky.

V. EXPERIMENT RESULTS

We have conducted experiments to verify the proposed
spoofing detection method. Considering that it is illegal to
conduct outdoor spoofing experiments, we set the transmit
power of the over-the-air spoofing signal low enough not to
affect users outside the university campus building.

As shown in Fig. 9, we arranged an antenna array instru-
ment to collect the real-world GNSS data under the spoofing
and jamming circumstance. The GNSS array data collec-
tor includes a four-element circular array connected to the
corresponding synchronized front-ends. The front-ends down-
convert B3 frequency band to the intermediate frequency
which is chosen to be 46.52 MHz. The front-ends have a
maximum sample rate of 62 MHz with 13-bit quantization.
The sampled data are transferred to a server in real-time
through the optical fiber and stored for further postprocess
using the SDR GNSS array instrument developed for spoofing
detection in MATLAB.

The recording of authentic signals and spoofing were col-
lected using the above hardware equipment. Notice that the
power of the authentic signal is assumed to be the received
power levels on the ground specified in the interface control
document (ICD) [40], where the corresponding power of the
B3 signal is —163 dBW.

In the presence of jamming (jamming to signal ratio is
55 dB), the antenna array first gathered the authentic signals in
the open-sky environment. The signals of PRN 01, 03, 08, 22,
and 35 are transmitted from the satellites. The spoofing device
emulated the signals received from the available satellites
in advance. Then the antenna array instrument collected the
counterfeit signals generated by the spoofer of which power
is set to 5 dB above the authentic signals.

We used the software receiver to process the stored data.
STAP introduced in the previous analysis was utilized to
mitigate the jamming. The output of STAP was given to
the baseband processor to track the available satellites and
to calculate the MCSD metrics. As illustrated in Fig. 10,
the observed MCSD metrics in the presence of spoofing are
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Fig. 10. MCSD metrics in the empirical experiment of (a) authentic signals
and (b) spoofing.

consistent with the predictions, which is determined by the
measurement noise. It is obvious that the value of the MCSD
metric for authentic signals is much larger than the case of
counterfeit signals from the same direction. By setting the
reasonable threshold, the proposed MCSD metric successfully
identifies the spoofing.

VI. CONCLUSION

This article proposes a method for detecting spoofing attacks
on GNSS array instruments after anti-jamming. We derive a
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theoretical model of the effective C/Ny in the presence of
jamming and spoofing and propose the MCSD metric between
satellites as a testing statistic for spoofing detection.

Simulation results demonstrate that the proposed method
can effectively detect abnormal C/N, features of counterfeit
signals after anti-jamming by the antenna array. The experi-
ments presented in Section V are examples to demonstrate the
effectiveness of the MCSD metric.

In addition, the idea in this article depends on the raw
measurements in instruments and does not require additional
modifications to conventional GNSS array receivers. It should
be noted that although the results of this article are given in
the scenario with the jamming. But in the absence of high-
power interference, a set of fixed weights can be used for
beamforming to change the array’s pattern before spoofing
detection. Therefore, the method proposed in this article can
provide the solution to array instruments whether there is high-
power interference. In future, we will combine this with the
method used under a single antenna to provide more flexible
and robust spoofing detection.
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