4700

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 68, NO. 7, JULY 2022
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Abstract—The strong secrecy transmission problem of the
arbitrarily varying wiretap channel (AVWC) with input and
state constraints is investigated in this paper. First, a stochastic-
encoder code lower bound of the strong secrecy capacity is
established by applying the type argument and Csiszar’s almost
independent coloring lemma. Then, a superposition stochastic-
encoder code lower bound of the secrecy capacity is pro-
vided. The superposition stochastic-encoder code lower bound
can be larger than the ordinary stochastic-encoder code lower
bound. Random code lower and upper bounds of the secrecy
capacity of the AVWC with constraints are further provided.
Based on these results, we further consider a special case
of the model, namely severely less noisy AVWC, and give
the stochastic-encoder code and random code capacities. It is
proved that the stochastic-encoder code capacity of the AVWC
with constraints is either equal to or strictly smaller than the
corresponding random code capacity, which is consistent with
the property of the ordinary AVC. Finally, some numerical
examples are presented to better illustrate our capacity results.
Compared to the soft covering lemma that requires the codewords
to be generated i.i.d., our method has more relaxed requirements
regarding codebooks. It is proved that the good codebooks for
secure transmission can be generated by choosing codewords ran-
domly from a given type set, which is critical when considering
the AVWC with constraints.

Index Terms— Arbitrarily varying wiretap channel, stochastic-
encoder code, state constraint, strong secrecy.

I. INTRODUCTION

HE arbitrarily varying channel (AVC) is one of the most

challenging communication models. One difficult prob-
lem regarding the capacity of the AVC is that it will be affected
by different coding schemes and different criteria of decoding
error probabilities. Blackwell et al. investigated the capacity
of the AVC given common randomness [1]. To remove the
common randomness, Ahlswede proposed the Elimination
Technique in his celebrated paper [2] and provided the average
error capacities of the AVC with different coding schemes
(deterministic code, stochastic-encoder code, random code)
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and maximal error capacity of the random code. However, [2]
did not fully characterize the average error deterministic code
capacity of the AVC since Ahlswede did not give a sufficient
and necessary condition for the average error deterministic
code capacity to be positive.

The AVC is a discrete memoryless channel with channel
states. The state of the channel is selected randomly and the
probability mass function of the channel states is unknown.
AVC with non-causal state sequence was investigated in [3].
Recently, the arbitrarily varying broadcast/degraded broadcast
channels with causal side information at the encoder were
investigated in [4] and [5], respectively. Inner and outer bounds
for both random code and deterministic code capacities were
established. In [6], the AVC with colored Gaussian noise
was studied and the deterministic code and random code
capacities were provided. An alternative interpretation of the
AVC is a communication model with a jammer who controls
the channel states and wants to disrupt the communication.
For real communication models, it is reasonable to impose
constraints on the sender and the jammer. In [7], [8], Csiszar
and Narayan presented the random code capacity and the
deterministic code capacity of the AVC with input and state
constraints, respectively. For an ordinary AVC free of con-
straints, the deterministic code capacity is either zero or equal
to the corresponding random code capacity, which is called
Ahlswede’s dichotomy [2]. Csiszdr and Narayan established a
sufficient and necessary condition for the deterministic code
capacity of the AVC to be positive, namely that the AVC is
non-symmetrizable. However, as shown in [8], the state con-
straint affects the behavior of the deterministic code capacity
of the AVC. Specifically, the deterministic code capacity of the
AVC with constraints can be positive even if the channel is
symmetrizable. The AVC with constraints and side information
at the encoder was studied in [9] and the bounds on the
random code capacity and deterministic code capacity were
established.

The arbitrarily varying wiretap channel (AVWC) considers
the secrecy transmission problem over the AVC. The wiretap
channel was first introduced by Wyner [10] and then extended
in [11]. A random code lower bound of the secrecy capacity of
the AVWC with respect to weak secrecy was provided in [12].
Reference [12] also provided the random code secrecy capacity
of the strongly degraded AVWC with a best eavesdropper.
In [13], Bjelakovi¢ er al. studied a special class of the
AVWC, where the channel has a ‘best eavesdropper’, and
a random code lower bound of the capacity of the AVWC
with respect to strong secrecy was established. Goldfeld et al.
considered the AVWC with type constraint, where only the
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state sequences in a set of type sets will occur [14]. The
authors of [14] developed a stronger version of Wyner’s soft
covering lemma [15] and then provided the random code lower
and upper bounds of the AVWC with type constraint states
with respect to semantic secrecy. Wiese et al. established the
multi-letter random code secrecy capacity of the AVWC with
respect to strong secrecy [16]. In [17], Janda et al. provided the
random code secrecy capacity of the strongly degraded AVWC
with non-causal side information at the jammer and a best
eavesdropper. They further provided the multi-letter random
code secrecy capacity for the case that the strong degradedness
does not hold. In [18], Notzel et al. first discussed the relation-
ship between the stochastic-encoder code secrecy capacity of
the AVWC and the corresponding random code. It is proved
that the stochastic-encoder code capacity of the AVWC free of
constraints equals to its corresponding random code capacity
if the main channel is non-symmetrizable.

This paper considers the strong secrecy capacity of the
AVWC with general input constraint and state constraint. Two
stochastic-encoder code lower bounds of the secrecy capacity
without common randomness are provided. The achievability
proof of the first bound is based on the coding scheme used
in [8]. The strong secrecy is proved with the help of Csiszar’s
almost independent coloring lemma [19] since the codebooks
are not generated i.i.d.. The achievability proof of the second
lower bound applies a superposition stochastic coding scheme,
which is also used in [20] but for an arbitrarily varying
broadcast channel with degraded message sets. A numerical
example shows that the superposition coding scheme achieves
a higher secrecy achievable rate in some cases. We further give
random code lower and upper bounds of the secrecy capacity
of the AVWC with input and state constraints by applying the
superposition random coding scheme. Finally, based on these
results, a special case of the AVWC model, namely severely
less noisy AVWC, is considered and the stochastic-encoder
code and random code secrecy capacities with constraints are
presented. We find that the stochastic-encoder code secrecy
capacity of the AVWC with constraints can be strictly smaller
than the corresponding random code secrecy capacity, which
is consistent with the property of the ordinary AVC. The
highlight of our paper is as follows.

1) Two stochastic-encoder code lower bounds and two
random code lower bounds of the secrecy capacity of
the AVWC with constraints using different realization
methods are provided.

2) We introduce superposition coding into  both
stochastic-encoder coding scheme and random coding
scheme. A numerical example is used to discuss the gain
of using superposition coding.

3) We prove that the stochastic-encoder code secrecy capac-
ity of the AVWC with constraints can be strictly smaller
than the corresponding random code secrecy capacity,
which is consistent with the property of the ordinary AVC
with constraints.

Based on the above paragraph, the remainder of this
paper is organized as follows. Section II introduces the
AVWC model considered in this paper and some basic
notations and definitions. In Section III, Proposition 1 and
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Theorem 5 propose the stochastic-encoder code lower bound
and superposition stochastic-encoder code lower bound of the
secrecy capacity of the AVWC with constraints, respectively;
Theorem 6 and Proposition 3 provide the random code lower
and upper bounds of the secrecy capacity and Theorem 7
provides the capacity results of the severely less noisy AVWC
with constraints. The proof of Proposition 1 and Theorem 5
are provided in Sections IV and V, respectively. Proposition 3
and Theorems 6, 7 are proved in the appendix. In Section VI,
three numerical examples are provided to better illustrate our
capacity results. Section VII concludes this paper.

The common part of this paper and our conference
paper [21] only includes part of the result in Proposition 1.

II. MODELS

Throughout this paper, random variables and sample values
are denoted by capital letters and lowercase letters, respec-
tively. Alphabets and sets are denoted by calligraphic letters.
P(X) denotes the set of probability distributions on a finite
alphabet X'. Capital and lowercase letters in boldface represent
random sequences and sample sequences with length n, e.g.
T = (xlaan' 7mn)

In [8], the deterministic code capacities of the AVC with
or without state constraint were derived by using codewords
selected from a fixed fype [19]. The type Px of a sequence
is defined as
Py(z) = N(zlw)

for all x € X, (1)
where N (z|x) is the number of the occurrences of symbol x
in the sequence x. The set of sequences of type Px in X" is
denoted by T3 . More definitions and properties are provided
in [19].

A. Channel Description
Definition 1 (Definition of the AVWC): Let X be the finite

input alphabet, S be the finite state alphabet and ), Z be finite
output alphabets. An AVWC is a set of channels (W, £) where

W={W,:s€S8}and £ ={E;: s €S} satisfying
Wn y|113 H Ws yz|x Hi:l W(yl|$“ Si)v
EZ(z|x) = H E;, (zi|x;) = Hr_l_l E(zi|zi, si).

Here Wy is the main channel and E is the wiretap channel.

In this paper we only consider the discrete memoryless
channel. To characterize the capacity results of the AVWC
with constraints, we also need to consider the convex hull W
of a given AVC W. For a given state distribution ¢ € P(S), the
channel Wy, is defined as W, (y|z) £ 3" s q(s)W (y|x, s) for
any x € X,y € ), and then the convex hull of the given AVC
W is defined as W = {W, : ¢ € P(S)}. One can regard W as
an AVC with state space P(S). It follows that YW C W since
g can be a one-point distribution, i.e. ¢(s) = 1 for s € S and
q(s") =0 for any s’ # s. Let Y, be the output of the channel
W, and Y, be the output of the channel Wj.

One interpretation of the AVC model is a communication
system in the presence of a jammer who controls the channel
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state and wants to disrupt the communication. For a real
communication system, it is reasonable to use functions
and [ to impose constraints on the sequence of channel input
and sequence of channel states, respectively.

Definition 2 (Constraints on the AVWC): Let v : X —
[0,400) and I : S — [0,400) be given constraint functions
on the input alphabet X and the state alphabet S, respectively.
For given input sequence x and state sequence s, define

— 3 e = Y Us) @

Furthermore, we assume mingecx ¥ () = mingesi(s) = 0.
Let S™(A) be the set of state sequences satisfying {"(s) <
A for some A > 0. An AVWC with state constraint A is
an AVWC that only s € S™(A) will occur. For the input
constraint, given message set M and encoder f : M — X",
the encoder should satisfy ¢™(f(m)) < Y for some T > 0
and any m € M.

Remark 1: Note that for given sequence x with
type Px, the input cost function can be written as

P(@) = YT 0@) = Yex Px@)b(). For a set
of input sequences with same type Py, define ¢(Px) =

e Px(@)b(a).

The following definitions describe the stochastic and ran-
dom coding schemes and the corresponding error criteria
considered in this paper.

Definition 3 (Stochastic-Encoder Code (SC) Over the
AVWC): A stochastic-encoder code over the AVWC is a tuple
(f,#) with a message set M = [1 : 2"%]. The tuple (f, )
consists of a stochastic encoder f : M — X" such that
for each message m € M, X (m) is a sequence distributed
according to f(-|m) and a deterministic decoder ¢ : Y™ — M.
The average error probability under state sequence s of the
code (f, @) is defined as

NEW, f,0,9) > NEW, £, 0,9),

|M| meM

where

)‘;Snc(Wa [0, S):ZmeX" (m)|:1:,s))

Definition 4 (Random Code (RC) Over the AVWC): A ran-
dom code over the AVWC is a triple (F, ®,T") with message
set M. Here (F, ®) is a random encoder/decoder pair distrib-
uted on a set of stochastic-encoder codes (f7,¢?) ez with
index set Z and distribution p; I' is the common randomness
random variable on Z satisfying Pr{I’ = ~} = pu(y) for
v € I. The average error probability under state sequence
s of the code (F,®,T) is defined as

=D nXTEW, 7,97, 5).

YEL

flalm) - (1=W" (¢~

MECOW, F, @, s)

The difference between the stochastic-encoder code and
random code is the existence of the common randomness in
random code. For the stochastic-encoder code, there is only
local randomness at the sender side. For the random code,
there is an additional common randomness between the sender
and the receiver. Each time, to send a message, the common
randomness uniformly selects a stochastic-encoder code at
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random and reveals it to the sender and the receiver. Using the
coding schemes defined above, we move on to the definitions
of the secrecy achievable rate and the strong secrecy capacity
of the AVWC with constraints.

Definition 5 (Achievable Rate and Capacity of the AVWC):
A non-negative real number R is said to be secrecy achievable
rate by stochastic-encoder code with input constraint Y and
state constraint A if for any 7, > 0 and sufficiently large n,
there exists a stochastic-encoder code (f, ¢) such that

%log|M| >R-—r,
JJaax NCW, f,6,8) <e,
max I(M;Z;) <e,

seS™(A)
where I(M;Zs) is the information leakage under state
sequence s. The stochastic-encoder code secrecy capacity
of the AVWC with constraints is the supremum of the
stochastic-encoder code secrecy achievable rate. Similarly,
a real number R is said to be secrecy achievable rate by
random code with input constraint Y and state constraint A if

for any 7, e > 0 and sufficiently large n, there exists a random
code (F,®,T) such that

1
— log IM|>R -,
max MNCW, F,®,s) <,
seS™(A)
max I(M;Zs|T) <e,
sEST(A)
where I(M; Z,|T') is the information leakage under state
sequence s with respect to random code. The random code
secrecy capacity of the AVWC with constraints is the supre-
mum of the random code secrecy achievable rate.

B. Symmetrizability

For an ordinary AVC, a celebrated result called Ahlswede’s
Dichotomy, shown by Ahlswede in his paper [2] asserts that
the deterministic code capacity and stochastic-encoder code
capacity of an ordinary AVC are either equal to its random
code capacity or else are zero. A necessary and sufficient
condition for the positivity of the capacity of the AVC is
presented in [8], [22]. The following definition describes the
‘symmetrizable AVC’, which leads to the zero capacity of an
AVC free of constraints.

Definition 6  (Symmetrizable AVC): An
symmetrizable-X" if for some channel 7 : X — S,

> Wylz, s)T(sl2') = > W(yla', s)T(s|z)

seS seES
for every xz, 2, . 3)

AVC is

The symmetrizable-X AVC is described as a poor channel
[8], [9] since the decoder couldn’t distinguish between two
possible codewords. See the following example in [8].

Example 1: Let X = Y = § = {0,1}. The arbitrarily
varying channel is specified by

Y=X+S mod?2.
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It can be proved that the channel satisfies the symmetrizable-X

condition in Definition 6 if and only if 7 : X — S is a
symmetric channel, i.e.
1—e e
T = for0 <e<1.
e 1—e

For such a channel, the jammer selects a state sequence
by T"(slx2) = [[/; T(si|xe;) with codeword x> when
codeword x; is used by the sender. Due to the property of
symmetrizable-X, the average channel satisfies

W?(-\mz)(yhﬁ)

= HWT(wm)(yilxu)

i=1

=1I>. Wilew, 9T

i=1 s

= H Z W (yilz2i, s)T

i=1 s

(s]z2:)

(S|$11‘) = W¥(|w1) (y|a:2)

for any y € Y". In this case, the receiver cannot distinguish
between codewords x; and x5 from the average channel. For
a deterministic decoder ¢, let disjoint sets D; and D, be the
decoding sets of codewords x; and x2, respectively. Suppose
Wiz (P1l@1) = 1 —¢ for some 0 < e < 1/2. By the above
equalities, we have W7, \(Di|x1) = W\, (Di]z2) =
1 — € and hence W}l(.‘wl)gDﬂwg) <e<1/2.

Note that the random code capacity of the example is
also 0. Here, we only use this example to demonstrate the
ambiguousness caused by the symmetrizability, which also
holds for other symmetrizable AVCs. Coding schemes without
common randomness cannot achieve reliable communication
over an AVWC free of constraints with a symmetrizable main
channel, and hence the corresponding stochastic-encoder code
capacity is 0. However, as mentioned in [8], the capacity of
the AVC with state constraint A may be positive even if it
is symmetrizable. For a given AVC with state constraint and
input distribution Px, the positivity of the channel capacity
depends on whether A is larger or smaller than

Ao(Px) = min > Px(2)T(s

rEX s€S

)l(s), ©)

where 7 is the set of channels 77 : X — S satisfying
formula (3). Furthermore, we follow the setting in [8] that
Ao(Px) = o0 if 7 = (). In fact Ag(Px) is the minimal cost,
given input distribution Px, for the jammer to symmetrize
an AVC. Thus, if the minimal cost is less than the state
constraint A, the jammer can always choose some 7' : X — S
that symmetrizes the channel, leading to zero capacity.

In [11], the prefixed channel argument suggests that a virtual
pre-channel can improve the secrecy capacity of the wiretap
channel in some cases. Accordingly, the definition of the
symmetrizable AVC is extended as follows.

Definition 7 (Symmetrizable AVC in the Presence of the
Prefixed Channel): An AVC with prefixed channel Py |y is
symmetrizable-/ if for some channels 7" : X — S and
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T'(s|u) = > pea Pxju(|u)T(s]z),
ZW (ylu, s)T" (slu’) ZW (ylu', 8)T'(s|u)
s€ES seS
for every u, v’ €U,y €, 5)

where W (ylu,s) = 3, W(yl, s) Pxo (alu)

The set of channels T satisfying Definition 7 is different
from the set of channels 7' satisfying Definition 6 once the
prefixed channel Py is specified, and we will discuss their
difference later in Remark 2. For simplicity, denote the set of
channels satisfying the symmetrizable-2/ condition by 7”. The
corresponding minimal cost for the jammer is defined by

Ai(Pyx) = min > > Py(w)T'(sju)l(s),  (6)
uelU seS

where 7' is the set of channels T satisfying formula (5).
Similarly, Ay(Pyx) = oo if 7/ = (). For the AVWC with
input constraint, it follows that

= 2> wla)
=> Y

zeX

=3 () Px ()
reX
) Z Pyx (u, ) £ (Pyx). (N
ueU
Similar to the original channel [8, Lemma 1], the error
probability of the AVC with a prefixed channel is nontrivial
if Ai(Pyx) < A. This can be easily extended by Defini-
tion 7 and the proof of Lemma 1 in [8]. Let AJ(U, X) =
supp, , Ai(Pux). If AJ(U,X) > A, there always exists at
least one joint type Pyx satisfying Aj(Pyx) > A, then we
can construct a code that is achievable over the AVWC with
state constraint.
Remark 2 (Relation Between A1(Pyx) and Ao(Px)): In
this remark we talk about the relation between

Ao(Px) = min > Px(x)T(s|2)i(s) 8)
r€X s€S
and

M (Pyx) = Tmelg Z ZPU u)l(s). 9

uEU s€S

Note that the prefixed channel Py is selected by the
sender and fixed during the transmission. Hence, the channel
T'(s|lu) = >, cx Pxju(zlu)T(s|x). Then formula (9) can be
written as

AI(PUX = mm Z Z ZPU

uEZ/{ rzeX s€S

u) Py (z|u)T(s|z)l(s),

(10)

where 77 is the set of channels 7T satisfying the
symmetrizable-i/ condition. Furthermore, for convenience,
we write the set of channels 7 in formula (8) by 7y. In [18],
the authors considered the stochastic-encoder code capacity of
a non-symmetrizable AVWC. One interesting result, as stated
in Example 1 in [18], is that the non-symmetrizable AVWC
may be symmetrizable after adding a prefixed channel. Hence,
there may exist a channel T such that T ¢ 75 but T €
7;. On the other hand, it can be proved that an AVWC
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is always symmetrizable-{/ if it is symmetrizable-X. As a
result, we have 7o C 7;. For given distributions Py x
and Py such that Px(z) = >, Pux(u,x), it follows that
A (Pux) < Ao(Px). In the case of the AVWC with state
constraint, the capacity can still be positive even if the AVWC
is symmetrizable after adding a prefixed channel as long as
A3 (U, X) > A is satisfied. Note that the input distribution in
the presence of a prefixed channel is limited to A;(Pyx) > A
when the non-symmetrizable AVWC is symmetrizable after
adding the prefixed channel. However, by setting U = X, one
can guarantee that the prefixed channel will never reduce the
achievable rate.

Next we consider the symmetrizability of the AVWC
regarding the superposition coding scheme. Superposition cod-
ing [23] is a layered coding approach that for joint distribution
Pyx = PVPX|V, there exists a ‘cloud center’ codebook Co =
{v(i)}¥< generated by distribution Py for some N¢ > 0, and
the codewords in C(i) = {(i,j)}}L,, N > 0, are generated
by distribution Py for each ‘cloud center’ 'u(z) € Cc. The
AVWC can be interpreted as an arbitrarily varying broadcast
channel (AVBC) if we regard the eavesdropper as another
receiver. Hence, the argument about the symmetrizability of
the AVBC is also applicable to the AVWC. Accordingly,
the definitions of symmetrizable channels and the minimum
average cost of the jammer are extended as follows.

Definition 8 (Definition 9 in [20]): An AVC W is
symmetrizable-X'|V if there exists some channels 7' : Vx X —

S satisfying
Z W (ylx, s)T ZW (y|2’, s)
sES

sES

T(s|v,2") T(slv,z) (11)
for all v,x,2’, s,y with joint distribution Py x satisfying
Pyx(v,x) = Py(v)Pxv(zlv) and min, . Pyx(v,z) > 0.
The set of channels T that X |V-symmetrizes W is denoted
by 7.

The corresponding minimal average cost of the jammer for
given distribution Py x is

Ao(Pyx) —manZZPVva slv, 2)l(s). (12)
vEV reX seS
Similarly, define
A5V, X) 2 max Ag(Pyx).
Py x

When considering the arbitrarily varying wiretap channel,
define the minimal average cost of the jammer in the presence
of a prefixed channel as

Rirox) £ min 5 Y

T 0eV ueld seS e X

Py (v, u)T(s]v, 2) Px|u (w|u)l(s),
where Pyyx(v,u x) = Pyy(v,u)Pxy(z|u),
Al(PVUX) oo if T = (). We further define

AX(V,U, X) £ max Ay (Pyux).
Pyux

and

The definitions of the communication model and the coding
schemes used in this paper have now been introduced. In the
next section, we present some existing work about AVWC
without constraints.
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C. Related Work

In the following paragraphs, we review some existing results
on the arbitrarily varying wiretap channel.

1) Random Code Results: [12] defined a special case of
the AVWC such that

o The main channel and the wiretap channel have separate
state spaces S, and S, corresponding to the main channel
and the wiretap channel, respectively;

o The eavesdropper has a best channel F - such that X —
Zgw — Zs, for any s, € S;

o The AVWC is strongly degraded such that X — Y, —
Zg holds for any g € P(S,) and ¢’ € P(S.).

Based on the above conditions, [12] established the
single-letter random code secrecy capacity of the AVWC
with respect to weak secrecy, i.e. the information leakage
maxsesn +1(M; Zs|T') < e for every £ > 0 and sufficiently
large n.

Theorem 1 ([12]): The random code secrecy capacity of

the strongly degraded AVWC with independent states is

CP¢ =  max min

I(X:Y,
PxeP(S) [4eP(S,) (X3 ¥a) =

max I(X;Zy)],
q'€P(S:)
provided the AVWC has a best channel for the eavesdropper.

In [13], the authors considered a special case of the AVWC
assuming the existence of a best channel to the eavesdropper
and established the following lower bound of the random code
secrecy capacity with respect to strong secrecy.

Theorem 2 ([13]): For the AVWC with a best eavesdropper,
the random code (RC) secrecy capacity is lower bounded by

CRC > max min I(X;Y,) — max I(X;Z,)
PxeP(X) |qeP(S) qEP(S)
with  joint  distributions  Px(x)q(s)W (ylx,s)  and

Px(z)q(s)E(z|x,s) forx e X,ye YV, z€ Z,s€S.

The above results both have strong assumptions on the
structure of the AVWC. In [14], the authors considered a
general AVWC model with state types constraints without any
assumptions on the structure of the channel and established the
following random code lower bound of the secrecy capacity
with respect to semantic secrecy.

Theorem 3 ([14]): For any convex and closed @ C P(S),
the random code semantic secrecy capacity of the AVWC with
Q-constraint is lower bounded as

O > max | min I(U;Y,) —
Pux |q*€Q

max I(U; Z|S)

q?eQ

where the mutual information terms are calculated with respect
to joint distributions Pyx - ¢/ - Wy |xs - Ez|xs for j = 1,2,
and || < |X|.

The result in Theorem 3 was established with respect to
semantic secrecy, which doesn’t make any assumptions about
the message distribution. Therefore, it is severer than strong
secrecy requirement. The authors of [14] further provided
a random code upper bound of the general AVWC with
Q-constraint. Comparing to the results in [14], our works
focus on both stochastic-encoder and random code bounds of
the general AVWC with additional input and state constraints
imposed on the sender and jammer, respectively.
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2) Stochastic-Encoder Code Results: In [18], the authors
discussed the relationship between the random code
secrecy capacity and the stochastic-encoder code secrecy
capacity without any constraints. They characterized the
stochastic-encoder code capacity of the AVWC without con-
straints as follows.

Theorem 4 ([18]): If the random code (RC) secrecy capacity
of the AVWC CEC > 0, the stochastic code secrecy capacity
is given by

CSC _ CRC

if and only if the main channel is non-symmetrizable-X. If the
main channel is symmetrizable-X, ¢ = 0.

The result in 4 is consistent with the AVC dichotomy shown
by Ahlswede in [2]. In this paper, we further investigate the
capacity of symmetrizable AVWC with constraints and prove
that the stochastic-encoder secrecy capacity of the AVWC with
constraints can be positive but strictly smaller than the random
code secrecy capacity.

3) Summary: Although a multi-letter characterization of the
random code secrecy capacity of the AVWC with respect to
strong secrecy was established in [16], the single-letter form
of the secrecy capacity is still an open problem. In this paper,
we focus on the strong secrecy communication problem over
the general AVWC with input and state constraints without
any ohter assumptions.

III. MAIN RESULTS

This section provides the main capacity results of this
paper. The first stochastic achievable rate result is given
in Proposition 1 based on the coding scheme in [8].
In Theorem 35, an achievable rate established by superposition
stochastic coding scheme is provided. We further discuss the
similarities and differences between the superposition sto-
chastic coding scheme and random coding scheme. A Lower
bound of the random code secrecy capacity of the AVWC
with constraints is established in Theorem 6 by applying
superposition random coding scheme, and the upper bound
is provided in Proposition 3. Finally, we consider a special
case of the AVWC, namely severely less noisy AVWC with
constraints, and provide the corresponding stochastic-encoder
code and random code capacities in Theorem 7.

For notation convenience, we use the subscript ¢ to represent
the distribution of the random variable S contained in the
mutual information term. For example, for random variables
X,S,Y such that Pr{X =z,5 =s,Y =y} = Px(x)-q(s)-
W (y|z, s), the mutual information of X and Y conditioning
on S is written as I,(X;Y[S) = > s q(s)[(X;Y]S = s).
Now the first main result of this paper can be given.

A. Stochastic-Encoder Code Bounds

Proposition 1 (Lower Bound of the Stochastic-Encoder
Code Secrecy Capacity of the AVWC With Constraints): If
A3(U,X) > A, the stochastic-encoder code (SC) secrecy
capacity C°C of the AVWC with state constraint A and input
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constraint Y is lower bounded by
co5¢ > max [ min I(U;Y,) —max I, (U;Z|S)]
Pyx €Py a(U,X) qePA(S) q' €PA(S)
(13)

under joint distribution Pyx X Wy, | x and Pyx X ¢ xEzxs,
where the state distribution set Pp(S) = {q € P(S)
E[I(S)] = > .csa(s)l(s) < A}, the input distribution
set 'PTJ\(U,X) = {Pux € PU x X) Y(Pyx) <
T, AM(Pyx) > A}, and 1p(U; Z|S) = >, ¢ (s)I(U; Zs),
V(PUx) = X ueu 2owex Puw) Pxju(zlu)v(z).

The proof is provided in Section IV and also our conference
paper [21]. Similar to the original AVWC, we first set U = X
in formula (13) and prove the achievability. Then Proposition 1
is proved by applying the standard prefixed channel argument.
When max; (s) < A,max, ¢¥(xz) < Y, the constraints are
inactive and the result reduces to the lower bound of the
capacity of the non-symmetrizable AVWC free of constraints
considering the definition that A;(Pyx) = cc.

In [14], the authors considered the AVWC with type con-
straint states. Note that Proposition 1 in this paper and the
result in [14] do not cover each other since the achievable
rate result in [14] is with respect to semantic secrecy with
common randomness.

We further give a proposition about a lower bound of the
random code secrecy capacity of the AVWC with input and
state constraints.

Proposition 2 (Lower Bound of the Random Code Secrecy
Capacity of the AVWC With Constraints): The random
code (RC) secrecy capacity CC of the AVWC with input
constraint Y and state constraint A is lower bounded by

CRC > max [ min I(U;Y,) — max I,(U;Z|9)]
Pyx: gEPA(S) q’€PA(S)
Y(Pux)<Y

under joint distribution Pyx X Wy, | x and Pyx X ¢ xEzxs,
where Pp(S) = {q € P(S) : E[I(9)] = > ,csa(s)l(s) <
AV (Pux) = X ueu 2owex Puu) Pxju (@lu)p(z).

The proof is provided in Appendix A. The random code
capacity of the arbitrarily varying multiple access channel
with input and state constraints was investigated in [24]. The
result in Proposition 2 follows directly when applying the
technique used in the forward proof in [24] and Lemma 5
in Section IV. The main difference in the lower bounds
between Proposition 1 and Proposition 2 is the range of input
distribution. There is an additional constraint on the input
distribution in Proposition 1, i.e. A;(Pyx) > A. Hence,
if the input distribution that maximizes the random code lower
bound in Proposition 2 violates the condition that A1 (Pyx) >
A, the stochastic-encoder code lower bound of the AVWC
with constraints can be strictly smaller than the corresponding
random code lower bound.

B. Superposition Stochastic-Encoder Code Bounds

In [25], superposition coding scheme was applied to the
wiretap channel with input constraint. It is proved that an
additional auxiliary random variable is necessary to achieve
the secrecy capacity of the wiretap channel in some cases. Here
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we apply the superposition coding scheme to the AVWC with
constraints and derive a lower bound of the secrecy capacity
with respect to strong secrecy.

Theorem 5: For an AVWC with input constraint T and state
constraint A, if A5 (V,U, X) > A, the stochastic-encoder code
secrecy capacity C°C is lower bounded by

c5¢ > max [ min I(U;Y,|V)

Pyyx €Py a(VU,X) qePA(S)
goax Iy (U3 215, V)],
where PTJ\(V,U,X) {PVUX € P(V x U x X)
W(Pyux) < T,A(Prox) > AbLW(Poux) =
Zvev st Py (v) Py (ulv)Pxy(z|u)i(x), and Pa(S) =
{4 € PS) : BI(S)] = X cs als)i(s) < A},

The proof is given in Section V. The achievability of
Theorem 5 is similar to that in [20] for the arbitrarily
varying broadcast channel (AVBC) with degraded message
set. The main difference is that there is no requirement
on the correctness of the second receiver (the eavesdropper
in this paper). The ‘cloud center’ codewords are i.i.d. and
uniformly selected from a fixed type set. For each ‘cloud
center’ codeword, the codewords for the private message
are then selected from the corresponding conditional type
set. Similar to the coding scheme discussed previously, the
superposition stochastic-encoder code capacity of the AVWC
with constraints can be positive even if the main channel is
symmetrizable.

The advantage of applying superposition coding to the
wiretap channel was investigated in [25]. In [25], it was
proved that the superposition coding scheme can improve
the capacity of ordinary wiretap channels in the presence
of the input constraint. The argument also holds for the
arbitrarily varying wiretap channel with input constraint and
state constraint. In Section VI, we give an example that is an
arbitrarily varying channel version of the example investigated
in [25], which shows that the superposition coding scheme
can also improve the achievable rate of the AVWC with input
constraint and state constraint.

The superposition coding scheme is somewhat similar to
the random coding scheme. In the random coding scheme,
the common randomness uniformly selects a code at ran-
dom from a set of codes before each message is sent. This
additional common randomness helps the participants in the
communication system in the presence of the jammer. In [2],
Ahlswede proposed the Elimination Technique to construct
deterministic code from a given random code over the AVC
free of constraints with the precondition that the deterministic
code capacity of the AVC is positive. Specifically, this random
code reduction technique shows that a polynomial number of
codes, e.g. n2, is sufficient for a random code over the AVC
to transmit messages reliably. Based on this the sender selects
a deterministic code with message set [1 : n?] as the ng length
prefixed code with ng/n vanishing as n — oo. The new
deterministic code is the juxtaposition of the prefixed code
and the original random code. However, this technique does
not work for the AVC with state constraint. An alternative
coding scheme is the superposition coding scheme considered
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in this paper. As mentioned before, the ‘cloud center’ of
the superposition coding is some meaningless codewords,
each corresponding to a stochastic-encoder codebook. The
selection of ‘cloud center’ codewords introduces the addi-
tional randomness in the transmission. Instead of encoding the
randomness into the prefixed code, the superposition coding
scheme encodes the additional randomness and the messages
together into codewords with length n. The proof shows that
the coding scheme satisfies both reliability and the strong
secrecy requirements. The example in Section VI shows that
the coding scheme achieves higher achievable rate in some
cases.

Theorem 6: The random code secrecy capacity of the
AVWC with input constraint T and state constraint A is lower
bounded by

CRC > max [ min I(U;Y,]V)

Pyyx€Py(V,U,X) qEPA(S)
— max Iy (U; Z|V,S),

q'€PA(S)
with distribution Pyyx (v,u,z) = Py (v)Pyy(ulv)Pxu
(z|u) for any V. € V,u € U and =z € X, where
Pa(S) = {q € P(S) : El(S)] = X,csals)i(s) < A},
Pr(V,U,X) = {Pyux : ¥(Pyux) < } Y(Pyux) =

Zv,u,z PV(’U)PU\V(U’lv)P)QU(x'U’) (l‘)

The proof is given in Appendix D-A. The random coding
scheme based on joint typicality decoding was applied to the
arbitrarily varying channel in [24], [26]. The main difference
between the coding schemes in [26] and [24] is that in [26], the
letters of each codeword are independent while the codewords
in [24] are randomly selected from some fixed type sets due to
the input constraint. Here we adopt the random coding scheme
in [24], which is also used in the proof of Proposition 2.

Proposition 3: The random code secrecy capacity of the
AVWC with input constraint Y and state constraint A is upper
bounded by

CFC < min
q,94'€PA(S) PVUXEPT(V Uu,x)

[ (UvKI|V) - q’(U7 Z|Va S)]a

with input distribution Pyyx(v,u,z) = Py(v)Pyv(ulv)
Pxy(z|u) for any V€ V,u € U and x € X, where
PalS) = {q € P(S) : El(S)] = X,csals)i(s) < A},
Pr(V,U,X) = {Pyux : ¥(Pyux) < } Y(Pyux) =
Zv,u,z PV(’U)PU\V(U’lv)P)QU(x'U’) (l‘)

The proof is provided in Appendix D-B. As explained
n [14], the auxiliary random variable V' allows the sender
to choose a random mixture of the input distribution since
there may not exist a state that is bad for the whole mixture.
In the next subsection, we prove that the superposition coding
is not necessary in some special cases.

C. Special Case: Severely Less Noisy AVWC With
Constraints

For ordinary discrete memoryless channels, a DMC W :
X — Y is said to be less noisy than another DMC FE : X — Z
if I(U;Y) > I(U; Z) for any input distribution Py x, where
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the joint distribution of (U, X, Y, Z) satisfies Pr{U = u, X =
x,Y =y, Z=z}=Pr{U =u,X = z}W(y|lx)E(z|x).

For the arbitrarily varying channel, an AVC W : X' xS — Y
is said to be severely less noisy [27] than £ : X X § — Z
if I(U;Y,) > I(U; Zy) for any ¢ € P(S) and any s € S.
An AVWC is severely less noisy if the main channel is
severely less noisy than the wiretap channel. Then we have
the following capacity results.

Theorem 7: The stochastic-encoder code secrecy capacity
of a severely less noisy AVWC with input constraint T and
state constraint A is
C°Y= max [ min I(X;Y,|V)— max I,(X;Z|V,S)].

Py xe  "¢€Pa(S) 7' EPA(S)
Px,a(V,X)

The corresponding random code secrecy capacity is

= max [ min I(X;Y,)— max I, (X;Z]9)].
Px €Pr(X) qePA(S) q'€PA(S)

CRC

If the main channel W : X x § — ) is non-symmetrizable-
X, the auxiliary random variable V' is not necessary and the
stochastic-encoder code secrecy capacity C5¢ = CEC,

The proof is provided in Appendix E. In [25], it is proved
that the prefixed channel and the superposition coding scheme
are not necessary when the main channel is less noisy
than the wiretap channel. However, when considering the
stochastic-encoder code capacity of the AVWC with con-
straints, only the prefixed channel is unnecessary, while the
auxiliary random variable V is strictly required to achieve
the secrecy capacity in the presence of input and state con-
straints if the main channel is symmetrizable. In Section VI-B,
a numerical example proves that the stochastic-encoder code
secrecy capacity of the AVWC with constraints can be strictly
smaller than the corresponding random code secrecy capacity.

IV. PROOF OF PROPOSITION 1
A. Secure Partition Lemma

This subsection presents the secure partition lemma of the
AVWC with state constraint. In our previous works [27], [28],
Csiszar’s almost independent coloring lemma and its extended
version were adopted to deal with the strong secrecy prob-
lem of the arbitrarily varying wiretap channel and arbitrarily
varying multiple access wiretap channel, respectively. In this
subsection, we prove that Csiszar’s lemma can be used to
deal with the strong secrecy problem of the AVWC with
constraints.

Define a set of general random variables {Y} } scs depending
on s € § such that

P’I“{Y; = y} = PYs (y)

We write the d-conditional typical set [19] conditioning on a
state sequence s as T'p s(s), and call it typical sequences
under the state sequence s.

Note that the subscript Py in T, 5(s) is a dummy dis-
tribution representing the set of distributions { Py, }secs. Note
that although the typical set is defined under state sequences,
the random variable is not necessarily related to the state.
For example, in this paper, all the codewords are uniformly
selected at random from a type set 75 . Hence, the input

(14)
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random variable X is independent of all the channel states.
However, as implied by Lemma 2 in this subsection, the
generated codewords are still typical under state sequence with
high probability.

Lemma 1 (Asymptotic Equipartition USS): Given x €
Tp, s5(s), for any y € Ty}, 5 [, s], it follows that

9~ n(Ha(Y|X,S)+e) < W (ylx) < 2 H (YIX.5)=¢) = (15)

where ¢ is the type of sequence s, H,(Y|X,S) =
Y scsq(s)H(Y,|X), € is a positive real number related to
d and 0’ such that e — 0 as 6 — 0 and ¢’ — 0.

The proof is similar to Theorem 1.2 in [29]. By the defini-
tion of H,(Y'| X, S), we further define the mutual information
I,(X;Y]S) = >, q(s)I(X;Y;). Note that the generation of
the codewords in this paper and that in [27], [28] is different.
In our previous work, all the codewords are i.i.d. generated
according to a fixed distribution Px on X, and in this section,
all the codewords are i.i.d. and uniformly selected from a fixed
type set Ty . However, the codewords are still typical under
state sequences with high probability, which is proved in the
following lemma.

Lemma 2: Let X be a random sequence uniformly distrib-
uted on type set 75 . For any given state sequence s € S"
and § > 0, we have

Pr{X eTp, s(s)} >1-27" (16)

for some v > 0 and sufficiently large n.

The proof is provided in Appendix B.

Our secure partition lemma is based on Csiszdr’s almost
independent coloring lemma.

Lemma 3 (Lemma 17.3 in [19]): Let P be a distribution
on a finite set V and F be a subset of V such that F = {v €
V : P(v) < 1/d}. For some positive number e, if P(F) >
1 — ¢, then a randomly selected mapping G : V — {1,...,k}
satisfies

“ 1
S PG o) -

< 3e (17
m=1

with probability at least 1 — 2ke~¢ (1=€)d/2k(1+e)

Moreover, if each P in a family P satisfies the hypothesis,
then the probability that formula (17) holds for all P € P is
at least 1 — 2k|P|e—< (1=0)d/2k(1+e),

Thus, the desired mapping exists if klogk <
This realization of G is denoted by g.

Remark 3: When applying this lemma to the AVWC,
the finite set ) represents the codebook C and {1,...,k}
represents the message set M. The family of distributions
P is the set of distributions over the codebook C given all
of the sequence pairs (z,s). The partition on the codebook
C arises from the mapping G : C — {1,...,k} constructed
in Lemma 3 by considering the disjoint sets G~1(m),m €
{1,...,k}. Each set G~1(m) C C is a sub-codebook cor-
responding to a message m € {1,...,k}. To communicate
using the partitioned codebook, in order to transmit message
m, the sender uniformly selects a codeword at random from
the sub-codebook G~*(m). The partitions on the codebook C
are called ‘secure partitions’ if the communication using the

e2(1—e)dloge
2(1+4¢€)log 2|P]"
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partitioned codebooks under any s € 8™ achieves arbitrarily
small information leakage I(M; Z).

The secure partition is constructed on ‘good’ codebooks,
which is defined in the following definition.

Definition 9 (Definition of ‘Good” Codebook): Let C be a
codebook containing N = 2"t codewords with type Py for
some R > 0. For § > 0 and v > 0, the codebook C is called
a ‘good’ codebook if

IT"(C,8)| > (1—2-27")2"F forall s € S",  (18)

where T"(C,s) = CNTp, 5(s) is the set of codewords that
is typical under state sequence s in codebook C.

The following lemma proves that the codebooks generated
by random selection from a fixed type set is ‘good’ with high
probability.

Lemma 4 ( The Existence of ‘Good’ Codebook): Let C =
{X(1),...,X(N)} be a codebook containing N = gk
codewords for some R > 0, each uniformly dlstrlbuted on
a fixed type set 15 . Then the probability of codebook C
being ‘good’ is bounded by

Pr{C is ‘good’} >1—¢, (19)

where ( is a double exponentially small number and { — 0 as
n — oo.

With the help of Lemma 2 and the Chernoff bound, the
proof of the above lemma is almost the same as that in [27]
[28, Appendix C]. The following lemma proves the existence
of the secure partitions on ‘good’ codebooks used for the
AVWC with constraints.

Lemma 5 (Secure Partition Lemma): Let T, € be two positive
real numbers that can be arbitrarily small. Let £ = {F, : s €
S} be an AVC with input alphabet X, state alphabet S and
output alphabet Z and M be the message set. Furthermore, let
C = La:(z) 1< < ]\7} be a ‘good’ codebook for N = onR
and R > 0. Suppose Z; is the channel output with input
sequence X uniformly distributed on the codebook C under
state sequence s. For real number N/ = ok’ satisfying

R'> max I,(X;Z|9)
qEPA(S)

and R = R — R,
Py (2)a(s) E(|x, 5),
codebook C which divides the codebook into N =
sub-codebooks  {C(m)}meqi,....n3. Each  sub-codebook
corresponds to a message m. In the communication using
the partitioned codebook, the sender uniformly selects a
codeword X at random from sub-codebook C(M) to transmit
message M. Consequently,

where Px g z(z,s,2) =

there exists a secure partition g on
2n(R—T)

I(M;Z,) <e, seS"(A)

for some € — 0 as n — oo, where n is the length of sequences
depending on 7 and €, M is the index of the sub-codebook
C(M) containing the codeword X.

Remark 4: For the AVWC free of constraints, one can
enlarge 1,(X; Z|S) = > s q(s)I(X; Zs) to max, [(X; Z,).
In this case, ¢ is a one point distribution satisfying ¢(s*) =
1 for s* = argmaxses I(X;Y5) and ¢(s) = 0 otherwise, and
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the corresponding state sequence s is the symbol s* repeated
n times. However, this does not work in the presence of the
state constraint since such a state sequence violates the state
constraint if I(s*) > A.

Proof of Lemma 5: Let (X,Zs) be a pair of random
sequences as in Lemma 5 and s € S8™(A). By Lemma 2.12
in [19], the definition of ‘good’ codebook and Hoeffding’s
inequality, it follows that

Pr{(X,Zs) € Tp,, 25(8)} 2127 (20)

for some § > 0, where v — 0 as § — 0 and n — oo. For any
s € 8"(A), we construct a high probability subset B(s) C Z™
with the help of the following two auxiliary sets.

Bo(s)={z€Tp,5(s): ¥(z,8) <272} (2D

and

Bi(s) = {z

where U(z,8) = Pr{X ¢ T}EX‘Z’%[z,sHZs =2z} 0 >0
depends on §, and the subscript Pz in (21) is a dummy
distribution such that for any s € S,

cPr{Zs =2z} < 2 "% HPZ«% (Zz)} , (22)

i=1

Z Px (z)E(z|x, s).
Now by formula (20), we have
1 _ 2—”1/
< Y Pr{Z,=z}Pr{X €Tp, , 22, 5||Zs = 2}
z€By(s)

+ Z Pr{Zs; =z}
sty 5/<s>\Bo<s>
x PriX € Tp, , 252 s||Zs = 2}

nv

Y Pr(Z, € Bo(s)} + (1 — Pr{Zs € Bo(s)})(1 — 2= %),

where (a) follows by the definition of By(s) and ¥(z, s) in
(21). Hence,

nv

Pr{Zs e By(s)} >1—-2""=. (23)
For B (s), it follows that
Pr{ZeBi(s)}= > Pr{Z,=z}
z€Bi(s)
< ) o2 HPZ () <2775,
z€Bi(s)
(24)
Setting B(s) = By(s)\Bi(s) yields
Pr{Zs;eB(s)} >1-2.27%. (25)
Then we set parameters for Lemma 3 as follows:
e=2""% d=2"""3)
k= 2TL(R—T),
P={Px}tU{Px.s:8s€S8"(A),z € B(s)}, (26)
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where Py and Py are distributions on codebook C.
The verification of the parameters is given in Appendix C.
Note that when applying Lemma 3 to our model, the finite
set V is the codebook C and the integer set [1,...,k| is
the message set M. Now let ¢ : C — M be a realiza-
tion of the random mapping G satisfying formula (17) in
Lemma 3, by the definition of P in (26) and formula (17),

we have

k
Zm,:l

k1
Zm,:l

where M, (X )=¢(X). The term My(X) is a random variable
distributed on the message set, and its distribution is defined
by the mapping g. By formula (27), M, is almost uniformly
distributed on the message set. Applying the uniform continu-
ity of entropy (Lemma 2.7 in [19]) to (28) yields

27)

1
Pr{My,X)=m}— %‘ < 3e,

Pr{My,(X)=m|Z, = z} — %‘ <3¢, (28)

|H(M,(X)|Z, = =) ~ H(M)| < ~3clog >
Combining the above inequality and formula (25) gives

H(M,(X)|Zs) > (1 — 2¢)(log k + 3¢ log %)
and

I(My(X); Zs) < belogk — 3elog 3¢ (29)

for all s € S™(A). Note that the partition ¢ is not necessarily
equally divided. To construct an equal partition, the following
lemma is needed.

Lemma 6 (Lemma 4 in [30]): For any given codebook C,
if the function g : C — [1 : k] satisfies (27), there exists a
partition {C,, }* _;on C such that

1) [Cn| = Z= for all m € [1: k],
2) H(M|My(X)) < 4\/elogk,
where M is the index of the sub-codebook containing X.
Considering the above Lemma 6 and (29), the information
leakage is upper bounded by

I(M; Z,) < I(M, My(X); Zs)
< I(MQ(X);ZS) + I(M; Zs|Mg(X))
< 5elogk — 3elog 3¢ + 4\/clogk < ¢

for all s € S(A). Since ¢ = 27"%, the information leakage ¢
can be arbitrarily small as n — oo. O]

B. Coding Scheme

To prove our first main result, we use a coding scheme
similar to that in [8], except that it is a stochastic-encoder
code version. The details of the stochastic coding scheme are
presented as follows.

1) Codebook Generation: Let M be the message set. For
a fixed type Px on X with min, Px(x) > 0 and ¥(Px) <
T,Ao(Px) > A+ a,a > 0, uniformly and i.i.d. select N
codewords from type set 75, . The set of codewords is denoted
by codebook C = {z(i) : 1 < i < N}. Then the codebook
is divided into N = 27(E=7) gqub-codebooks for 7 > 0,
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each with N’ = 2"% codewords, where R = R — R. The
m'" sub-codebook is denoted by C(m) and the I*" codeword
in sub-codebook C(m) is denoted by x(m,1).

2) Encoding: To transmit message m, the encoder uni-
formly selects a codeword x(m,l) at random from sub-
codebook C(m).

3) Decoding: Let (X,S,Y) be dummy random variables
distributed according to Pxgy, which is the joint type of
(x(m,l1), s,y). Let D(-||-) be the KL divergence. The received
sequence y belongs to the decoding set D,, ; if and only if

1) the joint type D(Pxsy||Px x

Ps x W) <,

2) for each ax(m',l’) with (m/,l') # (m,l) such that

D(Px/gy||Px: x Pgr x W) < n for some s’ € S"

satisfying ["(s’) < A, we have I(X,Y;X'|S) < n.

Here X, X', S,S")Y are dummy random variables dis-

tributed according to Px x’sy, which is the joint type of

(x(m,1),z(m/,l'), 8,8, y).

Pxgy satisfies

Remark 5: Note that the decoding rule in the above coding
scheme is the same as that in [8]. This is because we
adopt a strict decoding rule for the stochastic-encoder code.
The decoder is required to decode the pair (m, 1), not just the
message m. Thus, the decoding procedure is the same as the
deterministic code version in [8].

Now by the analysis used in [8], the legitimate receiver can
decode the message correctly if

. ~ . 2

(2Bt 161D 7 SR i 106T,) — 57 60
for some 7 > 0 that can be arbitrarily small with codeword
type satisfying Ao(Px) > A 4+ a,a > 0. Note that any
codebook with codeword type Ag(Px) < A cannot be used
in reliable communication. By Lemma 4, a codebook that
is generated as in the above stochastic coding scheme is a
‘good codebook’ with probability of at least 1 — (, where ¢
is a double exponentially small number. Hence, we assume
our deterministic codebook is a ‘good codebook’. Lemma 5
implies that the transmission achieves strong secrecy if R’ >
maxgep, (s) Iq(X; Z|S) and the reliable and secure commu-
nication can be achieved if

min I(X;Y,) — max [,(X;Z|S)—27
Lonin (X;5Y5) o ¢ (X5 2]9)

1
< —logIM|=R
n

< min I(X;Y,) -

5
I,(X;Z|S) - 27
< in max Iy (X;2]5) - 37

@' €PA(S)

By the continuity of mutual information and a similar argu-
ment as that in the proof of Theorem 3 in [8], the case that
a = 0 can be asymptotically achieved.

C. Prefixed Channel

The prefixed channel Py i is a discrete memoryless chan-
nel (DMC) prefixed to the AVWC (W, E), which is selected
by the sender and will not be affected by the jammer. The
concatenated channel is controlled by the sender and the
jammer separately and the jammer can ‘see’ the prefixed
channel selection of the sender. Hence, the prefixed channel
can be interpreted as a fixed state DMC with channel state s,,.
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The state space of the concatenated channel is §* = s, X S.
Since the state s, is fixed by the sender, we assume that
l(sp x s) =1(s) for any s* = (s, x s) € S*.

The main channel with a prefixed channel is defined by

W(ylu,s*) = > W(ylz,s*) Pxjy(z|u)
= Z W (ylz, s) Px v (|u)

for any (u,z,s",y) € U x X x §* x Y and the average
channel is

W (ylu) = W(ylu, s*)g*(s)
S
for ¢* € P(S*). For such a concatenated channel, by previous
subsections, it follows that all numbers R satisfying

R< min I(U;Y,)— I.(U;Z|S*
*q*e%li?S*)( 7*) o' (U Z|57)

max
g’ €PA(S™)

is achievable. Note that the distribution ¢* € P(S*) is in fact
q € P(S) since s, is fixed. As a result, for given distribution
q* € P(S8*), the average channel is in fact specified by

Wo(ylu) = D Wylu, s")q"(s")

= 282 W (ylz, s)Px v (xlu)q(s)

= §:PIXU(J:|UJ) ZSW(yM, $)q(s)

= XI:PXU(JTW);;q(yW) = Wy (ylu).
For state constra?nt, it follows that E[/(S*)] =
Dses M) (") = Yiesls)a(s) = E[(S)] and

the minimum or maximum taken over P, (S*) is in fact
taken over Py (S).

For input distribution, as we discussed in Remark 2, the
AVWC may be symmetrizable-i{ after adding a prefixed
channel even if the original channel is non-symmetrizable,
which leads to A1 (Pyx) < Aog(Px) for joint distribution Py x
and Px such that Px (z) =Y, Pux (u,x). Maximizing over
input distributions satisfying A1 (Pyx) > A and ¢(Pyx) <
T, the proof is completed. m|

V. PROOF OF THEOREM 5

This section proves the lower bound of the secrecy
capacity of the AVWC with constraints using superposition
stochastic-encoder code in Theorem 5. The secure partition
lemma is given in Subsection V-A and the achievability is
proved in Subsection V-B.

A. Secure Partition Lemma for Superposition Stochastic
Coding Scheme

To prove the secure partition lemma for the superposition
coding scheme, we first extend the definition of ‘good code-
books’ as follows.

Definition 10 (‘Good Codebooks’ for Superposition Cod-
ing): Let No = 2" and N = 2"F be positive integers

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 68, NO. 7, JULY 2022

with Rc > 0 and R > 0. For superposition coding scheme,
let Cc = {w(i),1 < i < N¢} be the cloud center ‘good’
codebook satisfying Definition 9 with size |Cc| = N¢. Let
{C(i),1 <i < Nc} be a set of codebooks with each element
C(1) corresponding to a sequence v(i) and |C(i)] = N. The
superposition codebooks (Cc, {C(i),1 < i < N¢}) are ‘good
superposition codebooks’ if for § > 0 and v > 0,

IT™(C (i), v(i), 8)| > (1 — 22" ™)2nF
for all s € S"(A) and v(i) € (Cc NTp, 5(5)),

where T7(C(i), v(i), s) = {@(i,5) € C(i) : (v(i), (i, j)) €
TP, 25(8)}, where Pyx(v,x) = Py (v)Pxy (z|v) for v €
V,z € X. Then codebooks {C (i)}~ are said to be ‘good’
codebooks w.r.t. Cc.

Remark 6: Since a randomly selected sequence from a
type set is typical under a given state sequence s with high
probability, which is proved in Lemma 2, it is sufficient to
generate 2™ codewords for Co with some 7 > 0.

Lemma 7: Let Coc = {V(1),...,V(N¢)} be a random
codebook containing N¢ codewords, each uniformly distrib-
uted on a type set Tp . Let C(i) = {X(i,j),1 < j <
N}, 1 < i < N¢ such that

PriX(i,j)==|V(i)=v}=1/[Tp  [v]| forzeTp, [v]

and Pr{X(i,j) = «|V (i) = v} = 0 otherwise. The proba-
bility that (C¢, {C(i),1 < i < N¢}) are ‘good superposition
codebooks’ is bounded by
Pr{(C¢c,{C(i),1 <i< N¢}) are ‘good
superposition codebooks’} > 1 — (,

where ( is a double exponentially small number and { — 0 as
n — oo.
Proof: By Lemma 4, we have

Pr{C¢ is a ‘good codebook’} > 1 — (3

for some double exponentially small number ¢(; — 0 as
n — oo. Now suppose C¢ is a ‘good’ codebook and
|ICc NTE, 5(8)] < 2nfic By Lemma 2 and the property
of the ‘good’ codebook, for any V(i) € (CcNTp, 5(s)) and
X € C(i), it follows that

Pri(V (i), X) € Tp,  25(s)} > 1-27"

for some v > 0 tending to a constant related to § as n — oo.
Applying the same technique used in Lemma 4, we have

Pr{|T™C(i),V(i),s)| > (1 —2-27™)2"F1 = 1 ¢,

for some double exponentially small number (; — 0 as n —
oo. Then the probability that (C¢, {C(i),1 < i < N¢}) are
‘good superposition codebooks’ is bounded by

are ‘good superposition codebooks’}
onic (@) Q)

> (1-G) - (1-¢2) > (1=¢1) - (1-2"F0G) > 1-¢

for ¢ depending on (; and (3 and ( — 0 as n — oo, where
(a) follows by Bernoulli’s inequality and (b) follows from the
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fact that ¢; and (2 are double exponentially small numbers.
The proof is completed. O

The following lemma deals with the secure transmission
using the superposition stochastic coding scheme.

Lemma 8 (Secure Partition Lemma for Superposition Cod-
ing): Let T, e be positive real numbers and £ = {F, : s € S}
be an AVC with auxiliary alphabet V), input alphabet X, state
alphabet S and output alphabet Z such that

HE (2|23, si ﬁEsi(zi|xi)a
=1

where x € X", s € S” z € Z". Furthermore, let Co =
{v(i)} NG be the ‘cloud center’ good codebook with code-
words unlformly selected from a type set 15, where No =
2" and n > 0. For each ‘cloud center’ codeword v(7)
typical under given state sequence s € S™(A), let C(i) =
{(i,j)}}, be a ‘good’ codebook with each codeword
ii.d. and uniformly selected from the conditional type set
Tg, ., [v(i)], where N = 2" and R > 0. Suppose Z; is the
channel output with input sequence X under state sequence s.
For real number N/ = 2% satisfying
R' > max I,(X;Z|S,V),
q€Pa(S)

and R = R — R, where Pyxsz(v,x,8,2) =
Py (v) Pxv (z|v)q(s)E(z|z, s), there exists a secure partition
gi on codebook C(7), which divides the codebook into N =
27(F=7) sub-codebooks {C(i,m)}N_,. To transmit message
M using the partitioned codebooks, the sender unformly
selects a ‘cloud center’ codeword index % at random and then
a codeword X from the sub-codebook C (i, M). Consequently,

I(M;Z,) <e

(z]x,s) =

for any s € S™(A) and arbitrarily small € > 0.

Proof: The proof is similar to that of Lemma 5, with only
minor modification of the parameters required. Specifically, for
given state sequence s and v(i) typical under s, the auxiliary
sets Bo(s) and By (s) are rewritten as

Bo(s) = {(v(i),z) €Th,,25(8) : ¥(v(i), 2,8) < 2’%}
(3D
and
Bi(s) ={(v(i),z): Pr{Zs = z|V = v(i)}
<27"% [[ Pz., v (2klve)}, (32)

k=1
where W(v(i), z.8) = Pr{X ¢ T vl =8|V =
v(1),Zs = z} and Py z is a dummy distribution such that for
any s €S, Pyz, (v,2) =), Pv(v)Pxv(z|v)E(z|z, s).
The parameters in (26) are modified as
=2 4= D),

k= 2'rz(R7‘r)7
P ={Px|ui) IV
{P;l(\v(i),z,s : ’U(Z) € (CC n Tlgv (S))ﬂ ZEB(S)v ERS Sn(A)}v

(33)
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where P;é‘v(i) and P§|u(i),z,s are distributions on codebook
C(i). The verification of the parameters is also provided in
Appendix C. The main difference between the parameters
here and those in Lemma 5 is that the distributions here
are conditioning on the ‘cloud center’ v(¢), which means the
eavesdropper has the knowledge of v(7). This is reasonable
since we do not assume anything about the wiretap channel.
Now by the definition of P in (33) and formula (17), we have

S ML () = mlV =0()) - 1| <3¢, G4
S P (X) = m|Zy = 2.V = v(i)} - %‘ <36,
(35)

where M, (X)=g;(X). Applying the uniform continuity of
entropy (Lemma 2.7 in [19]) to (35) yields
|H (M, (X

)1Zs = 2,V = v(i)) — (M)|§—3elog%.

Since C¢ is a ‘good’ codebook, combining the above inequal-
ity and formula (25) together with the fact that v (i) is typical
under s with high probability in Definition 9 gives

H(M,,(X)|Zs) = H(M,,(X)|Zs,V)
> (1= 26)(1 — 2¢1)(log k + 3¢ log %)
(g (1 — 4e2)(log k + 3elog %)
and

I(My,(X); Zs) < (3¢ + 4e2) log k — 3elog 3e (36)

for all s € S™(A), where (a) follows by setting ez =
max{e, €1 }. Applying Lemma 6 again yields

I(M;Zs)§5

for all s € S™(A) and arbitrarily small . The proof is
completed. OJ

B. Coding Scheme

The following coding scheme is a stochastic superposition
coding scheme used over an AVWC with input constraint T
and state constraint A originated from Definition 11 in [20].
We first set U = X and then apply the prefixed channel
discussed in Section I'V-C.

1) Codebook Generation: Let M be the message set. For
a fixed type Py on V with min,ey Py (v) > 8 > 0, i.id.
and unformly select No = 2"7¢ codewords from the type
set T” for some R¢c > 0. The set of codewords is denoted
by codebook Co ={v(i )}NC For each sequence v(i), i.i.d.
and uniformly select N = 2N codewords for R > 0
from the set Tﬁxw[v(z')] with ming , Px|v(z[v) > 0 and
w(va) < T,AQ(PV)() > A+ a,aa > 0. The set of
codewords is denoted by codebook C(i) = {(i, j)} ;. Then
each codebook is divided into N = 2™% sub- codebooks by
a partition constructed in Lemma 8, each with N = gnk
codewords, where R > 0, R’ > 0,R' = R— R. The m”” sub-
codebook of C(i) is denoted by C(i,m) and the I*" codeword
in sub-codebook C(i,m) is denoted by x (i, m,1).
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2) Encoding: To transmit message m, the encoder uni-
formly selects a common message codeword (%) at random
and codeword x(i, m,[) from sub-codebook C(i,m).

3) Decoding: Let (V,X,S,Y") be random variables distrib-
uted according to the joint type of (v (i), (i, m,l),s,y). The
received sequence y belongs to the decoding set D; ,, ; if and
only if

1) the joint type Py x sy satisfies D(PVXSYHPVX X Pg X
W) <,

2) for each (v(i'),x(i',m',1")) with (&/,m’,1") # (i,m,1)
such that D(PV’X/S’Y”PV’X’ x Pgr X% W) < 7 for
some s € 8™ satisfying ["(s) < A, we have
I(V,X,Y;V',X'|S) < n. Here, (V,V',X,X",5,5.,Y)
are dummy random variables distributed according to the
joint type of (v(i),v(i’), x(i, m, ), x(i’,m',1'),s, s, y).

3) for each (v(i),z(i,m/ ")) with (m/,lI') # (m,l)
such that D(PVX’S’YHPVX’ X Pgr x W) < n for
some s € 8" satisfying I"(s’) < A, we have
I(X,Y; X'|V,S) < n. Here, (V,X,X’",S,5,Y) are
dummy random variables distributed according to the joint
type of (v(i),z(i,m,1),z(i,m’,l'), s, s",y).

Remark 7: The decoder in the above coding scheme is
almost the same as that in Definition 11 of [20], except
that our decoder is used for a stochastic encoder. Similar
to Section IV, by adopting a strict decoding rule, the proof
in [20, Appendix I] can be directly applied here. In [20], the
authors further define a common message decoder for the
second receiver, which is not needed in this paper since in
our model, the correctness of the eavesdropper’s decoding of
the common messages does not matter.

The coding scheme used in [20] is for an arbitrarily varying
broadcast channel with a degraded message set. The main
difference is that in our paper, the eavesdropper is not required
to decode the common message while the legitimate receiver
should decode the ‘private message’ correctly. In the single-
user AVWC, one can regard the coding scheme as a superpo-
sition coding scheme, with some meaningless ‘cloud center’
codewords.

By the standard technique used in [20] and Fourier-Motzkin
elimination, the legitimate receiver can decode the message
correctly with high probability if

~ 2
min I(X;Y,|V)—7<R< min I(X;Y,|V)— =7
Loy (X5 Yq|V) Lo (X5 YglV) = 3

for some 7 > 0 that can be arbitrarily small. Combining the

constraint on R’ in Lemma 8 and the constraint on R, the
reliable and secure communication can be achieved if

min I(X;Y,|V) —
Lopin (X;Yq|V)

1
< —log|M|=R
n

max Iy (X;Z|S,V)—2r
q'€EPA(S)

5
max I, (X;Z|S,V)— 37

q'€PA(S)

< min_ I(X;Y|V) -
gEPA(S)
Applying the prefixed channel argument and maximizing
the achievable rate over all input distributions satisfying the
constraints, the proof is completed. m|
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VI. EXAMPLES

In this section, we give some numerical examples to better
illustrate our main results. In Subsection VI-A, we give
numerical results of the stochastic-encoder code achievable
rate and random code achievable rate of the AVWC with state
constraint. In Subsection VI-B, we consider a special case
of the AVWC, named severely less noisy AVWC, and use a
numerical example to show that the stochastic-encoder code
capacity can be strictly smaller than the random code capacity.
In Subsection VI-C, it is proved that the superposition coding
scheme used in this paper improves the secrecy achievable
rate compared to the coding scheme without ‘cloud center’ in
some cases.

A. Binary AVWC With State Constraint

Consider an AVWC whose main channel satisfies

Y=X+K-8, (37)

where X~ Bernoulli(p), K ~ Bernoulli(0),S ~
Bernoulli(q). The wiretap channel is a degraded version of
the main channel. The transition probability from ) to Z
forms an erasure channel with erasure probability a. The
channel is subject to state constraint A and the state cost
function is Hamming weight, i.e.

The transmission rate R = max{a — h(#A),0} can be
achieved by both random code and stochastic-encoder code
with state constraint A if 0 < A < @ and R = 0
otherwise.

The proof is given in Appendix F. In our previous work [28],
a random code inner bound of such a model without state
constraint is provided. The achievable rate in this example is
almost the same as our previous result [28, Proposition 2],
except that 0 is replaced by fA since in this case, the range
of ¢ is limited to 0 < ¢ < A due to state constraint. Based on
this result, we have the following corollary.

Corollary 1: For an AVWC with state constraint A with
a symmetrizable main channel, the stochastic-encoder secrecy
capacity can still be positive.

In the next subsection, we use a numerical example to
prove that the stochastic-encoder code capacity of the AVWC
with constraints can be strictly smaller than the corresponding
random code capacity.

B. Capacity of Severely Less Noisy AVWC With Constraints

The capacity results in Theorem 7 imply the following prop-
erty of the arbitrarily varying wiretap channel with constraints,
which is similar to the AVC with constraints.

Proposition 4: The stochastic-encoder code capacity of the
AVWC with constraints can be positive but smaller than the
corresponding random code capacity if the main channel of
the AVWC is symmetrizable.

The proposition is proved by a numerical example, which
is given in the rest of this subsection. In fact, we compare the
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upper bound of the stochastic-encoder code capacity and the
lower bound of the random code capacity, instead of comput-
ing the exact values of the capacities. The proof is completed
by showing that the upper bound of the stochastic-encoder
code capacity is strictly smaller than the lower bound of the
random code capacity.

Example 2: Let X = § =Y = {0,1}, 2 = {0,1,¢}.
The main channel W : X x § — ) is a two-state AVC
W = {W;, W} and the wiretap channel is a stationary erasure
channel /' : X — Z, where

1 1—e e
%] B = [ e 1- e]

1
e[} g
2 2

and the cross probability e = 0.45. We further set A = 0.8 and
T > A. The constraint functions imposed on the input symbols
and channel states are ¢)(z) = z and I(s) = s for z, s € {0,1}.
It follows that the main channel is severely less noisy than the
wiretap channel and the stochastic-encoder code capacity is
strictly smaller than the random code capacity.

Proof: Note that the average channel can be expressed as

1_4
i

q
2 2
where ¢ = Pr{S = 1}. We first prove that for any ¢ €
[0,1], the average channel W, is less noisy than the wiretap
channel E. This can be proved by an alternative definition of
less noisy [31, Theorem 2]: A channel W with output random
variable Y is less noisy than a channel E with output random
variable Z if I(X;Y) — I(X; Z) is a concave function of the
input distribution Px. Then we can verify by derivation that
for any ¢ € [0,1], I(X;Y,) — I(X; Z) is a concave function
of the input distribution Px. Hence, WV is severely less noisy
than E and the capacity results in Theorem 7 can be applied
to this example. Note that the wiretap channel is a stationary
channel, and the corresponding random code capacity is

min_ I(X;Y,) — I(X; Z)]. (38)

max |
Px €Px(X) q€PA(S)

Applying the channel model to formula (38) yields

RC _ . m o q, 1;(]
C —Iglga%([gngljr\lh( 2 )—(1 p)h(2) ph( . )

—(h((1 —2e)p +€) — h(e))];

where h(-) is the entropy function and p = Px(1). Upon
choosing input distribution p = %, the above formula reaches
minimum at ¢ = 3. It follows that h(3) — h(é) — (h(0.5) —
h(0.45)) = 0.1815 is achievable and hence C*¢ > 0.1815.

Now let’s move to the stochastic-encoder code capacity of
this example. By Definition 6, the main channel W will only
be symmetrized by identity matrix. Hence, Ag(Px) = p.
By the definition of less noisy and the technique used in
Appendix E, it follows that

I(X5Y|V) = 1y (X5 2|V, 5) < I(X;Yq) — Iy (X; Z19)
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for any ¢,q’ € P(S). Therefore, the stochastic-encoder code
capacity satisfies

in [I(X:Y,|V) = I,(X:Z|V,S

Prye q,q/ren%ri(&[( olV) = Ly (X5 21V 8)
Pr.a(V,X)
< i 1(X;Y,) —I,(X;Z|S
< B[00 L (G2

Pr.a
< i I1(X:Y,)]. 39
S max min H(X5Y) o
Pr.a

By derivation, the term I(p,q) = I(X;Y,) = h(Z%) —
(1 -=ph(d) - ph(l%q) is concave in p and convex in g.
Additionally, it follows that p = 1/2 and ¢ = 1/2 is the saddle
point of I(p,q). For T > A = 0.8 > 0.5, the right-hand side
of the formula (39) reaches its maximum at p = A. So we
have C°¢ < I(A,1/2) = 0.1228 < CFC. The proof is
completed. O
With the help of Theorem 7 and Example 2, Proposition 4
shows that the stochastic-encoder code capacity of the AVWC
with constraints can be strictly smaller than the corresponding
random code capacity, while still being positive even when
the main channel is symmetrizable, and this phenomenon is
consistent with the original arbitrarily varying channel [8].

C. Comparison of the Achievable Rate Under Different
Coding Schemes

In this section, we give an example that shows the advantage
of using superposition coding over the AVWC with con-
straints.

Example 3 (Arbitrarily Varying Version of Proposition 1
in [25]): Let X1 = Xy =S8 =Y = {0, 1}. The channel input
is X = (X3, X32) and U, V are the auxiliary random variables.
The main channel to the legitimate receiver and the wiretap
channel are expressed as

Y:X1X2+N(1—X2)+S,
Z:X27

where N ~ Bernoulli(3). The channel is under input
constraint ¥ = 1/2 and state constraint A < 1/2. The
input cost and state cost functions are defined as i(x) =
Y(x1,x2) = x2 and I(s) = s for x1, 22,5 € {0,1}. For the
AVWC with constraints defined as above, we have

max [ min I(U;Yy|V)— max [,(U;Z|S,V)]
Pvuxe  qePA(S) qEPA(S)
Pra(VUX)

> 51 h(A)

> max [ min I(U;Y,) — max I,(U;Z|9)].
Pyxe€ qePA(S) qEPA(S)
Proa(UX)

The analysis is similar to that in [25]. So we only give a
proof outline in Appendix G. The proposition shows that the
coding scheme used in Theorem 5 does improve the achievable
rate for the AVWC with input constraint and state constraint.
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VII. CONCLUSION

The strong secrecy problem of the AVWC with input and
state constraints is investigated in this paper. Two lower
bounds of the AVWC with constraints are established by
applying the ordinary stochastic-encoder code and superpo-
sition stochastic-encoder code without the general assump-
tion of the i.i.d. generated codebook. We further determine
the random code secrecy capacity of the AVWC with state
constraint.

For an ordinary AVC with constraints, the stochastic-
encoder code capacity can be positive but strictly smaller than
the corresponding random code capacity. In this paper, we find
the property still holds for the AVWC with input and state
constraints. To prove this, we determine the stochastic-encoder
code and random code capacity for a special case of the
AVWC, namely severely less noisy AVWC, and then use a
numerical example to show the property.

APPENDIX A
PROOF OF PROPOSITION 2

In this section, we prove the random code lower bound in
Proposition 2. We adopt the random coding scheme in [24]
with the help of the codeword properties (Lemma 3) in [8].

A. Error Analysis

1) Codebook Generation: Fix a type Px on X such that
E[X] =3, cx Px(z)i(x) <Y, where ¢ is the cost function
on X defined in Definition 2. Let C' = {X(1),..., X(N)} be
a random codebook and {C7}, ¢z be the set of sample values
of the random codebook C' with 7 being the index set of the
samples and o being the distribution on Z. It follows that

N
1
i=1 " Px

where N = 2"% for some R > 0.

2) Common Randomness: The common randomness ran-
domly selects an index by distribution g on index set 7.
The codebook C” is then revealed to the sender and the
receiver.

3) Encoding: The codebook C7 is divided into N =
27(F=7) parts {C7(m)}N_, for some R > 0 and 7 > 0.
To transmit message m, the encoder uniformly selects a
codeword x(m,[) at random, which is the /*" codeword in
the m*"* sub-codebook C7(m).

4) Decoding: For any s with type ¢ and § > 0, let
K(s) = {(@,y) : D(PoysllPx x ¢ x W) < 8} and
K = Usesrn)K(s), Ky = {y : (x(m,l),y) € K}. The
decoding set is defined as

Dm,l = Icm,l N ( U

(m/ 1) #(m,l)

Ko )¢

The decoder declares that message m is sent if there is a

unique pair (7,l) for codebook C7 selected by common
randomness such that y € D, ;.
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Given the partitioned codebook C¥ = {CY(m)}N_,

and state sequence s, the decoding error probability is
bounded by
6(8) é Wn(D'fn,l|w(mal)a 3)
< Wn( 7Cn,l
+ Y WK rlz(m, 1), s).
(m/1")#(m,l)
Let Kpni(s) = {y : (x(m,l),y) € K(s)}. Applying the
standard type argument [19],
Wn(lcin,l |w(ma Z)a S)
S Wn( fn,l(s)|x(mal)a S)
- Z W"(y|w(m,l),s)

yi(®(m,l),y)eke(s)

|z (m, 1), s)

(40)

(%) (n+1)Plexp(—n(D(Pxys||Px x ¢ x W) —I(X;5)))

()

< exp(—n(6/2 — I(X;9))) (41)

for some § > 0, where (X,Y,S) are random variables
distributed according to the joint type of (x(m,!),y,s) and
(a) follows by the type counting lemma in [19], (b) follows
by the definition of K(s). For each term in the sum in (40),
it can be written as

>

W (K yr|(m, 1), 8) = W"(ylx(m, 1), s).
y:(z(m/ V), y)eX

(42)

Denote the first term in (40) by e; (x(m, 1), s) and the term in
the summation in (40) by ea(x(m, 1), z(m’,l’),s) for given
(m/,1"). Now considering the random codebook C, the term
e1(X (m,l), s) is bounded by

Eley(X (m,1), )]

<exp(—nd/4) + Pr{X(m,l) € {x : [(X;5) > §/4}}

(a)
< 2exp(—nd/12),

where (a) follows from the proof of Lemma 3 in [8]. For the
term eo(X (m, 1), X (m/,l'), s), by independence we have

Eles(X (m, 1), X (m, '), )| X (m, 1) = (m, )]
= E[GQ(w(ma l)a X(m/a l,)v S)|X(m7 l) = w(ma l)]

>

z:(z,y)ek

= > W (ylz(m, 1), 5) Pr{X(m'.l') =}

< 27n(infqepA(5) I(X;Yy)—e)
for some € > 0. The average error probability of the random
code is bounded by
XRC(W, F, (b, 3) Sz . 27715/2_’_]’\7 . 27Tl(infq€p/\(s) I(X;Yq)fé).

Since N = 2"13”, the error probability is exponentially small if

~ 2
min I(X;Y,)—7<R< min I(X;Y,)— =7
,nin (X3 Yy) Loin g (X5Yq) — 5

for some 7 > 0 such that %T > €.
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B. Information Leakage

As proved in Section IV, one can construct a secure
partiion on a given good codebook C? if R’ >
maxgep, (s) Iq¢(X; Z|S). Now let Z;” be the channel output
with state sequence s € S"(A) and codebook C” and Z, be
the set of indices such that for any v € Z,, C7 is a good
codebook. The information leakage is bounded by

(M, Z,|T)
=Y (M, ZJ|T = y)p(v)

.
=Y I(M,ZYT =y)u@)+ Y I(M,Z|T =v)u(y)
V€L, V¢Zg

(a)
< ¢+ log|M| Y

where (a) follows by Lemma 5, (b) follows by Lemma 4
and the fact that ( is a double exponentially small number.
Combining the above subsections implies that the reliable and
secure communication is achieved if

min I(X;Y,) — max I, (X;Z]S)—27 < — 1og|/\/l|
qEPA(S) qEPA(S)
5
< min I(X;Y, max [,(X;Z|S)— =T1.
gEPA(S) (X3 ¥q) = 4EPA(S) al 15) 3

Maximizing over all possible input distribution and applying
the prefixed channel argument discussed in Section IV-C, the
proof is completed. a

APPENDIX B
PROOF OF LEMMA 2

In this section, we prove that a sequence randomly selected
from a type set is typical under state sequences with high
probability. Let s be a given sequence. For any given
s € § and random sequence X uniformly distributed over
Tp, , define an indicator random variable as follows.

1, IN(z, 51X, s)

Vs,x = {07

Then we have
Pr{Vs, =1} = Pr{N(z,s|X,s) — N(s|s)Px(x) >nd}
+Pr{N(xz,s|X,s) — N(s|s)Px(x) < —nd}.
(44)

— N(s|s)Px(z)| > nd,

otherwise.
(43)

By symmetry, it is sufficient to bound one of the above two
formulas in the right-hand side of formula (44). It follows that

Pr{N(z,s|X,s) — N(s|s)Px(z) > nd}

N (s|s)
nz=N(s|8)(Px (2)+6')+1
N(s|s) (N(s\s))( n—N(s|s) )

_ Z N nPx (x)—ng

na=N(s|s)(Px (z)+8)+1 (an(r))

where ¢ = nd/N(s|s). Note that if Py (x) =0 or Px(x) +
0’ > 1, the probability equals to 0 and there is nothing further

Pr{N(z,s|X,s) =n,}

(45)
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to prove. Hence, we only need to consider the symbol pair
(x,s) such that Px(z) + ¢’ < 1. To bound the term (NST‘S)),
we need the following lemma.

Lemma 9: Let n be a positive real number and p € [0, 1]
such that np is an integer. (;Lp) is bounded by

(n+1)"22"H®) < (") < onH®)
= np =~ )
where H (p) = —plogp — (1 — p)log(1 — p).

Proof: Consider the set of all n-length binary sequences
with type p(1) = p and p(0) = 1 — p. The set of sequences
is denoted by Tg. For each sequence x € Tﬁ”, it follows that
N(1]z) = np and N(0|z) = n(1 — p). Now by Lemma 2.3
in [19],

np

The proof is completed. O
Set ¢ = N(s|s)/n and A\ = ny/n, where n, is introduced
as in formula (45). It follows that
0<q<1—96,q Px()+0 <A< g A< Px(z) <1+X—gq.
(46)
By the above lemma, we bound the term
(N(8|S)) < gnat(3)
Ng

where the entropy function depends on p(1) = A/q and p(0) =
1 — p(1). Similarly,

(waey

1—gq

><2n<1 Q) H(EX@)

?

where = (nPx(x) —ng)/(n —

n
> 1 —22TLH(PX($)).
(w2 04

It follows that for any given x € X and s € S,
— N(s|s)Px (x) > N(s]s)d}
2an(%)2n (1— Q))H(ipx(ﬂ *)
2nH(Px)
— N(s|s)(n + 1)22-"HEPx @) -aH ()~ HEGEZ)
(47)

N(s|s)) and

Pr{N(z,s|X,s)

< N(s|s)(n +1)?

For given 1 > § > 0, define f(x1,z2,23) = H(x1) —
xgH(i—z)—(l—xg)H(%) withd < 29 < 10, 2122+ <
r3 < 29 and 23 < 1 < 1+x3—29. Note that § < a5 < 196,
120 +0 < 23 < 29 and 23 < 21 < 1+ 23 — 22 form
a bounded closed region R. By fact that P, # P» implies
H(qPy+ (1 —q)P;) —qH(P1)— (1 —q)H(P;) > 0, and here
P —pPy=% 21223 > =) > 46 > 0, we have

171’2

A .
= min
(z1,22,23)ER

v f(w1,20,w3) = f(a], 75, 23) >0
independent of n, where

argmin(xl,xQ,x;;)GR flx1, 22, x3).

* * * _
(xl ’ (L‘2 ) xS) -
Now we return to
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formula (47). Let R* be the set of (Px(x), A, q) satisfying
constraints in formula (46). It follows that R* C R, and then

*

A .
[ inf

Px(x),q,\) >v >0
ey T PX (@) 0

and formula (47) is upper bounded by N (s|s)(n+1)227" <
2= for 1/ > 0. The above argument and the symmetry in
formula (44) show that the probability that V, , = 1 for a give
z € X and s € S is bounded by Pr{V,, =1} < 2.2
Summing over all possible x and s, the probability that a
randomly selected sequence from a type set 15 is not typical
under the given state sequence s satisfies

Pr{X is not typical under s} < |X||S|2 -2

for v/ > 0 and sufficiently large n. The proof is completed. O

APPENDIX C
PARAMETERS VERIFICATION

In this section, we verify the parameters in formulas (26)
and (33) that ensure the existence of the secure partitions in
Lemma 5 and Lemma 8.

A. Verification of Parameters (26)

In this subsection, we verify that the parameters in (26)
satisfy the conditions in Lemma 3 that ensure the existence of
the secure partition.

1) Verification of P(F) > 1 — e For any ¢ € C N

" n .

Py 205 [z,s], s € S"(A) and z € B(s), the conditional
probability of codeword a satisfies

P}n(|z,s(w)
=Pr{X =z|Z; = z}
@ Vi)

~ 9nR9g-n% I1 Pz, (=)
i=1

(b) 9—n(Hy(Z]X,8)—e1)

<

- 2n§2—n% 9—n(Hq(Z|S)+e2)
_ 27n(§7]q(X;Z|S)7617627%

(48)
< 27n(ﬁfmaqupA(s) 1,(X;Z|S)—e1—e2—7%)
< ontr-p) _ g1, (49)
where
« (a) follows from the fact that |C| = 2" and the property
of Bi(s);

o (b) follows by Lemma 1; B
o (c) follows by the fact that R = R+ R’ and R’ >
maxgep, (s) Lo(X; Z]5).

Then we construct the subset F as F =CNTp, - [z, s] for
s € S"(A) and z € B(s). The properties of By in formula
(23) imply that the condition P(F) > 1 —27"*/2 is satisfied.

For Py, note that all the codewords are uniformly distrib-
uted on the codebook, and Py (z) = 27" < 27n(f=3),
Setting F = C, it follows that P%(C) = 1.
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2) Verification of klogk < Ll-gdloge . ;o condition

) g 2(1+4€)log2|P|" | ; o

ensures that the probability that the mapping exists is positive.
To prove the desired result, we have

€2(1 —e)dloge

2(1 + ¢)log2|P|

_ 1 n(R—y—Lrloali=alosc),
2(1+€)log 2|P|

1 log (1—¢) loge) log (2(14€)n log 2|S||Z])
v—gT+ - )

(g) 2TL(R—

b c
Q gnr-g) klog k,

where (a) follows because the size |P| < (|S||Z])", (b) and
(c) are deduced by a sufficiently large n and a sufficiently
small v. The verification is completed. m|

B. Verification of Parameters (33)

In this subsection, we verify the parameters in (33). Here
we only prove that the condition P(F) > 1 — ¢ holds and
the verification of the other conditions are the same as that in
the above subsection. For any € C(i) T,y 35[v(i), z, 5],
s € 8"(A) and z € B(s), the codeword « satisfies

P)yé\v(i),z,s(w)
=Pr{X =z|V =v(i), Zs = z}
Py vx (i) z)
2nfi2*n% H PZsi|V(Zi|Ui)
i=1

27n(Hq(Z\V,X,S)761)

= 9nR9-n§9—n(Hy(Z|V,S)+es)
— 9-n(R-I,(X;Z|V,S)—e1—e2— %)

< 2—n(}?i—maxq€7;A(5) 1,(X;Z|V,S)—e1—e2—3%)

< 9 n(R=-3)

Now we construct the subset F as F = C(i) N
TPy 1y a8 [v(i), z, s] for v(i) € V", s € S*(A) and z € B(s),
the verification is completed. m|

APPENDIX D
PROOF OF THEOREM 6 AND PROPOSITION 3

In this section, we prove the lower and upper bounds of
the random code secrecy capacity of the AVWC with input
constraint Y and state constraint A.

A. Lower Bound

Similar to Proposition 1 and Proposition 2, we first set
U = X and prove the achievability and then apply the prefixed
channel as we discussed in Section IV.

1) Codebook Generation: Fix input type
Pyx(v,z) = Py(v)Pyx(z|v) such that E[(X)] =
>o.¥(x)>, Prx(v,z) < Y. The random codebook for
the common messages is denoted by Co = {V (i)} Y9,
where No = 2™ for some 1 > 0 that can be arbitrarily
small. For each 4, the random codebook for the messages
from sender is denoted by C(i) = {X(i, j)}é\’:1 where
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X (i,7) is the j* codeword in codebook C(i) such_that
PriX(i.j) = «|V(i) = v} = 1/|Tp [v]l. N = 2"" for
some 12 > 0. Let {Cg’l }71611 and {C’YI”YZ(.)}’YlEIh’YzEIz be
collections of all the possible sample codebooks of random
codebooks C¢ and C(i) with Z; being the index set of the
samples and p; being the distribution on Z; for j = 1,2.
It follows that

onmn

Pr{Cc =Cl'} = m(m) H |Tn ’
Py

Pr{C(i) =" (0)|Cc = CE?} = p2(72)
gnR 1

=1 v , 1<i<Ne.
o1 [ TBye, @l

2) Codebook Partition: For each codebook CY72(7)
that is ‘good” wrt CJ/' and real number R >
maxyep, (s) Iy (X; Z|S,V), the codebook C772(i) is
divided into 2"(%=7) sub-codebooks with 7 > 0 by a parti-
tion satisfying Lemma 8. Codewords in each sub-codebook
are indexed by a set K = [1,...,2"%] such that
R’ = R — R. Denote the sub-codebooks after partition by
{C72 (i, m) m‘l, where M is the message set.

3) Common Randomness and Encoding: The common ran-
domness randomly selects indices v; and 7y, from index sets
7, and 75 by distributions y; and peo, respectively. To transmit
a message m, the sender selects a codeword v(4) uniformly
at random from codebook C/' and a codeword x(i,m, k)
from subcodebook CY1:72(i,m), which is the k*" codeword
in the m'" sub-codebook. The codebooks (CZ',C772(i)) are
revealed to the sender and receiver.

4) Decoding: For any s with type ¢ and § > 0, let
K(s) = {(v(i),z(i,m,k),y) : D(Pv(i)w(i,m,k’)ys”PVX X
gx W) <4} and K = Ugesn)K(8), Kimp = {y :
(v(i),x(i,m, k),y) € K}. The decoding set is defined as

c

Di,m,k =

Kim, ke ﬂ U

(i";m’ k") #(i,m, k)

Ici/,m/,k’

The decoder declares that message m is sent if there is a
unique pair (i,7, k) for codebook (CA,Cr2(4)) selected
by common randomness such that y € D; _ ;.

a) Error analysis: The constraint imbdsed on the input
type implies that for each codeword x,

@)= ) = X v ()
—Zw ZPVX v, )
_ZPV Zw z) Px|v (z|v)

:E[w( )] < T,

The error analysis is similar to the proof of Proposition 2 in
Appendix A and is omitted here. Applying Fourier-Motzkin
elimination, it follows that the message can be decoded
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correctly if

min  I(X; Y|V)—T<R< min  I(X; Y|V)—g7'
qE€PA(S) a€PA(S) 3
for some 7 > 0 that can be arbitrarily small.

b) Information leakage: By Lemma 8, if R >
maxgep, (s) Iq(X; Z|V, S), for any given state sequence s and
codebook CVl’Vz( ) that is ‘good” w.r.t. Cc, there is a partition
g;*"" on codebook C772(i) for 1 < i < N¢ such that the
information leakage is bounded by I(M; Z1""7?) < e, where
Z)7 is the channel output under state s with codebooks
(CV1 C772(7)) for some 1 < i < Ng. Let v 2 (v1,72)
and Z, be the set of index pair v = (v1,72) such that
(2 C”“?72 (7)) are ‘good superposition codebooks’ for some
1 <4 < N¢. The random code information leakage is upper
bounded by

I(M; Zo|0) = > (1) pa(y2) (M Z772 |0 = )
V1,72
(a) ®
<e+ 1 (y1)p2(y2) log [M] < &',
(V1,72)¢Zy

where (a) follows by Lemma 8 and I(M; Z7) < log | M| for
any +, (b) follows from the fact that (C',C7-72 (7)) are ‘good
superposition codebooks’ with probability of at least 1 — (,
where ( is a double exponentially small number. Hence, for
give distribution Py x defined in ‘Codebook generation’, the
reliable and secure communication is achieved if

min  I(X;Y,|V) —
(]EPA(S)

< —logIMl
n

max [, (X;Z|V,S)—27
gEPA(S)

max I, (X; Z|VS)—§T

< min I(X;Y,|V) —
gEPA(S)

qEPA(S)
Maximizing over all possible input distribution and
applying the standard prefixed channel argument dis-
cussed in Section IV-C, the proof of the achievability is
completed. m|

B. Upper Bound

To prove the converse part, we adopt the technique used
in [32]. The following three auxiliary lemmas play an impor-
tant role in the proof.

Lemma 10 (Lemma 4.5 in [32]): For every n > 0, there
exists a 4,0 < & < A, such that for all ¢ € P,(S), there
exists a ¢’ € Pp—s(S) with d(g,¢") =3, |a(s) — ¢'(s)| < .

Based on Lemma 10, one can further derive the following
lemma.

Lemma 11: For every €1,e5 > 0, there exists a 0 < § < A

such that for any Px,
min I(X;Y;) — max I/ (X; Z|S)
q q

< minI(X;Y:]u) - maXIqm(X; Z|S) +e€
qll qIII

where € = €1 + €3, ¢” and ¢
over Pr_s(S).

run over Px(S) and ¢,q run
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Proof: The proof of Lemma 4.6 in [32] implies that for
given €, > 0 and ¢ € Pa(S) such that I(X;Yyr) =
inf, I(X;Y, ), one can always find a ¢ € Pr_s(S)
satlsfymg d(q,q)) < n and then I(X;Y,) < I(X;Y,) +

. Similarly, let ¢)" € PA(S) such that I, (X;Z|S) =
maxqm Iy (X; Z|S) and then there is a ¢’ € Py_s(S) such
that d(¢’, q’*”)  for €5 > 0. It follows that

— lo g\X
<Zlq’” ) (X Z) q (s)Iy (X5 Zs)|
< log |X| Z 2/ (s) = ¢'(s)] < ea.

Setting € = €1 + €9, the proof is completed. O
Now define the set of real numbers R, £ {R: R <
ming g ep, (s) Maxpx) [ (X;Yy) — 1o (X5 Z[S)]}
Lemma 12: For any 0 < A < l;,44, it follows that

(] Ra-s =Ra.
0<5<A
The proof of Lemma 12 is the same as Lemma 4.4 in [32].
Let RY be the set of real numbers satisfying

R< WYV (U: 2]V, 5]

mln
4,94’ €PA(S) Pvux EPT(V u,x

By Lemma 12, it is sufficient to prove that the capacity falls
into R s for any 0 < § < A. Let (F,®,I") be a random
code over the AVWC with state constraint A. By Definition 5,
the corresponding average decoding error probability and
information leakage are bounded by

MNCOW, F @, 8) < e, I[(M; Z4|T) < e

for any s € S"(A) and € > 0.

To prove the converse, consider a channel (W, E) with state
sequence satisfying Pr{S = s} = ¢"(s) =[]/, q¢(s;) and
state constraint E[1(S;)] = >, q(s)l(s) < A—=dfor1 <i<n
and some 0 < 6 < A. It follows that the random code (F, ®,T")
that achieves reliable and secure transmission can also be
used over the channel W. We first prove that the random
code (F,®,T') can also achieve reliable transmission over the
channel . For any distribution ¢", the average decoding error
probability is

E\C (W, F,®, S)]
:Zq INEC(W, F, ®, s)

< >
sneSn(A)
< e+ Pr{i"(8) > A}.

(50)

q"(s)AC(W, F,@,5) + Pr{S ¢ S"(A)}

Applying Hoeffding’s inequality implies that
Pr{l™(S) > A}

= Pr(= YU~ - Y E(S)] > A ERN(S))
i=1 1=1
< Pri> I PRCIED
725%/12 -

maz (51)
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and then the error probability EANFC(W,F, &, S)] < ¢ +
e 20/ Lae < g1 for some €1 > 0. Next we bound the average
information leakage of the transmission over the channel W
using the random code (F,®,T). Let S = (5’1,52, 5
be a random state sequence satisfying Pr{S = 3} =
[T, ¢'(si). The average information leakage is bounded by

I(M;Z|S,T)= Y Pr{S=3}(M;Z|S=3T)
3eS(A)
+ > Pr{S=3}(M;Z|S=531T)
5¢S(A)

(a) ~
< e +log|M|- Pr{i(8) > A}

(b) ;
é £+ 1og |M| . eiQnéz/lfrmw é €9,

for some arbitrarily small ¢ > 0, where (a) follows by
formula (50), (b) follows by formula (51).

By the independence between the message M and the state
sequence S, we also have I(M; Z|S,T) = I(M; S, Z|I).

Setting Y, = (Yy1,...,Y,,), by Fano’s inequality, the
secrecy capacity can be upper bounded by

nR

= H(M)

<I(M;Y4D) +e

< I(M;Y|T) — I(M; Z|S,T) + &3+ ¢

(a) = i n n i—1 gn n

= Z[ M»an i+17Zi+1|P) _I(MEYq laSi A )]

+e+ e

n
:Z[[(M;KL“Y(;*’ s Zi4s 1)
i=1
—I(M;S;, Zi| Y7, 8Py, Z0 0 T)] + e + &2

[I(M;Yq4|V;) = I(M; Sy, Zi| V)] + € + €2

=
[

& -
M: I
I

Il
i

INCI(U; YgilVi) = I(U; S5, Zil Vi) + €+ €2, (52)

(2

where (a) follows by [33, formulas (9) and (11)](also see

formula (134) in [14]), Yqi = (Yo1,Yq2,. ., Yq4), 20 =
(Ziv1,Ziv2y---»Zn), (b) follows by setting V; =
(Y;=1, ZZH,Z[IH,F) and (c) follows by setting

U; = (M,V;). For simplicity, we write S; by S; in the
rest of this subsection, and formula (52) can be written as

n

1 ~
EZ[I(Uqu,AVi) -

i=1

R< Iq/(Ui;Si,Zi|‘Z)]+E+€2

(53)

1 & - . B .
i=1
+ e+ e9

= [[(Uy; Yy sV, J) = Iy (Ug; S, Zs|Vig, )] + € + €9
QWY |V) 1, (U S.Z|V)] + ¢ + e, (54)
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where (a) follows by setting U = U,V = (VJ,J),S =
S5, Y=Yy, Z=2;.Here V—-U—(X,S5)— (Y, Z) form
a Markov chain and the conditional probabilities satisfy
Pri{Y,=y|lV=0v,U=u,X =z}
=Pr{Y, =ylVy=0,0=jM=mX; =}
L Pr{Yy; = ylX; = o} = W, ()
and
Pr{Z =zlV=0v,U=u,X=2,5=s}
:Pr{ZJ:z|‘7J:'17,J:j,M:m,XJ:x,SJ = s}
© Pr{Z; = z|X; = x,5; = s} = E(z|z, s),
where (a) and (b) follow by the Markov chain. Finally,

maximizing formula (54) over all input distributions satisfying
the input constraint yields

R < (U Y \V)=I1L.,(U:8.Z|V /
_PVUXEI%?({V.U,X)[( ’ q| ) (I( i S, Z|V)] + ¢
_ max [[(U;Y,|V) - I,(U; Z|V,9)] + ¢

PVUX ePy(V.U,X)

Since the distribution satisfying the state constraint can be
arbitrary, we finally have

R< min max_ [[(U;Y,|V) — I, (U; Z|V,S)] + ¢
q,9'€PA(S) Pvuxe
Pr(V,U,X)
The proof of the upper bound is completed. |
APPENDIX E
PROOF OF THEOREM 7
This section establishes the capacity results of the

severely less noisy AVWC with input constraint T and
state constraint A. Let (f,¢) be a stochastic-encoder code
satisfying

max N YW, f ¢,8) <e,

max [(M;Zs) <e
seSm(A)

s€57(A)

The proof of achievability is straightforward by setting U = X

in Theorem 5. Thus, it is sufficient to prove the upper bound.
By formula (52), for any 0 < § < A and state distribution

q,q € Pr—s5(8S) as defined in Appendix D-B, we have

1 =
< =) Ui Yq|Vi) —
R< LS U@y,

i=1

Ly (U3 S5, Zi| Vi) + €

W U3 Yo\ Vy T) = I (U3 2V, S,.) + €

= I(U,X;Y,|Vy,J) — 1, (U, X; Z|Vy,S,J)
— I(X;Y,|U, Vs, )+ 1,(X; Z|U,Vy, J,S) + €

(55)

(b) ~ -

< I(U,X;Yq|VJ, J) — Iq/(U,X; Z|VJ, S, J) +e€

= I(U, X,V Y| J) =1y (U, X, Vy; Z|8, J) — I(Vy; Y, |J)
+1,(Vy; Z|S,J) + €

,\
N

(U, X, Vy; Y, J)
I(X;Y,|J) = Iy (X; Z|S, J) + e,

— 1, (U, X,V Z|S,J)

—~
U
=
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where (a) follows by ~setting Uu = U, Y, =
Yo, 2 = Z;,8 = S = Sy, (b) and (c) follow
by the definition of severely less noisy channel and

I1,(U, X; Z|VJ,S J) < maxees I(U, X; ZlVJ,JS =
) Iy (X5 718, J) < maxses(X;Z|J,S = s), (d) is due to
the Markov chain J — V; — U — X — (Y, Z). Since the
distribution of S can be arbitrary, it follows that

R <

min
qEPA_5(S)

max

I(X:Y,|J) -
(X3 ¥qlJ) ¢ EPA_5(S)

1,(X; 2|8, J) +e.
(56)

For the input constraint, we assume that XO(P ix) < A=9.
By the definition in formula (12), there exists a transition
matrix 7" such that

> Pix(jox

j,x,8
a) 1
ZPX\J ()T

where (a) follows by the fact that J is a random variable uni-
formly distributed on [1 : n]. It follows that for a random state
sequence S = (S1,S2,...,Sy,) with_conditional distribution
P’I“{S = S|X =, J = ]} = H?:l T(Si|$i,ji),

T (s]j, z)i(s)

o(Prx) =

|j7 l‘)l(S) <A- 5;

= =3 Els)
:Zl(s)%ZZT(5|$7j)PX\J($|j)

sES j=1 =

—EI%XL (sl 2)1(s) = Ao(Pyx) < A —0.

Now following ihe same argument in [8, Lemma 1], it can
be proved that Ag(Pyx) < A — ¢ leads to the average error
probability AW, f,¢,s) > ; — ¢ for some &' > 0.
Generalizing random variable J and maximizing formula (56)
over all possible Pjx, it follows that for any 0 < § < A, the
secrecy achievable rate is upper bounded by

R<  max min I(X Yy |J)
Prx€ q€PA—_s(S)
Py a-s(T,X)
— max I (X;Z|S,J)+e (57)

q'€PA—s(S)

The proof is completed by applying Lemma 10, Lemma 11
in Appendix D-B and Lemma 4.4 in [32], which is similar
to the proof of Proposition 3. The proofs of the random
code capacity and the stochastic-encoder code capacity with
non-symmetrizable main channel follow similarly by setting
V = (Vy,J) in formula (55). O

APPENDIX F
PROOF OF SECTION VI-A

A. Random Code Achievable Rate

The proof of the random code achievable rate is similar
to our proof of Proposition 2 in [28]. Setting U = X and



4720

applying Proposition 1 along with the property of the erasure
channel to the model, the objective function is

max (1 —a)ly (X;Y1]9)].

max| min I(X;Y,) —
[ (X3¥q) = max

Px qePA(S)
We first deal with the term I (X;Y|S). For simplicity, set
¢ (1) = ¢ and ¢'(0) = 1 — q. Differentiating f(¢) =
Iy (X;Y1S) = 30, ¢ (5)I(X;Ys) = (1=q)h(p) +q(h(p*6) —
h(0)) with respect to ¢ yields f'(q) = h(p*0) — h(0) — h(p),
where h(p) = —plogp — (1 — p)log(l — p) and p x 0 =
p(1 —0) + (1 — p)b. It is shown that f'(¢) < 0 always holds
no matter what value 6 takes, so the function f(gq) decreases
monotonically with respect to ¢ and reaches its maximum at
g = 0. By the definition of the cost function [(-), it follows
that ["(s) = ¢ < A, which means that ¢ = 0 is available under
state constraint and max,cp, (s) I4(X;Y|S) = h(p).

To compute I(X;Y;), set ¢(1) = ¢ and rewrite it as
I(X;Y,) = h(p*0q) — h(fq). This is a convex function over
0 < 0g < 1 and reaches its minimum 0 at §g = 1/2. When
oA > %, there exists a ¢ such that f¢ = 1/2, which leads to
R = 0, and there is nothing further to prove. When A < %,
the minimum is achieved by ¢ = A. Hence, our objective
function is now

max[h(p * OA) — h(0A) — (1 — a)h(p)].

p

(58)

By differentiation, formula (58) is maximized at p = 1/2 when
0< 6N < ivl=e V21_a and R = 0 otherwise. This completes the
proof of the random code achievable rate. m|

B. Stochastic-Encoder Code Achievable Rate

To prove the stochastic achievable rate, we need to addi-
tionally consider whether the channel is symmetrizable. Note
that Y, X, K, S are all binary random variables. Supposing
there is a transition matrix 77 : X — S satisfying for-

mula (3) and setting x+ = 0 and 2’ = 1, it follows
that
W (y[0,0)T'(0[1) + W (y[0,1)T'(1]1)
= Wi(y[1,0)T(0[0) + W (y[1,1)T'(1]0) (59)

for y = 0, 1. For simplicity, denote 7°(0|0) by g and 7'(0[1)
by ay. Substituting y = 0,1 and ag, a7 into (59) yields ag +
a7 = 2 — 1/6. Thus, the transition matrix 7" satisfying (3)
exists, i.e. the channel is symmetrizable, if § > 1/2. In the
following paragraphs, we consider the achievable rate in two
cases, that is, whether the channel is symmetrizable.

Case 1: 0 > %

In this case, the AVWC is symmetrizable. In addition, let
p £ Px(1). Recall that the existence of the stochastic-encoder
code over the AVWC with state constraint depends on the
value of A{(X) = maxp, Ag(Px). It follows that

A(X) = maxmin » > " Px(z)T(s|2)l(s)
Px T
= maxmin[Px (0)T(1/0) + Px (1)T(1[1)]

=max min [(1 —p)(1 — ag) + p(1 — a1)]

P  @o,x1

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 68, NO. 7, JULY 2022

@ maxmin[(2p — 1) + L. 2p],
P o 0

where (a) follows by ap+a; = 2—1/6. Note that (2p—1)ap+
p/0+1—2pis a linear function of vy and the minimum must
be at g = 0 or ap = 1, i.e. ming, (2p—1)ag+p/0+1—2p =
min(p/0+1—2p, p/0). The maximum over p is achieved when
p/0+1—2p=p/0 and A§(X) = 1/20 in this case. Thus, the
stochastic-encoder code over the AVWC with state constraint
can achieve a positive rate if 1/260 > A, ie. A < 1/2. In
the rest of this case, we assume that A < 1/2, otherwise
the stochastic-encoder code achievable rate is O and there is
nothing further to prove. It follows that Ag(p) = min(p/6 +
1 —2p,p/0). In this case, our objective function is

max [h(p = 0A) — h(A) ~ (1 - )h(p)],

(60)

which is almost the same as formula (58) except that the range
of p is limited to OA < p < (A — 1)0/(1 — 26). However,
by the assumption that fA < 1/2, it follows that A < 1/2 <
(A—1)0/(1—20), which means that p = 1/2 is available and
the stochastic-encoder code achievable rate in this case is the
same as the random code achievable rate.

Case 2: 0 < %

In this case, the AVWC is non-symmetrizable, and
Ao(p) = +oo for any p. It is straightforward that the
stochastic-encoder code achievable rate is the same as the
random code achievable rate derived in this paper.

Combining Subsections A and B, we prove the random code
and stochastic-encoder code achievable rates, respectively. O

APPENDIX G
PROOF OF EXAMPLE 3

The proof is similar to that of Proposition 1 in [25], and we
only give an outline here. To prove

max [ min I(U;Y,|V)— max I(U;Z|S,V)]
» PV(UXE qEPA(S) q'€PA(S)
T,A FLg)

> 30— h(A)) o)

first note that the wiretap channel is a stationary channel,
and hence maxycp, (sy [(U; Z|S,V)| = I(U; Z|V'). The main
channel is symmetrized by the set of transition matrices
X1 x Xy — § satisfying

1 1
2 2
1 —« «
1 1
2 2
« 1 —«

forany 0 < o < 1. Setting V = X5, U = X = (X1, X5) and
X1 ~ Bernoulli(3), Xs ~ Bernoullig), by the definition
of the cost function I(s) = s, we have Ag(Pyux) = 5 > A.
It follows that

min I(U;Y,|V)
q
= minI(Xl, XQ; Y:1|X2)
q
= min [Px, () H(N + ) + Px, (1 H(X1 + 5)
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—Px,(0)H(N + ) — Px, (1) H(S)]

@ mqin [Px, (1)(h(p1 * q) — h(q))]
9 20— h),

where h(p) = —plogp — (1 —p)log(l —p),p*q= (1 —p)*
q+p*(1—q), (a) follows by setting Px, (1) = p1, ¢(1) = ¢,
(b) follows from the state constraint and the fact that h(p
q) — h(q) is a convex function of ¢ reaching minimum at
g = 4. Combining the fact that I(U; Z|V') = 0, formula (61)
is proved.

To prove
1
S(1=h(A))
> max [ min I(U;Y,)— max I, (U;Z|S)],
Pyxe qePa(S) q'€PA(S)
Pr A (U,X)

(62)
note that max,ep, (s) 1(U; Z|S) = I(U; Z). It follows that

min [I(U;Y) — 1(U; Z)]

< min [1(X13Y, [ X) = [(X13Y, X2, U) = I(U3 Z]Y,)

< min [I(X1;Y,|X2)]
q

() 1
< =
-2

where the derivation of (a) is the same as that in [25], and the
equality in (b) holds when the marginal distributions of X; and
Xo satisfy Px, (1) = 1/2 and Px,(1) = 1/2, ¢(1) = A
and I(X1;Y,|X2,U) = I(U; Z|Yy) = 0 for any ¢ € P(S).
Furthermore, note that Pr{Y = 1|X, = 1} = Pr{X; +
S = 1|X3} = 1/2 and Pr{Y = 1|Xy; = 0} = Pr{N +
S =1|Xs = 0} = 1/2 (N ~ Bernoulli(})), then we still
have X, Il Y. Then following the same argument as that in
[25, Proof of Proposition 1], the proof of the proposition is
completed. m|

(1= h(A)),
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