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Abstract—We study an information theoretic privacy mecha-
nism design problem for two scenarios where the private data is
either observable or hidden. In the hidden private data scenario,
an agent observes useful data Y that is correlated with private
data X, and generate disclosed data U which maximizes the
revealed information about Y while satisfying a bounded privacy
leakage constraint. Considering the other scenario, the agent has
additional access to X. To design the privacy mechanism, we
first extend the Functional Representation Lemma and Strong
Functional Representation Lemma by relaxing the independence
condition and thereby allowing a certain leakage. We then find
lower and upper bounds on the privacy-utility trade-offs in both
scenarios. In particular, for the case where no leakage is allowed
and X is observable, our upper and lower bounds improve
previous bounds. Considering bounded mutual information as
privacy constraint and the observable private data scenario we
show that if the common information and mutual information
between X and Y are equal, then the attained upper bound
is tight. Finally, the privacy-utility trade-off with prioritized
private data is studied where part of X is more private than
the remaining part.

I. INTRODUCTION

The amount of data produced by robots, humans, net-
worked sensors that record and analyze signals from physical
environments, information processing and software systems
is growing rapidly. Disclosing unprocessed data may lead
to privacy threats through adversarial inferences. Moreover,
theoretical and practical approaches to information-theoretic
privacy (secrecy) can be utilized for many information process-
ing systems. Perfect privacy (secrecy) is often not achievable
in applications and we may need to relax the restriction
[1]. Altogether, we need privacy mechanism designs for the
disclosure of the data.

In this paper, random variable (RV) Y denotes the useful
data and is correlated with the private data denoted by RV
X. Furthermore, RV U describes the disclosed data. Two
scenarios are considered, where in both, an agent wants to
disclose the useful information to a user as shown in Fig. 1. In
the hidden private data scenario, the agent observes Y and has
no direct access to X, i.e., the private data is hidden. The goal
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Fig. 1. In the hidden private data scenario the agent has only access to Y
and in the observable private data scenario the agent has additionally access
to X.

is to design U based on Y that reveals as much information as
possible about Y and satisfies a bounded privacy criterion. In
observable private data scenario, the agent has access to both
X and Y and can design U based on (X,Y) to release as
much information as possible about Y while satisfying the
bounded leakage constraint. In both scenarios we consider
privacy constraints using different non-zero privacy measures.

The privacy mechanism design problem from an informa-
tion theory perspective is recently receiving increased attention
and related results can be found in [2]-[28]. In more detail,
in [2], the concept of a privacy funnel is introduced, where
the privacy utility trade-off has been studied considering a
distortion measure for utility and the log-loss as privacy
measure. The concept of maximal leakage has been introduced
in [3] and used in [4] for the Shannon cipher system. Further-
more, some bounds on the privacy-utility trade-off are derived.
Fundamental limits of the privacy utility trade-off measuring
the leakage using estimation-theoretic guarantees are studied
in [5].

In both [29] and [6], the privacy-utility trade-offs con-
sidering expected distortion and equivocation as a measures
of utility and privacy are studied. In [7], the hypothesis
test performance of an adversary is used to measure privacy
leakage. In [8], maximal correlation either mutual information
is used for measuring the privacy and properties of rate-privacy
functions are studied. In [9], average total variation is used as
a privacy measure and a y2-privacy criterion is considered
in [5], where an upper bound and a lower bound on the
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privacy-utility trade-off have been derived. The problem of
privacy-utility trade-off considering mutual information both
as measures of utility and privacy given the Markov chain
X —Y — U is studied in [10]. Under the perfect privacy
assumption it is shown that the privacy mechanism design
problem can be reduced to a linear program. This has been
extended in [11] considering the privacy utility trade-off with a
rate constraint on the disclosed data. Moreover, in [10], it has
been shown that information can only be revealed if the kernel
(leakage matrix) between useful data and private data is not
invertible. In [12], we generalize [10] by relaxing the perfect
privacy assumption allowing some small bounded leakage.
More specifically, we design privacy mechanisms with a per-
letter privacy criterion considering an invertible kernel where
a small leakage is allowed. We generalized this result to
a non-invertible leakage matrix in [13]. In both [14] and
[15], the optimal privacy-utility trade-offs have been studied
considering two scenarios where the private data is either
observable or hidden. Sufficient conditions for equality of the
optimal trade-offs in the considered two scenarios have been
derived where the utility is measured by a distortion metric.
A multi-user data disclosure design problem with a privacy
constraint is studied in [21] where upper and lower bounds
on the privacy-utility trad-off have been derived. Another
multi-user privacy mechanism design problem is considered
in [22] where each user is equipped with a local cache. In
[16], by using the Functional Representation Lemma bounds
on privacy-utility trade-off for the two scenarios are derived.
These results are derived under the perfect secrecy assumption,
i.e., no leakages are allowed. The bounds are tight when the
private data is a deterministic function of the useful data.

The concept of differential privacy is introduced in [30]
and it has been used in [31] to minimize the statistical risk of
identifying membership in a database. The concept of mutual
information as differential privacy is introduced in [32]. A
related secure source coding problem is studied in [29].

Our results in this work can be divided into three main parts
as follows:
Part 1 (Privacy-utility trade-off with non-zero leakage): In
the first part of the paper, we consider the problems studied
in [33] and [10]. Furthermore, our setup is related to [14]
and [16], where in [16] the problem of secrecy by design
is studied. We generalize the privacy problems considered in
[16] by relaxing the perfect privacy constraint and allowing
some leakage. More specifically, we consider bounded mutual
information, i.e., I(U; X) < e for privacy leakage constraint.
To this end, we extend the Functional Representation Lemma
and the Strong Functional Representation Lemma, introduced
in [34] by relaxing the independence condition to derive lower
bounds for the observable private data scenario. The key
idea to extend both lemmas is to use randomized response
introduced in [35]. We show that if the common information
and mutual information between X and Y are equal, then the
maximum utility in two scenarios and the attained upper bound
in the observable private data scenario are equal. Furthermore,
in the special case of perfect privacy we find a new upper
bound for the perfect privacy function by using the excess
functional information introduced in [34]. We show that this

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

new bound generalizes the bound in [16]. Moreover, we show
that the bound is tight when |)| = 2. Finally, we compare our
new lower and upper bounds with the bounds found in [16]
when the leakage is zero. The conference version regarding
this part can be found in [19].

Part II (Privacy-utility trade-off with non-zero leakage and
per-letter privacy constraints): In the second part, for each
scenario we use two different per-letter privacy constraints
instead of the bounded mutual information constraint. As
argued in [13], it can be more desirable to protect the private
data individually and not merely on average. We first find
similar results as the extended versions of the Functional
Representation Lemma (FRL) and the Strong Functional Rep-
resentation Lemma (SFRL) found in the previous part con-
sidering the per-letter privacy constraint rather than bounded
mutual information. Using these results we find a lower bound
for the privacy-utility trade-off in the observable private data
scenario. Furthermore, we provide bounds for three other
problems and study a special case where X is a deterministic
function of Y. We show that the obtained upper and lower
bounds in the hidden private data scenario are asymptotically
optimal when X is a deterministic function of Y. In [13], one
of the problems considered in this part has been studied. It has
been shown that by using methods from Euclidean information
geometry as used in [36], [37], we can simplify the design
problem in the high privacy regime and the main problem can
be solved approximately by a linear program. In this work,
we provide upper bounds on the error of the approximation
considered in [13]. Finally we compare the attained bounds in
a numerical example. The conference version related to this
part can be found in [19].

Part III (Privacy-utility trade-off with non-zero leakage and
prioritized private data): Finally, we consider the problem in
the observable private data scenario where the private data is
divided into two parts, i.e., X = (X1, X5). In this part we use
bounded mutual information as privacy constraint. We assume
that the first part is more private than the second part, i.e.,
the privacy leakage of X is less than or equal to the privacy
leakage of Xs. Furthermore, we assume that the total leakage
between (X1, X2) and U is bounded by € and we derive upper
and lower bounds. Similar to the previous parts we use the
extended versions of Functional Representation Lemma and
the Strong Functional Representation Lemma to find lower
bounds. The key idea to obtain lower bounds on the privacy-
utility trade-off considering prioritized private data is to use
randomization technique introduced in [35] over X, instead
of X. We compare the obtained lower bounds on the privacy-
utility trade-off with the results corresponding to Part 1. We
show that the lower bounds obtained in Part III can tighten
the lower bounds derived in Part 1.

Our contribution can be summarized as follows:

(i) We extend the Functional Representation Lemma and the
Strong Functional Representation Lemma by a randomized
response output that allows some controlled leakage. Various
extended versions are introduced using different leakage mea-
sures.

(ii) We formulate and study various privacy mechanism de-
sign problems through the lens of information theory with
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controlled leakage, demonstrating the use of the extended
versions of Functional Representation Lemma and the Strong
Functional Representation Lemma.

(iili) We provide discussion and comparison of the obtained
results with each other and the literature.

Notation: Given two jointly random variables X and Y, the
entropy, conditional entropy and mutual information between
X and Y are given by H(Y) = E(log(#(y))), HY|X) =
E(log(m)), and I(X;Y) = H(Y) — HY|X). X
and Y are independent if and only if I(X;Y) = 0. Fur-
thermore, the Markov chain X — Y — U holds if and only
if I(X;U|Y) = 0. For the binary entropy h(-) we have
h(p) = — (plog(p) + (1 — p)log(1l — p)). In this work, let
matrix Pxy defined on RIXIXIYI denote the joint distribution
of discrete random variables X and Y defined on finite
alphabets X and ). We represent marginal distributions of
X and Y by vectors Px and Py defined on Rl and RIYI
given by the row and column sums of Pxy. We represent
the leakage matrix Pyy by a matrix defined on RI*¥/*YI
with elements Px |y (z|y) for all 2 and y. Furthermore, for
given u € U, Px u(-,u) and Px |y (-|u) defined on RI¥! are
distribution vectors with elements Px 7 (x,u) and Py g (z|u)
for all x € X and v € U. The relation between U and
Y is described by the kernel Py defined on RIUIXIVI
furthermore, the relation between U and the pair (Y, X) is
described by the kernel Ppy,x defined on RIU/*IVIxIX1 1
this work, min Px corresponds to minimum value inside the
distribution vector Px.

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this work we assume that each element in vectors Px
and Py is non-zero. In the second part of the results, which
corresponds to privacy-utility trade-off with non-zero leakage
and per-letter privacy constraints, we assume that for the
discrete random variables X and Y defined on finite alphabets
X and Y we have that |X'| < |)|. Furthermore, we assume
that the leakage matrix Py y is of full rank. In the remaining
parts of the results we consider arbitrary correlated discrete
random variables X and Y as private data and useful data.
In the following we introduce the main problems in three
different parts. In each part, we first define the problems
considered in this paper, then we motivate them and study
the properties of the measures for utility and privacy leakage
and compare them with previous works.

A. Privacy-utility trade-off with non-zero leakage

In this part, for both design problems we use mutual
information as utility and leakage measures. The privacy

mechanism design problems for the two scenarios can be
stated as follows
ge(Pxy) = sup I(Y;U), (1)
Pyly:X-Y-U
I(U;X)<e,
he(Pxy) = sup I(Yy;U). 2)

Py vy, x: I(U;X) <e,
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The function h.(Pxy) is used when the privacy mechanism
has access to both the private data and the useful data. The
function g.(Pxy) is used when the privacy mechanism has
only access to the useful data. Clearly, the relation between
he(Pxy) and g.(Pxy) can be stated as follows

9e(Pxy) < he(Pxy).

In the following we study the case where 0 < € < I(X;Y),

otherwise the optimal solution of h.(Pxy) or g.(Pxy) is
H(Y) achieved by U =Y.

Remark 1. For ¢ = 0, (1) leads to the perfect privacy problem
studied in [10]. It has been shown that for a non-invertible
leakage matrix Px|y, go(Pxy) can be obtained by a linear
program. Furthermore, for ¢ = 0, (2) leads to the secret-
dependent perfect privacy function h(Pxy ), studied in [16],
where upper and lower bounds on g (Pxy ) have been derived.
The bounds are tight when X is deterministic function of Y.

B. Privacy-utility trade-off with non-zero leakage and per-
letter privacy constraints

The privacy mechanism design problems for the two sce-
narios can be stated as follows

9 (Pxy) = sup I(Y;U), (3
Pyiy: X—Y—U
Py (u)d(Px v (+|u),Px)<e, Vu,
h*(Pxy) = sup I(Y;U),
Py |y, x Py (u)d(Pxu (-|u),Px)<e, Vu,
4
ge(Pxy) = sup I(Y;U), 5)
Pyiy:X—Y—U
d(Px v (-|u),Px)<e, Yu
he(Pxy) = sup I(Y;U), (6

Py |y, x:d(Pxu (-|u),Px)<e, Vu

where d(P, Q) corresponds to the total variation distance be-
tween two distributions P and @, i.e., d(P,Q) = >, |P(z)—
Q(z)|. The functions h”*(Pxy) and h‘(Pxy) are used when
the privacy mechanism has access to both the private data
and the useful data. The functions g*‘(Pxy) and g‘(Pxy)
are used when the privacy mechanism has only access to
the useful data. In this work, the privacy constraints used
in (3) and (5), ie., Py(u)d(Pxy(-|u),Px) < €, Yu, and
d(Pxy(-|u), Px) <€, Vu, are called the weighted strong (-
privacy criterion and the strong {1-privacy criterion. We refer
to them as strong since they are per-letter privacy constraints,
i.e., they must hold for every u € U. The difference between
the two privacy constraints in this work is the weight Py (u),
therefore, we refer to Py (u)d(Px|u(-|u), Px) < €, Yu, as
weighted. We later show that the weight Py (u) enables us
to use extended versions of the Functional Representation
Lemma and Strong Functional Representation Lemma to find
lower bounds considering the observable private data scenario,
i.e., lower bounds on h¥¢(Pxy).

Remark 2. The strong {i-privacy criterion, i.e.,
d(Pxu(-|u), Px) < €, Yu, has been introduced in [13],
where we have provided and utilized its properties to find an
approximate solution of g’(Pxy).
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Remark 3. For ¢ = 0, both (3) and (5) lead to the perfect
privacy problem studied in [10]. This follows since by letting
0, we have )  Py(u)d(Pxy(-|u),Px) = 0 which
results in independence of X and U. It has been shown that
for a non-invertible leakage matrix Px|y, go(Pxy) can be
obtained by a linear program [10]. Similarly, for ¢ = 0,
both (4) and (6) lead to the secret-dependent perfect privacy
function ho(Pxy ), studied in [16], where upper and lower
bounds on hg(Pxy ) have been derived. In [19], these bounds
have been strengthened.

€E =

Remark 4. The privacy problem defined in (5) has been
studied in [13] where a lower bound on gf(PXy) has been
provided using the information geometry concepts. Further-
more, it is shown that it is sufficient to assume |U| < |V]| so
that it is ensured that the supremum can be achieved.

Intuitively, for small €, both privacy constraints mean that
X and U are almost independent. As we discussed in [13],
closeness of Px|y(-|u) and Px allows us to approximate
g‘(Pxy) with a series expansion and find a lower bound.
In this work we show that by using a similar methodology,
we can approximate g@‘(Pxy) exploiting the closeness of
Px y(-,u) and Py Py (u). This provides us a lower bound for
g (Pxy). As we discussed earlier, an advantage of per-letter
privacy measures over on average measures can be stated as
follows. From a privacy perspective, it is often more desirable
to protect sensitive data individually and not on average. Using
an average criterion means that there can exist some data
points which leak more than the average privacy threshold.
However, if we choose bounded mutual information rather
than the strong ¢;-privacy criterion and the weighted strong
¢1-privacy criterion, we can solve the problems explicitly
under some specific assumptions. The problems considering
the per-letter constraints have not been explicitly solved and
only approximate solutions are derived in [13]. In the high
privacy regime, the approximate solutions are close to the
exact solutions.

Furthermore, as we stated earlier the only difference between
the strong ¢;-privacy criterion and the weighted strong ¢;-
privacy criterion is the weight P (1) that enables us to extend
FRL and SFRL. The extended versions of FRL and SFRL help
us to find lower bound on h”*( Pxy ). On the other hand, if we
use the strong /1 -privacy criterion we can find upper bounds on
hf(PXy). As a summary, the strong ¢;-privacy criterion lead
to an upper bound on the privacy-utility trade-off considering
the observable private data scenario and the weighted strong
£1-privacy criterion results in lower bounds on it.

Next, we study some properties of the weighted strong
{1-privacy criterion and the strong ¢i-privacy criterion. To
this end recall that the linkage inequality is the property
that if £ measures the privacy leakage between two ran-
dom variables and the Markov chain X — Y — U holds
then we have L£(X;U) < L(Y;U). Since the weighted
strong ¢1-privacy criterion and the strong ¢;-privacy crite-
rion are per letter constraints we define £1(X;U = u) =
d(Pxu(|u), Px), LYY;U = u) = (PY|U( |u), Py),
L2(X;U = u) £ Py(uw)d(Pxu(-|u), Px), L2(Y;U = u) =
Py (u)d(Pyy(-|u), Py).
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Proposition 1. The weighted strong {1-privacy criterion and
the strong {y-privacy criterion satisfy the linkage inequality.
Thus, for each u € U we have LY(X;U = u) < LY(Y;U =
u) and L2(X;U = u) < L2(Y;U = u).

Proof: The proof is provided in Appendix A. [ ]
As discussed in [9, page 4] and [15, page 5], one benefit of
the linkage inequality is to ensure privacy in layers of private
information which is discussed in the following. Assume that
there are “primary” and “secondary private data” where the
disclosure mechanism is designed independently based on
primary private data. The secondary private data may be
unforeseen or not accessible by the agent and is arbitrary
correlated with the primary data. The linkage inequality en-
sures that the privacy leakage of the secondary private data
is bounded by the guarantee on the privacy leakage of the
primary data. Alternatively, assume that the Markov chain
X —Y — U holds and the distribution of X is not known.
If we can find X such that X — X —Y — U holds and the
distribution of X is known then by the linkage inequality we
can conclude £(X;U = u) < L(X;U = ). In other words,
if the framework is designed for X, then a privacy constraint
on X leads to the constraint on X, i.e., provides an upper
bound for any pre-processed RV X. To have the Markov chain
X — X —Y — U consider the scenario where X is the private
data and X is a function of private data which is not known.
For instance let X = (X1,X5,X3) and X = f(X;) where
the function f(-) is not known. Thus, the mechanism that is
designed based on X-Y-U preserves the leakage constraint
on X and U. As pointed out in [9, Remark 2], among all
the LP-norms (p > 1), only the ¢; norm satisfies the linkage
inequality. Next, given a leakage measure £ and let the Markov
chain X —Y — U hold, if we have L(X;U) < L(X;Y), then
we say that the post processing inequality holds. In this work
we use LY(X;U) = Y, Pu(w) LY (X;U = u), L2(X;U) =
YL, LAX;U = w) and LY(Y;U) = X, Pu(uw) LN (Y;U =
w), L2(Y;U) =, L2(Y;U = u).
Using the same proof as [9, Theorem 3] which is based on
the convexity of the ¢;-norm, the average of the weighted
strong ¢1-privacy criterion and the strong ¢;-privacy criterion
with weights equal to one and Py (u), respectively, satisfy the
post-processing inequality. In other words, under the Markov
chain X — Y — U we have £1(X;U) < L£Y(Y;U) and
L2(X;U) < L%Y;U). Before stating the next result we
present the inference threat model as introduced in [27]. Let
C() + X x P(X) — R be an inference cost function,
where P(X') denotes all possible distribution vectors for X.
The adversarial attacker chooses a belief distribution for X as
qx which is the solution of ¢j = ming, cp(x) ExC(X, qx).
After observing U = wu, he updates the behef distribution as
the solution of c; = ming, epx)Exv [C(X, ¢x)|U = ul.
Let AC = ¢ — Ey [c};] denote the on average gain cost
attained by the attacker. Note that AC specifies how much
improvement the attacker can obtain in his inference. Next
result asserts that by using ¢;-privacy criterion and the strong
¢ -privacy criterion, AC can be bounded by a constant.

Proposition 2. The weighted strong (1-privacy criterion and
the strong {1-privacy criterion result in bounded inference



This article has been accepted for publication in IEEE Transactions on Information Theory. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIT.2023.3326070

threat that is modeled in [27].

Proof: The weighted strong ¢;-privacy criterion and the
strong /¢;-privacy criterion lead to a bounded on average
constraint ), Py (u HPX\U “ PXHl < €. Thus, using [9,
Theorem 4], we conclude that adversarial inference perfor-
mance is bounded as follows

AC<2LZPU )| Pxjo—u—Px||, <2Le, (D)

where L = sup,cx 4 epx) 10T, 4x)|- [ |

Another property of the ¢; distance is the relation between
the ¢1-norm and probability of error in a hypothesis test. As
argued in [38, Remark 6.5], for the binary hypothesis test with
Hy: X ~ P and Hy : X ~ (Q, the expression 1 — %al(P7 Q)
is the sum of false alarm and missed detection probabilities.
Thus, we have £d(P,Q) = 1 — 2P., where P, is the error
probability (the probability that we can not decide the right
distribution for X with equal prior probabilities for Hy and
H7). For instance, consider the scenario where we want to
decide whether X and U are independent or correlated. To

this end, let P = Pxy, Q = PxPy, Hy : X,U ~ P and
H,: X,U ~ Q. We have
1
,d P.Q) = ZPU (P (-Ju), Px) < Se

Thus, by increasing the leakage, which means that d(P, Q)
increases, then the error of probability decreases.

Another property is the relation between the strong ¢;-privacy
criterion and MMSE(X|U) which has been used in [39,
Corrolary 2]. An interesting result is that the strong /¢;-
privacy criterion leads to a lower bound on MMSE(X |U) [13,
Proposition 9]. Practical examples based on the MNIST data
set and medical experiment with real data have been provided
n [13, Experiment 2] and [13, Experiment 3] which show
the applicability of the strong ¢;-privacy criterion. Meaningful
interpretations of the solution to g‘(Pxy) have been provided
in [13] for both experiments. Geometrical interpretation of the
solution to g‘(Pxy) have been derived in [13, Section IV].
An interesting result is that all candidates of optimizers for
g‘(Pxy) are inside an /;-ball with a bounded radius and
certain centers [13, Section IV]. The role of the strong ¢;-
privacy criterion can be evaluated by using different metrics
such as probability of error and MMSE for measuring the
utility and the privacy leakage in g*(Pxy ) and comparing the
results with the previous works. More detail can be found in
[13, Section V-B].

Finally, if we use ¢; distance as privacy leakage, after approx-
imating g%*(Pxy) and g¢(Pxy), we face a linear program
problem in the end, which are much easier to handle.

C. Privacy-utility trade-off with non-zero leakage and priori-
tized private data

In this part, we assume that the private data X is divided
into two parts X; and X5, where the first part is more private
than the other part, i.e., the privacy leakage of X; is less
than or equal to the privacy leakage of X5. We use mutual
information for measuring both privacy leakage and utility and
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we only consider the observable private data scenario where
the privacy mechanism has access to both X and Y. Hence,
the problem can be stated as follows

he(Px,x,v) = sup
Py xq x5 1 (U3 X1,X2) <k,
I(U;X1)<I(U;X>)

I(Y;U). ()

The constraint I(U; X7, X3) < € ensures that the total leakage
is bounded by € and the constraint I(U; X;) < I(U; X3)
corresponds to the priority of X. In practice, we usually have
different levels of privacy leakage for the private data and in
this work we consider two levels.

Remark 5. For e = 0, (8) leads to the secret-dependent perfect
privacy function ho(Pxy).

In certain scenarios, the privacy problem containing pri-
oritized private data leads to the non-prioritized problem,
i.e., h?(Px,x,v) = he(Px,x,y). For instance, consider the
scenario where X; is a deterministic function of X5, i.e.,
X1 = f(X2). In this case, the inequality corresponding to the
priority I(U; X1) = I(U; f(X2)) < I(U; X5) holds, hence,
h?(Px,x,v) = he(Px,x,v). In a more general setting, if
the Markov chain X; — Xo — Y — U holds, due to the data
processing inequality we have h?(Px,x,y) = he(Px,x,v)-
In other words, under certain assumptions, the prioritized
privacy problem reduces to the non-prioritized version.

III. OVERVIEW AND RELATION BETWEEN THE PRIVACY
MEASURES AND PROBLEMS

In this section we first present an overview of the privacy
problems outlined in (1) and (2). We then provide essential
lemmas and definitions corresponding to the functional repre-
sentation lemma, strong functional representation lemma, ex-
cess functional information, and common information between
two RVs. Finally, we study the relation between the privacy
measures and problems considered in this work.

As mentioned earlier, (1) and (2) have been studied in previous
works, e.g., [10], and [33]. In [33, Lemma 1], lower and upper
bounds on g.(Pxy) have been derived, where we have

H(Y)

mé < 9(Pxy) <H(Y|X) +e. )

The result in [33, Lemma 2] asserts that the mapping ¢ —
ge(Pxy) is concave for any ¢ > 0. Concavity of g.(Pxvy)
can be used to show the lower bound in (9), since in this
case, when ¢ = I(X;Y), U = Y is feasible and the utility
H(Y') is achieved. Hence, the line %e is achievable. As
stated in [33, Remark 1], by using the concavity of g.(Pxy ),
the lower bound (9) can be improved. In this case, we have

ﬁlg((?;z) + 90(Pxy) <1 - I(XiY)) < g.(Pxy). (10

One benefit of the lower bound in (10) is that we can
use it as a lower bound on h.(Pxy), c.f., see Theorem 2.
Considering perfect privacy, i.e., ¢ = 0, go(Pxy) can be
obtained by solving a linear program [10, Theorem 1]. This
means the optimal mapping is the solution to a linear program.



This article has been accepted for publication in IEEE Transactions on Information Theory. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIT.2023.3326070

Moreover, it has been shown that to find the optimal privacy-
preserving mapping, it is sufficient to consider U such that
|| < null(Px/y)+ 1. Solving the linear program proposed in
[10] can become challenging when the size of )} or X' grow.
Hence, simple lower and upper bounds are derived in [10,
Corrolary 2] as follows

(H(Y) — log(rank(Pxy)))* < go(Pxy) <
min{H (Y'|X),log(null(Pxy) + 1)},

at = 0, a<0, . The
a, a>0

log(null(Px|y) + 1) can be obtained using the sufficiency
condition [/| < null(Px|y) + 1, since in this case we have
H(U) < log(null(Px|y) + 1). Necessary and sufficient
conditions for attaining non-zero utility when the private data
is hidden, i.e., go(Pxy) > 0, have been derived in [17] and
[40]. It has been shown that go(Pxy) > 0 if and only if
rows of Py are linearly dependent. This result has been
also shown and generalized in [10], e.g., see [10, Proposition
1]. Moreover, considering observable private data scenario,
necessary and sufficient conditions for attaining non-zero
utility, i.e., ho(Pxy) > 0, have been derived in [16, Theorem
5]. It has been shown that ho(Pxy) > 0 if and only if YV is
not a deterministic function of X, i.e., H(Y|X) > 0. Next,
we recall the Functional Representation Lemma (FRL) and
the Strong Functional Representation Lemma (SFRL).

where bound

upper

Lemma 1. (Functional Representation Lemma [I6,
Lemma 1]): For any pair of RVs (X,Y) distributed
according to Pxy supported on alphabets X and ) where
|X| is finite and |Y| is finite or countably infinite, there exists
a RV U defined on U such that X and U are independent,
i.e., we have

I(U; X) =0, (11)
Y is a deterministic function of (U, X), i.e., we have
H(Y|U,X) =0, (12)
and
Ul < XY =1)+ 1. (13)

Lemma 2. (Strong Functional Representation Lemma [34,
Theorem 1]): For any pair of RVs (X,Y) distributed accord-
ing to Pxy supported on alphabets X and Y where |X| is
finite and |Y| is finite or countably infinite with [(X,Y") < oo,
there exists a RV U defined on U such that X and U are
independent, i.e., we have

I(U;X) =0,
Y is a deterministic function of (U, X), i.e., we have
H(Y|U,X) =0,
I(X;U|Y) can be upper bounded as follows
I(X;U)Y) <log(I(X;Y)+1) + 4,
and U] < [X|(1V] — 1) +2.
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Remark 6. By checking the proof in [34, Th. 1], the term
e tlog(e) + 2 +log(I(X;Y) + e Llog(e) + 2) can be used
instead of log(I(X;Y) + 1) + 4.

Both FRL and SFRL have constructive proofs that can be
useful to find lower bounds on the privacy-utility trade-offs
considered in this work. Lower and upper bounds on ho(Pxy )
have been derived in [16, Theorem 6, 7] and we have

H(Y)-H(X)=H(Y|X)-H(X|Y)<ho(Pxy) < H(Y|X).
(14)

The lower bound in (14) is attained by Lemma 1 and is tight if
and only if X is a deterministic function of Y, i.e., H(X|Y) =
0. In [16, Theorem 7] it is claimed that the necessary and
sufficient conditions for equalities ho(Pxy) = go(Pxy) =
H(Y|X) are fulfilled when H(X|Y) = 0. In this paper, we
show that H(X|Y") = 0 can be improved using the concept of
common information. In the following we state the definition
of excess functional information defined in [34] as
inf
Py x:1(U;X)=0, H(Y|X,U)=0

WX 5Y) = I(X:U|Y).

The lower bound on ¥(X — Y) derived in [34, Prop. 1]
is given in the next lemma. Since this lemma is useful for
deriving the upper bound on h.(Pxy) we state it here.

Lemma 3. [34, Prop. 1] For discrete Y we have

BX V)2

= /0 P { Py px (41X) = 1} og(Px { Py (41 X) > 1))t
yey

Iy, (1)

where for |Y| = 2 the equality holds and it is attained by the
Poisson functional representation [34].

Remark 7. The lower bound in (15) can be negative. For in-
stance, let Y be a deterministic function {)fX, ie, HY|X)
0. In this case we have —3 v [y Px{Py|x(y|X)
Elog(Pxc{ Py x (41 X) > thdi — T(X;Y) = ~I(X;Y)
—H(Y).

v

More properties of the excess functional information
(X — Y) can be found in [34, Prop. 3]. For instance, using
[34, Prop. 3] an alternative characterization for (X — Y)
can be stated as follows

inf

X=Y)=
1/1( ) Py xy:1(U;X)=0

HYU)-I(X;Y).
Next we recall the definition of the common information
between X and Y using [41]. For any pair of RVs (X,Y)
defined on discrete alphabets X and )/, the common informa-
tion between X and Y can be defined as follows

C(X;Y)= PW‘Xyl:I)lff;WfY I(X,Y;W). (16)
As shown in [41, Remark A] we have
I(X;Y)<C(X;Y) <min{H(X),HY)}. a7n
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One simple observation is that when H(X|Y) = 0 or
H(Y|X) = 0 we have I(X;Y) = C(X;Y). This follows
since when H(X|Y) = 0 we have

I(X,YV; W) = I(Y; W)

and W can be chosen as X, hence X — W — Y holds.
However, these are not the only cases where we have
I(X;Y) = C(X;Y) [42]. In this paper, we show that the
equalities ho(Pxy) = go(Pxy) = H(Y|X) are fulfilled
when I(X;Y) = C(X;Y). Due to the observation the
constraint 1(X;Y) = C(X;Y) generalizes the constraint
H(X|Y)=0.

In the following we recall the definition of the common
information using [43]. The Gacs-Korner common information
between two RVs X and Y is defined as the entropy of the
common part between X and Y, ie., C(X;Y) = H(U),
where U is the common part between X and Y [43]. The
common part U is defined based on the graphical representa-
tion of X and Y, which is shown to be a deterministic function
of only X and only Y. Moreover, the Gacs-Korner common
information satisfies C(X;Y) < I(X;Y") with equality if and
only if the Markov chain X — U — Y holds [42]. For more
information about the Gacs-Korner common information see
[43] and [15, Appendix B].

In this work, we can use both notions of common information
defined in [41] or [43], since our focus is on scenarios where
the common information and mutual information between X
and Y are equal, ie., C(X;Y) = I(X;Y). In other words,
our results hold for both Wyner and Gacs-Korner notions of
common information.

In the following, we present the relation between the

weighted strong ¢;-privacy criterion and bounded mutual
information.
Using Pinsker’s inequality [44], we show that for any € > 0
and pair (X,U), bounded mutual information implies the
weighted strong /;-privacy criterion with a different leakage.
In more detail, we have

I(X;U) < e = Py(u)d(Pxu(-,u), Px) < V2, Vu. (18)

The proof for (18) is provided in Appendix A. Note that (18)
can help us to find relations between the privacy problems
considering bounded mutual information and the weighted
strong ¢1-privacy criterion in both scenarios where the private
data is hidden or observable. By using (18) we have

he(Pxy) < h¥*(Pxy),
g9e(Pxy) < g¥*(Pxy),

where € = +/2¢. Next, we present the relation between the
strong ¢1-privacy criterion and bounded mutual information.
Using reverse Pinsker’s inequality [44], we show that for any
€ > 0 and pair (X, U), the strong ¢;-privacy criterion implies
the bounded mutual information with a different leakage. In
more detail we have

19)
(20)

2

d(Pxy(-|lu), Px) <€, Yu= I(X;U) < 2D

min Px
The proof for (21) is provided in Appendix A. Similarly, (21)
enables us to find relations between the privacy problems
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considering bounded mutual information and the strong ¢;-
privacy criterion in both scenarios where the private data is
hidden or observable. Using (21) we have

We(Pxy) < he(Pxy), (22)
9:(Pxy) < g (Pxy), (23)
where ¢ = mifpx. Finally, using (19), (20), (22), and (23)
we have
hE(Pxy) < he(Pxy) < h¥*(Pxy),
g5(Pxy) < go(Pxy) < g**(Pxy),

where ¢ = /emin Py and € = v/2¢. Another simple relation
can be established considering the strong ¢;-privacy criterion
and the weighted strong ¢;-privacy criterion. Clearly, the
strong ¢;-privacy criterion implies the weighted strong ¢;-
privacy criterion. In other words we have

d(Px v (-|u), Px) <€, Yu=Py(u)d(Pxy(-|u), Px)<e, Vu,

(24)

which lead to following results
hi(Pxy) < h**(Pxy), (25)
g:(Pxy) < g (Pxy). (26)

Finally, we present the relation between the privacy problem
with prioritized private data with other problems. Let X =
(X1, X5), in this case using (19) we have

WP (Px,x,v) < he(Px,x,v) < h¥ (Px, x.v),

where € = \/2¢. Consequently, lower bounds on h?(Px, x,v)
can be used as lower bounds on h.(Px, x,y)-

IV. MAIN RESULTS

In this part, we provide lower and upper bounds for the
privacy problems defined in (1), (2), (3), (4), (5), (6) and
(8). We study the tightness of the bounds in special cases
and compare them in examples. In more detail, in the first
part of the results, which corresponds to privacy-utility trade-
off with non-zero leakage, we show that the upper bound
on h¢(Pxy) is achieved when the common information and
mutual information between X and Y are equal. We provide
necessary and sufficient conditions for the achievability of the
obtained upper bound in general. Moreover, in cases where
no leakage is allowed, i.e., ¢ = 0, we provide new bounds
that generalize the previous bounds. In the second part of the
results in this section corresponding to privacy-utility trade-off
with non-zero leakage and per-letter privacy criterions we use
concepts from information geometry to find lower bounds on
g¥(Pxy) and g‘(Pxy). In the remaining parts of the main
results, we provide lower and upper bounds for h?(Px, x,v)
and study them for special cases.
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A. Privacy-utility trade-off with non-zero leakage

In this section, we extend FRL and SFRL for correlated
random variables X and U, i.e., 0 < I(U; X) = e. We refer to
them as Extended Functional Representation Lemma (EFRL)
and Extended Strong Functional Representation Lemma (ES-
FRL). We show that the extended lemmas, i.e., EFRL and
ESFRL, enable us to find lower bounds on h(Pxy).

Remark 8. The idea of extending Functional Representation
Lemma and Strong Functional Representation Lemma is basi-
cally adding a randomized response argument to the random
variable U found by Lemma 1 and Lemma 2. The idea is
simple, when it can be connected with an old principle it
gets creditable. The randomized response technique has been
introduced in [35] and has been used in many related works,
e.g., [45, Theorem 2] and [46, Theorem 2].

Lemma 4. (Extended Functional Representation Lemma): For
any 0 < € < I(X;Y) and pair of RVs (X,Y) distributed
according to Pxy supported on alphabets X and ) where
|X| is finite and |Y| is finite or countably infinite, there exists
a RV U defined on U such that the leakage between X and
U is equal to ¢, i.e., we have

IU; X) =,
Y is a deterministic function of (U, X), i.e., we have
H(Y|U,X) =0,
and [U| < [Z1(1Y] = 1) + 1] [|¥] +1].
Proof: The proof is provided in Appendix B. ]

Lemma 5. (Extended Strong Functional Representation
Lemma): For any 0 < ¢ < I(X;Y') and pair of RVs (X,Y)
distributed according to Pxy supported on alphabets X and
Y where |X| is finite and || is finite or countably infinite
with I(X,Y) < oo, there exists a RV U defined on U such
that the leakage between X and U is equal to €, i.e., we have
IU; X) =¢,
Y is a deterministic function of (U, X), i.e., we have
H(Y|U,X) =0,

I(X;U|Y) can be upper bounded as follows
I(X;U)Y)<aHX|Y)+ (1 —a)[log(I(X;Y)+ 1) + 4],

and [U| < [IX|(|Y| = 1) + 2] [|X]| + 1], where o = )

Proof: The proof is provided in Appendix B. [ ]
In Lemma 8, which is proved in Appendix B, we show that
there exists a RV U that satisfies (11), (12) and has bounded
entropy. The lemma is a generalization of [16, Lemma 2] for
dependent X and U.
Before stating the next theorem we derive an expression for
I(Y;U). We have

I(YV;U) = I(X,Y;U) — I(X; UJY),
=I(X;U)+ I(YV;U|X) - I(X;U|Y),

= I(X;U)+ HY|X) - HY|U,X) — I(X;U[Y).
(27)
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As argued in [16], (27) is an important observation to find
lower and upper bounds for h.(Pxy) and g.(Pxy).

In next theorem we generalize [16, Theorem 5] considering
non-zero leakage. Necessary and sufficient conditions that the
utility in the observable private data scenario is larger than e,
i.e., he(Pxy) > €, are characterized.

Theorem 1. Forany 0 < € < I(X;Y) and pair of RVs (X,Y’)
distributed according to Pxy supported on alphabets X and
Y, we have

he(Pxy) > € (28)

if and only if
H(Y|X)>o0. (29)
Proof: The proof is provided in Appendix B. [ ]

In the next theorem we present lower bounds on h.(Pxy)
and find the conditions under which the bounds are tight.
The following theorem is a generalization of [16, Th. 6] for
correlated X and U, ie., I(X;U) <e.

Theorem 2. Forany 0 < ¢ < I(X;Y') and pair of RVs (X,Y)
distributed according to Pxy supported on alphabets X and
Y, we have

he(Pxy) > max{Lj (¢), L7 (e), L} (€)}, (30)
where
Li(e)=HYI|X)-HX|Y)+e=H(Y) - H(X) +e¢,
Li(e)=H(Y|X) —aH(X|Y) +e
—(1—a)(log(I(X;Y) +1)+4),

O =gy + o) (- )

and o = 355y The lower bound in (30) is tight fH(X|Y) =
0, i.e., X is a deterministic function of Y. Furthermore, if the

lower bound L} (€) is tight then we have H(X|Y) = 0.

Proof: The proof is provided in Appendix B. The lower
bounds L} (€) and L? (e) are derived by using Lemma 4 and
Lemma 5. |

Next, we argue that when non-zero leakage is allowed,
EFRL and ESFRL can strictly improve the utility compared
with FRL and SFRL, respectively. Using (27) utility achieved
by FRL is H(Y'|X)— H(X|Y), which is less than or equal to
utility achieved by EFRL, ie., H(Y|X) — H(X|Y) + € =
LS. Furthermore, utility achieved by SFRL is H(Y|X) —
(log(I(X;Y) 4+ 1) + 4), which is less than or equal to utility
attained by ESFRL, i.e., H(Y|X) + ¢ — aH(X|Y) — (1 —
a) (log(I(X;Y) + 1) +4) = L3 (e), since we have

Liy(e) = (H(Y]X) — (log(I(X;Y) + 1) +4)) =
e+ ﬁ (log(I(X;Y) + 1) +4) — H(eX)H(X|Y)
> 0.

The latter holds since H(X|Y) < H(X). Equality holds
if and only if ¢ = 0. For the only if part, noting that
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Hence, for non-zero leakage EFRL and ESFRL strictly im-
prove the bounds attained by the FRL and SFRL.

In the following we let € = 0 in Theorem 2 and derive lower
bounds on ho(Pxy ). In this case, for any pair of RVs (X,Y)
distributed according to Pxy supported on alphabets X and
Y we have

ho(Pxy) > max{L?, L3}, 31)

where
LY = H(Y|X) - H(X|Y) = H(Y) - H(X),
LY = HY|X) — (log(I(X;Y)+1)+4).

Note that the lower bound L(f has been derived in [16, Th. 6],
while the lower bound Lg is new. Hence, the lower bound
derived in (31) generalizes the bound found in [16, Th. 6].
In the next two examples we compare the bounds L, L§ and
L in special cases where I(X;Y) =0 and H(X|Y) = 0.

Example 1. Let X and Y be independent. Then, we have

Li(e) = H(Y) = H(X) +¢,
LHO) = HY) = MO0 + e =40 = 555),
= H(Y)—4(1 — H(X)).
Thus,
IR0 = L(6) = H(X) 4+ el — 1)
= (H(0) = (1= 57

Consequently, for independent X and Y if H(X) > 4, then
L3 (e) > Lj (¢), i.e., the second lower bound is dominant and
hE(PXpy) Z L%(E)

Example 2. Let X be a deterministic function of Y. As we
have shown in Theorem 2, if H(X|Y) =0, then
Ly(€) = Lij(e) = HY|X) + ¢

> H(Y|X)+e—(1— ﬁ)(log(H(X) +1)+4)

= L2 (e).
Therefore, L] and L§ become dominants.

In Lemma 9 which is provided in Appendix B, we find a
lower bound for supy; H(U) where U satisfies the leakage
constraint I(X;U) < e, the bounded cardinality stated in
Lemma 4 and H(Y|U, X) = 0.

In the next result, using (27) we derive an upper bound on
he(Pxy).

Lemma 6. For any 0 < e < I(X;Y) and pair of RVs (X,Y)
distributed according to Pxy supported on alphabets X and
Y we have

9e(Pxy) < he(Pxy) < H(Y|X) + ¢ = Uy (e).
Proof: By using (27) we have
he(Pxy) < H(Y|X) +sup I(U; X) < H(Y[X) +e.
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Corollary 1. If X is a deterministic function of Y, then by
using Theorem 2 and Lemma 6 we have

9e(Pxy) = he(Pxy) = HY|X) +¢,
since in this case the Markov chain X —Y — U holds.

In the next result we find a larger set of distributions Pxy
compared to Corollary 1 for which we have g.(Pxy) =
he(Pxy), where common information corresponds to the
Wyner [41] or Gacs-Korner [43] notions of common infor-
mation. One advantage of having g.(Pxy) = h(Pxy) is
discussed after Theorem 3, where we show that under the
assumption of equality between common information and
mutual information the upper bound in Lemma 6 is tight.

Proposition 3. If the common information and the mutual
information between X and 'Y are equal, then we have

9e(Pxy) = he(Pxy).

Proof: The proof follows similar arguments as the proof
of [14, Th. 2]. Let U* be an optimizer of h.(Pxy), then by
using the proof of [14, Th. 2] we can construct U’ satisfying
the Markov chain X — Y — U’, I(U*;Y) = I(U';Y) and
I(U'; X) < I(U*; X) which completes the proof. [ |

Noting that if X is a deterministic function of Y, then the
common information and mutual information between X and
Y are equal, i.e., we have

HY|X)=0= C(X;Y) =I(X;Y). 32)

The proof for (32) is provided in Appendix B. Thus, the
constraint in Proposition 3 contains a larger set of joint distri-
butions Pxy compared to the constraint used in Corollary 1.
In the next lemma we provide an important property of an
optimizer of h.(Pxy) which is used to derive equivalencies
in Theorem 3.

Lemma 7. Let U be an optimizer of h.(Pxy). We have
H(Y|X,U)=0.

Proof: The detailed proof is provided in Appendix B and
is similar to the proof of [16, Lemma 5]. The proof is by
contradiction and we show that if for an optimizer of h.(Pxy ),
denoted by U, we have H(Y|X,U) > 0, then we can build U
such that it satisfies I(U; X)) < € and achieves strictly greater
utility than U, which contradicts the assumption. [ ]

In the next theorem we generalize the equivalent statements
in [16, Th. 7] for bounded leakage between X and U, i.e.,
I(X;U) <e

Theorem 3. For any ¢ < I(X;Y), we have the following
equivalencies

i ge(Pxy)=H(Y|X)+e¢

ii. ge(Pxy) = he(Pxy),

iii. he(Pxy)=H(Y|X)+e

Proof: The statements i = ii and iii = i can be shown
by using Lemma 6 and Lemma 7, respectively. For proving ii
= iii, let U be an optimizer of g.(Pxy ), by using Lemma 7,
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(27) and Markov chain X —Y — U we show that I(U;Y) =
I(X;U)+ H(Y|X). Furthermore, we show that I[(X;U) = e,
thus, he(Pxy) = H(Y|X) + €. A detailed proof is provided
in Appendix B. ]

By using Theorem 3 and Proposition 3, Corollary 1 can be
strengthened as follows.

Corollary 2. If the common information and mutual informa-
tion between X and Y are equal then we have

ge(Pxy) = he(Pxy) = HY|X) + e

Lemma 7 and Theorem 3 generalize [16, Th. 7] for non-
zero leakage. Now let ¢ = 0 in Lemma 7 and Theorem 3.
As argued in [16] when X is a deterministic function of Y,
the necessary and sufficient conditions for having equality in
Lemma 7 are fulfilled. Furthermore, this result holds when
X and Y are independent or Y is a deterministic function
of X. However, in this work we have shown that for any
0 < e < I(X;Y), this statement can be generalized and we
can substitute the condition that X is a deterministic function
of Y by the condition that the common information and mutual
information between X and Y are equal.

Special case: H(Y|X) =0

In this section we study the bounds derived in Theorem
2 considering the scenario where H(Y|X) = 0. Considering
zero leakage scenario, ¢ = 0, the constraint H(Y|X) = 0
results in zero utility, i.e., ho(Pxy) = 0, [16, Theorem 5].
This result can be verified by using (27). We have

IU;Y)=I1U;X)+ HY|X) - HY|X,U) - I(U; X|Y)
= —I(U; X|Y).

Using 0 < I(U;Y) = —I(U;X]Y) < 0 we must have
I(U;Y) = 0. Here, we show that when non-zero leakage is
allowed we can achieve non-zero utility, however, Theorem 1
ensures that utilities larger than e can not be attained, i.e.,
he(Pxy) < e. Next, we show that if H(Y|X) = 0 we
have h.(Pxy) = €, we then propose a RV U that attains
it. Using a similar proof as (32) we conclude that if Y is
a deterministic function of X the common information and
mutual information between X and Y are equal. As a result,
by using Corollary 2 we have h.(Pxy) = e. To achieve € let
U= Y
c, wp.l—«a

belong to the support of X and o = W We emphasize
that since we only consider the range ¢ < I(X;Y’), we have
a < 1. To verify the privacy constraint we have

I(U;X) = H(X) — HX|U)
= H(X) — aH(X|Y) — (1 - a)H(X)
= alI(X;Y)

= €.

w.p. « . .
, where ¢ is a constant which does not

Using (27) we have

1U; Y)Y e - HX|Y) + HX|Y,U)

= e~ H(X|Y) + H(X|Y)

= €,
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where in (a) we use I(U;X) =
H(Y|X,U) =0.

e and HY|X) =

Special case: € = 0 (Independent X and U)

In this section we derive new lower and upper bounds
for ho(Pxy) and compare them with the previous bounds
found in [16]. In the next theorem lower and upper bounds on
ho(Pxy) are provided.

Theorem 4. For any pair of RVs (X,Y') distributed according
to Pxy supported on alphabets X and Y we have

max{L{, LY} < ho(Pxy) < min{U?, U3},
where LY and LY are defined in (31) and

Up = H(Y|X),
U =H(Y|X)+

> [ Bl Prix01) > thloa(x Py (41X) = )i+
yey
I(X;Y).

Furthermore, if || = 2, then we have

Proof: The proof is provided in Appendix B. [ ]
As mentioned before the upper bound U has been derived
in [16, Th. 7]. The upper bound UY is a new upper bound.
Thus, the lower and upper bounds on ho(Pxy) stated in
Theorem 4 generalize the bounds in [16]. Furthermore, in
case of binary Y the exact expression for ho(Pxy) has been
derived.
To study the bounds U and UY let us consider a case where
X is a deterministic function of Y. Using Corollary 1 we
know that the upper bound UY is tight. If X is a deterministic
function of Y, i.e., H(X|Y) = 0, we have

1
> [ PxlPrix(u1X) = ) log(Bx (Prix (41X) = e+
yey 0

I(X;Y)=0. (33)
The proof for (33) is provided in Appendix B. According to
(33), if X is a deterministic function of Y, then we have
U9 = U?. In other words, in this case UY is tight as well as
UY. In the next example we compare the bounds U and US
for a BSC(0) and we show that US can improve UY.

Example 3. (Binary Symmetric Channel) Let the binary
RVs X € {0,1} and Y € {0,1} have the following joint
distribution

y L=
PXY(mvy): 92 y7
25 x#y
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0

Fig. 2. Comparing the upper bounds U and U9 for BSC(6). The blue
curve illustrates the upper bound found in [16] and the red line shows
the upper bound found in this work. In fact by using Theorem 4 the red
curve corresponding to Ug can be achieved and it presents the solution for
ho(Pxy).

where 0 < % We obtain

1
Z /OIP’X{PY|X(y|X) > thlog(Px{Pyx (y|X) > t})dt =
yey

1-6
/0 Px{Pyx (0X) > t}log(Px { Py x (0]X) > t})dt-+

1-6
/9 P {(Prix (1X) > t}log(Bx { Py x (11X) > t})dt =

(1 —20) (Px(0)log(Px(0)) + Px(1)log(Px(1))) =
(1= 20)H(X) =
— (1-20).

Thus,

Uy = H(Y|X)+

3 / P {Pyix (y1X) > t} log(Bx { Py x (y|X) > t})dt+
yey’0

I(X;Y) = h(6) — (1 —20) + (1 — h(6)) = 26,
Uy = H(Y|X) = h(9),

where h(-) corresponds to the binary entropy function. As
shown in Fig. 2, we have

ho(Pxy) < US < UY.

However by using Theorem 4, since |Y| = 2 the upper bound
UY is achieved and we have

ho(Pxy) = UY.

Example 4. (Erasure Channel) Let the RVs X € {0,1} and
Y €{0,¢e,1} have the following joint distribution

5how=y
PXY(J;’:U): 27 y=¢€,
0, else
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where 0 < % We have

1
S | B lPrxulX) = (o8P P (1) > )
yey

1-60
= [ B PxO1) > 1 log(Pa{ Py (01X) > 1

1-6
+ /O Px{Py x(11X) > t} log(Px{Py x (11X) = t})dt
— —(1-0)H(X)=—(1-8).
Thus,

U =H(Y|X)+

1
Z /O]P’X{PY\X(MX) > t}log(Px{ Py x(y|X) > t})dt+
yeY

I(X;Y)=h(0)—(1—0)+h(0)+1—6—h(0) =h(0),
UY = H(Y|X) = h(0).
Hence, in this case, U} = UY = h(6). Furthermore, in [16,

Example 8], it has been shown that for this pair of (X,Y") we
have g()(ny) = h()(ny) = h(@)

In [34, Prop. 2] it has been shown that for every o > 0,
there exist a pair (X,Y) such that I(X;Y) > « and

B(X = Y) > log(I(X;Y) +1) — 1. (34)

Let (X,Y) be as in [34, Prop. 2], i.e. (X,Y) satisfies (34).
Then for such pair we have
H(Y|X) —log(I(X;Y) +1) —4 < ho(Pxv)
<HY|X)—-log(I(X;Y)+1)+1.

(35)
(36)

The lower bound in (35) follows from (31). For the upper
bound, we use (27) and (34) so that

IU;Y) < HY|X) (X = Y)
<H(Y|X) = log(I(X;Y)+1)+1.

For such pair using (35) and (31) we can conclude that the
lower bound LY = H(Y|X) — (log(I(X;Y) + 1) +4) is tight
within 5 bits.

B. Privacy-utility trade-off with non-zero leakage and per-
letter privacy constraints

In this section, we provide lower and upper bounds on the
privacy problems defined in (3), (4), (5), and (6). To do so, we
first introduce similar lemmas as Lemma 4 and Lemma 5 in
Appendix C, where we have replaced the mutual information
constraint, i.e., I(U; X) = ¢, with the weighted strong privacy
criterion 1 defined in (3) and (4). In the remaining part of this
work d(-,-) corresponds to the total variation distance, i.e.,
d(P,Q) =Y, |P(x) - Q(x)|.

In the next proposition we find a lower bound on h**(Pxy)
using Lemma 10 and Lemma 11 which are provided in
Appendix C.
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Proposition 4. For any 0 < ¢ < +/2I(X;Y) and pair of RVs
(X,Y) distributed according to Pxy supported on alphabets
X and ) we have

he* (Pxy) 2 max{Lju. (), Ljue(€)}, (37
where
2
L. (e) =H(Y|X) — H(X|Y) + %
2
L2.(e) =H(Y|X) — aH(X|Y) + —
—(1—a)(log(I(X;Y)+1)+4),
2
with o = #(,X)
Proof: The proof is provided in Appendix C. |

Considering the lower bounds on 2%*(Pxy) and he(Pxy),
ie., L;,.(c) and L} (), derived in Proposition 4 and Theorem
2, we can conclude that in high privacy regimes the utility
attained by L; .. (€) is lees than the utility achieved by Lj (e).
On the other hand, by letting € = v/2¢, we have L}..(e) =
L} (e) and L, (€) = Lj (¢). This means that the lower bounds
h¥*(Pxy) and he(Pxy), i.e., L} ..(€), L?,.(¢), L} (e), and
L2 (e), follow the same 1nequahty as (19). In the next section,
we provide a lower bound on g“¢(Pxy) by following the
same approach as in [13]. For more details about the proofs
and steps of approximation see [13, Section III].

“(Pxy)

In [13], we show that g‘(Pxy) can be approximated by a
linear program using information geometry concepts. Using
this result we can derive a lower bound for g¢(Pxy ). In this
part, we follow a similar approach to approximate g***( Pxy ),
which results in a lower bound. We emphasize that in contrast
with [13] Px ¢ (-,u) and Px Py (u) are not distribution vectors
since the sum of elements in both vectors equal to Py (u),
however, the approach to approximate g;”e (Pxy) does not
change. Similar to [13], for sufficiently small ¢, by using the
leakage constraint in g***(Pxy), i.e., the weighted strong /;-
privacy criterion, we can rewrite Px (-, u) as a perturbation
of PxPy(u). Thus, for any u we can write Px y(-,u) =
Px Py (u) + eJ,,, where J, € RI*l is a perturbation vector
and satisfies the following properties:

Lower bound on g

17 .J, =0, Yu, (38)
> Ju=0eR™, (39)
]-T . |Ju‘ S 17 V’U,, (40)

where | - | corresponds to the absolute value of the vector. We
define matrix M € RI¥I*IYI which is used in the remaining
part, as follows: Let V' be the matrix of right eigenvectors of
Px|y, i.e., Px|y = UEVT and V = [’Ul7 V2, ey UD}|], then
M 1is defined as

M = [1}1, V2, «vvy U‘X‘]T

Similar to [13, Proposition 2], we have the following result.
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Proposition 5. In (1), it suffices to consider U such that |U| <
|V|. Since the supremum in (1) is achieved, we can replace
the supremum by the maximum.

Proof: The proof follows the similar lines as the proof of
[13, Proposition 2]. The only difference is that the new convex

and compact set is as follows
1
[ngl‘] ] Ju € J},

_ [Vl _ €
\Il—{yE]RJr |My= Po(a)
where 7 = {J € RY||IJ, <1, 17-J = 0} and
R, corresponds to non-negative real numbers. Only non-zero
weights Py (u) are considered since in the other case the
corresponding Py|;(-|u) does not appear in H(Y'|U). [ |

Next, we show that Py (-|u) lies in a convex polytope. If
the Markov chain X — Y — U holds, for sufficiently small ¢
and every u € U, the vector Py (:|u) lies in the following
convex polytope

PoL T,
S, = RYN My = MPy + —S— M |7 XN
{ye TMy Y+PU(u) 0 ,

(41)

where J,, satisfies (38), (39), and (40). Furthermore, Py (u) >
0, otherwise Py |y (+|u) does not appear in I(Y;U). To prove
(41) using the Markov chain X —Y — U, we have

Ju
PU (u) '

Thus, by following the similar lines as [13, Lemma 2] and
using the properties of Null(AM) as [13, Lemma 1], we have

PIJ}

Px\v=u — Px = Pxy[Pyjy=u — Py] = ¢

Py (u)

Xy,
0

By using the same arguments as [13, Lemma 3], it can be
shown that any vector inside S, is a standard probability
vector. Thus, by using [13, Lemma 3] and (41) we have

following result.

Theorem 5. We have the following equivalency
min H(Y|U) = min  H(Y|U).
Pyy:X-Y-U Py, P

Y |U=u€Su, YUEU,
d(Px,u(-,u),Px Py (u))<e, Yuel > Pu(w) Py y—u=Py,

Jusatisfies (38), (39), and (40)
(42)

Furthermore, similar to [13, Proposition 3], it can be shown
that the minimum of H(Y'|U) occurs at the extreme points
of the sets S,, i.e., for each u € U, P}*,|U(~|u) that minmizes
H(Y|U) must belong to the extreme points of S,. To find
the extreme points of S, let 2 be the set of indices which
correspond to |X| linearly independent columns of M, i.e.,
Q] = |X] and Q C {1,.,|Y|}. Let Mg € RIFIXIXI pe
the submatrix of M with columns indexed by the set (2.
Assume that Q = {w,..,w| x|}, Where w; € {1,..,])|} and
all elements are arranged in an increasing order. The w;-th
element of the extreme point Vj can be found as i-th element

p-1
of Mg (Mpy-l-PU(u)M[ X%/lj }), ie., for 1 <i < |X|
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we have
* —1 —1 P);|1Y J
Volw) = | Mg MPy + Mo™M 0 (7).

(43)

PU (u)

Other elements of V{3 are set to be zero. Now we approximate
the entropy of V(3.
Let V{3 be an extreme point of the set S, then we have

Y
H(PY\U:u):Z Py r=u(y)log(Py|u=u(y))

—(bu + ayJy) + ole), (44)

€
Py (u)
with b, = ln((MG'MPy),  a, =
(M MIX)PE,) e RUIFL g, =
[log (Mg MPy ()], € R™I¥I, and Mg MPy (i)
stands for i-th (1 < ¢ < |X]) element of the vector
MG 1M Py . Furthermore, M (1:|X|) stands for submatrix of
M with first |X| columns. The proof of (44) follows similar
lines as [13, Lemma 4] and is based on first order Taylor
expansion of log(1 + z). By using (44) we can approximate
(3) as follows.

For sufficiently small €, the minimization problem in (42) can
be approximated as follows

[
Py (u)b, + eayJy, 45
Py(.), {Ju,ueu} Z v (u 45)
subject to:
B4 1Y
ZPU(U)V&M = Py, ZJu =0, Py ¢ R‘fl.
u=1 u=1

177, <1, 17 - J, =0, Vu e U,

The proof of (45) follows directly from (44) and the fact that
the minimum of H(Y'|U) occurs at the extreme points of the
sets S,,. Thus, for Py|y—, = V3 , u € {1,.. , where V3
is defined in (43), H(Y'|U) can be approximated as follows

[V

H(Y|U)= ZPU H(Pyjy—u)= Y _Py(w)by+e€ayJ,.
u=1

By using the vector 7, = Py(u) (M&:MPY) +

e (Mg (1 X)) Pyl
RI*l we can write (45) as a linear program. The vector 7,
corresponds to multiple of non-zero elements of the extreme
point Vé‘u, furthermore, Py (u) and J,, can be uniquely found
as

) (Jy) for all uw € U, where n, €

Py(u) =17 - n,,
_ Pxpy,M(1

u

: |X‘)_1Mﬂu [ —

€

(179,) Mgy} M Py]

By solving the linear program we obtain Py and J, for all
u, thus, Py|y(-|u) can be computed using (43). Let Phy
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be found by the linear program, which solves (45), and let
I(U*;Y) be evaluated by this kernel. Then we have

92 (Pxy) = I(U*Y) = Ly (e). (46)

The proof directly follows since the kernel P}, that achieves
the approximate solution satisfies the constraints in (1). In the
next result we present lower and upper bounds of g*‘(Pxy)
and hg’g(ny).

Theorem 6. For sufficiently small ¢ > 0 and any pair of RVs
(X,Y) distributed according to Pxy supported on alphabets
X and Y we have

L;we( €) < g““(Pxvy),

and for any € > 0 we obtain

D117
vy

hg"(PXY).

gwf (PX

€

9" (Pxy) <

+H(Y|X) Ugue (€),
Furthermore, for any 0 < e <
max{Ljue(€), Liue(€)} < h(Pxy),

where Lhu,@( €) and Liwz

2I(X;Y) we have

(€) are defined in Proposition 4.

Proof: The proof is provided in Appendix C. [ ]
In the next section we provide upper and lower bounds for
gf(ny) and hf(ny)

Lower and Upper bounds on g'(Pxy) and h‘(Pxy)

As we mentioned earlier in [13], we have provided an
approximate solution for g¢( Pxy ) using a local approximation
of H(Y|U) for sufficiently small e. Furthermore, in [13,
Proposition 8] we specified permissible leakages. By using
[13, Proposition 8], we can write

gf(PXy) = sup 1(Y;U)
Pyiy: X—Y—-U

d(Px v (-|u),Px)<e, Yu
= max I(Y;U).
PyjyiX—Y—U
d(Px v (-|u),Px)<e, Yu
[UIL|Y]

(47)

In the next lemma we find a lower bound for g¢‘(Pxy),
where we use the approximate problem for (5). Let the kernel
Py« |y achieve the optimum solution in [13, Theorem 2].
Thus, I(U*;Y) evaluated by this kernel is a lower bound for
g‘(Pxy). In other words, we have

9e(Pxy) = I({U*;Y) = Ly.(e). (48)

The proof follows since the kernel P, that achieves the
approximate solution satisfies the constraints in (5). Next we
provide upper bounds for g¢(Pxy ). To do so, we first bound
the approximation error in [13, Theorem 2]. Let Q' be the
set of all ; C {1,..,|V|}, || = |X], such that each €);

produces a valid standard dlstrlbutlon vector MQ MPy, ie.,

all elements in the vector M, M Py are positive.
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Proposition 6. Let the approximation error be the distance
between H(Y|U) and the approximation derived in [I3,
Theorem 2]. Then, for all € < %62, we have

3
|Approximation error| < T

1 €2

21Xl

Furthermore, for all € <

the upper bound can be

strengthened as follows

1 1
Approximation error| < + .
App < e 1z A
min —1
where €2 = y,Qcql Mg MPy (y) HQ = MélM(l

maxXgeqnl [omax (Ha)|

|X|)P);|1Y1 and Oax IS the largest right singular value.

Proof: The proof is provided in Appendix C. |

As a result we can find an upper bound on g(Pxy ). To do

so let approx(g¢) be the value that the kernel Py«|y in (48)
achieves, i.e., the approximate value in [13, (7)].

Corollary 3. For any 0 < e < %62 we have

3
9¢(Pxy) < approx(g) + 1= Uy (e),

the upper bound can be

1 _ e
furthermore, for any 0 < € < 5—72

Vixl

1 1
+ =U? ().
eV -1z aw e
In the next theorem we summarize the bounds for g‘(Pxy
and h!(Pxy), furthermore, a new upper bound for h’(Pxy
is derived.

strengthened as

gt (Pxy) < approx(g) + 5

~— —

Theorem 7. For any 0 < € < Le; and pair of RVs (X,Y)
distributed according to Pxy supported on alphabets X and
Y we have

Li(€) < gi(Pxy) < Ull(e),

where L} (€) is defined in (48) and for any 0 < e < z EIQXI

we get
Lye(e) < gi(Pxy) < Uz (e),

furthermore, for any 0 < €

gt (Pxy) < W(Pxy) € ——— + HY|X) = Upe(e).

Px
Proof: Tt is sufficient to show that the upper bound
on hY(Pxy) holds, ie., Uy(e). To do so, let U satisfy
d(Pxu(-|lu), Px) < ¢, then we have
I(U5Y) = I(X;0)+ HY|X)~ [(X; U]Y) ~ H(Y|X,U)
<I(X;U)+H(Y|X)

2
D5 py D0 0P | iy

min Py

€2

= HY|X
minPXJr (Y1),

where (a) follows by the reverse Pinsker inequality. ]
In next section we study the special case where X is a
deterministic function of Y, i.e., H(X|Y) = 0.
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Special case: X is a deterministic function of Y

In this case we have

h(Pxy) = g (Pxy)

(49)

= max I(Y;U)
Pyjy: X—Y—U
d(Px v (-,u),Px Py (u))<e, Yu

U<y

= sup 1(v;v),
PU‘y:d(Px,U(-,u),PXPU(u))Se, Yu

U<y

h(Pxy) = gt(Pxy) (50

max 1(Y;U)
Pyy:X—Y-U
d(Px v (-|u),Px)<e, Yu
U<V
= sup
Py |y :d(Pxu(-|u),Px)<e, Vu
U] <[V

I(Y;U),

since the Markov chain X — Y — U holds. Consequently, by
using Theorem 2 and (49) we have the next corollary.

Corollary 4. For any 0 < € < /2I(X;Y) we have

max{L; .c(€), L (e), L;we (6)} < g% (Pxy) < Ugue (€).

We can see that the bounds in Corollary 4 are asymptotically
optimal. The latter follows since in the high privacy regime,
ie., the leakage tends to zero, Ugu:(e) and L}LM (e) both
tend to H(Y|X), which is the optimal solution to go(Pxy)
when X is a deterministic function of Y, [16, Theorem 6].
Furthermore, by using Theorem 3 and (50) we obtain the next
result.

Corollary 5. For any 0 <e < %62 we have

Ll (€) < gt (Pxy) < min{U,(€), Upe () }.
Remark 9. For deriving the upper bound Uy (€) and lower
bounds L} . () and L?.,.(€) we do not use the assumption
that the leakage matrix Pxy is of full row rank. Thus, these
bounds hold for all Pxy and all € > 0.

Next result shows a property of the optimizers of h***( Pxy)
and hﬁ (P XY ) .

Proposition 7. Let U, and U, be any optimizers of h**(Pxy)
and h(Pxy), respectively. Then we have

H(Y|X,Uy) = H(Y|X,Us) = 0.

Proof: The proof follows similar arguments as for
Lemma 7. In the proof of Lemma 7, instead of U use U;
and let U’ be produced in a similar way. The only difference
is that instead of showing I(U; X) < ¢, we need to show that
d(Px (-, u), Px Py(u)) < € for all u, where U = (U’,Uy).
The latter holds since U’ is independent of (Uy, X) and U,
satisfies the strong privacy criterion 1. The same proof works
for Us. [

In the next part, we study a numerical example to illustrate
the new bounds.
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Fig. 3. Comparing the upper and lower bounds on ge(Pxy ), he(Pxy ), g¢(Pxy), h¢(Pxy), g**(Pxy), and h’*(Pxy). The upper bounds Uglz (e)
and U;Z (€) are valid for € < 0.0171 and € < 0.0121, respectively. On the other hand, the upper bound U, . (¢) is valid for all € > 0.

Example

Let us consider RVs X and Y with joint distribution

0.693 0.027 0.108 0.072 . .
P”‘kmmow5&m4&m%Umym“mmn
of €2 in Proposition 6 we have e; = 0.0341. Fig. 3 illustrates

the lower and upper bounds on g.(Pxy ), he(Pxy), ¢ (Pxy),
hY(Pxy), g**(Pxy), and h***(Pxy) derived in Theorem 2,
Theorem 6, and Theorem 7. As shown in Fig. 3, the upper
bounds U, (¢) and UZ(e) are valid for ¢ < 0.0171 and
e < 0.0121, however the upper bound Upe(e) is valid for
all € > 0. In this example, considering the upper bounds in
Theorem 7, we can see that for any ¢ the upper bound Uy (¢)
is the smallest upper bound for g’(Pxy). Furthermore, the
upper and lower bounds on gf(Pxy ), h(Pxy), i.e., Lyue(e),
U,we(€) and Ly ., (€) obtained in Theorem 6 are illustrated. We

hwe
can see that Lj ., (€) > Lguwe(€). The lower bound L7, (e) is

wl
not shown in I?ig. 3 since in this particular privacy range, the
term (1 — a)(log(Z(X;Y) 4+ 1) 4+ 4) outweighs the value of
H(Y|X). As a result, including it as a lower bound would not
be meaningful or effective. Likewise, the lower bound L? (¢)
on h.(Pxy) is also not shown in Fig. 3. More comparisons can
be made by utilizing the relationships established in Section
I, e.g., (19), (20), (22), (23), (25), and (26). For instance, we
can see that Lguwe(€) > L (e). This result can be motivated by
examining the relationship between ¢g“*(Pxy) and g‘(Pxy)
as derived in equation (26). It is important to note that (26)
does not imply L,we(e) > L,e(€). However, by considering
the inequality Lguwe(€) > Lye(€), we can assess the behavior
and effectiveness of the respective lower bounds utilizing (26).
In other words, “good” lower and upper bounds on g‘(Pxy)
and g"‘(Pxy) must satisfy (26). If they do not meet this
requirement, it becomes necessary to consider both bounds
on g/(Pxy) and g%*(Pxy) simultaneously. Along the same
lines, we can also see that U} (¢) > Uy, (€) which is motivated
by (22). This follows since in this privacy regime we have
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/ €2

€ = mmpr S € (min Px = 0.1) which results in

hE(Pxy) < he(Pxy) < he(Pxy).

To compare L; . (€) and Lj (¢), using Theorem 2 and Theo-

rem 6 we have
Ly (€) = L (e),

where € = v/2¢. This result also fulfills (19) and can be seen
in Fig. 3. Next, we provide an example that demonstrates the
dominance of the lower bound Ug% (€) over other lower bounds,
such as Uy (€) and U, (e), for qgt.

0.350 0.025 0.085 0.040

0.025 0.425 0.035 0.015
€2 = 0.1994. Fig. 4 illustrates the lower and upper bounds
for g!(Pxy) and g»¢(Pxy). We can see that for € < 0.0705,
UgQZ (€) is the smallest upper bound and for € > 0.0705, Uy (€)
is the smallest upper bound on g‘(Pxy). As a result both
lower bounds Uy, (€) and Usg(e) can be used for g‘(Pxy).
Moreover, it can be seen that U, (€) < Ugue(e) and L, (¢) <
Lguwe(€). Likewise, these inequalities can be examined using

(20).

Let Pxy = . In this case,

C. Privacy-utility trade-off with non-zero leakage and priori-
tized private data

In this part we find lower and upper bounds for h? (Px, x,v )
defined in (8). To find lower bounds we use similar techniques
as used in Theorem 2 and Proposition 4, i.e., we use extended
versions of FRL and SFRL for correlated (X3, X5) and U.

Theorem 8. For any 0 < € and RVs (X1, X5,Y) distributed
according to Px, x,y supported on alphabets Xy, X5 and Y
we have

max{Ljy (), Li» (€), Ly (€)} < h2(Px,x,v) < Ups (),
(51)
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Fig. 4. Comparing the upper and lower bounds for g@*(Pxy) and g(Pxy). The upper bounds Ugle (€) and UgQZ (e) are valid for ¢ < 0.0997 and
€ < 0.0705, respectively. However, the upper bound U ¢ (€) is valid for all € > 0.

where =HX1|Y)-H(Y)-4
Lip(€) = e+ H(Y|X1, Xa) = H(X), Xo]Y), =0 9
Ly, (€) = e+ H(Y|X1, X2) — aH(X,|Y) So, in this case L7, (€) > max(L},(€), L3, (¢)).
— (log(I(X1, Xo2;Y) + 1) +4), Case 3: Let Y be independent of (X;,X>) and assume

H(X1,Xs) > 4. In this case we have L?,(e) > L}, (e) and
L, (€) > Ly, (e).
Case 4: Let X; be a deterministic function of X5 and

Y|X1,X2) —OéH(X17X2‘Y)
(log(I(X1, X2;Y) +1) +4),

I
—~
—
|
Q
e N e

Ul (e) = e+ H(Y|X1, Xo), H(Xs|Y) > log(I(X2;Y)+1)+4. A simple example can be

it o e letting X1 = f(X2) and H(Xo|Y) > #X2) 4 9 which results

H(X2)" in H(X2|Y) > log(I(X2;Y) + 1) + 4 using log(x + 1) < a.

Proof: The proof is provided in Appendix D. m Note that considering X; = f(X3) does not violate the

To compare the lower bounds L}, (€), L2, (¢), and L3, (e) priority constraint I(U; X;) < I(U;X>), since in this case
we consider four cases as follows. the inequality holds for any U. We have

Case 1: Let X7 be a deterministic function of Y, then we have 3 5
H(X1,Xo]Y) = H(X»|Y). Hence, in this case L},(e) >  Lnr(€) = Ly (€)

L3,(€) > L3, (e). _ 6H(XQ\Y) n elog(I(Xg; Y)+1)+4 B 6H(X2|Y)
Case 2: Let X, be a deterministic function of ¥ and assume H(X3) H(X5) H(X5)
that 4 + H(Y) < H(X1]Y). In this case, we have log(I(X2;Y)+1)+4

L3 () = L (0 N HE)

= a (H(X|Y) —log(I(X1;Y) + H(X:X1) + 1) — 4) =0

(a) Furthermore,

> a(H(Xq1|Y) - I(X;Y) — H(X2|Xy) — 4)

®) wo (€) = L ()

> o (H(X1[Y) — I(X1;Y) — H(Y|Xy) - 4)
= a(HX|Y) ~ H(Y) — 4)
>0, (52)

= (1 a) (H(X2|Y) —log(I(X2;Y) +1) —4)

I \/

. . Hence, in this case L3,(¢) > max{L?,(c),L+,(e)}. The
where (a) follows since 103(1 +) < and in step (b) we use upper bound U}, (€) is attained whenever the pair (X7, X») is
H(X2|X1) < H(Y]Xy) since H(X2|Y) = 0. Furthermore, " goterministic function of Y. In this case Ul (€) = Lj, (e).

L2 (e) — th( ) Next we compare the bounds obtained in Theorem 8 and
Theorem 2. As we outlined in Section III, lower bounds on

= H(XG|Y) = log(I(Xy; V) + H(X5|Xy) + 1) — 4 h?(Px, x,y) can be used as lower bounds on h?(Px, x,y)
> H(Xq]Y) = I(X1;Y) — H(X2|Xy) — 4 since we have h?(Px,x,v) < ho(Px,x,v). Let X =
>H(X,|Y)-I(X;;Y)—-HY|X;)—4 (X1,X2), using Lemma 6, Theorem 2, and Theorem 8 we
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have

Ly (€) = Ly (e),
Ups(€) = Uy (e).

(54)
(55)
In the following we consider two scenarios to compare L3, (€)
and L3, (e) with L7 (e).

Scenario 1: To compare L3,(¢) with L3 (e), let us assume
that H (X1, Xo|Y) < log(I(X1,X2;Y) + 1) + 4. A simple
example can be considering X; and X, as binary RVs. In this
case we have

L (€) = L (€)
= B (log(I(X1,X2;Y) + 1) +4— H(Xy, X2|Y))
07

Y%

where § = e(g5y — T X))

Scenario 2: To compare L7,(e) with L7 (e), let us assume
that X5 is a deterministic function of Y and H(X:|Y) >
log(I(X1,X2;Y)+1)+4. As we pointed out earlier a simple
example is to let 4 + H(Y) < H(X;|Y) which leads to
H(X41]Y) > log(I(X1,X2;Y) 4+ 1) + 4. In this case we have

L}%P (6) - L}Qz (6)
=B(H(X1]Y) —log(I(X1, X2;Y)+1) —4)
> Oa

where 3 = m Moreover, by using (52), (5§3), and (54)
we have

Ly (€) > max{Lj(€), Li» (€), Ly (€) = L (€)}-

Consequently, in this scenario L?,(€) can improve the lower
bounds L}, (€) and L? (e) that are derived for he(Px, x,v)-
Using the comparisons between the lower bounds on
he(Px, x,v) and h?(Px, x,y ), we can conclude that in some
scenarios randomizing over X, can achieve better utilities
compared to randomizing over (X7, X5).

Similar to Lemma 7 and Proposition 7 it can be shown that if
U is an optimizer of h?(Px, x,y), then Y is a deterministic
function of U and (X1, X2).

Proposition 8. Ler U be an optimizer of h?(Px, x,y), then

H(Y|X1,X2,U) =0.

Proof: The proof follows similar arguments as in
Lemma 7. Let U be an optimizer of h?(Px, x,y) and
H(Y|Xy,X5,U) > 0. Consequently, I(X;,X5:U) < ¢ and
I(X1;U) < I(Xo;U). Let U’ be produced by FRL using
(X1, X»,U) instead of X in Lemma 1 and same Y. Thus,
I(Y;U’) > 0 and by letting U = (U’,U) and using similar
arguments as in Lemma 7 we have I(Y;U) > I(Y;U).
Furthermore,

I(X1, Xo,U) 2 I(Xy, X5, 0) < e,

10 0) 2 10 0) < 1(X0;0) € 10X 0),

where (a), (b) and (c) follow from the fact that U’ is indepen-
dent of (X, Xo,U). Thus, U achieves strictly larger utility
than U which contradicts the optimality of U. ]
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V. CONCLUSION

Different information theoretic data disclosure problems
have been studied in this work. The FRL and SRFL have
been extended by relaxing the independence constraint and
allowing certain amount of leakage using different privacy
measures. It has been shown that by using extended versions
of the FRL and SFRL lower bounds on privacy-utility trade-
off functions can be derived. The results are useful since the
proofs are constructive and therefore valuable for mechanism
design and the bounds on optimality serve as a benchmark.
Concepts from information geometry can be used to find lower
bounds on privacy-utility trade-off functions considering the
hidden private data scenario when per-letter privacy constraints
(strong privacy criterions) are used.
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APPENDIX A

Proofs for Section Il and Section III:

Proof of Proposition 1: For each u € U we have

LYX;U = u) = d(Px|y=u(-lu), Px)

= d(Px|y Pyju=u(-|u), Px)y Py)

==§:|§;watuyxpyw:u@>—
(G)ZZPXIY (@,9)|Pyjv=u(y) = Pr(y)|
= Z ZPX|Y($a |Pyr=u(y) — Py (v)|
:§:|;Y|U=u(y) — Py (y)|

=LYY;U = u),

Py (y))|

= d(Pyjy=u(-lu), Py)
where (a) follows from the triangle inequality. Furthermore,
we can multiply all the above expressions by the term Py (u)
and we obtain
L2(X;U =u) < L2Y;U =u).
Proof of (18): We have

e>I(U; X) ZPU

@ Pu(u)
>
DR

_ (Pu(d(Pxyy (), Px))’
= 2

D(Pxy(-|u), Px)

d(Pxju(-Ju), Px))*

where (a) follows by the Pinsker’s inequality [44].
Proof of (21): We have
2
d(Pxu(-|u), Px))

>2;%w(lm&

< Z Py (u (mmsz)

62

min Py’

where (a) follows by the reverse Pinsker’s inequality [44].

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



This article has been accepted for publication in IEEE Transactions on Information Theory. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIT.2023.3326070

APPENDIX B
Proofs for Privacy-utility trade-off with non-zero leakage:

Proof of Lemma 4: Let U be the RV found by FRL and let

X, wp. «

W = , where ¢ is a constant which does

c, wp.1l—«
not belong to the support of X and Y and o = ﬁ We
show that U = (U, W) satisfies the conditions. We have
I(X;U) =1(X;U,W)
— [(0; X) + I(X; WD)

Y B(x) - HX|T,W)

= H(X)—-aH(X|U,X)—-(1—a)H(X|U,c)
=HX)-(1-a)H(X)=aH(X) =e,

where in (a) we used the fact that X and U are independent.
Furthermore,

H(Y|X,U)=H(Y|X,U,W)

=aH(Y|X,U)+ (1 —-a)H(Y|X,U,c)

= H(Y|X,U) = 0.
In the last line we used the fact that U is produced by FRL.
Proof of Lemma 5: Let U be the RV found by SFRL
and W be the same RV which is used to prove Lemma 4.
It is sufficient to show that I(X;U|Y) < oaH(X|Y) +
(1 —a)log(I(X;Y)+ 1)+ 4] since all other properties are
already proved in Lemma 3. We have
I(X;U,W|Y)=I(X;U|Y) + I(X,W|U,Y)

W I(X;01Y) + aH(X|0,Y)
I(X;U|Y) + a(H(X|Y) - [(X;U|Y))

= aH(X|Y)+ (1 —a)I(X;U]Y)

(b)
<aH(X|Y)+(1—a)log(I(X;Y)+1)+4],
where in step (a) we used the fact that
I(X,W[0,Y) = H(X|0,Y) - HX|W,0,Y)
= H(X|U,Y) - (1 -a)H(X|U,Y)
= aH(X|U,Y),
and (b) follows since U is produced by SFRL.
Lemma 8. For any pair of RVs (X,Y) distributed according
to Pxy supported on alphabets X and ), where |X| is finite
and |Y| is finite or countably infinite, there exists RV U such
that it satisfies (11), (12), and
HU)< Y HY|X =)+ e+ h(a)
reX

with o = ﬁ and h(-) denotes the binary entropy function.

Proof: Let U = (U, W) where W is the same RV used
in Lemma 4 and U is produced by FRL which has the same
construction as used in proof of [16, Lemma 1]. Thus, by using
[16, Lemma 2] we have

HU)< Y HY|X =),
rEX
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therefore,
H(U)=H(U,W) < HU)+HW),
<Y HY|X =z)+HW),
reX
where,
H(W)=—(1-a)log(l — a)=»_ aPx(z)log(aPx(z)),
reX
= h(a) + aH(X),
which completes the proof. [ ]

Proof of Theorem 1: For proving the first part let
he(Pxy) > e. Using (27) we have

e<h(Pxy)<HY|X)+ sup I(X;0U)

U:1(X;U)<e
= H(Y|X)+e=0< HY|X).

For the second part let H(Y|X) > 0. Using [33, Lemma 1]
we have

H(Y)
I(X;Y)

he(Pxy) > ge(Pxy) > € (56)

Using H(Y|X) > 0 we have % > 1 which results in
hE(ny) > €.
Proof of Theorem 2: L3 (¢) can be derived by using [33,
Remark 2], since we have h.(Pxy) > g.(Pxy) > L3 (¢). For
deriving L} (€), let U be produced by EFRL. Thus, using the
construction of U as in Lemma 4 we have I(X,U) = € and
H(Y|X,U) = 0. Then, using (27) we obtain
he(Pxy) = I(U;Y)
=I(X;U)+HY|X)-HY|U,X)-I(X;U|Y)
=e+ HYI|X)- HX|Y)+ HX|Y,U)
>e+ HY|X) - H(X|Y) = Lj (e).
For deriving L3 (e), let U be produced by ESFRL. Thus,
by using the construction of U as in Lemma 5 we have
I(X,U)=¢, HY|X,U)=0and I(X;U]Y) < aH(X|Y)+
(I1—a) (log(I(X;Y) + 1) + 4). Then, by using (27) we obtain
he(Pxy) = I(U;Y)
=I(X;U)+HY|X)-HY|U,X)-I(X;U|Y)
=e+ HYI|X)-I(X;U|Y)
>e+ HY|X)—aH(X]Y)
+ (1 —a)(log(I(X;Y) + 1) +4) = Li(e).
Let X be a deterministic function of Y. In this case, set ¢ = 0
in L} (€) so that we obtain ho(Pxy) > H(Y|X). Furthermore,
by using (27) we have ho(Pxy) < H(Y|X). Moreover, since
X is a deterministic function of Y, the Markov chain X —
Y — U holds and we have ho(Pxy) = go(Pxy) = H(Y|X).
Therefore, L3 (¢) can be rewritten as

=AY Ly - H(x) (%) |
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L3 (€) can be rewritten as follows

L2(e) = H(Y|X)+e—(1— ﬁ)(log(H(X) 1) +4).

Thus, if H(X|Y) = 0, then L} (¢) = L3(e) > L?(e). Now
we show that L} (€) = L3 (¢) is tight. By using (27) we have

1U;Y) Y 1(X,U) + H(Y|X) - HY|U, X),

< e+ H(Y|X)=Li(e) = Li(e).

where (a) follows since X is deterministic function of Y which
leads to I(X;U|Y) = 0. Thus, if H(X|Y) = 0, the lower
bound in (30) is tight. Now suppose that the lower bound
L} (e) is tight and X is not a deterministic function of Y.
Let U be produced by FRL using the construction of [16,
Lemma 1]. As argued in the proof of [16, Th. 6], there exists
x € X and y;,y2 € Y such that PX|U,Y(x|ﬂ7y1) > 0 and
Py gy (x]@,y2) > 0 which results in H(X|Y,U) > 0. Let
U = (U,W) where W is defined in Lemma 4. For such U
we have

H(X|Y,U) = (1 - a)H(X]Y,U) >0,

a

= 1Y) Y e+ H(Y|X) - HX|Y) + H(X|Y,U)
> e+ H(Y|X) — HX|Y).

—~
N

where in (a) we used the fact that such U satisfies I(X;U) = ¢
and H(Y|X,U) = 0. The last line is a contradiction with
tightness of L}L(f)’ since we can achieve larger values, thus,
X needs to be a deterministic function of Y.

Lemma 9. For any pair of RVs (X,Y) distributed ac-
cording to Pxy supported on alphabets X and ), then
if U satisfies 1(X;U) < ¢ H(Y|X,U) = 0 and |U| <
(XY = 1) + 1] [[X] + 1], we have

sup HU)>aH(Y|X)+(1 — a)(ma}({H(Y|X =1z))
U fas

+h(a)+e > HY|X)+h(a)+e,
where o = ﬁ and h(-) corresponds to the binary entropy.

- X, w.p.

Proof: Let U = (U, W) where W = { > VP @

c, wp.1l—«
and c is a constant which does not belong to the support of
X, Y and U, furthermore, U is produced by FRL. Using (27)

and [16, Lemma 3] we have

HU|Y)=H(U) - HY|X)+ I(X;U]Y)
Y ma H(Y|X =) — H(Y|X)

+ H(X|Y) - H(X|Y,U), (57)

where (a) follows from [16, Lemma 3]. Fu~rthermore, in the
first line we used I(X;U) = 0 and H(Y|U, X) = 0. Using
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(27) we obtain

HO) Y HUY)+HY|X)~H(X|Y)+e+r HX|Y,U),

O HWY) + aH (O, X) + (1 — a)H({O|Y)

+H(Y|X) - HX|Y)+e+ (1 —a)H(X|Y,U),

9 (0= )H(X|Y) + h(a) + aH(T|Y, X) + €

+(1—a)HO|Y)+H(Y|X)+ (1 —a)H(X|Y,U),

%’ (a —D)H(X|Y) + h(a) + aH(U|Y, X)
+(1- a)(aneajch(Y|X =z)—-H(Y|X)+ H(X|Y)

—~HX|Y,U)) + HY|X) +e+ (1 —a)H(X|Y,U)
=aH{Y|X)+ (1- a)(rxnea%(H(Y\X =2x))+ h(a) +e

In step (a) we used I[(U;X) = ¢ and H(Y|X,U) = 0 and
in step (b) we used H(U|Y) = HW|Y) + H(U|Y,W) =
H(W|Y)+aH(U|Y,X)+(1-a)H(U|Y) and H(X|Y,U) =
H(X|Y,U,W) = (1 — )H(X|Y,U). In step (c) we
OéP)ﬂy(fL") 1fw=1:,

used the fact that Py y = . since
11—« if w=c,

P w=zx,- P Jw=z)Pw (w=x
£W|Y(w j CU|) = W’;S(,(.) ) = Paw(l py()A)W( ) —
W = aPx)y(z|), furthermore, Py y(w =
¢|) = 1 — a. Hence, after some calculation we obtain
H(W|Y) = h(a) + «H(X|Y). Finally, step (d) follows from
6. [ ]
Remark 10.  The constraint [U| <

XY —=1)+1][|X|+1] in Lemma 9 guarantees that
supy H(U) < 0.

Proof of Theorem 3:

e i = ii: Using Lemma 6 we have H(Y|X) + ¢ =
9e(Pxy) < he(Pxy) < H(Y|X) +e. Thus, g(Pxy) =
he(Pxy). )

e ii = iii: Let U be an optimizer of g.(Pxy ). Thus, the
Markov chain X —Y —U holds and we have I(X;U|Y) =
0. Furthermore, since g.(Pxy) = he(Pxy) this U
achieves h(Pxy). Thus, by using Lemma 7 we have
H(Y|U,X) =0 and according to (27)

I(U:Y)=1(X;U)+H(Y|X)-H(Y|UX)-I(X;U]Y)
=I1(X;U)+H(Y|X). (58)

We claim that U must satisfy I(X;Y|U) > 0
and I(X;U) = e For the first claim assume that
I(X;Y|U) = 0, hence the Markov chain X — U — Y
holds. Using X — U —Y and H(Y|U, X) = 0 we have
H(Y|U) = 0, hence Y and U become independent.
Using (58)

HY)=1(Y;U)=1(X;U)+H(Y|X),
= I[(X;U) =I(X;Y).
The last line is a contradiction since by assump-
tion we have I(X;U) < e < I(X;Y). Thus,

I(X;Y|U) > 0. For proving the second claim assume
that [(X;U) = ¢ < e. Let U = (U,W) where W =



This article has been accepted for publication in IEEE Transactions on Information Theory. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TIT.2023.3326070

Y, wp. « . -
p , and ¢ is a constant that ¢ ¢ XUYUU
¢, wp.1l—a«
. €e—e
and o = 7I(X;Y1|U)
assumption we have

. We show that —=%

m < 1. By the

I(X;Y) ~ I(X:0) @
x;yjo)y  — 7

€ — €1

I(X;Y|U)

where step (a) follows since I(X;Y) — I(X;U) —
I(X;YU)=I1(X;Y)—I(X;Y,U) <0. It can be seen
that such U satisfies H(Y|X,U) =0and I(X;U|Y) =0

since

H(Y|X,U) =aH(Y|X,U,Y)
+(1—a)H(Y|X,U) =0,
I(X;U)Y)=H(X|Y) - HX|Y,UW)
= H(X|Y) - aH(X|Y,U)
— (1-a)H(X|Y,0)
= H(X|Y) - HX|Y)
=0,

where in deriving the last line we used the Markov chain

X — Y — U. Furthermore,

I(X;0)=I1(X;U,W)=1(X;0)+ I(X;W|U)
=I(X;U)+aH(X|U) — aH(X|U,Y)
=I1(X;U) +ol(X;Y|0)
= €1 +€—¢€1

267

and

I(Y;U)=I(X;U)+H(Y|X)—H(Y|UX)-I(X;U]Y)
—e+ H(Y|X).

Thus, if I(X;U) = €; < € we can substitute U by U
for which I(U;Y) > I(U;Y). This is a contraction and
we conclude that I(X;U) = e which proves the second
claim. Hence, (58) can be rewritten as

I(U;Y) = e+ HY|X).

As a result h.(Pxy) = € + H(Y|X) and the proof is
completed.

e iii = i: Let U be the optimizer of h.(Pxy) and
he(Pxy) = H(Y|X) + e. Using Lemma 7 we have
H(Y|U,X) = 0. By using (27) we must have
I(X;U]Y) = 0 and I(X;U) = e. We conclude that
for this U, the Markov chain X — Y — U holds and as
a result U achieves g.(Pxy) and we have g.(Pxy) =
HYI|X) +e.

Proof of (32): To prove (32) we use the Wyner notion of
common information. Using (17) we know that C(X;Y) >
I(X;Y), hence, it remains to show that I(X;Y") is achievable.
Let H(X|Y) = 0 and U = X which satisfies I(X;Y|U) = 0.
We have

IU;X,Y) = I(X; X,Y) = HX) ¢ 1(X,Y).
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where (a) follows by H(X|Y) = 0.

Proof of Lemma 7: Let U be an optimizer of h.(Pxy)
and assume that H(Y|X,U) > 0. Consequently, we have
I(X;U) < e. Let U’ be founded by FRL with (X, U) instead
of X in Lemma 1 and same Y, that is [(U’; X,U) = 0 and
H(Y|X,U,U’") = 0. Using [16, Th. 5] we have

I(Y;U') >0,

since we assumed H(Y|X,U) > 0. Let U = (U,U’) and we
first show that U satisfies I(X;U) < e. We have

I(X;0)=I1(X;U,U0) =I1(X;0)+ I(X;U'0),
=I1(X;U)+HU'|U) - H{U'|U, X),
=17

(X;0)+ HU') —H({U') <¢,

where in last line we used the fact that U " is independent of
the pair (X,U). Finally, we show that I(Y;U) > I(Y,U)
which is a contradiction with optimality of U. We have

I(Y;U)=1(Y;U,U") = 1(Y;U) + I(Y;U|U"),
=1Y;U)+ 1Y, U';U) - I(U;U)
= I(Y;U)+1(Y,0)+ I(U;T|Y) — I(U';0)

(a) _
> (Y U') + 1(Y,0)

(® _
> 1(Y,U),

=

where in (a) follows since I(U;U|Y) > 0 and I[(U;U) =
0. Step (b) follows since I(Y;U’) > 0. Thus, the obtained
contradiction completes the proof.

Proof of Theorem 4: L and LY can be obtained by letting
€ = 0 in Theorem 2. U {) which has been derived in [16, Th. 7]
can be obtained by (27). UY can be derived as follows. Since
X and U are independent, (27) can be rewritten as

I(Y;U)=H(Y|X) - HYI|U,X) - I(X;U[Y),
thus, using Lemma 3

ho(Pxy) < H(Y|X) — 1(X;U]Y)

inf
H(Y|U,X)=0, I(X;U)=0
=HY|X)-y(X—->Y)
< H(Y|X)+
1
3 / Px{ Py x (X)) = t}log(Px { Py x (4 X) = t})dt

yey
+ I(X;Y).

For |V = 2 using Lemma 3 we have ¢(X — Y)
= 2yey Jo Px{Pyix(ylX) > t}log(Px{Pyx(y|X)
t})dt — I(X;Y) and let U be the RV that attains this bound.
Thus,

v

I(U;Y) = H(Y|X)+

1
S | B {PrixulX) = 6} 1oB(Pa{ P (51) > )+
yey
I(X;Y).
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Therefore, U attains US and ho(Pxy) = UZ.
Proof of (33): Since X is a deterministic function of Y, for
any y € ) we have

Py (y) _
Pyix(le) = {;;ﬂ 2=

thus,

3 / P { Py (41X) > ¢} Tog(Px { Py px (41 X) > t})dt =
yey
Py (y)

3 / B {2 |x (1X) = t} log(Px{ Py x (y|X) = t})dt
yey

> Bt P = S oeB (x = ) =

ZPY )og(Px{z = f(y)}) =
yey

> Px(x)log(Px(z)) =

yeY

- H(X) = -I(X;Y),

where in last line we used

2 yey Py (y) log(Px{z =

Dorex Zy,gc:f(y) Py (y) log(]P’X{x =
> zex Px(z)log(Px (2)).

APPENDIX C

Proofs for Privacy-utility trade-off with non-zero leakage and
per-letter privacy constraints:

Lemma 10. Forany 0 < e < /21(X;Y) and any pair of RVs
(X,Y) distributed according to Pxy supported on alphabets
X and Y where |X| is finite and || is finite or countably
infinite, there exists a RV U supported on U such that X and
U satisfy the strong privacy criterion 1, i.e., we have

d(Px y(-,u), PxPy(u)) <e, Yu, (59)
Y is a deterministic function of (U, X), i.e., we have
H(Y|U,X) =0, (60)
and
Ul <[1XI(Y] = 1) + 1] {[[&] +1]. (61)

Proof: Let U be found by the EFRL, where we let the
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leakage be 5. Thus, we have

5 = I(U; X)

=> Py(u)D
@ Pulu)
> EU: U2

®)

Z Z f:)(]éu)2 (d

u

Py (u)? 2
> Ué ) (d(Px v (), Px))
_ [d(Px,u(-yu), Px Py(u)))®
2 )
where D(-, ) corresponds to KL-divergence. Furthermore, (a)

follows by the Pinsker’s inequality [44] and (b) follows since
0 < Py(u) < 1. Using the last line we obtain

d(Px,u(:
The other constraints can be obtained by using Lemma 4. ®

Remark 11. RV U, which is specified by the FRL (Lemma 1),
satisfies all constraints in Lemma 10. However, as we show
later, it achieves less utility compared to the RV U which is
used in the proof of Lemma 10. Furthermore, we can add
constraints such as 0 < I(U; X) and 0 < € < \/2I(X;Y) 1o
Lemma 10 while the RV U found by the FRL does not satisfy
them.

Lemma 11. For any 0 < € < /2I(X;Y) and pair of RVs
(X,Y) distributed according to Pxy supported on alphabets
X and Y where |X| is finite and || is finite or countably
infinite with I(X,Y) < oo, there exists a RV U defined on U
such that X and U satisfy the strong privacy criterion 1, i.e.,
we have

(Px v (-|u), Px)

d(Px\u(-u), PX))2

(Pxju (), Px))?

u), PxPy(u)) <€, Yu.

d(Px,u(-

Y is a deterministic function of (U, X), i.e., we have

u), PxPy(u)) <€, Vu,

H(Y|U,X) =0,
I(X;U|Y) can be upper bounded as follows

(I —a)[log(I(X;Y)+1)+4],
(62)

I(X;U|Y)< aH(X|Y)+

62
and [U| < [|X|(1¥] = 1) + 2] [|[X[ + 1], where o = 557

Proof: Let U be found by the ESFRL, where we let the
leakage be % The first constraint in this statement can be
obtained by using the same proof as Lemma 10. Furthermore,
(62) can be derived using Lemma 5. |

Remark 12. RV U produced by the SFRL (Lemma 2) does
not satisfy (62) in general. However, in case of satisfying (62),
by using similar arguments for comparing the attained utility
by FRL, SFRL and the extended versions, it achieves less or
equal utility compared to the RV U which is used in the proof
of Lemma 11. Similarly, we later show that the RV found by
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proof of Lemma 11 strictly improves the utility for non-zero
leakage.

Proof of Proposition 4: For deriving L} ,.(¢) let U be
produced as in the proof of Lemma 10. Thus, I(X;U) = &
and U satisfies (59) and (60). We have

hY(Pxy) > I(U;Y)

= I(X;U)+H(Y|X)-I(X;U|Y)-H(Y|X,U)
= ; + H(Y|X) — H(X|Y) + H(X|Y,U)
> ; + H(Y|X) — HX|Y).

Next for deriving L?,,(¢) let U be produced by Lemma 11.
Hence, I(X;U) = & and U satisfies (59), (60), and (62). We

obtain
R (Pry) = IU3Y) = + HYIX) — I(X:0]Y)
> % + H(Y|X) — aH(X|Y)
—(1—a)(og(I(X;Y) +1)+4).

Proof of Theorem 6: Lower bounds on ¢“‘(Pyy) and

h¥*(Pxy) are derived in (46) and Proposition 4, respectively.

Furthermore, inequality g***(Pxy) < h**(Pxy) holds since

h¥*(Pxy) has less constraints. To prove the upper bound

on g@!(Pxy), i.e., Uyue(e), let U satisfy X —Y — U and

Py (u)d(Pxu(-|u), Px) < €, then we have
IU;)Y)=I(X;U)+HY|X)-1(X;U]Y)—

(@)

= I(X;U)+H(Y|X) -
< I(X;U)+H(Y|X)
= 3 PoWD(Pxp ), ) + HYVIX)

H(Y|X,U)
H(Y|X,U)

(d(Pxjo(-u),Px))” .

<)M P H(Y|X
_zu: U(u) min Px Y1X)
(© d(Pxu(-lu),Px)

< AN AT

< Eu Py (u) min Py |X|+H(Y|X)
(@ €| Y||X|

< 4+ HY|X

~— min Px +H(YX),

where (a) follows by the Markov chain X —Y —U, (b) follows
by the reverse Pinsker inequality [44, (23)] and (c) holds since
d(Pxu(Ju),Px) = S|Py (eilu) — Px(z)] < |,
i i (z4]u) — Px| < 1.
Moreover, (d) holds since by Proposition 5 without loss of
optimality we can assume |/| < |Y|. In other words (d) holds
since by Proposition 5 we have

9@ (Pxy) =

sup I(Y;U)
Pyjy:X—Y—U
d(PX’U(»,u),PXPU(u))Se, Yu
= max I(Y;U).
PyjyiX—Y-U
d(Px,u (-,u),Px Py (u))<e, Yu
[U|<|Y

(63)
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Proof of Proposition 6: By using [13, Proposition 2], it
suffices to assume |U/| < |Y|. Using [13, Proposition 3], let
us consider |)| extreme points that achieves the minimum in
[13, Theorem 2] as Vo, for j € {1,..,|YV|}. Let |X| non-
zero elements of Vo, be a;; + eb;; for i € {1,..,|X[} and
j € {1,..,|Y|}, where a;; and b;; can be found in [13, (6)].
As a summary for ¢ € {1,..,|X|} and j € {1,..,|V|} we have
Zi Qi = 1, Zl bij = O, 0 S [£27] S 1, and 0 S aij+€bij S 1.
We obtain

max I(U, Y) =H Y) Z Pj Z(aij + Gbij) lOg(CLij + Ebij),

Y) + Z Pj Z(aij + Ebij)(log(aij) + log(l + Ebﬂ))

aij

In [13, Theorem 2], we have used the Taylor expansion to
derive the approximation of the equivalent problem. From the
Taylor’s expansion formula we have

f(x) = f(a) + fll(, )(:E —a)+
" a (n)
f2(1)( a)’ + .. +f ( )(x—a)”+Rn+1($)7
where

i) = / eI e

_ ()

(n+1)! 6

(fﬂ - a)nJrl’
for some ¢ € [a, x]. In [13] we approximated the terms log(1+

“Le) by - bij e 4 o(e). Using (64), there exists an (;; € [0, €]
such that the error of approximating the term log(1 + ea” ) is
as follows

) W L 22— 2.
2 () =—3 14 dig, ‘ 2 (az‘j +biiCi ) ¢

Thus, the error of approximation is as follows

Approximation error —ZP (ai; + €bij) R2

+ZP
ij
1
=—> Pjlay +ebjj)z | ———— P ” €2
Z j(aij + € J)2 <aw+bu<u> € +Z

ij
(65)

An upper bound on approximation error can be obtained as
follows

| Approximation error| <

1
Pj(aij + ebij)= | —2— ) € P
|; ](aJ+6 ])2 (az]+b1]CZ]> |+|Z

(66)

By using the definition of e in Proposition 5
. . min;; a;;
we have ¢ < €2 implies € < s, o]’

since  ming; a;; min, gco1 Mg, MPY( ) and
max;; [bij| < maxgeqr [omax(Ha)|. By using the upper
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ming; aq;
bound € < Tmasg byl

by 1, since we have
b2 b2/ mines ais \ 2
\E Pji€2|<\§:Pj£ —9 )
” Qi — Q5 \ MaX;; |bij\

< \ZP mlnau| = |X|m1naw
ij

(2) 1.

we can bound the second term in (66)

where (a) follows from ) . a;; =1, Vj € {1,..,|V|}.
1

If we use 5ez as an upper bound on e, we have € <
1 min;; a;;

2 ma b We show that by using this upper bound the first
l] ij
term in (66) can be upper bounded by . We have

1 bi; 2

21N Pi(ai; + ebiy) (J>

2 %: I 77\ aij + bijCij

1 SN0

§| ij(aij + ebij) ( 6> | <
iJ

1 1

§| ij(aij + €by;)| < >

ij
where (a) follows from 0 < (;; <€, Vi, Vj, and (b) follows

(a)
] <

|bi;]
aij — €[byj|

from a|—75||b|6 < 1 for all ¢ and j. The latter can be shown
iJ ij
as follows
lbigl b5 e bi
— elb:s 1 ming; aij 1 in a:. ’
aij €|blj| ij — fﬁj‘bz"bl” ) min;; Ay

For € < %62 the term a;; — €|b;;| is positive and there is no
need of absolute value for this term. Thus, ¢ < %62 implies
the following upper bound

S 3
| Approximation error| < 1

Furthermore, by following similar steps if we use the upper

1 ey - 1
bound € < 5 ‘2X instead of € < 5€2, the upper bound on

error can be strengthened by

1 1

Approximation error| < + .
|App | NI

APPENDIX D

Proofs for Privacy-utility trade-off with non-zero leakage and
prioritized private data:

Proof of Theorem 8: The upper bound can be obtained
using the key equation in (27), since the total leakage
I(U; X1, X>) is bounded by e. The first lower bound Lj ;. (¢)
can be obtained as follows. Let U be found by FRL with
X = (Xi,Xz). Moreover, let U = (U,W) with W =
Xz, wp. a , where c is a constant which does not
c, wp.l—«o

belong to X1 UA> UY and o = We have

H(EQ)'

I(U,W; X1, X5) @ I(W; Xy, X5)

H(Xl,XQ)—aH(X1|X2)— —Oz)H(Xl,XQ)
OZH(XQ) =€,

I(U; X1, X5)
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where (a) follows since U is independent of (X, X5, W). For
the other leakage constraint we have
I(U; X2) = I(W; X3)
= aH(X>)
> al(X1; X5)
= H(X1) — aH(X1|X2) —
=I(U;Xy),

(1 —a)H(Xy)

and by using (27), we obtain
he(Px,x,v) = I(U;Y)
= e+ H(Y|X1, X2) — I(Xy1, X2; U[Y)
> €+ H Y|X1,X2> - H(X]_,X2|Y)

The bounds L7, (e) and L3, () can be obtained as follows.
Let U be found by SFRL with X = (X;, X3). Moreover,

Xo, W.p.

let U = (U, W) with W = , where c is

¢, wp.l—«a
a constant which does not belong to X} U A5 U Y and a =
H(X - Similarly we have I(U; X1,X2) =cand I(U; Xq) >
I(U; X1). Next, we expand I(U; X1, X5]Y).

I(U; X1, X5|Y) = I(U; X1, Xo|Y) + I(W; X1, X5|Y, U)
= I(U; X1, Xo|Y) + H(X1, Xo|Y,U) - H(X1, Xo|Y,U, W)
=I(U; X1, Xo|Y) + aH (X1, Xo|Y,U) — aH(X1|Y,U, X5)
=I(U; X1, X|Y) — aH(X:1[Y,U, Xo)
+ o (H(X1, Xo|Y) — I(U; X1, X2|Y))
=(1-a)I(U; X1,X2|Y)+aH (X1,X2|Y)—aH(X,|Y,U,X5).

(67)
In the following we bound (67) in two ways. We have
(67) =(1=a)I(U; X1, X, |Y) +aH (X,|Y) +al (X1; U]Y, Xz)

= I(U; X1,X2|Y)+aH (Xs|Y)—al(U; X5|Y)

(@)
< log(I(X1,X2;Y)+ 1)+ 44+ aH(X,|Y).

(68)
Furthermore,
(67) S (1—0()[((7, X17X2|Y) + O[H(Xl,X2|Y)
(®)
§ (170[) (10g([(X17X27 Y) + 1) + 4)+O[H(X1,X2|Y)

(69)

Inequalitie§ (a) and (b) follow since U is produced by SFRL,
so that I(U; X1, X2|Y) <log(I(X1,X2;Y) + 1) + 4. Using
(68), (69) and key equation in (27) we have

W (Pyoxar) > U:Y) 2

e+ H(Y|X1,Xo)—(log(I(X1, Xo;Y)4+1)+4+aH (Xs|Y))
=L, (e),

and

hP
€
d

RE(Px,x,v) > 1(U;Y)
)

—

Z €+ H(Y|X1,X2)
— ((1—&)(10g([(X1,X2,Y) + 1) + 4) + OéH(XhXQ‘Y))
=L3,(e).
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In steps (c) and (d) we used H(Y'|Xy, Xo,U) = 0. The latter
follows by definition of W and the fact that U is produced by
SFRL.
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