
IEEE TRANSACTIONS ON ELECTROMAGNETIC COMPATIBILITY, VOL. 65, NO. 3, JUNE 2023 655

Echo TEMPEST: EM Information Leakage Induced
by IEMI for Electronic Devices

Shugo Kaji , Student Member, IEEE, Daisuke Fujimoto , Senior Member, IEEE,
Masahiro Kinugawa , Member, IEEE, and Yuichi Hayashi , Senior Member, IEEE

Abstract—Electromagnetic (EM) information leakage encour-
ages attacks, wherein the attackers passively capture and analyze
EM waves that are unintentionally generated by devices. Generally,
devices with weak EM emission intensities are not targeted. How-
ever, even these devices would be subject to attacks if it becomes
possible to actively sense the electrical changes that occur within
them when information is processed. This article demonstrates
the feasibility of the information leakage threat induced by the
active sensing of input impedance changes in the input/output (I/O)
circuit of an integrated circuit (IC). Specifically, the changes in
the input impedance when information was transmitted from the
IC, were measured by irradiating the EM waves from outside the
target device. This article labels the threat as Echo TEMPEST. The
experiment validated Echo TEMPEST with an evaluation board
that simulated the I/O circuit of the IC, UART modules, and USB
keyboards. It was also demonstrated that attackers could control
the distance (obtained information from the target device), depend-
ing on the intensity of the irradiated EM waves. Furthermore, we
discussed countermeasure methods focusing on the conditions for
executing Echo TEMPEST.

Index Terms—Eavesdrop, electromagnetic emanations, electro-
magnetic information leakage, hardware security, information
security, intentional electromagnetic interference, TEMPEST.

I. INTRODUCTION

PREVIOUSLY, measures for ensuring the security of de-
vices with access to confidential information had isolated

them from the Internet and other public networks, thereby elim-
inating the path for executing attacks [1].

However, when information is processed inside an electronic
device, it generates electrical signals, such as current and volt-
age, which vary with time. These time-varying signals uninten-
tionally generate electromagnetic (EM) waves that radiate from
the device. If an attacker captures such radiated EM waves, the
device’s confidential information is leaked [2], [3]. In particular,
input/output (I/O) information of human-oriented devices (e.g.,
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Fig. 1. Diagram of a mechanism by which input/output (I/O) information,
which is the target of electromagnetic information leakage, is processed inside
the device and propagated as an electrical signal. (a) User’s input signals or
signals inside the device are processed inside the integrated circuit (IC). (b)
Signal is output to the transmission line as an electrical signal through the IC’s
I/O circuit. (c) Signals output from the I/O circuit are transmitted to the ICs or
modules for the next processing. (d) Transmitted electrical signals are received
and processed by the ICs or modules.

displays, keyboards, printers, and audio) is not encrypted, and
an attacker can obtain it by capturing and analyzing the radiated
EM waves.

Until now, attacks, known under the code name TEMPEST
[4], against information devices by capturing the radiated EM
waves have been discussed only in the fields of military and
diplomacy. Discussions related to commercial products [5], [6],
[7], [8], [9], [10], [11], [12], [13] began after the possibility of
such an attack was demonstrated by the Dutch researcher Wim
van Eck in the early 1980s [14].

Fig. 1 illustrates the information processing and electrical
signal propagation of I/O devices. Electrical signals are the main
target of information leakage caused by the capture of radiated
EM waves (EM information leakage). Radiated EM waves are
generated in the process indicated in Fig. 1(a)–(d) or their mixed
signals based on the mechanism shown in Fig. 2 [15], [16].

The above-cited threat of EM information leakage is a passive
attack in which the attacker captures EM waves radiated from
the device against the designer’s intention. It is difficult for
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Fig. 2. Diagram of a mechanism by which electrical signals inside the device
radiate as EM waves. (a) Process by which signals inside a device are radiated
as EM waves through the device’s unintentional antenna and (b) EM waves are
a mixture of multiple signals measured outside the device.

attackers to control the intensity of the radiated EM waves.
Therefore, radiated EM waves were captured with lightweight
and miniaturized measurement setups [8], [17], [18], antennas
with high gain, and instruments with wide resolution bandwidths
[19], [20], depending on the attack scenario. Contrastingly, EM
waves radiating from devices with a weak EM emission intensity
may be below the background noise in the device’s vicinity [21].
Therefore, these devices are potentially resistant to the threat of
EM information leakage, and were not considered in previous
studies [21], [22].

However, the electrical signal states and characteristics of the
circuits change when information is processed inside the device
(see Fig. 1). Therefore, if the changes in the device’s electrical
characteristics can be actively sensed using EM waves from
outside the device, it is possible to obtain the same or additional
information, which was captured from the radiated EM waves
in previous studies. If active sensing is possible from outside
the device, then attackers can control the distance (obtained
information from the target device), depending on the intensity
of the irradiated EM waves used for sensing. When such a threat
is feasible, devices that were not targeted by conventional EM
information leakage threats owing to the weak intensity of EM
emission will also need countermeasures.

In this article, we define the threat of EM information leakage
via “the signals generated by active sensing using irradiated EM
waves (Echo)” as Echo TEMPEST and investigate the feasibility
of the new threat against real devices.

The contributions of this article are as follows.
1) It is possible to obtain information using EM waves inside

the device by actively sensing the changes in the electrical
features that occur when processing the information inside
the device.

2) The distance that can be obtained information from the
target device can be controlled depending on the intensity
of the irradiating EM waves used for active sensing.

3) Information can be obtained by actively sensing a device
that is not targeted by the threat of conventional EM

information leakage owing to the weak intensity of EM
emission.

The rest of this article is organized as follows. Section II
presents the electrical features, which contain the information
transmitted from the device targeted by Echo TEMPEST, and the
principle of capturing the electrical features. Section III presents
the possibility of obtaining information from the device using the
evaluation board with the extracted circuit to generate the Echo,
based on the principle of Echo TEMPEST. Section IV validates
Echo TEMPEST using real devices that have not been confirmed
to obtain information using the conventional EM information
leakage method. Furthermore, this section shows the possibility
of controlling the distance, which can be obtained information
from the device, depending on the intensity of the irradiated
EM waves. Section V discusses countermeasure methods that
focus on the conditions for executing Echo TEMPEST. Finally,
Section VI concludes this article.

II. ELECTRICAL FEATURES TO BE MEASURED FOR EXECUTING

ECHO TEMPEST AND METHOD FOR OBTAINING INFORMATION

BY ACTIVE SENSING

This section describes the electrical features to be measured
by active sensing to obtain transmitted information from the
device. Additionally, a method for obtaining information from
the Echo generated by active sensing of the electrical features
from outside the device is described.

A. Electrical Features to be Measured for Obtaining
Information From the Device

In previous studies, time-varying electrical signals, depending
on the I/O information, had been considered as leakage sources.
They judged the EM information leakage by capturing the
radiated EM waves based on the mechanism shown in Fig. 2.

The I/O information of the device, which is the target of the
EM information leakage, is processed inside the IC and then
transmitted as electrical signals from the I/O circuit of the IC,
as shown in Fig. 1. The I/O circuit of the IC is implemented
with output buffers to match the current and voltage values
between the ICs, synchronizing the timing of electrical signals to
be transmitted and received, and improving the noise immunity
[23], [24]. Therefore, the output signals are transmitted from the
IC via the output buffer.

Focusing on the output buffer, because the switching state
of the transistor inside the output buffer changes according to
the output signal, “the input impedance of the output buffer
measured from outside the IC (input impedance)” changes based
on the value of the output signal. Based on the information being
processed, there is change in the internal state of the active ele-
ments and the circuit in which the active elements are combined.
These changes affect the input impedance and other electrical
features. Therefore, if the attacker can measure these electrical
features from outside the device by active sensing, the Echo
generated inside the device is equivalent to the information in
the radiated EM waves used by the conventional EM information
leakage method.
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Fig. 3. Conceptual diagram of Echo TEMPEST. (a) Flow of Echo TEMPEST. (b) Process of generating Echo by active sensing. (i) Irradiated EM waves propagate
to the target circuit. (ii) Absorption and reflection of the propagated EM waves occur due to the change in input impedance value based on the transmitted signal
from the target circuit. (iii) Amplitude-modulated (AM) waves generated by the time variation of the input impedance of the target circuit are radiated outside the
device as Echo.

B. Principle of Echo TEMPEST

Fig. 3(a) shows the flow of Echo TEMPEST. The information
is leaked by receiving the Echo generated by the device owing to
the irradiated EM waves. The Echo generated by active sensing
is caused by the device’s unintentional antenna, which receives
the irradiated EM waves from outside the device, and a circuit
structure that absorbs and reflects the propagated EM waves
inside the device [see Fig. 3(b)].

The EM waves irradiated from outside the device propagate
inside the device through an unintentional antenna, such as
cables connected to the device and traces on the PCB, and
reach “the circuit that processes information that is the target
of information leakage (target circuit)” [see Fig. 3(b)(i)]. The
EM waves that propagate to the target circuit are partly absorbed
into the circuit and partly reflected, depending on the value of
the input impedance of the target circuit, which varies over time
in accordance with the processed information [see Fig. 3(b)(ii)].
The reflected EM waves follow a path in the opposite direction
to the incident waves and radiate outside the device as the Echo.
Therefore, the Echo is generated as amplitude-modulated (AM)
waves, with the irradiated EM waves as the carrier wave and
the output signal of the target circuit as the modulated wave
[see Fig. 3(b)(iii)]. Based on the abovementioned principle, the
output state of the target circuit is contained in the Echo, and the
IC’s output information can be estimated by capturing and AM
demodulating the radiated Echo.

Furthermore, the intensity of the Echo radiated from the target
device depends on the intensity of the irradiated EM wave used
for active sensing. It is possible to control the intensity of the
radiated Echo by increasing the intensity of the irradiated EM
waves to the range that the circuit comprising the output buffer
of the I/O circuit can operate as usual.

III. DEMONSTRATION OF ECHO TEMPEST WITH A SIMPLE

EXPERIMENTAL SYSTEM

In this section, we create an evaluation board that extracts
the output buffers of the I/O circuits of the ICs, which is the
target circuit for Echo TEMPEST. We measured the reflection

Fig. 4. Device under test (DUT) with the inverter element mounted. (a) Circuit
diagram of the DUT. (b) Mounting layout of the DUT.

of EM waves propagated from the target circuit with different
amplitudes, depending on the value of the output signal of the
target circuit. We then show that the information can be obtained
based on the principle described in Section II.

A. Evaluation Board Using an Inverter Element

This section describes the device under test (DUT) that im-
plements an inverter element with a structure equivalent to the
output buffer of the I/O circuit of the IC as the target circuit.
Fig. 4 shows the circuit diagram and the mounting layout of the
DUT.
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Fig. 5. Input impedance measurement setup based on the value of the inverter
element’s output signals.

TABLE I
MEASUREMENT SETUP AND PARAMETERS FOR DUT

The circuit shown in Fig. 4(a) comprises an inverter element
(NXP, 74HCU04PW) and a 0.1 µF bypass capacitor (BC). The
SMA connectors were mounted as signal I/O terminals. The
input ports of the inverter element not used in this experiment
were grounded to the ground (GND).

Fig. 4(b) shows the mounting layout of the circuit shown in
Fig. 4(a). The I/O ports of the inverter element were connected
to the SMA connectors through the wiring with a trace width
of 0.4 mm on the PCB using FR-4. The 1 mm diameter vias
shared GNDs on both sides of the DUT. However, to measure
the input impedance for a wide bandwidth based on the value of
the output signals of the inverter element, the wire impedance
was not matched the I/O impedance of the inverter element at a
specific frequency.

B. Measurement of the Input Impedance Based on the Value of
the Inverter Element’s Output Signals

Fig. 5 and Table I show the measurement setup and parameters
of the input impedance based on the value of the output signals
of the inverter element.

In this experiment, a spectrum analyzer connected to a direc-
tional coupler and tracking generator were used as the measure-
ment setup. The power supply of the DUT was stabilized power
supply set at 5 V. The input and output of the DUT are connected
to the function generator and input port of the directional coupler,
respectively. A direct current (DC) block was inserted between
the directional coupler and the DUT to prevent dc from DUT
entering into the spectrum analyzer and tracking generator.

Fig. 6. Input impedance measurement result based on the output signal value
of the inverter element. The input impedance values of the DUT are indicated
as Zinv..

Next, the measurement parameters were explained. In this
experiment, we used high (5 V) and low (0 V) inputs to the
DUT to eliminate the transient response of the input impedance
based on the value of the output signals of the inverter element.
The measurement frequency range of the spectrum analyzer
was set to 20–2000 MHz, according to the frequency range
of the directional coupler. The spectrum analyzer and tracking
generator’s other parameters were set to 1 MHz RBW, 32 001
sweep points, and −20 dBm output.

The input impedance of the inverter element was calculated
from the reflection coefficient, with the characteristic impedance
of the measurement setup set at 50 Ω. In this experiment, the
spectrum analyzer calibrated the directional coupler’s input port
before connecting the DUT to measure the reflected waves
according to the value of the output signals of the inverter
element. The responses were measured using the normalizing
function of a spectrum analyzer to focus on the change in input
impedance based on the value of the output signals of the inverter
element.

The measurement results of the input impedance based on the
value of the output signals of the inverter element are shown
in Fig. 6. In Fig. 6, the input impedance values of DUT are
denoted as Zinv.. A maximum input impedance difference of
12.7 Ω was observed at 781 MHz, depending on the value of the
output signals of the inverter element. Additionally, a minimum
input impedance difference of less than 0.0001 Ω was observed
at 1278 MHz.

C. Experimental Evaluation of Echo Generation According to
Changes in Value of Inverter Element’s Input Impedance

In this section, we demonstrate that a change in the input
impedance generates an Echo based on the value of the output
signals of the inverter element, and the transmitted information
can be obtained. Fig. 7 and Table II show the measurement setup
and parameters, respectively.

In this experiment, the EM waves generated by the signal
generator were input into the output terminal of the DUT. The
EM waves were propagated to the inverter element with low
loss through coaxial cables. Furthermore, a spectrum analyzer
measured the Echo through a directional coupler at the same
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Fig. 7. Echo measurement setup generated by the change in the input
impedance based on the output signal value of the inverter element.

TABLE II
EVALUATION SETUP AND PARAMETERS FOR TO VERIFY THE GENERATION OF

ECHO

frequency as that of the propagated EM waves. The measured
EM waves were AM demodulated using zero-span mode on
a spectrum analyzer. The AM demodulated waveforms were
input into the oscilloscope. The frequencies of the propagated
EM waves were selected as 781 and 1278 MHz. These are the
frequencies at which the input impedance difference, which is
based on the value of the output signals of the inverter element,
were the maximum and minimum in the previous section. At
this time, 5 Vp−p square waves at 1 kHz were input to the input
terminal of the DUT from a function generator.

Fig. 8 shows the output signal of the DUT, and the AM
demodulation results that measured the Echo when EM waves
with frequencies of 781 and 1278 MHz were propagated to
the output terminal of the DUT. Fig. 8(a) shows the measured
waveform of the output signal of the DUT, which is a 5 Vp−p

square waves with 1 kHz. Fig. 8(b) shows the AM demodulation
waveform of the measured Echo when EM waves with 781 MHz
propagated to the DUT. It was confirmed that the amplitude
of the Echo changes according to the high/low output signal
of the inverter element. Fig. 8(c) shows the AM demodulation
waveform of the measured Echo when EM waves with 1278
MHz propagated to the DUT. The amplitude remained constant,
independent of the value of the output signal of the inverter
element, and the amplitude fluctuation of the Echo, as shown
in Fig. 8(b), was not observed. Fig. 8(d) shows the result at
781 MHz without propagating EM waves. This result indicates
that Echo was not generated. In contrast, we also confirmed that

Fig. 8. AM demodulated results of the measured Echo when EM waves were
propagated to the output terminal of the DUT. (a) Waveform was output from
the DUT. (b) AM demodulated waveform of the measured Echo when the EM
waves with 781 MHz were propagated to the output terminal of the DUT. The
waveform shows the amplitude of the Echo fluctuated according to the value
of the inverter element’s output signal. (c) AM demodulation waveform of the
measured the Echo when EM waves with 1278 MHz propagated to the output
terminal of the DUT. The waveform shows that the amplitude of the Echo did not
fluctuate based on the output signal value of the inverter element. (d) Echo was
not generated when 781 MHz was measured without propagating EM waves.

the Echo was generated according to the DUT’s output signal
when the EM waves were propagated with other frequencies
(approximately 510–1200 MHz) that had a difference in the
input impedance in the previous section.

From these results, we confirmed that a change in the input
impedance generates an Echo according to the value of the
output signal of the inverter element. Therefore, we showed the
possibility of obtaining transmitted information from the IC by
propagating EM waves to the IC’s output buffer, which has a
circuit structure equivalent to that of the inverter element.

The falling signals measured at 0.5, 1.0, and 1.5 ms in Fig. 8(b)
and (c) were due to the transient input impedance fluctuation
caused by the timing of the changes in the inverter element’s out-
put signal. Thus, it is also possible to estimate the timing of the
output signal change and the information transmitted from the
falling signals. However, this section focuses on the amplitude
fluctuation of the Echo caused by the input impedance change
according to the value of the output signal of the inverter element
evaluated in the previous section. Hence, we have excluded these
fluctuations from our discussion.

IV. EVALUATION OF ECHO TEMPEST USING REAL DEVICES

This section demonstrates that Echo TEMPEST can be ex-
ecuted using real devices. First, we describe the method for
obtaining information using active sensing. Subsequently, two
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Fig. 9. Transmitter (TX)/receiver (RX) system to execute Echo TEMPEST.
(a) TX system. A signal generator generates the EM waves while sweeping
the frequency and amplitude, and the EM waves are irradiated through the TX
antenna. (b) RX system receives the Echo radiated from the target device. The
Echo, with the same frequency as the irradiated EM waves from the TX system,
is received using the RX antenna and AM demodulated.

types of devices were used to demonstrate the feasibility of
Echo TEMPEST and demonstrate that the distance, which can
be obtained information from the device, can be controlled
depending on the intensity of the irradiated EM waves used for
active sensing.

A. Construction of a System to Obtain Information by Active
Sensing

The system for obtaining information via active sensing re-
quires transmitter (TX) and receiver (RX) systems. The system
consists of a system that irradiates EM waves onto a device
containing the target circuit and a system that receives and AM
demodulates the Echo reflected from the target circuit. Fig. 9
shows the TX/RX system for executing Echo TEMPEST.

The frequency of the propagating EM waves with low loss to
the target circuit inside the device is unknown. Therefore, in the
TX system [see Fig. 9(a)], a signal generator is used to sweep
the frequency and amplitude of the irradiating EM waves.

In the RX system [see Fig. 9(b)], the Echo generated by the
target circuit and radiated outside the device is received and
processed by software-defined radio (SDR). The signal input
to the SDR was converted to an intermediate-frequency (IF)
signal using a superheterodyne method. The converted signal is
sampled by an analog-to-digital converter to the digital signal,
and the digital signal is AM demodulated by envelope detection.
We obtained the transmitted information of the target IC from
the AM demodulated waveforms.

In this experiment, the TX/RX systems were controlled by a
PC, which synchronizes the frequency to be obtained according
to the sweep of the irradiating EM wave frequency. At this time,
the SDR AM demodulates the Echo and obtains the amplitude
of the AM demodulated waveform. Finally, we selected the
frequency with the highest amplitude for the AM demodulated
waveforms.

B. Target Signals of the Evaluated Devices

In this experiment, serial communication systems, which are
generally targeted for EM information leakage, were used as

Fig. 10. Single-ended signal was measured by tapping the transmission line
of the target UART modules. The voltage fluctuations corresponding to the 1-bit
start bit, the 8-bit data bits with the least significant bit as the first bit, and the
1-bit stop bit were confirmed.

evaluation targets. Devices that output single-ended signals and
devices that output differential signals were used as devices
with different signals transmitted from the IC among the serial
communication methods. Specifically, universal asynchronous
receiver/transmitter (UART) modules were used to transmit
single-ended signals, and universal serial bus (USB) keyboards
were used as devices transmitting differential signals.

1) UART Module: UARTs connect TX and RX devices with
a transmission line; there is no clock (CLK) signal in the
transmission line, and CLK is not shared between the TX and
RX devices. Therefore, the baud rate is shared in advance to
synchronize the bit timing between the TX and RX devices. The
start and stop bits are added before and after the data bits indicate
the start and end bits, respectively. The data bits were transmitted
from the least significant bits of the data. Additionally, a parity
bit can be inserted at the end of the data bits to detect data errors
[25].

In this experiment, the transmission line between the UART
modules was simplex to simplify the experimental target and
connected by a signal line and a GND line with a length of 1 m
cables. The bit parameters were 1 bit for the start bit, 8 bits for
the data bits, and 1 bit for the stop bit, for a total of 10 bits as one
frame. The baud rate was set to the generally used 115.2 kb/s.
The voltage value on the transmission line was positive logic;
high and idle states were set to 5 V, and low was set to 0 V.

Fig. 10 shows the waveform when “Y” was transmitted by
the UART module used for the evaluation, as measured by an
oscilloscope. The voltage fluctuations of “0100110101,” includ-
ing the start bit, data bits with the least significant bit as the first
bit, and stop bit, were observed.

2) USB Keyboard: USB keyboards generally use a trans-
mission rate of 1.5 Mb/s for USB 2.0 low-speed [26]. The
transmission line of the USB keyboard consists of VBUS, GND,
and differential signals D+ and D−, where D− is connected
to the power supply by a pull-up resistor.

When input information is transmitted from a USB keyboard
to a PC, token packets are transmitted from the PC to the USB
keyboard. Then, the input information is transmitted from a USB
keyboard to a PC as data packets. Token packets contain an
address depending on the device; therefore, a different address
is added for each connection. These signals are transmitted in
1 ms cycles in units called frames, and the transmission signals
are encoded in the NRZI format. After each packet, both D+
and D− will have a low-transmission signal to indicate the end-
of-packet (EOP).
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Fig. 11. Example of differential signals was measured by tapping the transmis-
sion line connecting a USB keyboard and a PC. The token packets transmitted
from a PC and the handshake packets transmitted from the USB keyboard are
surrounded by dashed rectangles.

Fig. 12. Diagram of the setup used to evaluate Echo TEMPEST for the UART
module.

In this experiment, there was no input to the USB keyboards
to prevent invasion of the evaluation environment and to ensure
reproducibility. The steady-state transmitted signals between
a PC and a USB keyboard were used as evaluation targets.
Fig. 11 shows an example of waveforms measured when a PC
and a USB keyboard are connected without input. The dashed
rectangles surround the token packets transmitted from a PC
and handshake packets transmitted from a USB keyboard, as
shown in Fig. 11. Handshake packets, such as data packets
containing input information, are processed by the IC inside
the keyboard and outputted through the I/O circuit. Therefore,
if Echo TEMPEST can obtain the transmission signals repre-
senting the handshake packets, data packets, which are the USB
keyboard input information, can be obtained.

C. Echo TEMPEST for UART Module

Fig. 12 shows a diagram of the experimental setup for the eval-
uation, and Table III lists the experimental setup and parameters
used in the evaluation.

The UART modules to be evaluated were connected to the
USB ports of two PCs placed on a 75 cm high wooden table
in an anechoic chamber. Two log-periodic antennas were used
for the TX/RX antennas. The TX/RX antennas were set at the
same height as the transmission line of the UART modules. The

TABLE III
EVALUATION SETUP AND PARAMETERS FOR UART MODULE

distance between the antenna and the transmission line in Fig. 12
is defined as D m, representing 1, 2, and 3 m.

The EM waves generated by the signal generator are amplified
by the amplifier and irradiated from the TX antenna to the UART
module. The intensity of the EM waves was defined as N dBm
and was changed from 0 to 30 dBm. The frequency of the
EM waves varied from 300 to 1000 MHz. This frequency band
indicates the frequency at which the wavelength is nearly equal
to the length of the transmission line between the UART modules
and the upper-frequency limit of the antennas. We selected 463
MHz as the frequency of the irradiating EM waves, where the
amplitude of the AM demodulated waveform of the Echo was
measured to be the largest in the advanced evaluation.

The Echo, generated by the UART module and radiated
outside, was received and processed by the SDR with a fixed
RX gain of 60 dB through the RX antenna. The sampling rate
of the SDR was set to 20 MS/s, which is sufficiently higher than
the UART baud rate according to the sampling theorem.

Fig. 13 shows the evaluation results of Echo TEMPEST for
the UART module. Fig. 13(a) shows the waveform measured
when the transmission line of the UART module was tapped
with an oscilloscope when the “Y” ASCII code was transmitted.
Fig. 13(b)–(d) shows the AM demodulated waveforms of the
Echo measured at a distance of D m, and the EM waves with 463
MHz were irradiated at N dBm. Each waveform was normalized
after applying a 400 kHz low-pass filter (LPF). Fig. 13(b) shows
the results measured when the distance D was set to 1 m and the
irradiation intensities N were set to 0 and 10 dBm. The voltage
fluctuations shown in Fig. 13(a) were obtained at both irradiation
intensities. Fig. 13(c) and (d) shows the results measured when
distance D was set to 2 and 3 m, respectively. In both cases,
when the irradiation intensity N of the EM waves was set to
0 dBm, the voltage fluctuations shown in Fig. 13(a) were not
observed. However, voltage fluctuations were observed when the
irradiation intensity N was increased to 20 or 30 dBm. Fig. 13(e)
shows the leakage waveform measured using the conventional
EM information leakage method without EM irradiation, and the
distance D was set to 1 m. It was impossible to obtain the voltage
fluctuation because of the weak intensity of the EM emission and
the influence of the surrounding noise.
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Fig. 13. Results of Echo TEMPEST evaluation for the UART module. (a)
Waveform of the transmission signal indicating “Y” in the ASCII code trans-
mitted from the UART module is shown as measured by an oscilloscope. (b)–(d)
AM demodulation waveforms when the distances D were set to 1, 2, and 3 m, and
the irradiation intensities N were changed from 0 to 30 dBm of the EM waves
with 463 MHz. The waveform amplitudes were normalized after applying a 400
kHz low-pass filter (LPF). (b) Waveforms were obtained by AM demodulation
of the Echo measured when the irradiation intensities N of the EM waves were
set at 0 and 10 dBm. (c) and (d) Transmission signal could not be obtained when
the irradiation intensity N of the EM waves was set at 0 dBm. However, by
increasing the irradiation intensity N of the EM waves, the transmission signals
were obtained when the distances D were changed. (e) Waveform was measured
using the conventional EM information leakage method, with the distance D set
to 1 m. The transmission signal could not be obtained.

From these results, we confirmed that Echo TEMPEST was
feasible for the UART module, which is difficult to obtain
using the conventional EM information leakage method, with
a weak EM emission intensity. We also confirmed that the
distance, which can be obtained information from the trans-
mitted information from the device, can be controlled de-
pending on the intensity of the EM irradiation. In this sec-
tion, we only show the results when an ASCII code of “Y”
was transmitted from the UART module; however, we also
confirmed that Echo TEMPEST was feasible when differ-
ent ASCII codes were transmitted in the same evaluation
environment.

TABLE IV
USB KEYBOARDS FOR EVALUATION

Fig. 14. Diagram of the setup used to evaluate Echo TEMPEST for USB
keyboards.

TABLE V
EVALUATION SETUP AND PARAMETERS FOR USB KEYBOARDS

D. Echo TEMPEST for USB Keyboards

This experiment demonstrates the feasibility of executing
Echo TEMPEST for four models of USB keyboards that trans-
mit differential signals. Table IV presents the USB keyboards.
Fig. 14 and Table V show the setup and parameters used for the
evaluation.

We used the same evaluation setup described in the previous
section, with the TX/RX antennas placed 300 cm from the
transmission line of the USB keyboard. The USB keyboard
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was connected to a PC outside the anechoic chamber using a
USB isolator. The USB isolator reduces the influence of noise
from the PC by separating the power and GND of the PC and
keyboard, and the power of the keyboard is supplied from the
stabilized power supply. The USB keyboard is connected to the
USB isolator with a taut transmission line of length L (see
Table IV). We selected the frequency of the irradiating EM
waves, where the amplitude of the AM demodulated waveform
of the measured Echo was the largest, by sweeping the frequency
band of the antenna for each USB keyboard. In addition, the RX
gain of the SDR was determined to automatically adjust the
intensity such that the received signal was not saturated by the
measurement program (see Table V).

Fig. 15 shows the evaluation results of Echo TEMPEST for
the four different USB keyboards. Fig. 15 shows the following
four types of waveforms for each USB keyboard.

(i) The waveforms were measured without input from a
USB keyboard. The waveform was measured by tapping
the measurement port on the USB isolator using an
oscilloscope. As four USB keyboards were used, the
token packets had different addresses.

(ii) The waveform was AM demodulated by the Echo. The
waveform was AM demodulated by the Echo generated
by the irradiated EM waves. The graph’s vertical axis
shows the normalized value after applying a 4 MHz LPF
to the waveform.

(iii) The waveforms were reconstructed from the AM demod-
ulated waveform according to the NRZI coding scheme.
The waveforms were binarized by signal processing of
the AM demodulated waveform obtained in (ii). Specif-
ically, the waveforms were estimated from the extreme
values of the differentiated AM demodulated waveform,
focusing on Echo amplitude changes when the transmis-
sion signals change.

(iv) The waveform was measured using the conventional EM
information leakage method, and the results of measur-
ing EM waves radiated from a USB keyboard without
EM wave irradiation.

Fig. 15(a)–(d) shows the evaluation results for USB key-
boards No. 1–4 using the parameters in Table V. Fig. 15(a)(ii)
and (b)(ii) indicates that the Echo containing token packets
and handshake packets were measured. The AM demodulated
waveforms were signal-processed, and the binarized results
are shown in Fig. 15(a)(iii) and (b)(iii). We can see that the
reconstructed waveforms have equivalent voltage fluctuations
to the waveforms in Fig. 15(a)(i) and (b)(i). We confirmed that
the Echo radiated with different amplitudes depending on the
target circuit, which was the source of the transmitted signal,
from Fig. 15(a)(ii) and (b)(ii).

The Echo is expected to contain token packets and hand-
shake packets in Fig. 15(c)(ii) and (d)(ii), which are indicated
by dashed lines. In both waveforms, the Echo corresponding
to handshake packets was measured. Fig. 15(c)(iii) shows the
reconstructed waveforms of the voltage fluctuations equivalent
to handshake packets. However, in Fig. 15(d)(iii), we con-
firmed that the timing of the transmitted signals could not be
reconstructed, and it was difficult to obtain this information. In

Fig. 15(c)(ii) and (d)(ii), the amplitude fluctuations of the Echo
corresponding to the token packets are small, making it difficult
to reconstruct the transmitted signals.

Fig. 15(a)–(d)(iv) indicates that it is difficult to reconstruct
the transmitted signals for all the USB keyboards from the
measured waveforms using the conventional EM information
leakage method.

The abovementioned results show that Echo TEMPEST could
execute on USB keyboards, which did not confirm information
leakage using the conventional EM information leakage method,
by active sensing through EM wave irradiation. Echo TEMPEST
showed that it is possible to obtain handshake packets generated
by the same process as the keyboard input information.

We confirmed the differences in the amplitude of the infor-
mation contained in the Echo depending on the target circuit
outputting the transmission signals [see Fig. 15(a)–(c)]. How-
ever, the device was found to have difficulty reconstructing the
transmission signals, even when using the proposed method [see
Fig. 15(d)]. This may be due to the small difference in the input
impedance value depending on the value of the output signal
of the target circuit, resulting in smaller amplitude fluctuations
of the generated Echo. Furthermore, the transfer function be-
tween the TX/RX antennas and the target device’s target circuit
affects the EM waves. Therefore, the irradiated EM waves and
the radiated Echo were attenuated during propagation between
the TX/RX antenna and the target circuit, and were influenced
by background noise. Therefore, it is difficult to reconstruct the
information in transmitted signals.

V. COUNTERMEASURE METHODS AGAINST ECHO TEMPEST

The countermeasures against Echo TEMPEST proposed in
this article include two types: methods that make it difficult to
obtain the Echo and methods that make it difficult to reconstruct
information from the Echo.

A. Methods that Make it Difficult to Obtain the Echo

It is necessary to propagate EM waves to the target circuit
to execute Echo TEMPEST. Thus, an attacker irradiates EM
waves with an intensity stronger than the background noise
around the target device, and measures the Echo generated by the
target device. Therefore, the following methods are considered
practical: detecting irradiated EM waves, attenuating EM waves
propagating to the target circuit, and attenuating the intensity of
the radiated Echo generated by the target device.

Methods for detecting irradiated EM waves have also been
reported. A method of detection by measuring the power supply
voltage on the FPGA that fluctuates owing to the irradiated
EM waves [27], a method of detection by measurement of the
frequency and phase synchronization gap between the reference
CLK and the FPGA’s CLK [28], a method of detection by
analysis of the abnormal operation log of the system caused
by interference with transmission signals [29], and a method of
detection by measurement using hardware consisting of SDRs
and/or discrete components [30], [31]. These methods can detect
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Fig. 15. Evaluation results of Echo TEMPEST for USB keyboards. (a) USB keyboard No. 1. (b) USB keyboard No. 2. (c) USB keyboard No. 3. (d) USB
keyboard No. 4. (a)–(d) Following four waveforms are shown for each USB keyboard. (i) Waveforms were measured by an oscilloscope without input. (ii) AM
demodulated waveform of the measured Echo by active sensing. The amplitudes of the AM demodulation waveforms were normalized after applying a 4 MHz
LPF. (iii) Waveforms were reconstructed from the extreme values of the differentiated AM demodulated waveform, focusing on the amplitude of the radiating
Echo corresponding to the change in the transmission signals. (iv) Measured waveform of the EM waves radiated from a USB keyboard without the irradiated EM
waves.
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the irradiated EM wave, which is the first stage of Echo TEM-
PEST, and interrupt the transmission process of the information,
making it more difficult for an attacker to obtain the Echo.

In addition, improving the immunity of the device and atten-
uating the radiated EM waves can be countermeasures, focusing
on the propagation of the EM waves to the target circuit and the
measurement of the Echo radiated from the device. As shown
in Fig. 15(d)(ii), if the amplitude of the Echo radiated from the
device is small, it is difficult for the attacker to reconstruct the
information because of background noise. Therefore, methods to
make it more difficult to obtain the Echo using conventional EM
information leakage countermeasure methods, such as shielding
enclosures, buildings, and connecting lines [32], [33], zoning
[32], [34], [35], and jamming using noise [36], may be applied
to Echo TEMPEST.

B. Methods that Make it Difficult to Reconstruct Information
From the Echo

The transmitted signals of the devices used for evaluation
in this article or potential Echo TEMPEST targets were not
encrypted. Altogether, information leaks when Echo occurs,
corresponding to transmission signals. In contrast, encrypting
the transmission signals may protect the information, even if
it is leaked through the Echo. However, transmission signal
encryption must be implemented at the device design stage, and
specifications and standards must be standardized among the ICs
and devices that transmit and receive information. Therefore, it
is difficult to apply this countermeasure method to a system that
has already been manufactured or is in operation.

VI. CONCLUSION

This article demonstrates the feasibility of Echo TEMPEST,
which measures electrical changes in the information transmis-
sion process by irradiating EM waves that cause information
leakage. Specifically, we focused on the input impedance of
the target circuit when the information processing inside the IC
was transmitted through the I/O circuit. We then investigated
a method to estimate the transmitted information from the am-
plitude fluctuation of the Echo generated by the reflection and
absorption of the irradiated EM wave.

In this article, we confirmed that the change in the input
impedance generated an Echo according to the value of the
transmitted signals using the DUT implemented with an inverter
element that has the same structure as the output buffer of
the I/O circuit of the IC. Then, we demonstrated the feasibil-
ity of Echo TEMPEST using the UART modules that output
single-ended signals and USB keyboards that output differential
signals. Moreover, we demonstrated that the distances obtained
information from the transmitted signals could be controlled
depending on the intensity of the irradiated EM waves using the
UART modules. We also confirmed that transmitted information
could be obtained by executing Echo TEMPEST on devices that
are not confirmed to leak using the conventional EM information
leakage method. Finally, we discussed the countermeasure meth-
ods that focused on the difficulty of obtaining and reconstructing
information from the Echo.

This article targeted a device in which information is trans-
mitted on a single line. Whether the threat can be executed for
a device in which information is divided into multiple lines
is a future topic. Furthermore, if the coupling between the
TX/RX antennas is high or if the RX antenna is affected by
the multipath of the irradiated EM waves, it may be difficult
to obtain the amplitude fluctuations from the Echo depending
on the dynamic range of the receiver. Another future topic is to
verify the feasibility of Echo TEMPEST in such environments.
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