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Abstract—In encryption circuits, the threat of fault injection
analysis remains a considerable problem. More specifically, clock
glitches generated by intentional electromagnetic (EM) irradiation
cause faulty operations and estimate internal secret keys. Gener-
ating clock glitches via intentional EM interference (IEMI) can
be performed without opening the equipment, which makes it a
real threat. Previous secret key analysis via IEMI has focused on
setup time violations. It requires the clock glitch to occur near the
critical path delay of the encryption circuit. This article examines
the faults owing to timing violations of inputs to the sequential
circuit and discusses the possibility of obtaining the secret key from
the output of the faulty ciphertext. The input timing violation of
the sequential circuit covers all times during the operation. The
bias of the output value of the sequential circuit owing to input
timing violations is evaluated using a measurement system in which
the sequential circuit alone was extracted. Secret key analysis of
encryption circuits using the bias of output values is performed
for three different implementations of the advanced encryption
standard to demonstrate its feasibility. The results indicate that
secret key analysis is possible over a wide range of shortened clock
period, regardless of the implementation method.

Index Terms—Clock glitch, fault injection, fault injection
analysis, intentional electromagnetic interference (IEMI),
statistical fault analysis (SFA).

I. INTRODUCTION

THE threat of fault injection attacks aimed at acquiring
confidential information has been highlighted [1]. Faults

are generated by applying a disturbance, such as a laser, voltage
fluctuation, or electromagnetic (EM) wave, to a cryptographic
device. The fault injection attack model can be applied to numer-
ous cryptographic algorithms, such as public key cryptography
[1], DES [2], and advanced encryption standard (AES) [3], [4],
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[5]. In AES, it is well established that the secret key can be
analyzed with a few faults in the analysis (differential fault
analysis [DFA]) based on the difference between normal and
faulty cipher text.

To perform a secret key analysis, the faults should be gen-
erated in only a part of the operation. Various studies have
been performed on fault injection methods for a cryptographic
module, such as a method of lowering the power supply voltage
[6] and a laser irradiation method [7]. The fault injection method
using clock glitch [8], [9], [10] has been adopted in several
studies owing to its feasibility. A method using intentional EM
interference (IEMI) [11], [12] has been proposed as a method
for generating clock glitches inside the device. Accordingly,
the target of the attack is extended to the device that cannot
be opened by inducing the EM wave via the power line.

The conventional fault injection methods using clock glitch
[11], [12] have primarily focused on the setup time violation of
computation. If a fault occurs only in the slowest operation in the
encryption process, a fault occurs depending on the operation.
This is exploited to analyze the secret key. Therefore, to perform
an analysis, the clock glitch should be inserted into the device
at the appropriate timing. However, when injecting from the
outside using EM waves, it cannot be synchronized with the
internal circuit, and it is difficult to insert the clock glitch at
appropriate timing.

In this article, we focus on the input timing violation fault that
occurs in the sequential circuit. Input timing violation occurs
when the input of the sequential circuit is in transition. During
the encryption process, the input of the sequential circuit signif-
icantly changes before computation is complete. Consequently,
this type of fault may expand the threat of IEMI fault injection.
The evaluation environment only implements the sequential
circuit in IC to validate the bias of the output value caused by the
input timing violation. To validate the feasibility of secret key
analysis using such a type of bias, we demonstrate the secret key
analysis on three types of implementations of AES using clock
glitch injection.

The remainder of this article is organized as follows. In
Section II, the phenomenon of input timing violation in the se-
quential circuit is described, and the new fault injection method
using this phenomenon is proposed. In Section III, we validate
the effect of input timing violation in the sequential circuit using
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Fig. 1. Image of setup time violation for secret key analysis with clock glitch
around critical path delay of encryption.

a simple circuit structure. Subsequently, we demonstrate secret
key analysis using this type of fault injection on three types of
AES implementation. The conclusion of this article is presented
in Section IV.

II. SECRET KEY ANALYSIS USING FAULT INJECTION FOCUSING

ON SEQUENTIAL CIRCUITS

A. Fault Injection Analysis Using Setup Time Violation

When plaintext is given as an input to a cryptographic circuit,
it processes the plaintext and outputs ciphertext. Processing is
performed by a combination logic circuit in synchronization
with the clock. Generally, the period of the clock must be greater
than the propagation delay time until the combinatorial logic
circuit stabilizes at the normal output. Inserting a clock glitch
shortens the clock cycle. As a result, a fault occurs when the
shortened clock cycle is shorter than the propagation delay time,
which is known as setup time violation. In a previous research on
the fault injection method using IEMI [11], DFA [4] was used as
the analysis method based on the assumption that a fault occurs
only in a part of the encryption process. Therefore, to obtain the
faults required for secret key analysis, it is necessary to shorten
the period by clock glitch near the critical path delay of the
circuit (see Fig. 1). However, when EM waves are applied from
outside the cryptographic circuit, it is difficult to synchronize
them; thus, the timing at which the clock glitch is inserted is
random. Moreover, the insertion of the clock glitch depends on
the rising edge of the clock signal [13]. Therefore, the method
proposed in [11] requires a large number of trials to successfully
perform key analysis.

B. Fault Injection Analysis Using Biased Faulty Output
Generated in the Sequential Circuit

In the encryption process, the plaintext input is randomized
by the secret key. The value is not biased even if the calculation
is terminated in the middle of the calculation due to the insertion
of the clock glitch. However, in an actual logic circuit, bias may
occur due to the analog behavior of a digital circuit. In particular,
in a sequential circuit that holds a value, it affects the calculation
in the next clock cycle.

Fig. 2. Hold value bias of sequential circuit caused by an imbalance of
threshold voltage or non-linear input voltage. (a) Threshold is center of input
range. (b) Threshold is lower than center. (c) Nonlinear input voltage.

Fig. 2 illustrates the evaluation image of the digital value
when the rising slope and the threshold voltage are nonuniform.
Generally, the cryptographic circuit is composed of a digital
circuit and operates by determining logic high (high) / logic
value low (low) with a certain threshold value for the voltage
of the input electric signal. Therefore, as depicted in Fig. 2, the
high / low boundary concerning the input voltage value exists at
the center when the time change of the input signal is linear and
the threshold value is in the center of the input voltage range.

However, the actual clock signal does not have an ideal
shape. Imbalance in drivability of positive-channel metal-oxide
semiconductor (PMOS) and negative-channel metal-oxide semi-
conductor (NMOS) [14] changes the threshold voltage, as shown
in Fig. 2(b). In this case, the high / low logic value boundary is
not divided at the center of voltage swing. This imbalance might
occur with the whole logic chip. Furthermore, the superimposed
noise, such as IEMI [11], causes a nonlinear shape in the clock
input at the I/O circuit, as shown in Fig. 2(c). This nonlinearity
causes a time change in crossing the threshold voltage. This
causes a change in the presence probability of high / low value.
Collectively, these two phenomena cause the bias in the captured
value in sequential circuits. As sequential circuits capture the
input value at the timing of crossing threshold, and high and low
value of input signal determined by the threshold and the voltage
of input signal.

The calculated value becomes random if the processing of the
encryption circuit is interrupted by the shortening of the random
clock generated by IEMI. However, since it is in the middle
of processing, many data signals undergo a transition. In that
case, it is biased toward either high or low owing to the bias,
as described above. Then, the Hamming weight (HW) changes
over the entire intermediate value of the encryption circuit.

In the research on theoretical analysis methods, a statistical
fault analysis (SFA) method that acquires a secret key using
a bias in the HW has been proposed [15], [16]. The analysis
method is also applied to fault injection using glitch insertion
by IEMI.

III. EXPERIMENT

In this section, we present the environment that simulates the
shortening of the random clock that occurs when a clock glitch
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Fig. 3. Evaluation board.

Fig. 4. Experimental set-up for validating the input time violation on sequen-
tial circuit.

occurs via EM waves and demonstrate that the output value is
biased in the sequential circuit. Thereafter, we demonstrate that
secret key analysis can be performed when a clock glitch occurs
in the implementation of multiple AES cryptographic circuits.

A. Bias of Faulty Output Value Generated in Sequential Circuit

In this experiment, the side channel standard evaluation board,
shown in Fig. 3, was used. The block diagram and measurement
equipment are displayed in Fig. 4. We used the internal D flip-
flop (D-FF) of the field programmable gate array (FPGA2) as
the target sequential circuit. The data signal was provided as
input into the FPGA2 at the rising edge of the clock. The clock
signal and data signal that served as inputs to the internal D-FF
of the FPGA2 were input from ports J3 and J13 on the board.
Moreover, the output signal of D-FF was output from the I/O
and observed with an oscilloscope (Keysight DSOX3054T) to
determine which of High and Low was captured. Data signal and
clock signal were generated using a function generator (Keysight
81160A). The pulse width of the clock and data signal was set to
200 ns. The rising and falling edges of each signal were set to 1
ns. To check the bias of the output signal, the delay time between
the clock and data was changed in the range of 0 ns to 500 ns
in increments of 0.01 ns. If there is no bias on output of DFF,
the term High should be 200 ns, while the Low term should be
300 ns.

Fig. 5. Result of the output value bias of the sequential circuit.

Fig. 5 illustrates the results of 100 captures in each delay
between the clock signal and data signal input to sequential
circuit. The vertical axis of Fig. 5 represents the probability that
High is captured. Fig. 5(a) presents all the capture results, and
Fig. 5(b) illustrates an enlarged view of the capture results when
the input timing of the sequential circuit in which an invalid
value during the transition is captured violates. The expected
width of high is 200 ns. However, the actual width of High in
Fig. 5(b) is 199.51 ns. It can be confirmed that the captured
value is biased to low when sweeping the delay between clock
signal and data signal. The result indicates the possibility that
the intermediate HW value can be manipulated by injecting a
fault into the input transition of the sequential circuit during the
operation of encryption.

B. Fault Injection Analysis Using Biased Faulty Output
Generated in the Sequential Circuit

In this section, it is confirmed that SFA analysis can be
performed when a clock glitch by IEMI is input to the AES
encryption circuit. More specifically, SFA is performed for
three types of AES to confirm that the bias of the output value
does not depend on the implementation. The target implementa-
tion methods include AES-Comp [17], AES-PPRM1 [18], and
AES-PPRM3 [18]. AES-Comp is a small area implementation
using a composite field expression; however, the critical path
delay becomes longer. Furthermore, the transition probability
of the data line is high because the exclusive OR is frequently
used. Thus, the probability of fault owing to the input timing
violation of the sequential circuit may be high. AES-PPRM1 is
an implementation that reduces data transition via exclusive OR
using AND logic gates. AES-PPRM1 is composed of 1 stage of
exclusive OR and AND logic, and AES-PPRM3 is composed
of 3 stages. Therefore, AES-PPRM1 has a shorter critical path
than AES-PPRM3.
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Fig. 6. Experimental set-up for faulty ciphertext acquisition due to shortened
clock period which emulates clock glitch caused by the IEMI circuit.

Since the conditions are the same as possible except for the
S-box mounting method, the mounting of other combinational
circuits is unified, and the registers are specified at the slice level
to rewrite the circuit. Additionally, FPGA1 will be equipped with
a circuit that communicates with the PC and controls the FPGA2.
Each FPGA operates on a different clock and consistently sup-
plies a 24 MHz clock to control FPGA1. Generally, the clock
of FPGA2 that performs encryption is designed at 24 MHz;
however, the clock cycle is shortened assuming a clock glitch
caused by IEMI injection. To improve the reproducibility, the
shortened clock is generated by an arbitrary signal generator
and supplied from the J3 port connected to the clock input of the
AES circuit mounted on FPGA2.

SFA was performed in the ninth round (9R) of AES encryp-
tion. To avoid fault injection to other AES rounds, first to eighth
round processing of AES was performed on PC (see Fig. 6).
In an actual attack, the clock glitch occurs in various rounds.
However, if the attacker focuses on side-channel information via
the power line, the attacker can estimate the round with clock
glitch [19]. The entire flowchart of this experiment is illustrated
in Fig. 7. In this experiment, we performed an experiment using a
highly reproducible setup for basic examination; however, if we
assume a scenario where it is possible to invade a cryptographic
module, such as a smart card, even in actual fault injection, an
attacker can inject a fault in a specific round, and this experiment
can simulate a realistic environment. The clock cycle has a
sufficient margin for the critical path, and the upper limit is
12 ns, where no fault occurs, and the clock cycle was reduced
by 0.5 ns width to inject a fault into the sequential circuit.
The number of trials (N) is 5000, encryption processing was
performed 5000 times in each clock cycle, and faulty ciphertexts
were collected. The key used in the experiment was fixed to
“0x2b7e151628aed2a6abf7158809cf4f3c”. The 5000 plaintexts
are random. Using random plaintext is realistic validation of fault
analysis.

As a result of the experiment, the encryption process was
completely stopped on FPGA2 from 3 ns, which is shorter
than the minimum operation cycle of FPGA2, in any AES
implementation. The result when the glitch timing is from 3.5
to 12 ns is shown. Fig. 8 illustrates the fault rate for each AES
implementation. The horizontal axis of Fig. 8 displays the cycle
of the clock signal as if it were glitch, and the vertical axis

Fig. 7. Flowchart for faulty ciphertext acquisition owing to shortened clock
period which emulates a clock glitch caused by IEMI.

Fig. 8. Fault rate occurred by shorten clock period.

represents the fault rate for 5000 rounds of encryption. From
Fig. 8, it can be confirmed that in the AES-Comp implementation
with the longest critical path, the fault occurs in the longest clock
cycle, and in the AES-PPRM1 implementation with the shortest
critical path, the fault does not occur unless the clock cycle is
short.

Using conventional DFA, since the critical path differs de-
pending on the implementation, fault analysis using setup time
violation requires a detailed search for the clock period used for
analysis for each implementation. Fig. 9 presents the number
of 1 B faults used in conventional DFA. The result illustrates
that the range of shortened clock period is narrow. Moreover,
the range among different implementations varies. In this case,
the attacker must control the clock glitch owing to the variance
in the range of the shortened clock period.

The flow of the SFA using the captured faulty ciphertext is
depicted in Fig. 10.

1) The SFA assumes the HWs of the intermediate values,
which constitute the input to the operation depending on
the partial secret key. In the case of faults caused by IEMI,
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Fig. 9. Number of 1 B fault which can be used for conventional DFA analysis
on each shortened clock period.

Fig. 10. Flow of SFA.

the intermediate values change. Based on the experiment
in Section III-A, the faulty value goes Low, and the HWs
also become Low.

2) The SFA assumes that the attacker can get the set of
output ciphertext containing the faults. Accordingly, the
operation using a single 8 b partial key performs the
inverse calculation of the intermediate values for all the
candidate partial keys from the output ciphertext. Using
the calculated intermediate candidate, the attacker can
calculate the HWs of the intermediate value.

3) By repeating the above process and collecting HW for
several plaintexts, the distribution of HWs of intermediate
value can be examined. The distribution of HWs of inter-
mediate value set under the assumption with an incorrect
partial key are random. Meanwhile, the distribution of
HWs of the intermediate values under the assumption of
a correct partial key contain HWs that are reduced owing
to a fault from the assumption in (1), which is used to
estimate the secret key. The example illustrated in Fig. 10
assumes a bias toward low; however, the same method
can be used to estimate the key for high. To obtain all
the partial keys, it is necessary to manipulate the values so
that the HWs of the intermediate values in each partial key
is biased. Since the analysis is performed independently
for each partial key of 1 B, it is possible to perform the
analysis even if the HW bias occurs for multiple partial
keys.

Fig. 11. Bias of HW due to input timing violation in sequential circuit.
(a) Shortened clock is 4 ns. HW of correct key guess goes down. (b) Shortened
clock is 3.5 ns. No bias is observed due to maximum frequency of cryptographic
circuit.

Fig. 12. SFA result on each shortened clock period.

Fig. 11 presents the results of applying the SFA to the zeroth
byte of AES-Comp. The horizontal axis of Fig. 11 represents
the number of faulty ciphertexts used in the analysis, and the
vertical axis represents the average HW. Fig. 11(a) illustrates an
example in which the HW is lower when the intermediate value
is calculated back using the correct secret key, as compared to
the case where the wrong key is assumed. The secret key can be
obtained. Fig. 11(b) presents an example in which the HW when
assuming the correct key is inseparable from the case where the
wrong key is assumed, and in such a case, the secret key cannot
be obtained.

In this experiment, the key candidate with the lowest average
HW was estimated as the correct key. Fig. 12 presents the results
of applying the same analysis to 16 B of 5000 faulty outputs of
the three implementation methods obtained at each shortened
clock period. The horizontal axis represents the clock period, and
the vertical axis indicates how many bytes of the 16-B secret key
could be correctly retrieved. From this figure, when the clock
period is approximately 4–7 ns for any AES implementation,
the HW of the fault value is reduced, and more than half of the
secret key is successfully acquired. This suggests that in the 4–7
ns clock period, many value transitions occur in the data bus of
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the encryption process, resulting in a bias in the sequential circuit
owing to the shortened clock period, and causing a change in the
HWs across the data.

Based on the results of the experiment, the clock period was
shortened for the implementation of AES with different data
transition probabilities and critical paths, and the timing viola-
tion of the sequential circuit was generated. From this figure, it
can be confirmed that for any implementation method, a decrease
in the HW of the fault value is induced when the acquisition is
performed at a clock period of approximately 4–7 ns, and more
than half of the secret keys are successfully obtained. If a 12-B
secret key can be obtained, it can be decrypted by a full search
of the secret key because the secret key space of 2128 drops to
232.

In the analysis using DFA, which is a conventional method
[11], the analysis is successful only when the clock glitch is
inserted near 6.5 ns. In other words, it can be stated that the
analysis efficiency is good because the fault caused by the input
timing violation in the sequential circuit presented in this article
is analyzed successfully without adjusting the clock glitch.

C. Discussion

The fault injection in the proposed method is based on the
clock glitch. Therefore, it is assumed that the conventional
countermeasure method against clock glitch can be applied.
Additionally mounting a circuit for detecting a clock abnor-
mality is a specific countermeasure method. In [20], a delay
element was arranged in parallel with the combination circuit
that executes the encryption process, and if the clock cycle is
shorter than the delay time in the delay element, it is regarded as a
clock abnormality, and an invalid value is output. Consequently,
countermeasures against fault injection analysis by clock glitch
are realized. It is considered that the same countermeasure
method can be applied to the threat of the proposed method.

IV. CONCLUSION

This article evaluates a secret key analysis on encryption
circuits using input timing violations of sequential circuits,
which are caused by internal clock glitches in devices owing to
intentional EM irradiation. Unlike conventional analysis using
setup time violations, the secret key analysis attack using input
timing violations of sequential circuits targets the entire logical
transition during the encryption process. Consequently, it en-
larges the range of clock period manipulation, which is difficult
to manipulate with clock glitching using EM waves.

To confirm whether an input timing violation in the sequential
circuit causes a bias in the output value, we changed the delays
of the clock and data signals in an evaluation system, in which
the sequential circuit alone is implemented. We confirmed the
phenomenon in which the output value is biased to low. As a
result, the output value is biased to low when a random fault
occurs during the encryption operation.

The clock period was changed for several AES encryption
circuits to confirm that secret key analysis of encryption circuits
is possible due to biased output values in sequential circuits. The
obtained faulty outputs were used to demonstrate that secret key

analysis is possible over a wide range of clock periods using SFA.
This indicates that the range of target devices may be expanded
since the timing adjustment of clock glitches is enlarged in secret
key analysis using input timing violations of sequential circuits.
It is considered that a method to detect clock glitches is useful
as a countermeasure against such attacks.

In the experiment demonstrating the effectiveness of the pro-
posed method, AES was targeted; however, since the proposed
method focuses on the incorporation of the sequential circuit,
which is a general configuration of the sequential circuit, a
cipher that implements another cryptographic algorithm. It may
be widely applicable to modules.
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