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Abstract—Time-Sensitive Networking (TSN) technology is experiencing diverse application requirements and forming a complicated
standard system. It is extremely difficult to design a one-fits-all chip for all TSN applications. Therefore, application-driven TSN chip
customization is inevitable. Generally, chip customization starts from a “clean-slate”. For complicated ASIC chips, that results in significant
development overhead. Inspired by RISC-V chips, an open-source template will significantly reduce the customization complexity. Along
this road, we propose an open-source TSN chip named Fenglin-1. Fenglin-1 includes a high-level abstraction to build a relationship between
application requirements and chip implementation, source code of a real chip named FastTSN to provide reference code for chip
implementation, and software tools to facilitate chip verification. Based on Fenglin-I, we further propose a TSN chip customization method
that provides step-by-step guidance about customizing TSN chips agilely. To verify the effectiveness of Fenglin-1 and the proposed
customization method, we use FPGA arrays to prototype and verify FastTSN. The results show that FastTSN achieves microsecond-level
transmission jitter for unicast and multicast time-critical traffic. Additionally, we demonstrate two domain-specific TSN chip customization
cases in which the customized chips reuse at least 84% of FastTSN code while meeting their requirements.

Index Terms—Time-sensitive networking, chip customization, open-source chip, fenglin-1, FastTSN

1 INTRODUCTION

IME-SENSITIVE Networking (TSN) augments the native

Ethernet with time-related functionalities, such as time
synchronization and time-aware shaper (TAS), further to
achieve bounded transmission delay and jitter, and inherit
the characteristics of native Ethernet (good compatibility
and high bandwidth). This expands TSN application scenar-
ios to 5G fronthaul networks, automotive industries and avi-
onics, etc [1], [2]. Nowadays, TSN applications exhibit a
large diversity in traffic size, quality of service (QoS) require-
ments, etc. In order to be widely applied in diversified appli-
cations, the TSN task group has proposed 23 standards and
is working on 19 ongoing projects, forming a complicated
standard system with thousands of pages of content [3].

As Ethernet chips are already very complex, adding more
TSN functionalities increases development cost and imple-
mentation complexity, and drains more power. It is tough to
integrate all TSN function options onto a single Ethernet
chip. Currently, commercial off-the-shelf (COTS) TSN chips
are designed based on existing Ethernet chips and only sup-
port partial TSN standards [4], [5]. Moreover, the COTS TSN
chips are developed in a bottom-up mode (just realizing the
mainstream functionalities in TSN standards rather than
tackling specific application requirements) [6]. However,
sometimes it is impossible for users to select a COTS chip
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that satisfies all their requirements. For instance, limited by
system power consumption, some industrial applications
require chip power to be less than 1W to substitute the origi-
nal Ethernet low-power chip [7]. As COTS TSN chips
installed many unnecessary functionalities for these applica-
tions, there is no COTS chip that satisfies this low-power
requirement, as far as we know. Therefore, customizing a
TSN chip in an application-driven mode is urgently needed.

For application-driven TSN chip customization, a typical
method starts from a “clean-slate” like other chips. To design
a TSN chip from a “clean-slate”, designers need to first
choose appropriate TSN standards (thousands of pages)
according to the application requirements and then design a
chip architecture considering the TSN functionalities and the
general Ethernet functionalities. For the selected functionali-
ties, implementation details, including logic workflow and
table configuration of each function module, are determined
according to the application requirements. After that, the
most time-consuming parts, coding and verification of the
chip, need to be done. In the verification process, if the
requirements are not satisfied, feedbacks are provided to the
previous two steps for a new round. Normally, a TSN chip
involves tens to hundreds of thousand lines of hardware and
software code [8], [9]. All the steps mentioned above are not
trivial. Therefore, customizing a TSN chip from a “clean-
slate” is complicated and time-consuming.

According to the consensus of academia and industry,
open-source chips share design expertise and source code,
facilitating agile chip customization. Along this road, we pro-
pose the first open-source TSN chip named Fenglin-I. To serve
as a foundation for TSN chip customization, Fenglin-I needs to
satisfy common requirements of TSN applications. TSN appli-
cation requirements comprise functional and performance
requirements. The common functional requirements are to
support mixed-critical traffic and guarantee high-precision

© 2022 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/


https://orcid.org/0000-0002-5736-0096
https://orcid.org/0000-0002-5736-0096
https://orcid.org/0000-0002-5736-0096
https://orcid.org/0000-0002-5736-0096
https://orcid.org/0000-0002-5736-0096
https://orcid.org/0000-0002-0934-8324
https://orcid.org/0000-0002-0934-8324
https://orcid.org/0000-0002-0934-8324
https://orcid.org/0000-0002-0934-8324
https://orcid.org/0000-0002-0934-8324
mailto:fuwenwen94@nudt.edu.cn
mailto:w.quan@nudt.edu.cn
mailto:yanjinli10@nudt.edu.cn
mailto:sunzhigang@263.net
https://doi.org/10.1109/TC.2022.3188179
https://doi.org/10.1109/TC.2022.3188179

FU ETAL.: FENGLIN-I: AN OPEN-SOURCE TIME-SENSITIVE NETWORKING CHIP ENABLING AGILE CUSTOMIZATION 141

deterministic transmission delay and jitter for time-critical traf-
fic (time-critical traffic is the scheduled object in TSN networks,
so it is called Scheduled Traffic, ST). The common performance
requirements are to reduce chip area and power.

Similar to RISC-V chips [10], Fenglin-I is composed of a
high-level abstraction, source code of a real chip following
the Fenglin-I high-level abstraction specification, and
related software tools. Since the high-level abstraction is
described with tables, same as the mainstream description
of network device abstraction [11], [12], we name the high-
level abstraction as Fenglin-I TTP (table type pattern). It is
used to define a TSN chip that satisfies the common applica-
tion requirements. In detail, Fenglin-I TTP abstracts a TSN
chip into multiple function chains and a table map. Each
function chain defines the processing path in the TSN chip
for a specific traffic class (such as ST traffic). These function
chains build a relationship between the common functional
requirements and chip function options. Different from a
typical Ethernet function chain, Fenglin-I TTP includes a
function chain for ST traffic to achieve bounded transmis-
sion delay and jitter. This function chain is designed based
on a novel deterministic forwarding model that delivers a
high-precision determinism service and greatly reduces the
traffic planning complexity. Moreover, the table map gath-
ers the table format in all functionalities, building a relation-
ship between the common performance requirements and
table implementation details. Based on Fenglin-I, users can
re-utilize and extend Fenglin-I TTP for a new application-
specific TSN chip, which significantly reduces the complex-
ity of defining a TSN chip.

Currently, we have implemented the first real chip
(FastTSN) following the Fenglin-I TTP specification to pro-
vide “wheels” for the Fenglin-I based chips. FastTSN code
is shown at." Software tools are necessary components for
both verifying a customized TSN chip and building a real
TSN system. Thus, we provide Fenglin-I software tools at >
to facilitate chip verification.

Based on Fenglin-I, we propose an agile TSN chip cus-
tomization method, namely ATC (Agile TSN chip Customi-
zation). With this method, for an application-driven TSN
chip customiztion, designers only need to customize new
function chains by extending or pruning the FastTSN func-
tion chains, configure table size for the FastTSN table map,
design table format and configure table size for the
extended functionalities, and verify the custom chips by
using the Fenglin-I software tools. Compared with custom-
izing a TSN chip from a “clean-slate”, ATC method signifi-
cantly decreases the workload of chip architecture design,
function and table customization, chip implementation, and
the implementation of software tools.

In order to demonstrate the effectiveness of Fenglin-I, we
extensively verify FastTSN on FPGA arrays. In a 6-nodes
ring network whose transmission rate is 1Gbps (aircraft net-
works adopt this topology [13]), FastTSN achieves better
than 120ns transmission jitter for unicast ST traffic. In a 3-
nodes linear network whose transmission rate is 1Gbps,

1. https:/ / github.com/fast-codesign/OpenTSN2.0/tree/ distrib-
uted /Hardware/code

2. https:/ /github.com/fast-codesign/OpenTSN2.0/tree/distrib-
uted /Software

which is adopted in industrial control scenarios [14],
FastTSN achieves transmission jitter better than 1us for
multicast ST traffic. Based on Fenglin-I, we verify the ATC
customization method with the following two use cases.

(i) Use case in an industrial control network. We customize
an ASIC chip named HX-DS09 for an industrial control net-
work that requires less than 1W chip power and 2us end-to-
end transmission jitter for multicast ST traffic. The HX-DS09
achieves ultra-low power (0.5W) under the 130nm process
and 1.2us jitter. In this use case, only 15.9% additional hard-
ware code is required to achieve the design goal. (ii) Use case
in an aircraft network. A third party customizes an FPGA-
based chip named TZ-TS01 for an aircraft network that
requires the single-hop delay should keep less than 200us
under 100Mbps physical interface, and end-to-end trans-
mission jitter should be less than 100us. As FastTSN satis-
fies these requirements, the designers of TZ-TS01 only
configure table size in FastTSN without developing new
function modules.

The main contributions of this paper are:

e We propose, as far as we know, the first open-
source TSN chip (Fenglin-I) and provide its high-
level abstraction, software tools, and source code
of a Fenglin-I instance (FastTSN) to facilitate chip
customization.

e In Fenglin-I, we implement a novel deterministic for-
warding model that delivers high-precision determin-
ism service and reduces traffic planning complexity.

e Based on Fenglin-I, we propose the ATC method to
provide step-by-step guidance about customizing a
TSN chip.

e We prototype and verify FastTSN on FPGA arrays,
and the results show that FastTSN satisfies the com-
mon requirements of TSN applications.

e Two real TSN chips, HX-DS09 for an industrial con-
trol network and TZ-TS01 for an aircraft network,
are demonstrated using the ATC method.

2 MOTIVATION AND CHALLENGE

2.1 Background and Motivation

As mentioned in the introduction, TSN can be applied in
many application domains. However, the requirements of
different TSN applications vary widely. For instance, the
applications like power grid systems in the automotive
industry have stringent determinism requirements, e.g.,
only a few microseconds [17], while others (such as telesur-
gery and haptic feedback) have more relaxed determinism
requirements up to a few milliseconds [16]. The reliability of
a high voltage distribution network is three orders of magni-
tude higher than that of a medium-voltage distribution net-
work [8]. Moreover, the traffic size of augmented and virtual
reality (AR/VR) applications is thousands of times larger
than that of industrial control applications [15], [17].

Each application requirement has a direct impact on
defining a TSN chip. Here we take determinism, reliability,
and traffic size requirements as examples. In order to
deliver the high-precision determinism required by power
grid systems, TSN chips generally integrate time synchroni-
zation functionality [23] and time-aware shaper [21]. As for
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the loose determinism required by telesurgery and haptic
feedback, TSN chips tend to integrate asynchronous traffic
shaper (ATS) [20]. Moreover, the per-stream filtering and
policing functionalities [19], frame replication and elimina-
tion functionalities [18] are urgently needed to improve reli-
ability for high voltage distribution networks. In addition,
the traffic size correlates with the values of memory
resource parameters, such as table size. In order to save pre-
cious memory resources, the traffic size of the target appli-
cation is an important constraint when allocating memory
resource parameters.

In order to satisfy the diverse application requirements, the
TSN working group has proposed 23 standards and is work-
ing on 19 projects, forming a complex TSN standard system
with thousands of pages of content. Designers need to inte-
grate a large number of TSN functionalities and allocate huge
memory resources to design a TSN chip that satisfies all appli-
cation requirements. This is practically not feasible due to
implementation complexity, power consumption, and cost
limits. Therefore, the application-driven TSN chip customization
will be a better choice for most TSN application scenarios.

Typical chip customization starts from a “clean-slate”.
Since a TSN chip generally involves tens to hundreds of
thousand lines of hardware code, it will take a massive
amount of time and labor to customize a TSN chip using this
typical model. Fortunately, the customization method based
on an open-source template, which RISC-V chips adopt, has
proven to be excellent for reducing the development work-
load. Consequently, our work is dedicated to contributing an
open-source TSN chip that other designers can reuse.

2.2 Challenges

There are lots of challenges for designing and implementing
an open-source TSN chip. In this paper, we mainly focus on
the most important challenges.

Challenge I: providing a description to build a the relationship
between the target application requirements and chip implementa-
tion. During the customization process, mapping target
application requirements onto an underlying chip becomes
unwieldy. Specifically, the requirements of TSN applications
can be divided into functional and performance require-
ments. The functional requirements mainly indicate traffic
requirements, such as determinism and reliability require-
ments. The performance requirements of a TSN application
are proposed to adapt to network, device and traffic features,
including traffic size, network topology, chip power and
area, etc.

To satisfy the functional requirements of the target applica-
tion, designers need to have a deep understanding of function
descriptions in the TSN standards, which is hard and time-
consuming since the TSN standards cover thousands of
pages. Moreover, satisfying the target performance require-
ments is also extremely difficult. This requires designers to
clearly understand the reasons for every design detail, such
as table format, resource settings, implementation trade-offs,
etc. In order to simplify the above work, an open-source TSN
chip is recommended to provide a description template that
builds a relationship between basic TSN application require-
ments and chip implementation. By doing this, designers can
re-utilize and extend it with other application requirements.
Specifically, an open-source TSN chip is recommended to
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Fig. 1. TAS and CQF control the sending time of packets through GCL
(gate control list). GCL records the gate states and duration of each
state. When the gate state is open, the packets in the corresponding
queue are allowed to be scheduled. Otherwise, the packets are for-
bidden from being scheduled. The time unit of gate state duration in
CQF is time-slot, which is much larger than the time-pointin TAS.

provide an appropriate function description to show the rela-
tionship between functional requirements and function
options, and a detailed description (such as a table format
description) to bridge performance requirements and corre-
sponding design details.

Challenge I1: designing a high-precision deterministic forward-
ing model with low traffic planning complexity. The determin-
istic forwarding models for ST traffic provided in the
current TSN standards mainly include Cyclic Queuing and
Forwarding (CQF) and TAS. As illustrated in Fig. 1a, CQF
deploys the time-controlled gate for two queues to perform
en-queue and de-queue operations cyclically. The time
interval between adjacent en-queue and de-queue opera-
tions called time-slot is fixed. In the CQF mechanism, an ST
packet received at a time-slot must be sent at the next time-
slot in a switch. Differently, TAS (as shown in Fig. 1b) uses
the flow-dispatch table before the queues to allocate queue-
ID. Moreover, TAS adopts a time-controlled gate after each
queue, which enables controlling sending time-point for
each ST packet by fine-grained gate state configuration.

Since an ST packet may be sent at any time point in the
pre-planned time-slot, the deterministic accuracy achieved
by CQF is consistent with a time-slot, which is generally con-
figured to hundreds of microseconds or tens of microsec-
onds [22], [25]. This determinism precision is unacceptable
for many real-time applications that require strict transmis-
sion determinism [1]. In order to improve determinism preci-
sion, TAS supports planning gate states at time-point
granularity (sub-microsecond or few microseconds). This
dramatically increases the calculation complexity and delay,
making it hard to meet the requirement of online planning
for calculation delay in many TSN scenarios [26]. Thus, it is
urgently needed to design a high-precision deterministic for-
warding model with low traffic planning complexity.

3 FENGLIN-I OVERVIEW

In order to easily understand Fenglin-I, we compare Fen-
glin-I with another famous open-source chip (RISC-V). As
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TABLE 1

TSN Builder ](—>[ TSN Planner ](—>[ TSN Controller

Comparison Between RISC-V and Fenglin-I Chips T
]
- L
RISC-V Fenglin-I Time-Sensitive Best-Effort Rate-Constrained
Base ISA, Best-Effort TTP, TTP TTP TTP
High-level Standard extended ISA, Rate-Constrained TTP, Fenelin-I hich-level abstracti
abstraction  Non-standard extended ISA, Time-Sensitive TTP, englin-1 igh-level abstraction
(Instruction Set Architecture) (Table Type Pattern) T
Software Compiler, Debugger, Planner, Builder, ’ FastTSN SDK (Software Development Kit) I
tool Simulator Controller, SDK . 1
Real chip Hummingbrid, Rocket, etc. FastTSN ’ FastTSN low-level abstraction l i Chip low-level abstraction

shown in Table 1, both RISC-V and Fenglin-I chips include
high-level abstraction, software tools, and source code of
real chips following the high-level abstraction (the correla-
tions among Fenglin-I components are shown in Fig. 2).
Since RISC-V chips are used as CPUs, the RISC-V instruc-
tion set architecture (ISA) accurately describes chip capabili-
ties and is used as the high-level abstraction for hardware
and software development. Differently, Fenglin-I is used in
switches. Similar to CPU ISA, Table Type Pattern (TTP) can
serve as the high-level abstraction of switch chips. The con-
cept of TTP originates from OpenFlow switches [11]. It is
used to describe specific switch forwarding behaviors for
switches. The OpenFlow TTP is beneficial for improving
and clarifying product interoperability, simplifying imple-
mentation, and improving resource utilization [12]. Inspired
by the OpenFlow switch, we use Fenglin-I TTP as the high-
level abstraction to describe a Fenglin-I based chip.

To serve as a foundation for TSN chip customization, Fen-
glin-I needs to satisfy the common requirements of TSN
applications. Specifically, to satisfy the common functional
requirement of supporting mixed-critical traffic, Fenglin-I
TTP is divided into Best-Effort TTP, Rate-Constrained TTP,
and Time-Sensitive TTP, as shown in Table 1 and Fig. 2. Each
TTP describes a function chain. A function chain defines the
processing path in the TSN chip for a specific traffic class.
Specifically, the Best-Effort, Rate-Constrained, and Time-
Sensitive TTP respectively describe the function chain for
best-effort traffic (BE, which represents the traffic in tradi-
tional Ethernet), rate-constrained traffic (RC, which mainly
represents audio and video traffic), and ST traffic. In order to
satisfy the common functional requirement of guaranteeing
high-precision deterministic transmission delay and jitter for
ST traffic, the function chain for ST traffic is designed based
on a novel deterministic forwarding model that delivers a
high-precision deterministic transmission service and
reduces traffic planning complexity, solving the challenge II.
Moreover, in order to satisfy the common performance
requirement of reducing chip area and power, we meticu-
lously design each table format of Fenglin-I. Fenglin-I TTP
gathers all table format of Fenglin-I to form an overall table
map. Therefore, Fenglin-I TTP abstracts a TSN chip into mul-
tiple function chains and a table map to show the relation-
ship between the target application requirements and chip
implementation, solving the challenge I.

Moreover, verifying whether the custom chip satisfies
the target application requirements is a necessary process
for customizing a TSN chip, which requires building a TSN
system. Normally, a TSN system contains multiple TSN

1

[ FastTSN chip | i

Other Fenglin-I based chip

Fig. 2. Shows the correlations among Fenglin-I components and low-
level abstraction of real chips. The low-level abstraction describes chip
implementation details.

chips forming a target network and software tools. Design-
ing software tools requires designers to be clear on the
implementation details of the TSN chip. For example, in
order to configure a table entry, the designers of software
tools are required to clearly understand the table format
and the memory address of each table entry. Therefore,
designing software tools is complicated and time-consum-
ing for designers. In order to enable agile verification, we
provide Fenglin-I software tools containing a planner, a
controller, a builder, and software development kits (SDK).

The TSN planner mainly allocates spatial-temporal
resources by a planning algorithm and dispatches the plan-
ning results to the builder and controller. The planning
algorithm only focus on the planning object (such as gate
states and the transmission paths of ST flows), without con-
sidering chip implementation details. Thus, the planning
algorithm can be flexibly selected. The controller mainly col-
lects application requirements for the TSN planner, and
generates table information to configure the Best-Effort and
Rate-Constrained tables based on the planned spatial
results. The builder mainly submits the table sizes in Time-
Sensitive TTP to the TSN planner and encapsulates the
planned temporal results according to the format of Time-
Sensitive TTP tables. The SDK receives the table entries
from the builder and controller, then encapsulates them
into hardware-identifiable packets according to the low-
level abstraction.

Currently, we have implemented the first real chip
(FastTSN) following the Fenglin-I TTP specification to pro-
vide “wheels” for the Fenglin-I based chips. The low-level
abstraction of FastTSN is closely related to the chip imple-
mentation. It records interface signals of each function mod-
ule, state machines, interface connection relationship
between modules, etc. Sometimes, in order to satisfy specific
application requirements, designers may choose a different
operating system or coding language to redevelop the SDK.
Thus, we provide the low-level abstraction at > to simplify
SDK redevelopment.

Due to paper size limitations, we focus on the design and
implementation of Fenglin-I TTP in this paper, which
clearly reflects the design idea of Fenglin-I hardware.

3. https:/ /github.com/fast-codesign/OpenTSN2.0/tree/distrib-
uted /Hardware/doc
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Fig. 3. Fenglin-l TTP describes a function chain for each traffic class and an overall table map. It is worth noting that Fenglin-I TTP follows the group
table in OpenFlow abstraction to describe the forwarding behavior. Specifically, the Flood, L2 Mcast and Egress Port Entries are entries of the Fen-
glin-1 group table, respectively recording the output ports of broadcast, multicast and unicast traffic.

4 FEGNLIN-ITTP

In this section, we introduce Fenglin-I TTP in details includ-
ing function chains and a table map.

4.1 Fucntion Chains in Fegnlin-l TTP

The function chains describe the processing paths for all
traffic class of data packets.* In order to satisfy the common
functional requirements, supporting mixed-critical traffic
and guaranteeing high-precision deterministic transmission
delay and jitter for ST traffic, we design the following func-
tion chains.

Function Chain for BE Traffic. As BE traffic only requires a
best effort service, a basic Layer 2 forwarding function chain
can satisfy its requirements. Therefore, the function chain for
BE traffic integrates the functionalities connected by blue
and orange lines in Fig. 3. The first functionality processing
BE trafficis the FL-tag Encapsulation functionality. It directly
forward BE packets to the L2 Forwarding functionality. The
L2 Forwarding functionality figures out the forwarding
mode (namely broadcast, multicast and unicast) of each
packet and forward the packet to the corresponding for-
warding functionality (namely broadcast, multicast, and uni-
cast functionality). These forwarding functionalities acquire
output ports and then forward packets to the Dequeue GCL
functionality at the corresponding output port logic. The
Dequeue GCL functionality controls whether the BE traffic is
allowed to be dispatched, which eliminates interference with
ST transmission time by forbidding BE packet dispatching
when the planned transmission time of an ST packet arrives.

Function Chain for RC Traffic. RC traffic requires loose
transmission delay and jitter. In order to achieve this goal,
the function chain for RC traffic integrates the functionalities
connected by green and orange lines in Fig. 3. Specifically,

4. AS for the processing path for control packets, which is designed
to achieve basic configuration and clock synchronization functionali-
ties, we recommend not to modify them when customizing a TSN chip
based on Fenglin-I.

except for the basic layer 2 forwarding functionalities, this
function chain integrates the Per-stream Meter and FL-tag
Decapsulation functionalities. The Per-stream Meter func-
tionality ensures that there will be a minimum inter-frame
gap between any adjacent packets of a RC flow. Moreover,
the FL-tag Encapsulation and Decapsulation functionalities
in this function chain are used to implement a multi-seman-
tic flow label mechanism. This mechanism proposes a cus-
tom tag named FL-tag (the FL-tag contents are shown in the
FL-tag Encapsulation table, Section 4.2) to carry essential
control information in the packet header. It can reduce the
overhead of table look-ups along the processing path of a
packet. Specifically, the FL-tag Encapsulation functionality
overwrites the DMAC field with FL-tag at the first hop,
which is reverted by the FL-tag Decapsulation functionality
at the last hop to ensure end-to-end reachability.

Function Chain for ST Traffic. ST traffic requires high-pre-
cision deterministic transmission delay and jitter. In order
to achieve this goal, this function chain integrates the func-
tionalities connected by purple and orange lines in Fig. 3.
Specifically, excepting the basic layer 2 forwarding func-
tionalities and the multi-semantic flow label mechanism,
this function chain integrates the Injection Control, Enqueue
GCL, and Submission Control functionalities. The Enqueue
GCL functionality detects whether ST packets arrive within
the expected time windows. If an ST packet does not arrive
within the planned time window, it will be discarded. That
prevents erroneous ST packets from preempting the spatial-
temporal resources of other ST packets.

The Injection Control, Dequeue GCL, and Submission
Control functionalities are core contents of the Fenglin-I for-
warding model (as shown in Fig. 4), which aims to deliver
high-precision transmission determinism with low-com-
plexity traffic planning. The Injection Control functionality
controls the time-slot when ST packets are injected from the
first hop, and the Submission Control functionality controls
the time-slot when ST packets are submitted from the last
hop. When multiple ST packets are planned to be injected
(submitted) in the same time-slot, the Injection (Submission)
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Fig. 4. Fenglin-I forwarding model. Specifically, the Injection (Submis-
sion) Control functionality controls injection (submission) time-point of
each ST packet at the first (last) hop, which is achieved by planning the
injection (submission) time-slot and the packet injection (submission)
order in each injection (submission) time-slot.The Dequeue GCL func-
tionality controls the sending time-slot at each middle hop.

Control functionality controls the injection (submission)
order. Moreover, The Dequeue GCL functionality roughly
controls the sending time-slot of each ST packet in all mid-
dle hops to ensure that the ST packets can reach the last hop
node before the submission time-slot.

Different from the CQF model, the Fenglin-I forwarding
model supports assigning the injection (submission) order,
further controlling the fine-grained injection (submission)
time-point at the first (last) hop. By doing this, Fenglin-I sig-
nificantly improves deterministic accuracy. Moreover, com-
pared with planning a time-point for each ST packet in
recommended TAS-adapted planning algorithm [27], the
Fenglin-I forwarding model supports planning a time-slot
(much larger than a time-point) for each ST packet. As the
calculation complexity and delay of a planning algorithm
are positively related to the time granularity, the Fenglin-I
forwarding model is able to reduce calculation complexity
and delay significantly. The fine-grained theoretical analysis
and practical proof are shown in Appendix A, available
online.

4.2 Table Map in Fenglin-l TTP

In order to satisfy the common performance requirements,
reducing chip area and power, we meticulously design
queue structures, buffer structures, and table format. Since
modifying the structure of queues and buffers requires
designers to deeply understand the chip implementation
details (such as the access logic of queues and buffers),
which is hard work. We recommend designers not to mod-
ify the queue and buffer structures. Moreover, since tables
are objects of software planning and configuration, we
introduce the following table format in this subsection. Each
table entry is a key-value pair. The key is the matching field,
and the value defines a action. For instance, a port ID
implies forwarding the matched packet to that port.

FL-tag Encapsulation Table. The FL-tag Encapsulation
functionality mainly converts the 5-tuples in an IP-packet
header to an FL-tag. Thus, the key of this table is 5-tuples,
and the value is an FL-tag. the FL-tag contains streamlD, flow-
priority, injection-address, submission-address, stored in the
DMAC field. The streamID is used to differentiate flows.
The flow-priority is used to map a flow to the right queue.
The injection-address/submission-address represents the
memory addresses at the first/last hop for ST flows. Based
on FL-tag, it is unnecessary to perform additional look-ups

and keep the memory address for this control information,
which significantly reduces chip area and power.

Per-stream Meter Table. This table is used to perform rate-
based metering for each RC flow. The key of this table is
streamID living in FL-tag, and its value is the maximum
flow rate allowed for the corresponding RC flow. Directly
mapping from streamlID to rate does not require recording
status information, such as the status of ST traffic in another
meter for RC traffic (credit-based shaper [24]), which helps
to save logic resources. Since the packet length is recorded
after receiving the first packet, the minimum interval of
sending time between any two adjacent packets can be cal-
culated by the

) lengthye — lengthy
min — - . : 1
interval,y, raten..  bandwidth m

The interval,,;, is the minimal interval allowed for the RC
flow, the length,; is the length of the RC packet, the rate,,q,
is the maximal transmission rate acquired by looking up
this table, and the bandwidth represents the bandwidth of
the link. The Per-stream Meter functionality guarantees that
the actual time interval of any adjacent packets of the RC
flow is not less than the interval,,;,.

Injection Control Table. The Injection Control table is used
to control the injection time-slot of each ST packet at the first
hop. The key of this table is a sequence number of time-slot,
and the value is the injection address. To be specific, at the
beginning of each time-slot, the Injection Control functional-
ity uses the current time-slot as the key to match this table
for acquiring the injection address, and then dispatches the
packet according to the injection address. The streamlD of
the packets living in the injection address is recorded in the
streamlD field of the FL-tag.

L2 Forwarding and Group Tables. These tables are used to
acquire the output ports. The key of the L2 Forwarding table
is the DMAC, and the value is the entry sequence number of
the group table. Each entry of the group table records opera-
tion type and instructions. For example, a group table entry
for a BE multicast packet records operation type: All, Instruc-
tions: (Output port: 1, Go to Dequeue GCL; Output port: 2, Go to
Dequeue GCL; Output port: 3, Go to Dequeue GCL), which
means the packet should be copied three times, and each
copy will be output from port 1, port 2 and port 3, respec-
tively. See more details about the group table at [11]. In
order to unify the operations for broadcast, multicast and
unicast traffic, we combine the two tables into one table to
save resources. The key is the DMAC, and the value is the
output ports that is encoded in the form of a bitmap. For
example, if the output ports obtained by matching this table
is 4b1101, it means that the output ports of the flow at this
node are port0, port2, and port3.

Enqueue and Dequeue GCLs. The key of Enqueue
(Dequeue) GCL is a sequence number of time-slot, and the
value is gate states. The processing logic obtains the
enqueue (dequeue) gate state of each time-slot by matching
the Enqueue (Dequeue) GCL. Compared with the GCL for-
mat in TSN standard [21], these GCLs replace the duration
field of each gate state with the time-slot field. The duration
is encoded in 4 octets as a 32-bit unsigned integer, repre-
senting a number of nanoseconds. The time-slot field takes
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Fig. 5. ATC method. The TP,.txt file is the configuration file of table parameters in functionality s, and the F,,.v file is the code file of functionality n.

10 bits, generally representing a number of hundreds or tens
of microseconds. Therefore, replacing the duration field
with the time-slot field saves table resources.

Submission Control Table. The submission Control func-
tionality is used to control the submission time-slot of each
ST packet at the last hop. The key of this table is a time-slot,
and its value is the submission address. Similar to the injec-
tion Control table, this table is used to control submitting an
ST packet of the specified flow at a predetermined time-
point.

FL-tag Decapsulation Table. The key of this table is the
streamlD, and its value is the DMAC. The FL-tag Decapsu-
lation functionality acquires the DMAC by looking up this
table with the streamlID, and replaces the FL-tag occupying
the DMAC field with the acquired DMAC.

5 ATC METHOD

Based on Fenglin-I, we propose an agile TSN chip customi-
zation method named ATC. Using this method to customize
a TSN chip requires the following five steps, as illustrated in
Fig. 5.

Step 1: Design Function Chains. At this step, designers first
collect the functional requirements of the target application.
By comparing the functional requirements that Fenglin-I
satisfies and the ones of the target application, designers
will extract the same functional requirements between
them. Then, designers can re-utilize the Fenglin-I function
chains targeting these same functional requirements. As for
the functional requirements that Fenglin-I does not satisfy,
designers extract adaptive functionalities from the TSN
standards. Based on the Fenglin-I function chains and the
extracted functionalities, designers can customize new func-
tion chains by extending or pruning the Fenglin-I function
chains.

For instance, as Fenglin-I does not provide high reliability,
it is advisable to extend frame replication and elimination
functionalities according to 802.1 CB [18] for those applica-
tions which require high reliability, such as a high-voltage
distribution network. When designing new function chains

based on Fenglin-I function chains, it is crucial to find appro-
priate locations in the Fenglin-I function chains to insert the
extended functionalities. Since the frame replication and
elimination functionalities are recommended to deploy after
traffic convergence [18], we insert it after FL-tag Encapsula-
tion functionality. As for inserting a functionality outside of
the TSN standards, designers need to figure out the traffic
class handled by the functionality and then insert this func-
tionality into the corresponding function chain.

Step 2: Renew Table Map. After designing the function
chains, designers need to determine the table format for
each functionality. Fenglin-I already provides its table for-
mat. Since the Fenglin-I table format is designed to satisfy
the common performance requirements (reducing chip
power and area), and modifying the table format requires a
deep understanding of the implementation details, which is
a hard challenge for designers, the Fenglin-I table format is
recommended not to modify. Designers only focus on the
table format in incremental functionalities. For instance, the
table format in the frame replication and elimination func-
tionalities is a key-value pair. The key is the streamID, and
the value is the sequence number of the latest received
packet. To reduce the lookup time, designers can directly
use the streamID as the corresponding table address.

Step 3: Configure Table Size. At this step, designers config-
ure the table size of both incremental modules and FastTSN
modules. The primary goal of configuring these parameters
is to save as many resources as possible while meeting the
performance requirements of the target application. For
instance, as for the table for recording the sequence number
of the latest received packet in the frame replication and
elimination functionalities, each ST flow consumes a table
entry. The table size should be larger than the maximum
number of ST flows that each switch or host may load.

Step 4: Develop Function Chains. At this step, designers
focus on developing incremental functionalities. In the
developing process, designers only cares about the interfa-
ces of adjacent function modules without figuring out the
implementation details of adjacent modules. For instance,
when inserting the frame replication and elimination



FU ETAL.: FENGLIN-I: AN OPEN-SOURCE TIME-SENSITIVE NETWORKING CHIP ENABLING AGILE CUSTOMIZATION

147

|.<—

= I
8 | Injection Controlling table | Submission Controlling table 8 Fl-tag
& T g Encapsulation
g — — 2 Module
5 Ingress Pipeline Egress Pipeline é P T
[ I . [
8 + I v ’4- 8 FL-tag
L2 Forwardin Encapsulation
Moo Shared-buffer = oPTP table
Managing Module é Module
Forwarding table
A [ A FL-tag
N Decapsulation
g | I Pipeli ! el 8 Module
& ngress Pipeline I Egress Pipeline 8
5 5 1
= | Per-Stream Metering table | | Enqueue GCL" Dequeue GCLl = FL-tag
= = .
n Portl J Portl »n Decapsulation
PortN ) PortN 7 table
flP_kt — descriptor transmission —)» packet transmission Pk?;

Fig. 6. FastTSN implementation framework. The red line indicates the direction of packet transmission, and the blue line indicates the direction of

descriptor transmission.

module after the FL-tag Encapsulation module, the input
interfaces of this module should be consistent with the out-
put interfaces of the FL-tag Encapsulation module. In order
to simplify the Interface adaptation, FastTSN uses FIFO as
the interface between modules. The content transferred
between modules is the packet descriptor which contains the
required data information (such as FL-tag and partial header
information) for packet processing in function chains or the
packet carrying with FL-tag.

Step 5: Verify Customized Chip. At this step, designers ver-
ify whether the customized chip satisfies the functional and
performance requirements of the target TSN application. To
achieve this goal, designers first use the customized chips to
build a network required in the target TSN application, and
adopt the software tools to configure these underlying
chips. The work of each software tool is shown in section 3.
At run time, designers collect critical status information
such as timestamps. After that, comparing the actual col-
lected parameter values with the theoretical parameter val-
ues analyzed based on the forwarding model and planning
results, if they are not consistent, feedback is provided to
step 1 for a new round.

Compared with customizing from a “clean-slate”, cus-
tomizing a TSN chip based on Fenglin-I eliminates the
workload of designing function chains and Fenglin-I table
format, implementing FastTSN modules and software tools.

6 FASTTSN IMPLEMENTATION AND EVALUATION

Based on Fenglin-I TTP, we implement a real chip named
FastTSN. In this section, we introduce FastTSN from the
implementation architecture and processing workflow. More-
over, we extensively evaluate it on FPGA arrays.

6.1 Implementation Architecture

FastTSN implementation architecture contains many design
details, as shown in Fig. 6. We mainly introduce how to map
the function chains in Fenglin-I TTP into this implementation

architecture. Before introducing the mapping relationship, it
is necessary to introduce the interfaces that FastTSN integra-
tes, namely the Local CPU (LCPU) interface and switching
(SW) interface. Both the LCPU and SW interfaces follow the
standard Ethernet interface format. Between them, the
LCPU interface connects the Fl-tag Encapsulation and
Decapsulation modules with other modules. By doing this, it
is beneficial for users to flexibly choose a platform (such as
ASIC, FPGA, and CPU) to develop the FL-tag Encapsulation
and Decapsulation modules. Moreover, FastTSN can be
used as an L2-Switching Ethernet chip without deploying
the FL-tag Encapsulation and Decapsulation modules. Dif-
ferently, the SW interface is used to connect a host or a
switch.

When a BE packet enters from an SW interface, it goes
through the L2 Forwarding module and the Dequeue GCL
module in the egress pipeline connecting with the SW inter-
face. The Forwarding module is used to acquire output
ports. The Dequeue GCL module is used to eliminate inter-
ference with ST transmission time by controlling whether
the BE traffic is allowed to be dispatched. The above proc-
essing path for BE traffic is accorded with the BE function
chain described in Section 4.1.

As for an RC packet or an ST packet, the actions in the L2
Forwarding module and the Dequeue GCL module are the
same as those for a BE packet. However, other actions for an
RC packet or an ST packet are different when the FastTSN
chip is deployed in a different location, namely the first
hop, a middle hop, and the last hop. Specifically, in the
FastTSN deployed as the first hop, the FL-tag Encapsulation
module replaces the DMAC with an FL-tag for each RC
packet. In the FastTSN deployed as a middle hop, the Per-
stream Meter module in the ingress pipeline connecting
with an SW interface limits the transmission rate of each RC
flow. In the FastTSN deployed as the last hop, the FL-tag
Decapsulation module replaces the FL-tag with the DMAC.
The above processing path for RC traffic is accorded with
the ones of the RC function chain described in Section 4.1.
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Moreover, the actions in the L2 Forwarding module, the
Dequeue GCL module, the FL-tag Encapsulation, and the
Decapsulation modules for an ST packet are the same as
those for an RC packet. Additionally, in the FastTSN
deployed as the first hop, the Injection Control Module in
the ingress pipeline connecting with the LCPU interface
controls the injection time-point of each ST packet. In the
FastTSN deployed as a middle hop, the Enqueue GCL mod-
ule in the egress pipeline connecting with the SW interface
discards the ST packets that do not arrive within the
planned time window. In the FastTSN deployed as the last
hop, the Submission Control module in the egress pipeline
connecting with the LCPU interface controls the submission
time-point of each ST packet. The above processing path for
an ST packet is accorded with the ST function chain
described in Section 4.1.

6.2 Processing Workflow

In this section, we introduce the overall processing work-
flows of FastTSN from the processing workflows at the first
hop, at a middle hop, and at the last hop.

Algorithm 1. Processing Workflows at the First Hop

Input: pkt,, FL-tag Encapsulation table (FE) and Injection
Control table (IC)

1: fora < Oto FE,,,,,M(LdﬁI,ﬂ,, do

2 if pkt,.5_tuples == SGla].5_tuples then

3 pkt,.FL_tag = FE[a].FL_tag;

4: if pkt,.FL _tag. flow_priority € ST then

5. pkt,.inject_addr = pkt,.FL_tag.inject_addr;

6: store pkt, according to the injection_addr;

7 forb — Oto ICV,,,,,U,],J[EPﬁ, do

8 if pkt,.inject_addr == IC[b].inject_addr then

9 pkt,.inject_time = IC[b].inject_time;

10: while pkt,.inject_time == current_time do

11:  read pkt, from pkt,.inject_addr and injects it;

Processing workflows at the first hop. This process is shown
in Algorithm 1. First, when a packet (pkt,) reaches the first
hop, and pkt, belongs to ST or RC traffic, the FL-tag Encap-
sulation module replaces the pkt, DMAC with a corre-
sponding FL-tag, which is acquired by looking up the FL-
tag Encapsulation table (lines 1-3), then forwards pkt, to the
LCPU interface. If pkt, is a BE packet, the FL-tag Encapsula-
tion module directly forwards it to the LCPU interface.
After the actions of the FL-tag Encapsulation module, if
pkt, belongs to an ST packet, the Injection Control module
looks up the FL-tag to acquire the injection address (lines 4-
5) and then pushes pkt, into the buffer according to the
injection address (line 6). When the current time reaches the
injection time-slot of pkt,, acquired by looking up the Injec-
tion Control table, the Injection Control module fetches pkt,
according to its injection address, then injects it to the next
hop as soon as possible (lines 7-11).

Processing Workflows at a Middle Hop. The process is shown
in Algorithm 2. When a packet (pkt,) reaches a middle hop,
the Per-stream Meter module checks whether the packet
belongs to an RC flow. The Per-stream Meter module acquires
the maximum transmission rate by looking up the Per-stream
Meter table for RC packets (lines 1-4) and then keeps the
actual flow rate less than the maximum transmission rate. If
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pkt, is not an RC packet, it will not go through the Per-stream
Meter module. After that, the L2 Forwarding module looks
up the Forwarding table to acquire the output ports regard-
less of the traffic type of pkt,, then forwards the packet to the
corresponding egress pipeline according to the acquired out-
put ports (lines 5-8). If pkt, is an ST packet, the Enqueue GCL
module in the egress pipeline acquires the queue-id of pkt,
according to the flow-priority attached in the FL-tag (line 9),
and inquires the en-queue gate state of the corresponding
queue at the current time-slot by looking up the Enqueue
GCL. If the en-queue gate state is open, put pkt, into the corre-
sponding queue. Otherwise, pkt, will be discarded (lines 9-
15). If pkt, is not an ST packet, it will not go through the
Enqueue GCL module. Next, the scheduler in the egress pipe-
line dispatches the packets in the queues whose de-queue
gate states are open according to the strict priority policy (ST
traffic has the highest priority, RC traffic has the medium pri-
ority, and the priority of BE traffic is the lowest). The packets
in the same queue are scheduled in first-in-first-out order
(lines 16-19).

Algorithm 2. Processing Workflows at a Middle Hop

Input: pkt,, Per-stream Meter table (PM), Forwarding table
(Fwd), Enqueue GCL (EG), Dequeue GCL (DG)

1: if pkt,.FL_tag. flow_priority € RC then

2 forc — 0to PA[Ualid_depth do

3 if pkt,.stream_id = PM _[c].stream_id then

4 RC[pkt,.stream_id].rate=PM[b].rate;

5: pkt,.outports = Fwd[pkt,.stream_id].outports;

6: for d — 0 to port,,,, do

7. if pkt,.outports[d] = 1 then

8: forward pkt, to port d;

9: pkt,.queue_id = pkt,.FL_tag.flow_priority;
10: if pkt,.FL_tag. flow_priority € ST then
11:  gate_states = EG[cur_timeslot].gate_states;
12:  if queue_id.gate_state = 1 &&

queue_id.used_depth # Full then

13: put pkt, into queue_id;
14: else
15: discard pkt,;
16: for queue_id «— 0 to (queue,y,;, — 1) do
17:  gate_states = GCL[current_timeslot].gate_states;
18:  if queue_id.gate_state = 1 && queue_id.empty = 0 then
19: allow scheduling packets from queue_id;

Processing Workflows at the Last Hop. The process is shown
in Algorithm 3. When pkt, arrives at the last hop, the Sub-
mission Control module inquires about the packet priority
of pkt,. If pkt, is an ST packet, the Submission Control mod-
ule looks up the FL-tag to acquire the submission address
(line 1-2) and then pushes pkt, into the memory according
to the submission address (line 3). When the current time
reaches the submission time of pkt, acquired by looking up
the Submission Control table, the Submission Control mod-
ule fetches pkt, according to its submission address, then
submits it to the FL-tag Decapsulation module (lines 4-8). If
pkt, is an RC packet, it will directly enter the FL-tag Decap-
sulation module without going through the Submission
Control module. After that, the FL-tag Decapsulation mod-
ule looks up the FL-tag Decapsulation table to acquire the
pkt, DMAC and fills the pkt, DMAC back to the DMAC
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field(lines 9-12). However, if pkt, is not an ST or RC packet,
pkt, will not go through the Submission Control and FL-tag
Decapsulation modules.

Algorithm 3. Processing Workflows at the Last Hop

Input: pkt,, FL-tag Decapsulation table (FD) and Submission
Control table (SC)
if pkt,.FL _tag. flow_priority € ST then
pkt,.submit_addr = pkt,.FL_tag.submit_addr;
store pkt, according to the submission_addr ;
fore — Oto SC’mh-d_depth do
if pkt,.submit_addr = SCle].submit_addr then
pkt,.submit_time = SC[e].submit_time;
while pkt,.submit_time == current_time do
read pkt, from pkt,.submit_addr, submit it;
for e — 0 to F'D_entry,,, do
10:  if pkt,.stream_id = FD[e].stream_id then
11: pkt,.dmac = FD[e].dmac;
12: fill the dmac back to the corresponding field;

0

6.3 Evaluation
To verify the feasibility of FastTSN chip, we prototype
FastTSN on FPGA and deploy two typical TSN scenarios.

Experiment I: ring topology, unicast flows.

Devices settings.

In this experiment, as shown in Fig. 7, all the FL-Is
(FastTSN chips) are connected, forming a ring topology.
The controller/analyzer is used to configure and monitor
all FL-Is. Moreover, both Testerl and Tester2 are imple-
mented by FPGA, which construct flows according to the
configuration parameters (such as packet payload and send-
ing interval) generated by the tester controllers. The camera
and camera monitor are used to generate an RC flow. In
addition, the bandwidth of each link is 1Gbp/s.

Traffic Settings. As illustrated in Fig. 7, there are BE flow1,
BE flow2, RC flow1, and 32 ST flows. The bandwidth of BE
flow1 is 400Mbps/s. The RC flow1 bandwidth is SMbps/s.
The bandwidths of BE flow2 and each ST flow are variables.
Among them, the BE flowl and 32 ST flows are generated
from Tester 1, which aims to simulate the host generating ST
flows and non-ST flows simultaneously. BE flow?2 is used to
construct a congested link between FL-1 3 and FL-14.

Synchronization Offset Evaluation. We set FL-I 1 as the
master clock (actively triggering synchronization) and the
other FL-Is as slave clocks (passively executing synchroni-
zation). The synchronization interval is 100ms. We collect
offset values in 400 minutes at runtime. As shown in
Fig. 8, the offset between slave clocks and the master clock always
keeps less than 64ns. Moreover, the offset value is positively
correlated with the distance between the slave clock and
master clock, which is consistent with theoretical analy-
sis [23]. Specifically, as the distance between FL-I 4 and the
master clock is the farthest, and the one between FL-I 2 or
FL-I 6 is the nearest, the average offset value of FL-I 4 is the
maximum, and the average offset value of FL-I 3 is over
than the one of FL-I 2 (as shown in Fig. 8a). Moreover, the
average offset value of FL-I 2 is roughly consistent with the
one of FL-I 6 (as shown in Fig. 8b), and the average offset
value of FL-I 3 is roughly consistent with the one of FL-I 5
(as shown in Fig. 8c).

Delay and Jitter Evaluation. We evaluate the influence of
background traffic (such as BE traffic) workload on ST
determinism by setting different bandwidths of BE flow2,
400Mbp/s and 700Mbp/s. When the bandwidth of BE-
flow2 is 700Mbp/s, the accumulated traffic bandwidth from
FL-I3 to FL-I6 is over than the link bandwidth. As illustrated
in Fig. 9a, the difference between the average end-to-end
delays of 8 ST flows under 400Mbp/s and 700Mbp/s BE
flow2 keeps less than 40ns. The difference mainly results
from the clock offset. Thus, the workload size of BE traffic
has no influence on the determinism of ST traffic.

Next, we evaluate the influence of interval (the submis-
sion time-slot minus the injection time-slot), time-slot value,
and ST bandwidth on ST determinism by setting different
intervals (6time-slots and 1000 time-slots), different time-
slot values (namely 64us and 128us) and different ST band-
widths (16Kbp/s and 16Mbp/s). The difference between
the actual average end-to-end delays of 8 ST flows and the
theoretical interval (shown as the red dotted line in Fig. 9) is
less than 30ns, and the jitters of the end-to-end delays
always keep less than 120 ns, as illustrated in Fig. 9b,
Fig. 9c. Thus, the interval, time-slot value, and ST band-
width do not influence the determinism of ST traffic. The
above experimental results demonstrate that FastTSN is
able to provide microsecond-level determinism.
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Fig. 9. End-to-End latency and jitter. (a) basis setup. (b) under different interval. (c) under different time-slot and bandwidth of ST flows.

Experiment 1I: line topology, multicast flows.

Devices Settings. Guaranteeing determinism of multicast
ST traffic is crucial for many TSN scenarios, such as triple
modular redundancy in aerospace craft and advanced driver
assistance system in the vehicle. Thus, we build this experi-
ment to verify the determinism precision that FastTSN pro-
vides for multicast ST traffic. As illustrated in Fig. 10, there
are three FL-Is to form a linear network. All FL-Is are used
as switches, which means FL-Is do not use the Injection and
Submission Control functionalities to improve ST determin-
ism. This is consistent with the above scenarios.

Traffic Settings. The ST flow generated by Tester 2 is a
multicast flow, which respectively goes through FL-I 2 and
FL-I 3 to arrive at Tester 2. Thus, Tester 2 receives two cop-
ies of each ST packet (the identical packets are called packet
pair). Tester 2 forwards the ST packets to the analyzer as
soon as it receives them. The BE flow is used as background
flow to demonstrate the influence of BE flow on the deter-
minism of ST multicast flow.

Determinism Evaluation. We first verify the influence of ST
packet length and bandwidth on ST determinism. We stop the
BE flow and generate ST flows with different packet lengths
and bandwidths, 128B and 1Mbp/s, 512B and 5Mbp/s, 1024B
and 10Mbp/s. Moreover, we configure this ST flow to transmit
from FL-I 2 and FL-I 3 at the same time-slot. After that, we col-
lect the time-point pair for each ST packet pair arrived at Tester
2, and calculate the absolute time difference of each time-point
pair. As shown in Fig. 11a, the time difference keeps less than
100ns under different ST packet lengths and bandwidths,
which is mainly resulted from clock offset.

Next, we evaluate the influence of background traffic on
ST determinism. We add a BE flow whose packet length is
128B and change its bandwidth, 10Mbp/s, 100Mbp/s,
200Mbp/s and 500Mbp/s. As FL-Is do not use the injection
and submission control functionalities to improve ST deter-
minism, the BE flow is supposed to increase the time

|C0ntroller| | Analyzer | | Tester 1 |

Fig. 10. Topology of experiment II.

difference of each time-point pair. This is because when an ST
packet is planned to transmit, a BE packet may be transmitting
at the same physics port, resulting in the ST packet having to
wait until the BE packet finishes transmission. This increases
the time offset of ST packet sending from FL-I 2, further
increasing the time difference of each time-point pair. We col-
lect the time difference of 2000 packet pairs, and the results
show the time difference is positively correlated with BE band-
width. This is because the higher bandwidth of the BE flow is,
the greater probability that ST flow is blocked at FL-12. As the
BE packet length is 128B, transmitting a BE packet from FL-12
port whose line rate is 1Gbp/s needs 1us. Thus, the time differ-
ence is generally less than 1us, as shown in Fig. 11b. In order to
eliminate the influence of BE traffic on ST transmission deter-
minism, we turn on the guard band mechanism [21], that is,
BE traffic is not allowed to transmit within 12 microseconds
before ST traffic is planned to be transmitted, and the result is
the same as the one shown in Fig. 11a.

7 Use CASES

In this section, we demonstrate two customized TSN chips,
HX-DS09 ASIC chip and TZ-TS01 FPGA-based chip.
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Fig. 11. Time differences of ST packet pairs. (a) under different ST band-
width and packet length. (b) under different bandwidths of BE flow.
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Fig. 12. Two Customized chip based on Fenglin-I. (a) HX-DS09 chip. (b)
A FPGA-based TSN chip.

7.1 HX-DS09 ASIC Chip
Further to demonstrate the benefits of Fenglin-I, we custom-
ize an ASIC chip named HX-DS09 (as shown in Fig. 12a)
based on Fenglin-I to provide deterministic service for time-
critical flows among controllers, actuators, and sensors in
an industrial control system. The requirements are (i) some
actuators need to respond to the duplicate multicast pack-
ets. Since the memory resource in the actuators is limited,
the actuators at most supports receiving packets continu-
ously for 2us without any drops. Therefore, HX-DS09
requires 2us determinism for multicast flows. (i) The power
supply provides 1W power to the original Ethernet chip. In
order to substitute the Ethernet low-power chip, HX-DS09
requires less than TW power consumption.

As the ATC method described in section 5, Customizing
HX-DS09 based on Fenglin-I requires the following steps.

Design Function Chains. The target chip requires 2uus deter-
minism for multicast flows, and FastTSN can deliver 1us
determinism for multicast flows with the interference of
128B BE traffic, as illustrated by the results of experiment II.
To reduce or eliminate the interference of non-ST packets,
frame preemption and slicing functionalities are two
options. Because frame preemption involves modifying PHY
logic, which results of high implementation complexity.
Therefore, we insert slicing and recombining functionalities
into Fenglin-I function chains, forming the function chains of
HX-DS09. The slicing functionalities cuts each packet larger
than 128 bytes into multiple slices smaller than 128 bytes,
and the recombining function reassembles these slices back

into a complete packet. According to the definition of end-to-
end delay in Appendix A, available in the online supplemen-
tal material, it is critical to eliminate the influence of BE pack-
ets on the injection and submission time of ST packets.
Therefore, the HX-DS09 chip inserts the slicing functionality
before the FL-tag Encapsulation function and the recombin-
ing functionality after the FL-tag Decapsulation function.
Moreover, there is no RC traffic in the target application, so
we delete the function chain for RC traffic further to form the
HX-DS09 TTP, as shown in Fig. 13.

Renew Table Map. In order to reassemble slices back into a
complete packet, the recombining module adopts a table to
record the sequence number of received slices. The keys of
this table are the StreamID and packet sequence, and the
value is the sequence number of received slices. Extracting
and optimizing this table takes a few hours.

Configure Resource Size. As the recombining functionality
reassembles slices at the last hop and the last hop node
loads less than 100 flows in the target application, the size
of the table in recombining functionality is set to 128.

Develop Function Chains. In this step, we develop the slicing
and recombining modules. The input interfaces of the FL-tag
Encapsulation module and the output interfaces of the FL-tag
Decapsulation module are the standard Ethernet packet inter-
faces. In order to adapt to those interfaces, both the input and
output interfaces of slicing and recombining functionalities
are also the standard Ethernet packet interfaces.

Verify Customized Chip. In this step, we build a TSN sys-
tem similar to experiment II. The verification results show
that HX-DS09 is able to deliver 1.2us determinism, which is
mainly composed of the following three parts. (1) Clock off-
set. As shown in Fig. 9, the clock offset always keeps within
64ns. (2) The jitter of the PHY chip in the HX-DS09 test
board. Since the HX-DS09 test board respectively records
the sending and receiving timestamps before and after the
PHY chip, the jitter of the HX-DS09's PHY chip will inter-
fere with the timestamp values. After testing a single HX-
DS09 test board, it is concluded that the round-trip jitter of
the HX-DS09’s PHY chip keeps within 132ns. (3) Interfer-
ence of non-ST frames. Since the HX-DS09 integrates the

Global Time All StreamID
Injection L2 Mcast FL-tag
Controlling Entries Withdrawing
i Frame L2 Egress Port Submission Frame
Slicing Forwarding Entries Controlling Recombining
IP 7-Tuples Eth-Dst Indirect Global Time StreamID
Pakcet Seq
Slice Seq
FL-tag Flood Dequeue
Generating Entries GCL
IP 5-Tuples All Global Time

[Cinserted TTP [] Fenglin-1 TTP

—> BE transmission —> ST transmission —> Mixed transmission

Fig. 13. HX-DS09 chip extends the frame slicing and recombining functionalities based on Fenglin-1 chip.
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TABLE 2

Code Quantity in HX-DS09

HX-DS09 Modules quantity belonging percentage
LCPU ingress pipeline 3128 lines
LCPU egress pipeline 1932 lines
L2 forwarding 1472 lines
buffer management 2300 lines
gPTP 733 lines FastTSN 84.1%
switching ingress pipeline 3036 lines
switching egress pipeline 4370 lines
FL-tag Encapsulation 1357 lines
FL-tag Decapsulation 483 lines
LCPU or SW interface 1416 lines
slicing 456 lines incremental 15.9%
recombining 3381 lines modules

slicing and reassembling functionalities which cut the frame
larger than 128 bytes into multiple frames smaller than 128
bytes, the maximum block time caused by a non-ST frame is
1ps (128B/1Gbps). Moreover, the HX-DS09 adopts 84.1% of
code from FastTSN chip database (as shown in Table 2) and
achieves ultra-low power (0.5W) under the 130nm process.

7.2 TZ-TS01 FPGA-Based Chip

A third-party customizes an FPGA-based chip named TZ-
TS01 (as shown in Fig. 12b) based on Fenglin-I to provide
deterministic service for time-critical flows between control-
lers and sensors in an aircraft network. This scenario (i)
requires the single-hop delay keep less than 200us under
the 100Mbps physical interface, (i) requires end-to-end
transmission jitter keep less than 100us, (i) support 64 ST
flows from 32 nodes.

As FastTSN satisfies these requirements, the designers of
TZ-TS01 just delete the Injection Control and Submission
Control functionalities, without any increment code, and
configure the table size on demand. Although the determin-
istic accuracy is decreased to tens of microseconds, it still
satisfies the determinism requirement. Moreover, the sin-
gle-hop delay keeps less than 7us under the 100Mbps physi-
cal interface.

8 RELATED WORK

Open-Source Hardware. With the rapid increase of new IT
technologies, hardware become more and more compli-
cated. In order to reduce the complexity of new technology
development, open-source technology has become an essen-
tial means of hardware development. RISC-V [10] founda-
tion proposes the instruction set architecture, and some
organizations open source code of RISC-V chips. For exam-
ple, SiFive proposes an open-source RSIC-V chip, Rocket-
chip. Users are able to agilely customize a RSIC-V chip by
following the specification of the instruction set architecture
and referring to the source code. However, The RISC-V chip
aims at general purpose computation. Another open-source
hardware is corundum (a high-performance FPGA-based
NIC) [28], which opens the source-code. corundum project
encourages users to directly reproduce the mature products,
rather than serving as the foundation of customization.
NetFPGA [29] and P4NetFPGA [30] are famous open-source

IEEE TRANSACTIONS ON COMPUTERS, VOL. 72, NO. 1, JANUARY 2023

programmable switches. They recommend designers to cus-
tomize switches by configuring table parameters. However,
they do not support time-triggered actions, such as Enqueue
and Dequeue GCL functionalities, and thus cannot be used
to customize TSN switches.

TSN Chip Design. The commercial off-the-shelf (COTS)
TSN chips [4], [5] are developed in a Bottom-up method
without considering specific application requirements. It is
challenging for users to select a COTS chip that satisfies all
their requirements appropriately. Moreover, the resource
partitioning for tables, queues and buffers in such chips is
fixed. In many cases, the resource partitioning does not adapt
to the specific application features very well. As a result, the
on-chip memory resource is often under low utilization.
Therefore, TSN-Builder [6] decomposes a TSN chip into five
core modules and decouples the various resource specifica-
tions of each module from the fixed processing logic with a
comprehensive abstraction of memory-related resources.
Users can configure these resource specifications on demand
for customizing a resource-efficient TSN switches. However,
TSN-builder lacks the software tools and does not recom-
mend designing new function chains, limiting flexibility for
chip customization. Moreover, its forwarding model follows
CQF and TAS, facing the challenge I.

Open-Source TSN-Related Project. OpenAvnu project [31]
focuses on TSN and AVB systems and realizes the gPTP
and SRP protocols, etc. However, it does not realize TSN
core functionalities, such as TAS and CQF, etc. OpenTSN
project [8], [9] opens a compete TSN system including hard-
ware in data plane and software in control plane to reduce
the customization complexity. However, it lacks the
detailed high-level abstraction and customization method.
Moreover, it also adopts CQF and TAS forwarding model,
facing the challenge I.

9 CONCLUSION

In this paper, we propose an open-source TSN chip to serve
as the basis of customizing TSN chips to reduce development
overhead. Specifically, the Fenglin-I chip contains high-level
abstraction (TTP), software tools, and a real chip (FastTSN)
following Fenglin-I TTP specification. To demonstrate the
effectiveness of Fenglin-I, we prototype and evaluate Fenglin-I
on FPGA-based testbed. We verify that Fenglin-I chip satisfies
the common requirements of TSN applications. Moreover, we
propose a method named ATC to introduce the concrete steps
of customizing TSN chips based on Fenglin-I. Finally, we and
a third-party use the ATC method to customize two different
chips. The post-customization chips reuse 84.1% and 100%
from FastTSN'’s codebase.
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