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Abstract— This study presents a novel approach for physical
layer authentication based on channel polarization response
(CPR). CPR is sensitive to variation in the physical properties
of scatterers, and the CPR difference between various channels
is higher than the channel frequency response (CFR) under
rich scattering scenarios. Additionally, the estimation of CPR is
continuous, the authentication interval can be adjusted according
to the channel coherence time, then the proposed scheme can be
applied to any rich scattering scenarios, including highly dynamic
scenarios. Since the received polarization state is fixed during the
channel coherence time, we can coherently stack the received
polarization state to improve the signal to noise ratio (SNR)
and the estimation accuracy of CPR, thereby achieving high
authentication accuracy under ultra-low SNR. Moreover, since
the transmitted polarization state of various transmitters is
different, because of their unique hardware deficiencies, and since
the CPR is dependent on the transmitted polarization state, the
CPR of other transmitters is different, allowing the resolution
of co-located attacks. We theoretically drive the false alarm
probability, detection probability, optimal discriminant thresh-
old, computational complexity, optimal stacking numbers, and
optimal CPR points for authentication. Furthermore, extensive
simulations and experiments are performed to verify the validity
and effectiveness of the proposed scheme.

Index Terms— Physical layer authentication, channel polar-
ization response, highly dynamic scenarios, ultra-low SNR,
co-located attacks.

I. INTRODUCTION

HE broadcast nature of wireless channels makes them

vulnerable to spoofing attacks, as both legitimate and ille-
gitimate transmitters have the ability to access them. Conven-
tional wireless communication systems resort to upper-layer
authentication algorithms that relies on a symmetric or asym-
metric key shared between the legitimate transmitter and
receiver [1]. However, this paradigm suffers from security
vulnerabilities in the key generation, distribution, and manage-
ment processes, and the assumption of limited computational
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power for the adversary is becoming increasingly invalid
with advancements in computational power and cryptanalysis
algorithms [2].

To address these issues, physical layer authentication
schemes have emerged as a promising alternative, offering
high security, low computational complexity, and compatibil-
ity with future wireless communication networks [2]. These
schemes utilize the inherent attributes of the physical layer and
are divided into two categories: hardware impairment-based
schemes [3], [4], [5], [6], [7] and channel-based schemes [2],
(81, [91, [101, [11], [12], [13], [14], [15], [16], [17], [18], [19],
[20], [21], [22], [23], [24], [25], [26], [27], [28], [29], [30].
The former ones make use of device information, including
power amplifier nonlinearity [3], phase noise [4], clock devi-
ation [5], carrier frequency offset (CFO) [6], and in-phase-
quadrature-phase imbalance (IQI) [7]), for authentication, but
their application is limited by their sensitivity to channel
variations. On the other hand, channel-based schemes, which
utilize channel information such as received signal strength
(RSS) [8], [9], power spectral density (PSD) [10], channel
impulse response (CIR) [2], [11], [12], [13], [14], [15], [16],
[171, [28], [29], [30], channel frequency response (CFR) [18],
[19], [20], [21], [22], [23], [24], [25], [27], and angle of arrival
(AOA) [26]), are more robust in rich scattering channels and
are the focus of this paper.

According to the authentication parameters used, channel
based schemes include schemes based on statistical channel
information (SCI), instantaneous channel information (ICI),
and multiple physical layer attributes. In terms of schemes
based on SCI, [8], [9] proposed using RSS to provide secure
pairing between devices. Reference [10] proposed using both
the PSD and the generalized likelihood ratio test for authen-
tication.

In terms of schemes based on ICI, there are CIR based
schemes, CFR based schemes, and AOA based schemes.
Among the CIR based schemes, [11] initially proposed to
use the gain of CIR for authentication in the time-invariant
channel. Then, [13] extended it to the time varying channel.
In order to improve the authentication performance, [14],
[15] proposed to use the gain of CIR and multipath delay
for authentication, and a two-dimensional quantizer was pro-
posed to simplify the calculation. However, this introduced
quantization errors, which negatively impacted the authen-
tication performance. To overcome this limitation, [2] pro-
posed multiple CIRs physical layer authentication (MCP) and
enhanced multiple CIRs physical layer authentication (EMCP)
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schemes. Reference [28] proposed using machine learning
to further improve authentication performance. Among the
CFR based schemes, [18], [20] initially proposed using the
amplitude of CFR for authentication in the time-invariant
channels. Then, it was extended to time varying channels
[19], mobile scenarios [21], and frequency-selective Rayleigh
channels [22]. In order to improve the authentication perfor-
mance, the amplitude and phase of CFR were used to make
an authentication in the OFDM [23] and CDMA systems [24].
Moreover, phase differences between the two CFRs were used
for authentication in a multi-carrier transmission systems [12].
Among the AOA based schemes, [26] proposed using AOA for
authentication, where a deep autoencoder was trained to learn
the features from a training dataset.

In terms of schemes based on multiple physical layer
attributes, [16], [17] proposed to use channel gain and phase
noise for authentication in Multiple Input Multiple Out-
put (MIMO) and massive MIMO systems. Reference [29]
proposed to use CIR, CFO, RSS, and IQI for authentication.
Moreover, the fuzzy theory was explored for modeling multi-
ple physical layer attributes with imperfection and uncertainty,
and a hybrid learning-based adaptive authentication algorithm
was proposed to update system parameters. Reference [30]
proposed to use CFO, CIR, and RSS for authentication, and
a kernel machine was used for combining multiple physical
layer attributes.

Here, we analyze and compare the channel based authen-
tication schemes in table I. We can see that the existing
schemes have some limitations under highly dynamic scenar-
ios, co-located attack scenarios, and ultra-low signal to noise
ratio (SNR) scenarios.

A. Highly Dynamic Scenarios

All the ICI based schemes rely on the pilot to estimate
channel parameters and assume the channel is invariant in
the pilot interval. When the channel is rapidly fluctuates, the
channel parameters vary during the pilot interval, and the
correlation between successive pilot intervals with the same
transmitter is extremely low. Then, the authentication perfor-
mance of ICI based schemes will significantly degrade, which
is unacceptable for industrial applications. Reducing the pilot
interval may seem like a solution, but this is not practical as
the pilot, which is primarily designed for channel equalization
and demodulation, instead of authentication, can only occupy
limited channel resources. Although schemes based on SCI
do not require a pilot signal, but they only depict path loss
and shadow fading of the wireless channel, making it easier
for attackers to duplicate and rendering their authentication
performance inferior to that of ICI based schemes, as noted
in [31].

B. Co-Located Attacks Scenarios

Since all the ICI and SCI based schemes assume that
transmitters are located at different locations, they cannot
handle the co-located attacks. Although schemes based on
multiple physical layer attributes can use device features to
authenticate transmitters at the same location. However, those
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devices with the same brand and model can have insufficient
feature differences, leading to the possibility of misjudgment
and reduced authentication performance.

C. Ultra-Low SNR Scenarios

The authentication accuracy of the channel based schemes
under ultra-low SNR is very low. For example, when SNR <
—10d B, the detect probability is less than 40% [2], [8], [9],
(101, [11], [12], [13], [14], [15], [16], [17], [18], [19], [20],
[21], [22], [23], [24], [25], [26], [27], [28], [29], [30].

To overcome the above shortcomings, we propose a
scheme based on channel polarization response (CPR) under
dual-polarized antenna systems. CPR describes the fading of
the channel to signal polarization state, reflects the physical
properties of the scatterers in the channel, e.g., material,
orientation, attitude, etc. [32], and changes with the physical
properties of the scatterers. Compared with CIR and CFR,
which describe the fading of the channel to signal amplitude
and phase, reflect spatial fading of the channel, and change
with the distance between the transmitter and receiver, CPR is
more sensitive to the change of the channel, and the difference
between various channels is greater.

Since the polarization state of the signal does not carry
information [33], the transmitting polarization state can be
used as a “continuous pilot” to estimate CPR. The continuity
of the transmitting polarization state enables continuous CPR
estimation. On the one hand, we can adaptively adjust the
authentication interval of the CPR based scheme according
to the coherence time, allowing it to be applied to any rich
scattering scenarios, including highly dynamic scenarios. So as
to solve the authentication problem in highly dynamic scenar-
10s. On the other hand, we can coherently stack the received
polarization state according to the SNR and the required
authentication performance to improve the accuracy of the
CPR estimation. This is feasible as the transmitted polarization
state of the signal is fixed. The problem of authentication with
ultra-low SNR can thus be solved.

Under the influence of transmitter hardware deficiencies, the
transmitting polarization state will deviate from the expected
polarization state, making the polarization states transmitted by
different transmitters slightly different [34]. The CPR is depen-
dent on the transmitted polarization state [35], [36], resulting
in differing CPR values for different transmitters located at
the same location. The CPR difference caused by channel
polarization fading is larger than the discriminant threshold,
enabling the proposed scheme to distinguish between even two
transmitters located at the same location.

To the best of our knowledge, we are the first one to utilize
the CPR for physical layer authentication. Such an introduction
of CPR to the physical security is not a straightforward
effort, where the challenge is lack of the fundamental study,
including the theoretical analysis on the CPR characteristic and
the performance of the corresponding authentication scheme.
The main contributions of this paper are summarized as
follows:

o A physical layer authentication scheme based on CPR is

proposed, which can solve the problems of authentication
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TABLE I
PHYSICAL LAYER AUTHENTICATION BASED ON CHANNEL

Domain of authentication parameters

The channel Can counter  Can be authenti-

Authentication parameters Works Time Frequency Space Polarization PIIOZ;S is invariant in co-located cated under ultra
domain domain domain domain need: pilot interval? attacks? low SNR?
RSS [8], [9] v X X X X X X X
SCI PSD [10] X v X X X X X X
CIR [11], [13]
(channel gain) [2], [28] v X X x v v X X
CIR
(channel gain, [14], [15] v X X X v v X X
multipath delay)
CF.R (18]-[22] X v X X v v X X
(amplitude) [27]
ICI CIR
(amplitude, phase) [23], [24] X v X X v v X X
CFR
(phase differences) (12] x v X X v v X x
AOA [26] X X Ve X X X X X
CPR This paper X X X v X X v v
CIR,
. Phase noise (16, [17] v x X x v 4 4 X
Multiple CIR_CFO
physical ; ’ [29] v X X X v v v X
4 RSSI, 1IQI
attributes CIR_CFO
RSSI [30] v X X X v v v X
v'means yes, and X means no.
in highly dynamic scenarios and co-located attacks, while .
maintaining good authentication performance under ultra- - Bavesdropping communication link I T |
low SNR L] e P
. ! AN 1
.1 . .1 . N 1 Bob_ 1
o The false alarm probability, detection probability, optimal 7 seaerine &% ‘ -Alice S oy e
threshold, optimal stacking numbers, optimal CPR points Al ! (T)) i A
. . . . bkd and | o N
for authentication, and computational complexity are the- U Alice |\ Hul0) ! Bob | xS
oretically derived for the proposed scheme. Additionally, e
co-located attacks and Doppler effect on authentication th interval {ve (¢ Dth interval

performance are evaluated.

« Extensive simulations and experiments are performed to
verify the theoretical correctness and feasibility of the
proposed scheme.

The rest of this paper is organized as follows. Section II
introduces the communication network model and channel
model. Section III presents the proposed authentication scheme
based on CPR. The performance of the proposed scheme
is analyzed in section IV. The numerical simulations and
experiments are carried out in section V. Finally, section VI
concludes this paper.

II. SYSTEM MODEL
A. Network Model

Consider the traditional secure communication scenario,
shown in Fig. 1. There are three entities in the communication
network, in which Alice is the legitimate transmitter and
Bob is the intended receiver, whereas Eve is the spoofer,
attempting to impersonate Alice and sending false messages
to Bob. It is assumed that Eve possesses some publicly known
and repetitively used information, such as training sequences,
pilot symbols [37], and the type of polarization used by the
transmitting antennas.

The goal in this work is to construct authentication between
Alice and Bob, in the presence of an adversary, Eve, who seeks
to impersonate Alice and send false messages to Bob. To this

Fig. 1.  Secure communication scenario. Alice and Bob are legitimate
communicators, and Eve is the spoofer. The channel will be time-varying
due to the movement of scatterers in the environment.

end, consider the scenario where Bob receives signals at the
tth and (¢ 4+ 1)th intervals, with a time interval AT < T,
where T, is the channel coherence time. Through pre-sharing
secret, physical measures (e.g., by manually executing the
setup phase) [28], or communication on a parallel and secure
channel [38], [39], Bob authenticates that the transmitter of
the rth interval is Alice. The pre-sharing secret can be a key
used one time for initial authentication or the channel infor-
mation stored by Alice and Bob before the communication
is interrupted. Then, Bob stores the CPR at the rth interval.
Since CPRs from the same transmitter are highly correlated
during the coherence time, CPRs from different transmitters
are independent. In (# + 1)th interval, Bob can distinguish the
unknown transmitter by comparing the similarity of CPRs at
(t + Dth and ¢th interval.

B. Channel Model

Assuming the receiver is equipped with horizontal
and vertical dual-polarized antennas, this paper con-
siders the dual-polarized Rayleigh fading channel [40],
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which is modeled as

7 | Hw(, ) HuG, | _ -
H(, f) = [Hhv(t, ) Hu, f)] =G, f)-S
L
= ZAI . e Qrfmt=2nfu) |:Slvv Slvhj| )
I=1 Sihv Sthh

where H,y(t, f) represents the channel transmission func-
tion when the transmitting component is y-polarized and the
receiving antenna is x-polarized. G (¢, f) represents the spatial
fading, and varies with the distance of the transceiver, which is
the CFR used in previous works. S represents the polarization
fading, and varies with the physical properties of the scatterers
(e.g., attitude adjustment, azimuth change), which is defined as
CPR. We can see that CPR is more sensitive to the change of
channel than CFR, and the CPR difference between various
channels is greater under rich scattering scenarios. L is the
number of multipath. A; is the channel gain of the I/th path. f
is the carrier frequency. f, = w - f is the Doppler shift,
V is the velocity of the scatterer, c is the speed of the light,
6 is the angle between the scatterer and the incident wave. (
is the delay of the /th path. §j.y is the polarization fading of
the /th path when the transmitting component is y-polarized
and the receiving antenna is x-polarized, which is determined
by the transmitted polarization state and communication signal
frequency [35], [36].
Suppose the transmitting signal is

A0 =[n®  wmo], )

where x,(1) = [x,(1)] e/ and x;(t) = |x; ()] e/ Pxn®)
are the vertical component and horizontal component of the
transmitting signal, respectively; |-| is the modular operator;
@xv (1) is the phase of xy(¢); ¢y, (¢) is the phase of xp(¢).

After the signal in (2) propagating through the channel given
by (1), the received signal is

F) = [ @] =k, 0«30, 3)

where ﬁ(t, t) is the inverse Fourier transform of H (t, f) on
f, * represents convolution. Hereafter, for convenience of
notation, we will omit #, ¢, and f in the signal or channel
parameters and use uppercase letters for the frequency domain,
and lowercase letters for the time domain. The time interval
index ¢ will be resumed in Section III-C. Sampling 7 at N
points to get ¥ = [71, Fo,coe Tnyeee 7N], where 7, represents
the nth sample of the received signal, N = S, - Ty, S, is the
sample rate, 7 is the sampling period. We performed N point
discrete Fourier transform (DFT) on 7 to obtain

> T - -
R=[R, R,] =H-X, “)
where Ry = SN Ve iRy, k=01, N—1, Rp =
N—1 —i2T,k . >
Do ¢ !N "rp, k=0,1,--- N —1, X is the DFT of X.
Substituting (1) into (4), we can obtain
. T ey, -exy
R=G-[x,[e 3| [x,] e

1
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where X; = (|X, |/ |X,|) e/** is the polarization state of the
transmitted signal, Xr = | X v| / | X h| is the amplitude ratio,
Xp = ¢x, — ¢x, is the phase difference, ¢x is the phase
of X,, and ¢y, is the phase of X,. It can be observed that
the transmitted signal experiences both spatial and polariza-
tion fading, with independence between each other. Existing
research has predominantly focused on utilizing the spatial
fading, however, this paper takes a different approach by

leveraging polarization fading.

III. PHYSICAL LAYER AUTHENTICATION SCHEME

In this section, we present the details of the proposed
CPR-based Authentication Scheme, which encompasses three
key stages. The first stage aims to enhance the SNR by stack-
ing the received polarization state over the channel coherence
time. The second stage estimates the CPR, and the logarith-
mic amplitude and phase of CPR are used as authentication
parameters. The final stage performs the authentication process
according to a hypothesis testing model, where the logarithmic
likelihood ratio test is used to determine the test statistic.

A. Polarization State Coherent Stacking

Suppose the vertical and horizontal components of the
noise powers at the receiver are avz and a}%, respectively. The
received signal is represented as

— él} — LU + wv (6)
Ty rp+w,]’

where w, and w, represent orthogonal receiver noise after

sampling; w, and wj; follow a cyclic complex Gaussian

distribution with a mean of 0 and variance of o2 and o7,
respectively. Then, the received polarization state is

ISb

[

Py= —A“’ef' @2, ~02) 9

2]
where 7 = | £v| / |£h| is the amplitude ratio of the received
orthogonally polarized components. 7p = ¢p, — ¢7, is the

phase difference of the received orthogonally polarized com-
ponents, ¢; is the phase of 7,, ¢, is the phase of 7.

Since the transmitted polarization state is fixed, and the
channel can be considered approximately time-invariant during
the coherence time. The received polarization state within
the the coherence time can then be uniformly segmented and
stacked in the time domain to reduce the impact of noise.

Assuming that the received polarization state between
tth and (¢ + 1)th interval is divided into C segments, and
the sample point of each segment is M, ie. C x M =
N. Then if, = [fjl, sz, ey fjc, s, fjc], where fjc =
Fplt- AT +c- Ar], Ar = %. Using coherent stacking to
denoise the signal, the stacked polarization state becomes

1 &
Fre=g 2P ®)
c=1
The SNR after stacking is represented as

SNR=C x SNRo = C (I +1nP) / (02 + 7). ©
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w2}1er623 |rv|2 + |rh|2 is the power of the signal after stacking,

28% g the power of the noise after stacking. It can be

observed that the stacking process results in a direct transfer
of the SNR to C times the original SN Ry. How to optimally
select C and M will be discussed in Section IV-C.

B. CPR Estimation

After stacking the received polarization state, Bob performs
M points DFT on 7;, to obtain Eje. Based on X; and
R;,, which describe the polarization state of the transmitted
signal and received signal, the CPR can be estimated as
outlined in equation (10).It is worth noting that the form of
S in equation (10) is distinct from that in equation (1). This
difference is due to the use of the polarization ratio here, rather
than the Jones vector in (1), to represent the polarization state
for the purpose of facilitating subsequent calculations. The
Jones vector and polarization ratio are two representations
of the polarization state. So both S in (1) and (10) uniquely
represent the polarization fading of the channel.

S=X;"" Ry, (10)

where the upper subscript —1 denotes inverse. Bring Rj. and
Xy in (5) into (10), we can obtain

Sp = Rre/Xr

Sp = Rpe — Xp. (a1

Here X, is the ideal transmitting polarization state. Actually,
the transmitted polarization state is affected by the transmitter
hardware deficiency and noise, and deviates from X; [34].
Then, Sr and Sp are affected by the deficiency and noise of
transmitter and receiver hardware.

Sr = Sr+ Fwx + Fwr

Sp = Sp + Pwx + Pwr, (12)

where S and Sp are true channel polarization fading. Fy x
and Pwy are the estimation error of Sy and Sp caused by
transmitter hardware deficiency and transmitter noise. Fyg
and Pwpr are the estimation error of S and Sp caused by
receiver hardware deficiency and receiver noise.

According to [41], under dual polarization Rayleigh chan-
nel, log(Sr) approximately follows normal distribution, that
is, log(Sp) ~ N (sF.02r), and

usk = log(§)
1 7.[2 0 p2k
1110 [?_Ek_Z p=03
S I [ ) 2 (1-p)t
| In(e*) In(1=p?)+ > —2} p =05,
(n10 P k
(13)

2 2 .
where & = ] Ew| / | Ehg} represents the power ratio of the
i

R

ve 'Khe

|Eve|2'|ghe
between the orthogonal components of the received signal,

received signal; p = represents the correlation

| 2

29 o2 o g—1Y\2
and T represents conjugate. p = (%) , where
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is the slant angle of receiving antenna, ¢ is the slant angle of
the transmitting antenna [42].

Based on [43] and [44], the mean value of Sp is determined
by Bun = argloye nel, where oyene = Rye - R)w’ arg(-) is
phase operator, the variance of Sp is determined by p. When
p = 0, the orthogonal signal components are independent of
each other, and Sp follows uniform distribution, that is, Sp ~
U[0,2rm). When p = 1, the orthogonal signal components
are completely correlated, and Sp follows delta distribution.
When 0 < p < 1, Sp follows normal distribution, that is,
Sp ~ N(usp, ogp), and

usp = Bun
r'2(1.5)
olp =2 (1 - 1"2—(1)“/; x2 F1(0.5;0.5; 2; p)) , (14
where 7 F(+; -; +; -) is the confluent hypergeometric functions.

To facilitate later derivation, the characteristics of CPR used
for authentication is

S; = log(8S) = log(SF) + jSp. (15)
We use S;r to replace log(SF), then,
Sip = SiF + Fx + Fg
§p=SP+Px+PR, (16)

where Fx and Py are the estimation error of S;r and Sp
caused by transmitter hardware deficiency and transmitter
noise, which follow Gaussian distribution with a mean of u gy
and ppy, and variance of G%X and J%X, that is, Fy ~
N(urx,0py), Px ~ N(upx,0py). urx and ppx are
determined by transmitter hardware structure, cr% x = 012, x =
KTyBFyyx, where K = 1.38 x 10723J/K, Ty = 290K, B
is the measurement noise bandwidth per tone, Fyx is the
transmitter noise figure. Fg and Ppr are the estimation error
of Sr and Sp caused by receiver hardware deficiency and
receiver noise, which follow Gaussian distribution with a mean
of wrr and wpg, and variance of crlzF and a}%R, that is,
Fr ~ N(urr,0%g), PR ~ N(pr,0pg). iFr and jpg
are determined by receiver hardware structure, 012, R= 012, R =
KToBFnpR, Fnr is the receiver noise figure.

For wireless communications, the relative movement
between transmitters and scatterers results in correlated tem-
poral variations of channels. Similar to [17], we use the
first-order Gauss-Markov process to approximate the temporal
channel variations. Then represented as

Siplt +11 = apSipltl +/ (1 — o) o2 pult + 1]

Splt + 11 = apSplt] +/(1 — ap) ogpult + 11, (17)

where Sjr[t + 1] and Sp[t + 1] represent S;r and Sp at
(t + 1)th interval. S;r[f] and Sp[t] represent S;r and Sp at
tth interval. o represents the correlation between S;r[f + 1]
and S;r[t], ap represents the correlation between Sp[t + 1]
and Sp[r]. A larger value of ap and ap results in a higher
degree of correlation. Without losing generality, it is assumed
that «p = ap = «. Since CPR is continuous, AT can be
adjusted adaptively according to channel coherence time, and
a large o can always be obtained. u[t41] represents a Gaussian
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Fig. 2. The diagram of CPR estimation.

random variable with mean of 0O and variance of 1, that is,
ult +11~ N, D).

As shown in Fig. 2, we demonstrate the estimation of CPR.
The CPR estimation only needs to use the original baseband
signal and can be completed only by embedding a digital
signal processing module in the existing commercial systems.
However, the extraction of CFR requires customization of
the existing commercial baseband signal processing chips.
Therefore, the CPR extraction is more compatible with current
commercial systems than CFR.

C. Authentication Based on CPR

Assuming that the transmitted signal frequency range is
[ finins fmax ] S[F and Sp that Bob stored are S, =
[SiF1. SiF2, - - . Stpm, -+, Sipm] and Sp = [SP1 SPZ» SR
SpPm, -+, Spml], where SlFm = SlF(fm) SPm = SP(fm
Jm = Jfmin +m - Af, Af = (fmax — fmin) /M.

Bob uses the logarithmic likelihood ratio test to determine
the test statistic 7 that evaluates the difference of CPRs
between adjacent time intervals [21]. Specifically, the loga-
rithm likelihood ratio rule is:

P(S[t+ 11|H
T = log M (18)
P(Slt + 11|Ho)
where P () denotes a probability density function; the

null hypothesis, Hp, denotes that the transmitter is Alice;

the alternative hypothesis, Hj, denotes that the trans-
mitter is not Alice and we assume that the _trans-
mitter is Eve. According to (16) and (17), St +

1] follows complex Gaussian distribution with mean of
2 2 2

) and c 5 (1 N 3) (O5ps +05pa) +
(1 +aA) (O’FxA +0pys t0rR +0PR) under Hj, where a4
is the correlation coefficient of S;r (Sp) between Alice and
Bob, UgF A (a§ p4) represents the variance of S;r (Sp) between
Alice and Bob, o*% x4 and 0}2, x4 represent the estimation
error of S and Sp caused by the Alice transmitter noise.

o4 Si[t] and variance of 002

According to (16), 5’1 [t + 1] follows complex Gaussian dis-
tribution with mean of usg = usre + juuspr and variance
of ‘712 = GSZF + ‘752 Et GJ%XE + OI%XE + OI%R + UJ%R under
Hy, where o5 (05py) represents the variance of Sjr (Sp)
between Eve and Bob, and O’%X g and O’}%XE represent the

estimation errors of S;r and Sp caused by the Eve transmitter
noise. Then,

Y 5 2 B
St -S| [Ste+n-pse| g2
T 5 5 +log—
% o o]
(19)

The location uncertainty of Eve makes aS2F g > agF 4 and
GS2PE > ‘752PA [14], then (19) can be simplified as

N N 2
T~ 810+ 11— aadilnl| fog, (20)
Bring (15) into (20), we can obtain
N N 2 N n 2
[Sirte + 11— aaSirlnl| [Sele+ 11— aaSple)
h % o
21

According to the typical statistical decision method, Bob
uses a hypothesis test model to determine whether the trans-
mitter at the (¢ + 1)th interval continues to be Alice. When
T 1is less than or equal to the threshold §, Bob accepts the
hypothesis Hy. Otherwise, Bob accepts the hypothesis H.

Hy:T <3¢

H :T>3. 22)

We show the authentication process of the proposed scheme
in Fig. 3. Combining Fig. 2 and Fig. 3, we can see that the
proposed authentication scheme only needs to add a CPR esti-
mation module and an authentication module to the existing
dual-polarized antenna communication systems, which is easy
to implement.

IV. PERFORMANCE ANALYSIS

In this section, we first derive the false alarm probability,
detection probability, and optimal threshold. Subsequently,
the computational complexity of the proposed authentication
scheme is analyzed, and the optimal stacking numbers and
the optimal CPR points for authentication are also given
in a closed-form manner. Finally, the impact of co-located
attacks and Doppler effect on the authentication performance
is emphatically discussed.
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Fig. 3. The diagram of CPR based authentication scheme.

A. Derivation of False Alarm and Detection Probability

1) False Alarm Probability: Based on (21) and (22), the
false alarm probability (Pra) of the proposed scheme is

Z k!mk Lv/z((v+2)8)
D& G+ b\ 4pug )

k=0
(23)

v
e 62

2B+ (5 +

e

Ppp=1-—

Proof: Pry refers to that under Hp, T is greater than §,
Bob misjudges Alice as Eve,

Pra = P(T > §|Hp) =1 — Fra(8), (24)

where Fra(8) = P(T < 8|Hp) is the cumulative distribution
function of 7 under Hy, which will be derived below. For the
sake of analysis, T is represented as

T=Tr+Tp
. . 2
‘SlFm[t +1] - OlASlFm[t]‘
Tp = .
m=1 00
[$plt + 11— aaSpulrl|
pmlt + 11 —aadpnlt ‘
=2, ; 25)
[oF
m=1 0

Under Hy, the transmitter is still Alice at (¢ + 1)th interval.
The CPR estimated at the (#+1)th interval can be characterized
by the first-order Gauss-Markov model. Then, 7F becomes:

2
M (1= a?) odpult + 11+ AF,
Tr=F Y . (26)
P OF1

Trm
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where ‘71%1 =(1- “124) GSZFA"'(I "'“124) (UI%"XA + ‘712?1%)’ P =
0}/03, AFim = AFxm + Frmy AFxm = Fxamlt + 11 —
aaFxamlt]l, and AFgRy, = Fgrult + 1] — aa Frinlt]. Since
ult + 11 ~ N, 1), Fxam ~ N(Wrxam 0pxs)s Frm ~
N(UFRm, a,% r)» Trm follows Gaussian distribution with mean
of 0 and variance of 1. Then, Tr follows the central chi-square
distribution with M degrees of freedom, that is, Tr ~ F X/%/I'
Under Hy, Tp becomes:

2
— o) odpult + 114+ AP,

Plz ,

opi

27

where sz’l = (1 - “i) G§PA+(1 +0‘§x) (U%XA +0129R)’ Py =
031/03> APun = APxm + APrm, APxy = Pxanmlt + 11—
oA Pxamlt], and APg,, = Ppumlt + 1] — aga Prin[t]. Since
Pxam ~ N(upxam. 0pxa)s Prm ~ N(uprm.opg), Tp
follows the central chi-square distribution with M degrees of
freedom, that is, 7p ~ P; X/%,[-

When a variable is the linear weighted sum of two
chi-square variable, its cumulative distribution function can
be approximated by Laguerre polynomials [45]. Therefore,
according to (26) and (27), the cumulative distribution function

of T is
3 83 klmy WACE)L
Fra®) = — o mr 1y 2 Ly ( )
(2;3) PG+ & G+ D 4B 1o
(28)
where B = oy o — Fy, ay = Pp. T'(-) is the gamma

ajtoay’

function. v = v, = M and v = vi+v2. (u)y, = ['(w+v)/T'(u)
is the Pochhammer symbol [46]. 0 < uo < p/2 and
p = v/2 4+ 1. m can be expressed as in (29-a)-(29-c),
shown at the bottom of the next page, and §; = 0, é =
0. L¥(y) r(v+n+1) Zq 0 q'lﬁ(:i;+l)
Laguerre polyn0m1a1

The proof is complete.

2) Detection Probability: Based on (21) and (22), the
detection probability (Pp) of the proposed scheme is

is the generalized

v

_ 8
e 28 7
@p)EH T +1)
k!'m] 1 f (V4 2)8
oD P (ﬁ) . (30)
k>0 (5 + Dk B 1o

Proof: Pp refers to that under the hypothesis of Hy, T
is greater than 8, and Bob correctly detects the existence of
Eve,

Pp=1-

Pp = P(T > 6|H)) =1—- Fp(d), (€28

where Fp(8) = P(T < 8|H;) is the cumulative distribution
function of T under H;, which will be derived below.

Under Hj, the transmitter is Eve. In this case, the CPRs esti-
mated by Bob at the rth and (¢ 4 1)th interval are independent
of each other. Then, Tr becomes

M
szFzz

m=1

SipEmlt + 11— aaSipamlt] + AFay |2
OF2

. (32
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2
where o, = GSFE + o USFA + UFXE + O‘AUFXA + GFR +

Gotp Fr = 0}y/00, APy = AFy,, + AFgy, and
AFy, = Fxgmlt + 11 — aaFxamlt]l. Since Sjrpm ~

N(sFEm: 03pg)s Fxem ~ N(upxem,ofyp). Tr fol-
lows the non-central chi-square distribution with M degrees
of freedom, that is, Trp ~ Fg)(,%,[(np), where nr =

ZM KUSFEm—QAWSFAmYTIUFXEm—CQALFEXAm
m=1 oF2 ’

Under H;, Tp becomes

M
TPZPZZ

m=1
Where Opy = O§pp T @a05ps + Opyp + @305y, +
orp +a§a},R, P, = 0},/03, APy = APy, + APgm,
and AP xm = PXEmlt + 1] — g Pxamlt]. Since Spg, ~
N(wspem,03pg)s Pxem ~ N(UWpxem,0pyg), Tp fol-
lows the non-central chi-square distribution with M degrees
of freedom, that is Tp ~ szl%,[(np), where np =

ZM | I:HSPEm _‘YAHSPAm +,LLPXEm —YAKPXAm
m=

According to (25), (32) and (33), the cumulative distribu-
tion function of T is

SpEmlt + 1] — aaSpamlt] + APy |2
ap2

. (33)

§ /
e 28 3%
Fp(%) = "
B2 1 F(7 D
k\m/, "+ 2)8
S () o
k=0 (5 + Di 4B’y
where g’ = 2'013,2, oy = F, and o) = P>. v} = v, = M and

v = v] + 0. O<u0<p/23ndp =v/24+ 1.8 = np,
8, = np. Bring B, v, p’, ug, 81, and &, into (29-a)-(29-¢),
we can obtain .

The proof is complete.

B. Optimal Threshold

According to the Neyman-Pearson (NP) theorem, Pp
increases as Pr,4 increases. Then, the optimal threshold can be
obtained by solving Prg = €, where € is the maximum Pr»
that Bob can tolerate. However, when we take a closer look
at (23), we find that the threshold § exists multiple places of the
closed-form expression of the Pr4. Then, it is challenging to
obtain the optimal threshold directly from (23). Thus, we first
derive the approximated expression of Pr4 to replace (23) for
calculating the optimal threshold.

Here, we adopt the Log-Normal distribution to approximate
the chi-square distribution in (26) and (27). This approxima-
tion is based on the observation that the probability density
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function of the chi-square distribution is nearly identical to that
of the Log-Normal distribution when the degree of freedom of
the chi-square distribution is large [2], [47]. Thus, we obtain
T ~ FlLogN(y,F,oI%) + P1L0gN(,up,U%), where pur =
up =log(M) — % and CT}% = af, = log (1 + %)

The log-shifted Gamma approximation is also employed
to model the sum of two lognormally distributed random
variables according to [48] and [49]. Then, the cumulative
distribution function of 7' can be approximated as

log(8)—0
y (o 2=)
['(w) '

w, 0, ¢ can be obtained by the following expressions
eQ

P(T < $|Hp) ~ (35)

2 2
— hFtlog(F)+op/2 + eltptlog(P)+op/2

(I-¢)¢
o+ ws = pr +log(F) + Gi (u, 0?)
202G3 /L,O’z
ws® =07 -G (M, 02)+Gz (u 02)—%,

(36)

where = up —ur +log(P1) —log(Fy), 0% = o%—l—o%. G,
G», and G3 can be represented as in (37-a)-(37-c), shown at
the bottom of the next page, where

o2 —ko?
Fo, . k) = e knt 5ot~ 1%
o
1 [ 2
d(x) = 5 / e 2dt
T
(_1)k+l
Cy = ——
k k
2( 1)k+1 1
By = -.
T TR z]

Bring (23) and (35) into Pr4 = €, wec
threshold

an obtain the optimal

§* = efrwo1-O+e, (38)
where Fr(w )(1 — ¢) is the inverse of the cumulative dis-
tribution functlon of I'(w, ¢), which can be calculated by
gaminv(l — €, @, ¢)) in Matlab.

Substituting (38) into (30), we can see that Pp is
determined by SN R, £4,&E, aFa, apa, C, M under specific
Pra, where SNRy, C, M can be adjusted according to spe-
cific performance requirement and channel parameters of
(&4, &E,aF4, apa). In the simulations, we analyze the impact
of those factors on authentication performance.

k=1
my, = k=0 ’:Jdkﬁ k> 208
v 7t I 8i0i(p — po) prt!
=2z +1 —— ; - — 29-
e (2+ ) exp( Z,B,Mo-l—a(l’ Mo)) H(ﬁMOJra(p #o)) (29-b)
iBp < - o e VY i moB—e) Y
dj=—5— ) diai(f—a)” + +> = ' . Ji=1 (9
T 2u ; wip e (ﬂuo+ai(p—uo)) (p - MO) Zl: 2 (ﬁuo +ai(p — Mo)) ! o
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C. Computational Complexity and Optimal (C, M)

1) Computational Complexity: We use CM and CAPP
to represent the number of multiplications and additions of
various schemes, and COM = CM 4 CAPD represents the
total computation. The computation of the proposed scheme
comes from three parts: authentication, CPR estimation, and
coherent stacking.

According to (21), C¢M required for authentication is
(4M + 6) x T, where t = §;/ T, represents the time varying
speed of the channel, S; is the duration of a pilot, and
T. = ¢/(Vf.). The reason for multiplying t is that as the
time varying speed of the channel increases, the number of
authentications will also linearly increase. CAPP required for
authentication is (4M 4 3) x . The total computation required
for authentication is COM,, = (8M +9) x 7.

According to (11), CM required for CPR estimation is
(M? +2M + 1) x 7. CAPP required for CPR estimation is
(M(M — 1)+ 1) x 7. The total computation required for CPR
estimation is COM,s = M?* + M +2) x .

According to (7) and (8), C M required for coherent stack-
ing is QCM + 1) x . CAPP required for coherent stacking
is (CM + C) x 1. The total computation required for coherent
stacking is COMs; = BCM +C + 1) x 7.

Then, the total computation required for CPR based scheme
isCOMcpr = (2M2+9M+3CM+C+ 12) x . According
to (7) in [2], the computation required for the CFR based
scheme is COM¢cpr = 4M. We can observe that for the
same M, the proposed scheme requires more computation. For
wireless communication systems such as IoT and 5G, these
extra computations are acceptable.

2) Optimal C and M: In order to optimize COM under
the specific performance requirements (Pr4s, Pps) and channel
parameters (t;, SN Rg). We need to select the appropriate C
and M. The mathematical model is

min COMcpr
C,.M
s.t. Pp = Ppy, SNR = SNRy,

(39)

T = rSv

S
Iy < —.
T

Ppa = Pras,
CxM=N, N=S8a- T,

Since C O M¢ pr increases monotonically with the increases
of C and M under certain 7. The above optimization prob-
lem can be simplified to solve C and M with Pp(§ =

—1
efrwo=Pradte gnp — SNRg) = Ppy. Through exhaus-
tive search method we can find the optimal C* and M*.
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D. Impact of Co-Located Attacks and Doppler Effect

1) Impact of Co-Located Attacks: Assuming that Alice
and Eve are located at the same position, and that Eve
has perfect knowledge of the ideal transmitting polarization
state that Alice wants to transmit. Alice and Eve complete
the information transmission at tth and (# 4+ 1)th interval,
respectively. Since the receiver of both Alice and Eve is the
same, upr and wpg can be eliminated according to (21).
Therefore, we only need to analyze the impact of transmitter
hardware deficiencies and channel polarization fading on CPR.
We denote that ¢(f) represents the polarization deflection
difference between Alice and Eve owing to their different
hardware deficiency, as shown in Fig. 4. We can then obtain
the CPR of Eve using [50]

cost(f) Sini(f)]
—sinf(f)  cos¢(f)]’

where S 4 is the CPR between Alice and Bob. Substituting (10)
and (11) into (40), we can get the CPR difference between
Alice and Eve is

Sg=3Sa- [ (40)

-

AS: = Sg — §A
= Spea - /%P4 - (cos¢ (f) + sing(f) — 1)
+Xp e I XP (sinc(f) —cosc(f)) — 1. (41)

Here AS represents the CPR difference caused by channel
polarization fading under the specific polarization deflection
difference ¢ (f) between transmitters. To simplify the analysis,
we assume that the transmitted polarization state of Alice is
an ideal vertical polarization. Then (41) can be simplified as

AS = Skea - €/5PeA . (cosC —sint —1) + (sinl + cost — 1).
(42)

In Fig. 5, we show the impact of ¢ and & on |A3’|2 at a
frequency, such result is also valid at other frequency, which
is the three-dimensional surfacg, the red line on the surface is
8§ of (38). We can see that |AS|? increases with the increase
of ¢ and &. We can also see that, the CPR difference is larger
than the threshold when ¢ > 0.3 and & > 3.25. According
to [34], [42], [51], [52], ¢ = 0.3 and & > 6 can always be
obtained. Then, our proposed scheme can distinguish different
transmitters at the same location.

Actually, the transmitter hardware deficiency can also cause
CFO, which also affects the CFR under the frequency selective
fading channels. However, the CFO is much smaller than the

n
Gi(n.o) =pno (£) +

o 2 =
(n+ind)o _i2

Go (1. o) = (u2+az)cb(§) =

k=1

Gs (1,0) =0 X [ (=D} (F(@, 1. k) + F(o, =,k + 1)
k=1

w2 s
e 27 + Z Cr [(F(o, u, k) + F(o, —u, k))]

(37-a)

o o0
e 2 +2> G (u - koz) F(o, 1. k) + > Beoy (F(0, . k) + F(a, —p1. k)

k=2
(37-b)

(37-c)
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Fig. 4. Polarization deflection of transmitter at a specific frequency, which
is various at different frequency.
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Fig. 5. CPR difference between transmitters at the same location.

channel coherence bandwidth [53], [54], and the CFR can
be approximately regarded as constant. Then, the schemes
based on CFR cannot distinguish the transmitters at the same
location.

2) Impact of Doppler Effect: In time-varying scenarios, the
presence of the Doppler shift can impact the authentication
performance. While the CPR estimation shown in Fig. 2 does
not involve the estimation of frequency offset, thus the effect of
the Doppler effect on authentication performance is required
to be carefully considered. Specifically, in the time domain,
the Doppler effect causes time-varying channels, which leads
to variation in « and 7. In the frequency domain, the Doppler
effect causes spectrum extension, which results in the overlap
of signals at different frequencies.

In our proposed scheme, AT is adjusted according to 7,
to ensure that large oy and «ap are always satisfied. This
adjustment helps to eliminate the influence of the Doppler
effect on the authentication performance in the time domain.
In the following, we will analyze the impact of the Doppler
effect on authentication performance in the frequency domain.

We consider two cases, where the relative velocity of
scatterers in the channel is either constant or increases linearly.

1) Uniform motion. Under this case, the overlap of signal
at rth interval and (¢ 4+ 1)th interval are the same, that is,
the CPRs are highly correlated in the coherence time, and
the authentication performance is not affected by the Doppler
effect.

2) Uniformly accelerated motion. Considering an accelera-
tion of a and a velocity of scatterers in fth interval as V, the
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velocity of scatterers in (¢ + 1)th interval is V + aAT. The
maximum Doppler shift at ¢th interval is f,[t] = w .
fe, and the maximum Doppler shift at (¢ + 1)th interval
is falt + 1] = w - f¢, then the Doppler shift
difference between rth interval and (¢ 4 1)th interval is Af =
M-fc. In our paper AT =T, then Af = @ - fe-
Under the worst case scenario (high-speed rail scenarios)
with @ = 0, a = 7.78m/s?, T. = 500/f. [55], we can
obtain Af = 1.297 x 107 Hz. According to polarization
mode dispersion, the polarization state on the Poincare sphere
spirally deflects with frequency, and the polarization states of
adjacent frequencies are highly correlated. Since Af is much
smaller than coherence bandwidth [53], [54], the CPRs at the
tth interval and (7 4 1)th interval are highly correlated, and the

authentication performance is not affected by Doppler effect.

V. SIMULATION AND EXPERIMENTAL RESULTS
A. Simulation Setting

According to (30) and (38), Table II lists the primary system
parameters that affect authentication performance. Here, A =
|Eg — &4 | reflects the polarization power imbalance difference
between various channels. Assume that Alice is equipped
with a vertically polarized antenna and Bob is equipped
with +45° dual polarized antennas. Considering a Rayleigh
fading channel. We compare the authentication performance
of the proposed scheme with that of CFR based scheme. The
authentication model of the CFR scheme is based on the
EMCP scheme proposed in [2], which is the same as this
paper. So as to demonstrate the advantages of CPR over CFR
in authentication.

We use Matlab for Monte Carlo simulations. Assume that
the distance between Alice and Bob is d4, and the distance
between Eve and Bob is dg. The channel gain is calculated
by 01% = Pod,",Y € A,E, n is the path loss exponent,
which is the same as the measured value of the experiments
in section V-B. Based on (5), (13), and (14), we calculate
the mean and variance of S;jr and Sp, where £ is the same
as the measured value of the experiments in section V-B.
Additionally, we also need to consider the transmitter and
receiver hardware deficiencies and noise, which are the same
as the measured value of the experiments in section V-B. Then,
based on (3) in [2] and (17), the CFR and CPR between Alice
and Bob are generated by the “randn” function in Matlab.
If the signal at (¢ 4+ 1)th interval is still from Alice, the CPR
is generated based on (17), and the CFR is generated based
on (2) in [2], where aF and ap are the same as experiments.
If the signal at (# 4+ 1)th interval comes from Eve, the CFR
and CPR are generated by independent “randn” function. If the
signal at (¢ 4+ 1)th interval comes from Eve and Eve modifies
its transmitting signal to attack the authentication systems, the
CFR and CPR are generated based on (19) in [56], where
the channel correlation coefficient is obtained based on (55)
in [57]. Based on the authentication process shown in Fig. 3,
we conduct 10000 independent Monte Carlo simulations, and
the average Pr4 and Pp are counted.

Based on (23), (30), and (38), we use numerical simulation
to obtain the theoretical Pr4 and Pp of the proposed scheme.
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TABLE II
SYSTEM PARAMETERS
Parameter Description

SNR Signal to noise ratio

A& Difference between g and £ 4

aF The correlation between Sg[t + 1| and Sg|t
ap The correlation between Sp[t + 1] and Sp|t

T Channel time varying speed

C Stacking numbers

M CPR authentication points

The correctness of the theoretical analysis is verified by
comparing them with the Monte Carlo results.

B. Experiment Setting

In order to further verify the effectiveness of the proposed
scheme, we performed experiments in real communication
scenarios. Due to the limited space of the paper, we only
show four typical experiments, including experiments on slow
time varying channel, ultra-low SNR, co-located attacks, and
fast time varying channel. The first three experiments were
performed in the office with a maximum speed of 1m/s,
as shown in Fig. 6(a). The last experiment was performed
on a highway at a average vehicle speed of 50km/h, as shown
in Fig. 6(b). The scatterers shown in Fig. 6(a) are composed
of metal, paper boxes, etc., and there are people movement.
The scatterers shown in Fig. 6(b) consist of trees, vehicles,
etc.

We use £45° dual polarized antennas as the receiving
antenna and a vertically polarized antenna as the transmitting
antenna, both of which are placed at a height of 1.5m. USRP
X310 and GNU radio are used to send wireless signals with
1.9GHz and 32MHz bandwidth, in which a frame consists
of 140 OFDM symbols and the frame duration is 10ms.
Moreover, the OFDM symbol comprises 64 subcarriers, and
the pilot is located at the [-21,-7,7,21] subcarrier of the first
OFDM symbol. The sample rate S, is 30.72MHz, which is the
sample rate of Long Term Evolution (LTE) systems. According
to [54], Fig. 6(a) is a low dynamic scenario with 7 <« 1, and

Fig. 6(b) is a highly dynamic scenario with t > 1. )
[Ry|

Based on the received signal, we can calculate £ by

[Ry|%>
cov(Sy[t],Si[t+1])
and calculate «; by Jear S var ST+ where I € (F, P),

cov(Sylt], S;[t + 1]) is the covariance between S;[f] and
St + 11, var(Sy[t]) is the variance of S;[t], var(S;[t + 1])
is the variance of S7[¢ + 1]. By placing the transmitter next
to the receiver, the hardware deficiency can be obtained
by comparing the receiving polarization state with the ideal
transmitting polarization state. Besides, the path loss exponent
is calculated by n = log(Pf’K)/log(iZ—o), where dy = 1m
is the distance between transmitter and reference point, d is
the distance between transmitter and receiver, P., P, and
K are the received signal power, transmitted signal power,
and signal power at distance of dy, which are measured by
spectrum analyzer (ROHDE SCHWARZ FSHS), and the signal
is transmitted by signal generator (ROHDE SCHWARZ SMW
200A). Bring Fyx and Fyg of the used transmitters and
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(b)

Fig. 6. Experimental scenarios. (a) Indoor office. (b) Urban highway.

receiver into 0%, = 03, = KTyBFyo, where O € (X, R),
we can obtain 012, o and 01%0. The above parameters are also
used for simulations.

Based on Fig. 3, we collect the signal data and conduct
authentication, where Ty, = AT = T., N and C are determined
by (39). In order to eliminate the randomness introduced by
the noise, we conduct 10000 repeated experiments for each
test point, then take the average value as the result.

C. Impact of SN Ry

In Fig. 7, we show the simulation and experiment results of
the proposed scheme under different SN Ry. We can observe
the following conclusions. First, the closed-form expressions
of the theoretical results of various schemes perfectly match
the corresponding simulation results as we expected. Second,
the experiment results are slightly different from the simulation
and theoretical results, which is caused by the fluctuation of
SN R during the measurement, with a maximum fluctuation
of 0.2d B. However, the maximum performance difference is
less than 4%, which is consistent with the simulation result.
Third, the Pps of various schemes improve as the value of
SN Ry increases. This is because the effect of estimation error
significantly decreases as the value of SN Ry increases. Fourth,
the authentication performance of the proposed scheme is
better than that of the EMCP scheme. This is evident at low
SN Ry. For example, in the simulation, when SN Ry = —4dB
and C = 1, Pp = 99.8% of the CPR based scheme, and
Pp = 61.5% of the EMCP scheme. This is because the
CPR is more sensitive to the change of channel, and CPR
difference between various channels is greater, then Eve can
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Fig. 7. (Pfa, Pp) of various schemes vs. SNRy and C with the setting
of ay = agycp = apa = apyg = 0924, M = 13,¢ = 0.02,d4 = dE,
& =17.15.

be easily detected. Fifth, the proposed scheme can still achieve
good authentication performance when SN Ry is very low. For
example, when SN Ry = —10dB and C = 20, Pp = 99.7% of
our proposed scheme, while Pp = 9.8% of the EMCP scheme.
This is because coherent stacking improves the estimation
accuracy of CPR.

D. Impact of C and M

In Fig. 8, we analyze the impact of C and M on the
authentication performance.

In Fig. 8(a), we analyze the impact of C on the authenti-
cation performance of the proposed scheme. We can see that
the Pp of the proposed scheme increases with the increase of
C. This is because the improvement of SN R is proportional
to C. Besides, Pp reaches saturation at C = 21 when
SNRy = —10d B. This is because SN R reaches the value that
is sufficiently accurate to estimate CPR. Since the computation
of the proposed scheme is proportional to C, it is sufficient
to select the value of C that makes the Pp reach saturation.
We can also see that, with the increase of SN Ry, the required
C is less to make Pp reach saturation. This is because with
the increase of SN Ry, the required improvement of SN R is
small under certain authentication performance.

In Fig. 8(b), we analyze the impact of M on the authenti-
cation performance. We can see that under the same Pp, the
CPR based scheme requires less M than the EMCP scheme.
Specifically, when Pp > 98% and SNRy = 0dB, the CPR
based scheme needs M > 13, and the EMCP scheme needs
M > 24. This is because the CPR is more sensitive to
the change of channel, and the difference between various
channels is greater. In practice, we can select appropriate M
according to the authentication performance requirements to
reduce the computational complexity. We can also see that
under the same Pp, the increase of SN Ry will reduce the
required M. For example, under the condition of Pp = 98%,
our proposed scheme needs M = 43 when SNRy = —5dB,
M = 13 when SNRy = 0dB, and M = 6 when SNRy =
5d B. This is because the effect of estimation error significantly
decreases as the value of SN Ry increases.
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(a) Impact of C and SNRg on (Pgy4, Pp) with M = 13. (b) Impact of M
and SNRo on (Pry, Pp) with C = 1.

From Fig. 8(a) and (b), we can learn that when SNRy =
0dB and C = 1, the Pp reaches saturation. This means when
SN Ry > 0d B, increase C cannot improve Pp. This is because
SNRy > 0dB is sufficient for accurate CPR estimation.
However, when SN Ry > 0dB, Pp can still increase with the
increase of M. This is because the available CPR frequency
attribute increases with the increase of M. Since compared
with the increase of C, the increase of M will bring more
COM increase. In practical applications, when the SN Ry is
small, we should first increase C to make the SN R reach the
SN R that can estimate CPR accurately. Generally, CPR can be
estimated accurately when SNR = 0dB. Then, on the basis
of this SNR, increase M to further improve authentication
performance.

Under the sample rate of 30.72MHz, and the worst case
(high-speed rail scenarios) with V = 603km / h, the maximum
available N is 325. When SNRy = —15dB, we only need
N = 130 to make Pp = 98% and Pr4 = 2%. Therefore, it is
reasonable to analyze the impact of C and M separately, and
we can always obtain the optimal C and M.

E. Impact of A&

In Fig. 9, we analyze the impact of A¢ on the authentication
performance of the proposed scheme. Since A¢ is effected by
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of various schemes with & = 7.15.

&, the distance between Alice and Eve, which is represented
by dag, and the impersonation attack that Eve performed, i.e.
Eve may modify its transmitting signal to make A& as small
as possible [56]. Next, we will analyze the impact of A¢ from
those three aspects.

In Fig. 9(a), we analyze the impact of polarization fading
degree £ on authentication performance with fixed position of
transmitter and receiver. We can see that the performance of
the proposed scheme improves with the increases of £. This is
because A& increases with the increase of £. The larger £ is,
the greater CPR difference between Alice and Eve, and Bob
can easily detect Eve. Therefore, when Alice, Eve, and Bob
fixed, the proposed scheme can achieve better performance in
channel with obvious polarization fading. Such as, non-line-
of-sight (NLOS) Macrocell and NLOS Microcell.

In Fig. 9(b), we analyze the impact of dsqr and imper-
sonation attack on authentication performance. We can see
that the experimental results are basically consistent with the
simulation and theoretical results, which verifies the effective-
ness of the proposed scheme. We can also see that dqg has
little effect on the authentication performance of the proposed
scheme when Eve do not modify its transmitting signal. Even
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when dqag = 0, we can still achieve Pp = 98.7%, which
proves that the proposed scheme can well solve the problem of
co-located attacks. The reason for this is that the polarization
state transmitted by Alice and Eve are different due to their
different hardware deficiencies, and CPR is depended on the
transmitted polarization state. Then, the CPRs of Alice and
Eve are different, and Bob can distinguish Alice and Eve.
While the authentication performance of the EMCP scheme
declines with the decrease of dag. When dag = 0, Pp is less
than 30%, which cannot be accepted by industry.

In Fig. 9(b), we can also see that the authentication per-
formance of the CPR based scheme and the EMCP scheme
decrease under impersonation attack. This is because Eve
can modify its transmitting signal to make the CPR or CFR
between Eve and Bob is similar to that of Alice and Bob,
then Bob may identify Eve as Alice [56]. However, under
the same dup, the performance degradation of CPR based
scheme is smaller than that of EMCP scheme, and the CPR
based scheme can better counter the impersonation attack.
Even when dag = 0, i.e. there is a co-located attack, our
propose scheme can still achieve Pp = 88.7%. The reason is
that the probability of Eve’s successful attack is proportional
to the correlation between the channel of Eve-Bob and that
of Alice-Bob. The polarization dependence of CPR makes the
correlation of CPR between different channels being less than
CFR. Even if Eve and Alice are co-located, there are still
large differences between the CPR of Eve-Bob and Alice-
Bob. In addition, we can see that the performance difference
between impersonation attack and without attack decreases
with the increase of dag. This is because the correlation
between the channel of Eve-Bob and that of Alice-Bob
decreases with the increase of dag [57].

F. Impact of o

In Fig. 10, we demonstrate the impact of « on the authen-
tication performance of various schemes. We can see that the
performance of various schemes improves as « increases under
afixed AT. This is because the correlation of the same channel
at adjacent intervals increases as « increases, then § becomes
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small, and Eve can be easily detected. Therefore, in order
to achieve high authentication performance, AT needs to be
adjusted according to the channel coherence time to ensure that
large o can always be obtained, which will be discussed in the
next subsection. In addition, under the same «, the proposed
scheme can achieve higher authentication accuracy. This is
because CPR is more sensitive to change of channel, and the
difference between various channels is more significant.

G. Impact of T

In Fig. 11, we demonstrate the impact of t on the authen-
tication performance of various schemes.

In Fig. 11(a), we can see that the Pp of our proposed based
scheme remains unchanged with the increase of t. This is
because CPR can be estimated continuously, and the authen-
tication interval can be adaptively adjusted according to the
channel coherence time. The Pp of the EMCP scheme rapidly
declines as 7 increases. The reason is that the estimation
interval of CFR is equal to the pilot period, when T, < AT,
where AT = Sy, that is, T > 1, CFRs at adjacent interval are
weakly correlated or even independent of each other. Although
the computational complexity of our proposed scheme also
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increases with the increase of 7, the increased computation
can be accepted by engineering practices.

In Fig. 11(b), we can see that the experimental results are
basically consistent with the simulation and theoretical results,
which verifies the effectiveness of the proposed scheme.
We can also see that, the authentication performance of our
proposed scheme can still achieve the same performance as
Fig. 7 with C = 1, while the EMCP scheme has a significant
performance degradation compared with Fig. 7 with C = 1.
This is because our proposed scheme can adjust AT according
to T, whereas AT of the EMCP scheme is fixed as S;. Then,
ara = apa = 0.924 can also be obtain, whereas agycp is
only 0.415 under experiment.

VI. CONCLUSION

We propose a novel physical authentication scheme based
on CPR. It can be applied to any rich scattering scenar-
ios, including high dynamic scenarios, and can still achieve
high authentication accuracy under ultra-low SNR. Besides,
we skillfully solve the co-located attacks problem. We theoret-
ically derive the false alarm probability, detection probability,
optimal threshold, computation complexity, optimal stacking
numbers, and optimal authentication points of the proposed
scheme. In addition, through extensive simulations and exper-
iments, we get that the authentication performance of CPR
based scheme is better than that of CFR based scheme, also
our proposed scheme can still achieve good authentication
performance in high dynamic scenarios and ultra-low SNR,
and can distinguish Alice and Eve even they are located at
the same position. In the future, we will further study the
authentication scheme in massive MIMO systems. How to
counter Eve’s various attacks is also the focus of our future
research.
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