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Beam-Domain Anti-Jamming Transmission for
Downlink Massive MIMO Systems:
A Stackelberg Game Perspective

Zhexian Shen™, Kui Xu

Abstract—1In this paper, beam-domain (BD) anti-jamming
transmission in a downlink massive multiple-input
multiple-output (MIMO) system is investigated. A smart
jammer with multiple antennas attempts to interfere with the
signal reception of users with the desired energy efficiency
(EE), whereas a base station (BS) tries to minimize the
transmission cost while ensuring uninterrupted communication.
A Bayesian Stackelberg game between the BS and jammer,
where the jammer is the follower and the BS acts as the
leader, is modeled. In the follower subgame, the optimal
jamming precoding with a closed-form power solution is
introduced. The optimal jamming power is proportional to
the transmission power in the downlink, and thus, for the BS,
the strategy of suppressing malicious attacks by increasing the
transmission power fails. In the leader subgame, generalized
zero-forcing (ZF), whose closed-form power solution constitutes
the unique Stackelberg equilibrium (SE) with that of the
jammer, is found to be the optimal anti-jamming precoding
for robust transmission. The results show that there always
exists a precoding solution for the BS that ensures reliable
transmission when the SE is obtained. A proper increase in
the minimum signal-to-interference-and-noise ratio (SINR)
threshold or the BD channel approximation error helps the
BS save power during the resistance against the jammer.
Then, a simplified power solution without the instantaneous
channel state information (CSI) of jamming channels is further
introduced for practical implementation. Numerical results are
provided to verify the proposed solutions.

Index Terms— Massive MIMO, jamming defense, Stackelberg
game, beam domain.

I. INTRODUCTION
A. Motivation

HE physical layer security of massive multiple-input
multiple-output (massive MIMO) systems has been
widely investigated in the research community. Based on
the attacking mode, the security issues include active/passive
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eavesdropping and jamming. In Wyner’s pioneering work [1],
a nonzero secrecy capacity is obtained if the legitimate chan-
nel is superior to the eavesdropping channel. To improve
the secrecy of transmission, S. Goel et al first proposed
a method of broadcasting artificial noise (AN) within the
null space of user channels [2]. Since no information about
eavesdropping channels is needed, many secure transmission
schemes expanding AN injection have been proposed [3]-[6].
A large number of researchers also concentrate on the study
of jamming defense. Instead of pursuing the secrecy of com-
munication, the anti-jamming issue mainly focuses on the
robustness of transmission. In addition to typical solutions,
e.g., frequency hopping [7] and the direction-sequence spread
spectrum (DSSS) [8], many solutions have been proposed
against different attacking patterns. Specifically, when a jam-
mer attempts to disturb the base station (BS) beamforming
through pilot contamination in the uplink [9], [10], jamming
detection schemes [11]-[13] along with the high degrees of
freedom (DoF) from high-dimensional channels can be applied
to suppress the pilot contamination and ensure the accurate
beamforming [14]. In our previous work, a spatial sparsity
based secure transmission scheme was proposed to defend
against simultaneous eavesdropping and jamming attacks [15].
A beam extraction method was introduced to eliminate pilot
contamination, from which a grouping based receiving scheme
was proposed along with a joint power and combining matrix
optimization algorithm to improve the secrecy of transmission.
In another case where a jammer tries to interfere with the
downlink transmission so as to avoid being detected by the BS
and improve the energy efficiency (EE) [16], a set of methods
involving the jamming power estimation [17], the game theory
based decision making [18] and the anti-jamming beamform-
ing reconfiguration [19] can be coordinated to defend against
the malicious jamming attacks. Nevertheless, it is still chal-
lenging to address this issue, especially for a downlink massive
MIMO system. On the one hand, the transmission in the
downlink is more vulnerable than that in the uplink because of
the limited number of antennas and signal processing capacity
on the user side. In contrast, the jamming precoding can be
designed in multi-domains, e.g., the power-domain and the
spatial-domain, to achieve stronger attacks with less power
consumption [16], [20]. On the other hand, the intelligence
can be achieved by a jammer to adjust the jamming strategy
according to the variation of the precoding on the BS side.
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Under this condition, the fixed anti-jamming solutions fail and
there exists a game between the BS and jammer. It is unknown
whether there exists a closed-form precoding solution where
the BS can achieve long-term advantages in the game. All
these issues should be investigated.

B. Related Works

The physical layer security of massive MIMO systems has
increasingly raised concerns. Although the high-dimensional
channels are spatially sparse and can be used for design-
ing directional beamforming through beam-domain (BD) or
angle-domain (AD) transmission schemes to improve the
security [21]-[25], owing to the open and shared nature of the
wireless medium, the transmission in massive MIMO systems
is extremely vulnerable to malicious attacks. The gain of
beamforming depends on the accurate estimation of channels.
Unfortunately, a smart jammer may actively attack the training
for the purpose of inducing pilot contamination and direct-
ing the BS beamforming to the disadvantage of users [26].
Alternatively, a powerful jammer may be equipped with a
large-scale antenna array to disturb the data transmission and
deteriorate the receiving signal-to-interference-and-noise ratio
(SINR) [20].

There have been many works studying different types of
jammers. Based on the mechanism of disruption, jammers
can be classified into four categories: constant jammers, inter-
mittent jammers, reactive jammers, and adaptive jammers.!
A constant jammer continuously transmits jamming signals
with constrained power and limited bandwidth, while an
intermittent jammer transmits for a certain time slot and then
goes dormant for the remaining time [27]. Both of these
types of jammers suffer from low EE and high probability of
being detected since the statistical characteristics of legitimate
signals, such as the received signal strength, carrier sensing
time and packet error rate, are changed [28], [29]. A reactive
jammer remains quiet most of the time and corrupts the
signal reception only when the legitimate channel is found
to be busy [30], [31], which is more energy efficient and
hard to detect. However, an accurate sensing method should
be designed to determine the status of legitimate nodes.
An adaptive jammer takes similar steps to a reactive jammer
and further constructs a precise power solution according
to the variation in the wireless channel between legitimate
nodes [32]. Since more intelligent design is achieved, the adap-
tive jammer is also called the “smart jammer” and is consid-
ered to provide an upper bound of the jamming performance.
This is, however, challenging to realize in practice because the
wireless channel varies quickly and the perfect channel state
information (CSI) of legitimate nodes is usually unknown to
the jammer [33], [34].

Efforts have been made to fight against jamming attacks.
From the perspective of engineering, the anti-jamming com-
munication cycle mainly consists of three steps: jamming
cognition, anti-jamming decision-making and beamforming
design [18]. First, the cognitive radio technologies, along with

I'The jamming attacks in other layers, such as medium access control (MAC)
and network layers, are out of the scope of this paper.
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machine learning and range based methods, are employed
to detect jamming attacks and acquire the location of
jammers [35]. Then, based on game theory, the specific
anti-jamming decisions are made, which guide the beamform-
ing design in multi-domains. Specifically, in spectrum-domain,
frequency hopping and DSSS [8] technologies are adopted to
defend against constant/intermittent jamming attacks. The cost
is the requirement for a wide band and the loss of spectral
efficiency, and this kind of method is ineffective for defending
against a reactive/adaptive jammer without the assistance of
advanced jamming detection and a faster hopping rate [36].
In power and spatial domain, the power and the configuration
of the beamforming are designed separately to suppress the
jamming signals from the direction of jammers [10], [14].
The main challenge is that the statistics of the jamming
channel should be available for the legitimate nodes, which
may be infeasible in practice. When making anti-jamming
decisions, various game theory-based solutions have been
proposed [18], [37]-[42]. Through the modeling and analysis
of the interactions among players with different attributes,
sequential decisions are made for jamming defense in wireless
networks [43]. In [37], the Markov game framework was mod-
eled, and a collaborative multiagent reinforcement learning
method was employed to obtain the optimal anti-jamming
strategy. In [38], Li. Y ef al. considered security issues in the
remote state estimation of cyber-physical systems containing
an energy constrained sensor-jammer pair. A zero-sum game
framework was formulated to search for the optimal strategies
on both sides. Among the game models, the Stackelberg
game stands out for capturing the hierarchical interactions
between legitimate users and jammers, which has recently
been of increasing concern. Based on the Stackelberg game
framework, the anti-jamming power solutions were investi-
gated in [33], [40]-[43], and the channel selection scheme was
proposed in [44]. Some of the schemes took the incomplete
information of the jammers into consideration and formulated
a game model with statistics. Nevertheless, it is still challeng-
ing to address this issue in wireless communication systems,
especially in a downlink massive MIMO system. On the one
hand, the transmission in the downlink is more vulnerable than
that in the uplink because of the limited number of antennas
and signal processing capacity on the user side. It is much
easier for a multi-antenna jammer to achieve stronger attacks
with higher EE when facing users [16], [20]. On the other
hand, there is no way for the BS to obtain the knowledge of
the jamming channel directly, if the jamming attacks occur
in the downlink. Under this condition, it is unknown whether
there exists a precoding solution where the BS can ensure the
long-term robust transmission.

C. Contributions

In this paper, we consider the jamming defense in a down-
link massive MIMO system, where a smart jammer equipped
with a large-scale antenna array attempts to interfere with the
reception of users and the BS has to ensure reliable trans-
mission by dynamically adjusting the precoding. A Bayesian
Stackelberg game is used to model the hierarchical interaction
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between the BS and jammer. Inspired by [22]-[24], BD signal
processing is applied by both the BS and jammer to get the
optimal precoding strategies with closed-form power solutions.
The main contributions of this paper are as follows:

o Two cases of the game are considered. In case 1, the BD
channels of the BS or the jammer are approximately
orthogonal, whereas in case 2, the correlation of the BD
channels is considered. Based on this, an optimization
of the jammer’s precoding that aims to achieve the
target jamming EE with minimum power consumption is
introduced in the follower subgame, and then, the optimal
power solution in a closed form is proposed. The result
shows that the optimal jamming power is proportional to
that of the BS. Simply increasing the transmission power
does not help the system defend against malicious attacks.
Instead, the feasibility of the jammer’s optimization is
improved.

o An optimization of the anti-jamming precoding at the BS
is introduced in the leader subgame for the purpose of
ensuring uninterrupted communication in the downlink.
We prove that the generalized zero-forcing (ZF) becomes
the optimal configuration for jamming defense. To min-
imize the cost fighting against the jammer, the optimal
power solution in a closed form is given in case 1, and
an approach to obtaining the numerical power solution is
introduced in case 2.

o We prove that there exists a unique Stackelberg
equilibrium (SE) between the BS and jammer in case
1. The proposed strategy pair considering the absence
of the instantaneous CSI of the jammer constitutes a
good approximation of the equilibrium. When the SE
is obtained, there always exists a precoding solution
for the BS that ensures reliable transmission. An inter-
esting result is that a proper increase in the SINR
threshold or the BD channel approximation error is
conducive to reducing the power consumption of the BS,
which is different from the result in a typical massive
MIMO system without a jammer. The cost of this, how-
ever, is a higher probability of the optimization being
infeasible.

The remainder of this paper is organized as follows.
Section II introduces the system model and the formulation
of problems. Section III presents the analysis of the follower
subgame. In section IV, the leader subgame is discussed.
In section V, the numerical simulation results are given.
Finally, the conclusion is presented in section VI.

Notation: Boldface uppercase letters A and lowercase letters
a are used to denote matrices and column vectors. A, , and
(A) 4 are used to denote the elements in the p-th row and g-th
column and the g-th column of the matrix, respectively. (a),,
stands for the m-th element of the vector a, and |a| and | a||
are the modulus and Euclidean norm of a, respectively. The
superscripts (-)7, (-)*, and (-)7 represent transpose, conjugate
and conjugate-transpose operations, respectively. In addition,
=, (o)J' and E{-} are the positive semidefinite, pseudoinverse
and expectation operations of matrices. We use Z N (,u, 02)
to denote a circularly symmetric complex-Gaussian distribu-
tion with a mean of y and variance of 2.
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Fig. 1. Downlink transmission in massive MIMO systems against multi-
antenna jammer.

II. SYSTEM MODEL AND PROBLEM FORMULATIONS
A. System Model

We consider a downlink massive MIMO system consisting
of K single-antenna users that are arbitrarily distributed over
the coverage area. The BS and jammer are equipped with
uniform linear arrays (ULA) with M and N elements, respec-
tively, to implement BD transmissions. In order to design the
jamming precoding, we assume that the jammer eavesdrops on
the pilot signals in the uplink and obtains the CSI of jamming
channels [16]. An illustration of the system is shown in Fig. 1.
Based on the ray-tracing based narrowband model [45], [46],
the downlink channel from BS to user k is’

1 L
h; = I ;ak,la (Or.1)s

where L is the number of paths, a;; is the complex gain

ey

distributed as ax; ~ N¢ (0, 0131). The steering vector a («91(,1)
for path [ is

a (91{,1) = [1, e’

where 0 is the angle of departure (AOD) for path [, d is
the antenna spacing, and 7 is the wavelength. On the jammer
side, a channel condition that is beneficial to the jammer is
considered, where the jammer is elevated and a model similar
to hy is employed.’ The jamming channel g; € CN*! from
jammer to user k is

2md cos (6.1) 2wd(M—1) cos(6.1) T
y e el 7 )
b b b

0
1
8= 5 L]Z_;ﬁk,qa (0k,q)s 3)

2The model is simple as compared to the typical correlated Rayleigh fading
model [47] but captures key characteristics and has an intuitive structure
parameterizing the spatial sparsity by the direction of paths [48]. Therefore,
the model is appropriate for both the line-of-sight (LoS) and NLoS cases
and can be simply turned into other models, e.g., one-ring model [49] and
ray-cluster based model [50].

3Compared to the model where the jammer is fixed on the ground, more
spatial sparsity is obtained to help design the directional jamming that is more
threatening and energy efficient [19], [51]. In addition, from the perspective
of a smart jammer, it may not be a good idea to install the jammer in a
rich-scattering place, since more transmission power will be consumed.
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where Q is the number of jamming paths, wy 4 is the AOD
for path ¢, and the complex gain fj, is distributed as
Prqg ~ Nc (0, O'qu,l().

In massive MIMO systems with finite antenna ele-
ments, perfect orthogonality of the channels is unachievable.
An alternative solution is to perform transmission in the
BD [22]-[25]. The first step is to make a normalized discrete
Fourier transform (DFT), i.e. flk = Fhy, where ﬁk is the BD
expression of the channel and F € CM*M s the normalized
DFT matrix with F,, = eszﬁn(pfl)(qfl)/m, Vp,q €
{1,---M}. Let asincy (x) = ;}I“S(mMgr fc)) denote the aliased sinc
function, and the m-th element of flk is

- L . d m—1
1), = [Tt
=1

m—1

X asinc s (% cos ((91(,1) — 7) . @

Under the conditions of M — o0, asincys (x) M:;OO&(x),
then we derive that for each path, h; obtains a unique
non-zero value when m = 1 + MTdcos (Or1) .Vl €
{1,---L}. Since the AODs of any two paths are differ-
ent, ﬁk obtains the total L non-zero elements, and each
beam index m points in the direction of a scattering
path. In this paper, we define the set {B;} as the active
beam set (ABS) of the downlink channel, which is given
by (B} 3% {m|m =1+ M cos (6,)), VI € (1,---, L} }.
However, in practice the number of antennas is large but finite,
and for most cases, MTd cos (ijl) is not a integer, leading to
power leakage in other DFT points [23]. To solve this issue,
we relax the definition of the ABS by searching for the indexes
meeting the following conditions:

min [{By}|
{Bk}

- 2 1~ 112

T (O TN
me{By}

where # is the threshold of the approximation determined

by the channel gain and thermal noise, which is generally
0.9 < 5 < 1. Then, the BD channel is approximated as

hy = he) £

=F 3 (05 0
me{By}

Note that the perfect CSI is unknown and the minimum mean-

square-error (MMSE) estimation of hy is [52]

-1

I) v (M

~ 0'2
hYMSE — FR, (Rk +

TP

where Ry € CM*M g the1 czorrelation matrix of the channel,
and y,fllm =hi+ 77 pr /2N, =7 is the least squares (LS)

estimation of the channel involving the thermal noise Ny €
CM*7 and the pilot sequence Z; € C**!. 62, 7 and p, are the
noise variance, length and symbol power of pilot sequences,
respectively. Through the substitution of (7) into (6), ﬁk is

: N [ MMSE
rewritten as hy =F > (h}

) f¥, and the error vector
me{By) mn
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containing the estimation and approximation error is
O = e —hy, [0kl < ex. (®)

In the same way, BD transmission is performed by a jammer.
The ABS of the jamming channel is {J;}, and the error vector
is O =8k — 8 | kj| <.

In this paper, we consider the game under two cases.
In case 1, the ABSs of any two channels do not overlap;
i.e., both {B;} N {By} = @ and {J;} N {Jp} = @ hold for
Vk # k’. Based on (6), we derive

hfh, =0
Vk £k, 1.k K 9

This occurs when the directions of the users are non-
overlapping. Usually, the AODs toward the users in the same
cluster are correlated, and a grouping scheme assigning users
from different clusters to a group is necessary to help realize
the transmission in case 1. Typical grouping and precoding
approaches have been investigated in [23], [24]. In contrast,
{Bi} N {Brp} # @ and {Ji} N {Jy} # @, Ik # k' are
considered in case 2. Similarly, the solutions applied for
case 2, e.g, joint spatial division and multiplexing (JSDM)
and hybrid beamforming, can be found in [22], [25], [47].
The downlink signal to user k is given by

K K
w=hisa+ D bfsixi+ > g wiui +ng,  (10)
i=1ik i=1

where sy is the BD precoding vector at the BS with lIsell? =
pi, Wi is the jamming precoding vector with [w;|? = Di,js
and n;y ~ Ng¢ (O,sz) is the thermal noise. Both the power
of the downlink symbol x; and jamming symbol u; are

normalized. Let S = [s1,--- ,sx], W = [wy, -+, Wk, then,
the received SINR at user k is given by
~ 2
[Bi's]
2k (S, W) = (11)

- 2 K

> [Rfsi|*+ 3 Jgttw +o7
i#k n=1

Note that both the BS and jammer has incomplete information
of (11). Specifically, the BS has no knowledge of the instan-
taneous jamming channel g; and the precoding matrix W.
In contrast, the instantaneous downlink channel ﬁk and the
precoding matrix S are unknown to the jammer.

B. Problem Formulation

We consider a smart jammer intending to interfere with
signal reception with the desired EE. The strategy matrix is W,
and the EE for attacking user k is defined as

— Xk (S’ 0) — Xk (Sa W)
Iwell?

(12)

K
The transmission cost is denoted by P; = ||W||2 => ||wk||2,

k=1
and the utility function U} is the inverse of P;,i.e., U;P; = 1.



SHEN et al.: BEAM-DOMAIN ANTI-JAMMING TRANSMISSION FOR DOWNLINK MASSIVE MIMO SYSTEMS

With the EE threshold y;, the optimization problem of the
jammer is formulated as

min P;
w
s.t. Ap > Vj

k=1,2,---,K. (13)

For jamming defense, the tenacity of the downlink beam-
forming is considered. Specifically, a robust precoding should
be designed with the goal of ensuring uninterrupted communi-
cation with users even under the worst conditions where W is
optimized. Therefore, an anti-jamming Bayesian Stackelberg
game is formulated. The jammer is assumed to be the follower
and the BS is the leader. Assume that the downlink signals can
be decoded successfully by users when the received SINR is
no less than the minimum threshold y,. Then, the strategy for
the BS is to design S thereby minimizing the cost of realizing
xk (S, W) > y,4. The transmission cost is P; = IS|I? =

K

> IselI, and the utility function is set to be Uy; = Pd_l.

k=1
Let W* (S) be the solution of (13), which is a function of S.
Then the optimization problem is formulated as

mSinPd
S.t. Xk (S,W* (S)) > Y4
k=1,2,--- K. (14)

IIT. ANALYSIS OF THE FOLLOWER SUBGAME

Let J denote the problem (13). For the smart jammer,
the challenge of solving J is two-fold. First, the configuration
of W is unknown, and thus J is NP-hard [53]. Second,
the jammer has no knowledge of either the CSI h; or the
strategy matrix S on the BS side. To make J feasible, we notice
that when jamming users, it is unnecessary to focus on
the inter-user interference caused by the power leakage of
the precoding. Therefore, we refer to the typical matched
filtering (MF) scheme and assume that the precoding model is

Wi = ./pk,jH%, k=1,2---

Then J is turned into a power optimization problem. Further-
more, we utilize the so-called use-and-then-forgs:t method that
is widely used in massive MIMO [48], i.e., hy and s; are

K. (15)

- 2
known only during the process of solving J. Let dy = Hh}? Sk H

- 2

andmy = Y th si) denote the desired signal and inter-user
i#k

interference, respectively. Based on (11), the constrains in J

are rewritten as
K
g [dk —7j (mk + 013) Pk,j] (z Wan)gk
n=1

2
—yi(m+02) Pz 0, k=12 K (16)

To simplify the expression, let Y =
[dx — vj (mi + 02) pr,j] > wawf, which is a Hermitian

n=1
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matrix, cx = 87 Yigr — y;(mx + akz)zpk,j. Then, (16) is
simplified to ngkgk +Ck—f;;f'ka;k > 0. Since g; = g +5k,j»
|k, ]| < vk, (16) is further reformulated as

s 17T Yoo Yai][on -0
1 g}:’Yk Ck 1 |~

o 1" -1 07 oes] -
1 0 v 1]~
k=1,2---,K. (17

Lemma 1: S-Procedure [54]: For n-order complex
Hermitian matrices A, B, complex vectors a; € C"*! by e
C™ ! and ay, by € R, define f4 (X) and fp (X) as

x|"TA a X
noo=[i] a0
xH B bi||x
moor=[i] [ B][1]

When fa (x) > 0, the condition fp (X) > pfa (x) > 0 holds
true if and only if

(18)

B b A aj
b ] el o 4
where p > 0.
Based on Lemma 1, the constrains (17) is equivalent to
Yie+pd Yiegk
. =0, 20
[ 80Yr ok — pivi 0)

where pr > 0. Let {px} denote the set of pi, Vk € {1,--- K}.
Then, J can be equivalently modeled as

J-E:
K
min Tr (W
W, {pk} = (We)
Y I Y8
st‘I:AII;‘i‘Pk K&k 2}>0
i Y Ck — PV
W, = wkw,ﬁq
pkz()a k=192”"’K (21)
A. Case 1

In case 1, {Jy}N{Jy} = @ holds for Vk # k’. Based on (9)
and (15), we derive that for Vk € {1,---, K}, Wi/ /Pk.j is
the eigenvector of Yi, which spans the subspace Wy. Thus
Rank (Wy) = 1, and the equality constrains in (21) can
be simplified to Wy = 0. Moreover, p;y > 0 holds for
Vk € {1,---, K}, which can be proven from the contradiction.
Specifically, we assume that there exists py = 0 for some k.
By left and right multiplying both sides of (20) by [—gf 1]
and [—g;j I]H, we have

2
—7i(mi+af) prj >0, (22)

which is not true. Therefore, py > 0 holds for Vk €
{,---,K)}.

Based on this finding, J-E is turned into a semi-definite
programming (SDP) problem and can be solved with CVX
tools [53]. However, the numerical solution does not help
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explain the interaction between the BS and jammer. Thereby,
a solution in a closed-form is needed. To solve this issue,
we refer to the beamforming optimization method intended for
a typical massive MIMO system in [24], and use Lemma 2 to
simplify the matrix optimization to a standard convex opti-
mization of the jamming power.

Lemma 2: Generalized Schur’s Complement [55]: Let M =

BAH 2 denote a Hermitian matrix. M = 0 holds true if and
only if the following conditions stand:
(i) C—BYA™B =0
(ii) (I - AAT) B=0
@ii) A=0

Based on Lemma 2, the semi-definite constrain (20) is
decomposed into

ek —pevf =8I (Ve + kD) Yad =0 (23)
[1- Vet o) i+ D Vet =0 24)
Yi + pil = 0. (25)

Note that (24) is guaranteed when (25) holds true. To sim-
plify the problem, we may first assume that (25) holds, and
later verify the solution under this constrain. We define the
eigenvalue decomposition (EVD) of Yy as

Yi = &U;A;UY,

:dlag pl,j,""pK,j’Oa”'ao s
—_———
K N—K
U [ Wi WK }
L= Ugai.i, - -UN. |,
J ’ ’ > +1,7 5]
VP1,j v PK.j

& = di—yj (mi+of) prj. (26)

Through the substitution of (26) into (23), the semi-definite
constrain (20) is relaxed to
Sk Pk, j Pk

2
w2 (et o) s = pf 2 0. @)
5]

Let {px,;} denote the set of the jamming power. Then J-E is
simplified to

J1:
min Tr(A;
{pr.j}: 1o} ( ])
CkPk,jPk i~ 12
Gt ==
* SkPk,j + pi 2]

2 2 2
_Vj(mk +ak) Pk,j — pkvi =0

>0, >0 k=1,2,---,K. (28)

Theorem 1: In case 1, the following must be true.
(a) J1 is convex. The Karush-Kuhn-Tucker (KKT) solution
is
dy mjy + sz

Pii= - ; (29)
ST (et 0d) v, (I|& | — Vk)2
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(b) The optimal solution of J1 and J-E is

[W* (S)],k = Wy

xSk
| Pk H@k , k=1
Proof: See Appendix A. [ ]
According to Theorem 1, a proper y; should be selected
to ensure pk > 0. When trying to enhance the EE of
the jammer, the 1nfea31b111ty probability of J1 is increased.
We notice that although pk, j is obtained, the optimal solu-
tion is still infeasible for practical implementation, since the
jammer has no knowledge of diy and my, both of which are
determined by the CSI hy and strategy matrix S on the BS side.
Instead, we consider the upper bound of (29). On the one hand,
p;, ; 1s the decreasing function of my;Then, pz, ; obtains the
maximal value when m; = 0, which implies that more power
is consumed at the jammer when the inter-user interference
caused by S is eliminated. On the other hand, we derwe

LK. (30)

from the Cauchy-Schwarz inequality that dy = Hh Sk H

~ 2 Pk‘ﬁk ol

h H . Then we derive p; . < - L .
pkH k Prj = o, (ll&ll-ve)*

-2
Moreover, the statistical CSI E { Hhk H ] is obtained to replace

-2
the instantaneous gain Hhk H .

Proposition 1: The expectation of Hflk H
IE[ h

Proof: The m-th element of hy is given by (4). Due
to the circular symmetry of the complex gain distributed as

ari ~ N (0,07, ). Ve (1,
the m-th element for path [ is distributed as N¢ (0 akz I.B D),

d 0 m—1
Lasine?, (= cos -——.
M 2 k,l M

(€19

2]=§§

L}, the BD complex gain of

where or 1 Bp = /T aklasmcM( cosb,; — ) Based

on the independence among paths, we derive (ﬁk) ~
m

Nc (O Z O'kl BD) Then (31) is verified. [ |

Accordlng to Proposition 1, the statistical CSI of the user
channel is mainly determined by three factors, i.e., the antenna
number of the BS, the direction of the BS-user channel, and
the path loss determined by the transmission distance, all of
which can be pre-obtained by the jammer. Specifically, taking
the jammer as the coordinate origin and the line between the
BS and jammer as the coordinate axis, the mean direction
of the jammer-user channel can be obtained by using ULA
based phase rotation schemes [25] or typical direction estima-
tion methods, such as multiple signal classification (MUSIC)
algorithm [56] and the estimation of signal parameters via
rotational invariance techniques (ESPRIT) algorithm [57].
Meanwhile, the distance from the BS/user to the jammer can
be measured by using the signal strength. Based on this,
the geometric method, e.g., the law of cosines, can be used



SHEN et al.: BEAM-DOMAIN ANTI-JAMMING TRANSMISSION FOR DOWNLINK MASSIVE MIMO SYSTEMS

to estimate the direction and distance from the BS to user k.
Then, (31) can be obtained by the jammer.
Let p; denote the estimation of Isc|I; then, the feasible

solution of J is
5k | |
wellif]

gl (] = ve)®

+

*

Pr,j =

, (32)

where (-)* £ max (., 0).

B. Case 2

In case 2, the orthogonality of the BD channels no longer
holds for Yk # k'. Instead, {J;} N {Ji} # @,3k" # k is
considered. Without loss of generality, we assume that there
exists {J1} N {r} # 2, s.t. gz # 0, whereas the orthogo—
nality shown in (9) holds for Vk # k', k, K € {1,3,---,K}
and k, k' € {2,3,--- ,K}.

In this case, the EVD of Y is given by Y; =U; Ak,jU]H,
where U; = [ul,j, . ,uN,j] is the eigenmatrix and Ay ; =
diag (qk,l,--- ,qk,N) is the eigenvalue matrix. Based on
Lemma 2, (23)-(25) still hold, where (23) is rewritten as

pZ

qk,i
qk l+pk

/\

’ 2

u;,j

2\? 2
—Vj(mk—i-o'k) Pr,j — pevi = 0. (33)

Since both gi,; and u; ; are unknown to the jammer, mean-
while the equality constrain Wy, = wkwf involves the
non-convex rank-one constrain, i.e., Rank (W) = 1, J-E
is NP-hard. We notice that {J1} N {J»} # @ indicates the
angular correlation between g; and ;. Inspired by the JSDM
scheme in [47], we assign these two users into a group whose
external CSI is &g,, = g1 + 2. Then, the precoding model is
denoted by

gsum

\/an [ Yke {1,2)

. (34)
\/pk,j,\—»Vk S {39 9K}
| ]

Wy =

Since g 8 = 0 holds for Vk € {3--- K}, the normalized
version of (34) acts as the eigenvector of Yj, which spans the
positive semi-definite subspace Wy. Thus, the grouping based
optimization problem in case 2 is turned into the SDP problem
in case 1, and can be solved by taking similar steps. Under
this condition, J-E is rewritten as

J2:

K

min Z Dk,

{prihtod 15

2
prlr 2. Pij
i=1

2

& > pij + Pk
i=1

2
sitcr /Nsun]?

A
gsum
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2
= yipe(me+02) = pof 20, ke (1,2)

PkCiPk,j 1A 112 2
m“gkn — PrV
= 75k (e +a,3)2 >0, Vke(3, - K}
c3:ipk >0, pr,j >0, Vkefl,---,K} (35)
Similarly, J2 is convex and the KKT solution is
d my + ol
(m1+1012)7j_ & gml;| k=1
, (”V’)(n‘g ol ‘“1)
Prj = ypy k=2
% £/ SRy
(me+02)7i (&) —w)®

(36)
where y > 0 is the factor determined by
Voo d> B Bri
l+y yj(m2+022)2 (m2+02

)} (r—v2)*, (37

and rp, = i gsumi Hgsum H . It is shown that for Vk €
{3,---,K}, the optimal power solution in case 2 is the
same as that in case 1; thus, (32) also provides a feasible
solution for J2. Pi, ; and pg, i however, are infeasible for
practical implementation. One reason is that y cannot be
obtained by solving (37), which requires an unknown CSI
and precoding matrix on the BS side. Another is that pf’ j

and p’z* are increasing functions of y, and the asymptotic
W—>0Q0
case occurs when py Y3 d (my + 01) v, ,p*j//—> 0.

It is impossible to obtain a relaxed and feasible solution by
dropping . Therefore, from a game point of view, a tradeoff
should be made between the feasibility and optimality.

IV. ANALYSIS OF THE LEADER SUBGAME

Let P denote the problem (14). The main challenge of
solving P is two-fold. First, W*(S) is a function of S, and
the optimal jamming power varies with the change in the
precoding at the BS. Therefore, an equilibrium of the game
should be found. Second, the BS has no knowledge of the
jamming channel g; or the strategy matrix W* (S) on the
jammer side. To make P solvable, we adopt the use-and-then
forget solution again; i.e., g and pz’ . are only known during
the process of solving P. We show that the generalized ZF
precoding is the optimal anti-jamming precoding model for
both cases and that a specific solution in closed form that
constitutes the SE together with W* (S) can be obtained in
case 1.

By substituting (30) into (14), we rewrite the constrains of
P as

R ——Zs iy — o —

Zlk”pnj
l;tk

— oo +el >0, Vee{l,---, K}, (38)
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where Sy is the subspace spanned by S; = sks,':’, lkn =
HA \ 2
(%) . For simplicity, let X; = SkyJ1 - >Si, Ir =
" ik

K
> lknp; j Based on Lemma 1, (38) is equivalent to
n=1 ’

Xkﬁk

|:Xk + uil
h]fIthk — 0'k2 — Iy — ,uké‘]%

- =0, 39
h/ X } (39
where up > 0. Let {uy} denote the set of ux,Vk € {1,---K};
then, P is transformed to

P-E:

K
min Tr (Sk
S {uk} ; )

hk Xk hk thk — 0 — Ik — HkE)
S, = sks,’?

wk =0, Vkell,--- K} (40)

Note that the equality constrain in (40) is composed of
(a) S = 0 and (b) Rank (Sg) = 1. P-E is NP-hard.
Theorem 2: Let H = [hl, -+ hg |. The solution of P-E is

denored by §° = [si, - 5i], [si|° = pi ¥k € (1K)
When P-E is feasible, we must have

N N A\ —1
A (HHH)
st = |/ Pj—=

Vke{l,---
(58,

,K}. (41)
k,k
Proof: See Appendix B. [ ]
Theorem 2 shows that the generalized ZF is the optimal
configuration for jamming defense in both cases. Interestingly,
similar results were found in [24] and [10], where the regular-
ized ZF (RZF) is optimal for jamming resistance in uplink
massive MIMO systems [10] and the typical ZF-type pre-
coding is optimal for robust beamforming in downlink beam
division multiple access (BDMA) massive MIMO systems
without malicious attack [24]. Note that Theorem 2 expands
the results to a more complex scenario and (41) is a necessary
condition of s; but not sufficient. The transmission power
should be optimized for both cases.

A. Case 1

In case 1, {B;} N {By} = @ holds for Vk # k’. Due to
the orthogonality of the BD channels, (41) can be simplified

to sy = ,/ng—i,‘v’k € {1,---, K}. We notice that s} has
the same model as that of the jamming precoding and that
for Vk € {1,---, K}, wx = s;//p; is the eigenvector of Xy,
which spans the subspace Sk.4 Since X; = Skygl ->'Si
i#k

4In this case, the generalized ZF precoding is equivalent to the MF scheme,
and the performance of the precoding is mainly determined by the BD channel
approximation error.
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the EVD of X is given by

Xk :UkAkUlil,
Uk = [uk5u19 s We—1, W1, - - - 9“M]5
e
Ay = diag (y_;(’_m"” = Pi s —Pials ’OL—K)'
(42)

Based on Lemma 2, the semi-definite constrain (39) is
decomposed into

hY Xphy — o — I — pref — A XXk + D) Xehy > 0,

43)
(1= i ) Xic+ )| Kb =0, 44)
Xi + ui L= 0, (45)

where (44) is guaranteed when (45) holds true. Similar to the
steps of solving J-E, we first drop (45) and later verify the
solution under this constrain. By substituting (32) and (42)
into (43), we relax the semi-definite constrain (39) to

37 P 2
_ PR Rl — 62—
DEt yape | El Tk T Ak
~ 2
K p;E { h, ] 0_2
-S> — n >0, (46)
e TR T

We derive from (46) that u; > 0 since ux = 0 leads to a neg-
ative value on the left side of (46). Furthermore, the Hessian

matrix of (46) is %[—pz,ﬂk]li [—pf, 1] < 0;
Prt+vd ik

thus, (46) is concave. "fhen, -E is transformed into a convex

optimization problem as follows:

P1:
K
min Pi
HEPE e 12 2 2
s.t. ——||hg|| —of — uke
Pk + vaux ¢ ¢
~ |2
K PZE{ h, ] o2
- Zlk’” 2 - | =0
o o0 (18] =vn)
uk >0, pr>0, k=1,2--- K. (47)
The KKT solution of P1 is given by
4
1% i Ok
pp= ATl (48)

(] —vi)* %

A

where ¥ = (hk

2, K -~ 2
—8k) ;v — 2 B Hth Vd>
-1

. > K '
Or; = (||8&| —vk)” — X lnk. The steps of solving P1
n=1

are given in Appendix C. Note that [, i|n=t = Hgk H2 >
(Hgk H - vk)2 leads to ¥ ; < 0. To make p; > 0, we must
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hy

w (Jie] )" o7
T S
n=1

we recall from (32) that the positive constrain of pz j is

‘Tk Vi

SRS
(Jiu]-e0) o2

sy with the help of (48). Then we derive
~ 2 >
(s ]
A 2 . 2
(hk —E,‘k) akz Va (hk‘—ek) sz
<— <

Sl 7 Gal-wie{la]]

n=1

have 9y < 0, i.e., . Additionally,

, which can be rewritten as % <
J

pi >

y

(49)

This indicates that proper thresholds must be chosen by
both the BS and jammer to match the channel sparsity and
thus ensure positive solutions. Otherwise, P1 and J1 will be
infeasible.

Now, we verify the solution under the constrain (45).
Substituting (42) into (45), we derive ux > p;,Vi # k,

which can be rewritten as % > %,Vi # k with
i

the help of (80). Similarly, 2 > W
k i || —¢€i

Therefore, the solution is subject to constrain (45) if, and only

if, y < (Hth—g,;)c(‘h H_ ) ,Vi # k. This can be guaranteed

because both the communication threshold y; and the channel
approximation error g are under the control of the BS.

As we mentioned in the beginning of this section, the infor-
mation of the jamming channel involving || 8k || and vy is
unknown to the BS; thus, the ideal solution (48) is infeasi-
ble in practice. To solve this issue, we consider the worst

K
> Ik denote

can be obtained.

condition where p; is maximized. Let Ly =

n=1
the interference from jammer to user k. The derivation of (48)
with respect to Ly is given by

oDy _ vayjog
O(Le)  (|la] —ve)*0?

L@ =vore {5 v (Ji

Substituting (49) into (50), we derive % < 0,Vk €
{1,---, K}, and pj is a decreasing function of L. There-
fore, the first step of turning (48) 1nt0 a feasible solution is
constructlng min L; = lk k= ||gk || to obtain the maximum
power. Then, we recall from (6), (7) and (8) that g; 51(, j~
0,Vk € {1,---, K}, and the perfect orthogonality holds when
the estimation error of the jamming channel is eliminated.
Usually, this is negligible in BD massive MIMO transmission
compared to the artificial channel approximation error (8). For
simplicity, we assume that &, 5k ,j=0,Vk € {1,---, K}, which
leads to ||gk|| = ||gk|| + vk Here we set r; = vk/||gk||

where r; < 0.5 denotes the ratio of the approximation error
to the channel gain. The last step is taken by replacing &k |I?
with E {18

‘ - gk)Qa,fy,} . (50)

} according to Proposition 1. Then, the feasible
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solution of P1 is given by
1—r;
PR = [ L - 1]
(VT =rj =)
alyayj
5 _ 2 N 2,
E (1&g} B B (1= 1)) 7o = (|| = o) o?rs
(51

B. Case 2

In case 2, {By} N {By} # @, 3k’ # k. In the analysis of the
follower subgame, we show that only sub-optimal solutions
can be designed by the jammer to interfere with spatially
correlated users. Therefore, the jamming power p;, j,Vk S
{1,2} is a “black box” to the BS, and a closed-form power
solution such as (48) cannot be obtained in case 2. Based
on (74), P is rewritten as

P2:
K
o &
7)‘1’1‘;;;[” ralp?)”
HhH GZFH
< HWI.GZFH2 pi+ Ik +0‘k <1

pr>0,Vke(l, -, K}. (52)

It is shown that for a given I, P2 becomes standard geometric
programming (GP) and can be solved by using CVX tools [53].
The numerical solution, however, cannot be obtained in prac-
tice because I; is unknown to the BS. One way to address
this issue is to estimate [; in the free time slots and feed
this information back to the BS. Another way is to assign
correlated users into orthogonal time/frequency blocks to turn
both P2 and J2 into P1 and J1. Then, a similar power
solution such as (48) can be obtained, which helps establish an
equilibrium for the game between the BS and jammer. Note
that the cost of both of these schemes is a decrease in the
spectral efficiency.

C. Existence and Uniqueness of the SE

In (13) and (14), the constrains of J and P are determined
by the strategy matrices S and W, and the utility functions

K

are given by U; (S, W) = (z ||wk||2) and Uy (S, W) =
. k=1

, respectively, both of which obtain the maxi-

(Z ||sk||2)

mum value when J and P are optimized.

We define that the optimal strategy pair (S*, W*) constitutes
the SE of the proposed anti-jamming Bayesian Stackelberg
game if the following conditions are satisfied [58]:

Uj (S, W*) = U;j (S*, W), (53)
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Uq (S, W*) = Uq (S, W¥). (54)

Theorem 3: There exists a unique SE for the proposed

anti-jamming Bayesian Stackelberg game in case 1.
Proof: According to (53) and (54), the BS and jammer

achieve an SE when both players believe they have achieved
the highest returns. Given the precoding matrix S at the BS,
the proposed game reduces to a non-cooperative game and J1
is convex. Specifically, the strategy space consisting of (15)
is a convex and compact subspace of Euclidean space, and
the utility function U; (S, W) is a convex function of W
for a given S. Based on [59], there exists at least one Nash
equilibrium (NE) in the follower subgame, and the unique NE
for a given S is (S, W* (S)). Then, the conditions of the SE
can be rewritten as

Ug (S*, W*(S%)) = Ua (S, W*(S)) .

In case 1, P1 is convex and the KKT solution (48) associated
with Theorem 2 forms a unique strategy pair (S*, W* (S%))
with that of the jammer, which satisfies (55) and thus becomes
the SE of the proposed game. In case 2, there also exists a
unique NE for a given S in the follower subgame, whereas
the condition (53) cannot be satisfied because the theoretical
optimal precoding vectors toward the correlated users cannot
be obtained by the jammer. Therefore, the SE does not exist
in case 2. [ ]

Note that the proposed strategy pair based on (32) and (51)
is an effective approximation of the perfect SE obtained
from (29) and (48) by considering the precoding implementa-
tion in practice. Additionally, the condition necessary for the
establishment of the SE is that (49) holds. This implies that
the BS can always find a feasible power solution to ensure
uninterrupted communication with users at the equilibrium
point.

We derive from (51) that opi k_ > 0, r; < 0.5. Therefore,
the jammer can force the BS to raise the transmission power
in the game by simply increasing r;. Similarly, the same result
occurs if the jamming EE threshold y j 1is raised. The cost
of this, however, is two-fold. First, pk Yk e{l,---,K} is
correlated with py according to (32). The strategy of increasing
rj or y; inversely aggravates the jamming power. Second,
the feasibility probability of J1 declines according to (49).
Therefore, it is better for the jammer to reduce r; to make
precise attacks, and the meaning of this is to make full use
of the spatial DoF of channels to transmit jamming signals
through all paths.

(55)

From the perspective of the BS, let ry = e,% / Hflk H2 denote
the ratio of the approximation error to the channel gain on the
BS side. It is shown from (51) that both pf < 0 and I;’; <0
hold for Vk € {1, ---, K}. Thus, the BS can reduce the power
consumption by increasing ri or raising the SINR threshold y,.
Interestingly, this is in contrast to the results in [24], which
say that r; or y; must be reduced to decrease the power of
the robust beamforming in a typical BDMA massive MIMO
system without jammers. The intuitive explanation from a
game perspective is that the optimal power solutions of the BS
and jammer are positive correlated. During the game with the
jammer, the BS only achieves the advantage on the path with
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Algorithm 1 Beam-Domain Anti-Jamming Transmission
Strategy Based On Stackelberg Game
1. Initialization:

o Choose &k, Vk- Obtain hy, ﬁk, 8k, 8k by

using (4), (5), (6),(7).
 Define S, W as the strategy matrices. Define Uy, U; as
the utility functions.
o Obtain yi (S, W) and Ay according to (11),(12), respec-
tively.
2. For the follower subgame:
if case 1 occurs

o Compute the KKT solution pk by using (29).

« Compute the feasible solution (32) by replacing H hy H

with EthH ]

else

« Select a proper value of according to (37).
o Compute the KKT solution pk by using (36).

3. For the leader subgame:
if case 1 occurs

o Compute the KKT solution pj by using (48).

o Compute the feasible solution (51) by replacing ||gk||2
with E {182}

else

o Obtain the numerical results by solving GP in (52).

stronger gain. By dropping weak paths and focusing the power
on main paths, it s easier for the BS to achieve the equilibrium
of the game with less power consumption. It should be noticed
that P1 has no solutions if y4 or r¢ is too large since the
constrain of positive solutions (49) is not satisfied. Under
this condition, only the suboptimal solutions can be designed
by the BS and jammer, and the SE does not exist. This is
not favorable for the BS because the attack pattern of the
jammer will be unpredictable when the SE cannot be obtained,
and the BS will have no knowledge of whether there exists
a robust beamforming configuration ensuring uninterrupted
communication with users. To avoid this, proper values of y,4
and r¢ should be selected. The details of the proposed scheme
are shown in Algorithm 1.

V. NUMERICAL RESULTS

Numerical results are provided in this section to evaluate the
proposed anti-jamming transmission. We consider a simulation
scenario where K = 8 users are independently and uniformly
distributed over the coverage area. The BS with M = 128
antennas is installed in the center of the cell and the smart
jammer with N = 128 antennas is randomly placed at high
places. We use the 3GPP spatial channel model for the MIMO
simulation in an urban environment [60]. The center frequency
and bandwidth are set to 2.4GHz and 20 MHz, respectively.
The path loss is given by 30.18 4+ 261og 10 (d)[dB], where
the mean distance from the BS to users is d = 400m. The
bulk normal shadowing applied to the sub-paths has a standard
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Fig. 2. Transmission cost of the jammer (P;). yg =1.7; =5o0r 8 mw— L,
In case 2, the central AODs of g and g» are set to 30° and 33°, respectively.

deviation of 4 dB. The channel parameters of the jammer is
set to be the same as user channels. The thermal noise density
is set to -174 dBm/Hz. The maximum transmission power
of the BS and jammer are set to 10 dBm/user. Assume that
the downlink signals can be correctly decoded by users when
ya = 1. The value of y; is calculated based on (49).

In this section, we use four indicators to evaluate the impact
of the game on the downlink transmission. (a) As intro-
duced in section II, the tran%mission costs of the BS and

> lskll* and P, Z Iwll?,
k=1
respectively, to evaluate the power consumption on both sides.

(b) The infeasibility probability of J is denoted by F; =
Pr { pz, i< 0, Elk}. (c) The outage probability of the downlink
transmission associated with the proposed scheme is defined as
the probability that p; < O or the semi-definite constrain (45)
is not satisfied; i.e., Fy = 1—Pr{p} > 0, Xi + w1 = 0, Vk}.
(d) The ergodic EE of the downlink transmission is given by

Eq=E I > logy (1 + i (S, W)/ Pa

pare the proposed scheme with three solutions: the typical
Stackelberg game framework with perfect information [40],
the zero-sum game framework which aims to optimize the
throughput [38], [39] and the Nash game framework involving
sequential actions [43]. The simulation results are averaged
over 10k Monte Carlo runs.

Fig. 2 shows the transmission cost of the jammer. The
first observation is that the jamming power increases with
increasing y; or rj. This indicates that the precise precoding
with proper jamming threshold helps save the transmission
power. Meanwhile, for r; < 0.27, the jammer needs less power
than the BS under the same channel conditions. This verifies
the threat of the smart jammer to the system. The second
observation is that the performance of the jammer is almost
not influenced by r; under zero-sum game and Nash game
framework, and the reason is that full power is transmitted
under both game models. Therefore, more power is used when
rj < 0.27.

Fig. 3 shows the infeasibility probability of J in two cases.
In case 1, we notice that the infeasibility probability of the

jammer are given by P; =

In addition, we com-
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optimal solution given by Theorem I is higher than that of the
approximated solution (32), and increases exponentially with
increasing r;. However, the probability tends to converge with
the high r; condition of case 2. Based on the results in Fig. 2,
this occurs when large jamming power is used. Therefore it
is better for the jammer to reduce r; so as to avoid both
high power consumption and infeasibility probability. It is also
shown that a proper y should be selected in case 2, since a
large value helps to reduce the infeasibility probability of the
optimization.

Fig. 4 shows the transmission cost of the BS. For compar-
ison, the performance of the jammer and the BD precoding
solution without jamming attacks [24] are also presented in
the figure. It is shown that both P; and P; are reduced by
increasing r¢ or y4, which verifies the discussion of pj in (51).
In contrast, the transmission power of the BS without jamming
attacks increases exponentially by raising rx and is larger than
the power for jamming defense when r; > 0.14. The reason
is that the large channel approximation error results in serious
inter-user interference. Moreover, we notice that Py > P;
holds in all conditions, and the performance gap is inversely
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proportional to r¢, which is consistent with the observation
in Fig. 2.

Fig. 5 shows the outage probability of the downlink trans-
mission. We notice that F; increases rapidly and converges
to 1 when rp, > 0.17, yo0 = 1 or r, > 0.1,y = 2.
Therefore, it is infeasible to reduce the transmission power by
increasing the channel approximation error or the threshold
without limitation. Based on the results in Fig. 4 and Fig. 5,
we conclude that it is more likely for the BS to achieve the
equilibrium with jammer under low y4 and r; conditions. Nev-
ertheless, proper values of y4 and ¢ can be selected to save the
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power consumption while ensuring reliable signal reception
of users. The second observation is that the zero-sum game
based scheme aiming to maximize the throughput obtains the
highest outage probability when y; = 1, rr < 0.33, which
implies that it is difficult for the BS to guarantee the efficiency
and robustness of transmission simultaneously. In contrast,
the Nash game based solution obtains the best performance
in the high r¢ conditions where r; > 0.2. The cost, however,
is the long time consumption for the convergence of game.
Moreover, we derive from Fig. 4 and Fig. 5 that under the
high ry conditions of case 2, the BS obtains the lowest outage
probability at the cost of using more power.

Fig. 6 shows the ergodic EE of the downlink transmission.
The first observation is that the performance of the proposed
scheme is close to that of the Stackelberg game based solution
with perfect information, which provides the upper bound of
EE. In contrast, the zero-sum game based solution provides
the poorest performance when M < 160, since the antennas
number of the BS is less than that of the jammer. Similarly,
the Nash game based solution gets the lowest EE under
the conditions of M > 160, and the reason is that the
sequential decisions making often produces a situation where
full power is transmitted while the game cannot converge to
the equilibrium point. The second observation is that all these
schemes obtain much lower performance than the precoding
scheme without jamming attacks, and this proves again the
threats of the smart jammer to the system.

VI. CONCLUSIONS

In this paper, we proposed an anti-jamming transmission
scheme for downlink massive MIMO systems. A Bayesian
Stackelberg game was modeled to investigate the hierarchical
interactions between the BS and jammer. The optimal jamming
precoding with a closed-form power solution was proposed in
the follower subgame and was converted into a solution for
practical implementation. It was shown that a precise attack
with the power proportional to the transmission power of
the BS could maximize the jamming effect. In the leader
subgame, we proved that the generalized ZF was the optimal
configuration for jamming defense and that the closed-form
power solution constituted the unique SE with that of the
jammer. A simplified power solution without knowledge of
the instantaneous jamming channel was further introduced for
practical implementation. We proved that the BS was more
likely to reach the SE with a jammer under low SINR threshold
conditions, where uninterrupted communication with users
was ensured. A proper increase in the channel approximation

-2 B p2 '52

H(fi) = ——— ki
(& pr,j + pr)

_ 2 2

< 2 pk,jérk

(kpk,j + Pk)3

:_72_ — Pk, j<k }[ } 0
(&prj + pi)’ LA 2% —di) | | pr (28 — dy)

| =Sk i, j pr (2 — dy)

—Ck Pr,j P (28 — dy) }

| =& pr,jpi Q& — di) p} [(dk — &) (&eprj + pr) + (2& — di)?]

—&kpr,j Pk (28 — dk)i|
P& — di)*

— Pk, j<k (56)
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error was conducive to reducing the power consumption of the
precoding in the defense against a jammer.

APPENDIX

A. Proof of Theorem 1

Skp 2 . .
Let fi (pks pr.j) = %Hg . whose Hessian matrix

is shown at the bottom of the precious page. H(fx) < 0
implies that constrain (27) is concave; thus, J1 is a convex
optimization problem. Let {4 ;}, {r ;}, and {¢ ;} denote
the sets of nonnegative multipliers, and the Lagrangian of J1
is

L({pri}-loit {ikj} {¢k,} {w.i})
=D Phj— Z¢k1/)k—sz,pk,

K

2
—zik,j |:fk (pxs> Pr.j) — Vj(mk —i—okz) Dk, j _PkU]%:|a

k=1

(57)

and the KKT conditions are

oL &t
v Uk R
Pk (& pk,j + pr)
(58)
oL [ 0228 —d, 2
— Ay, MH >~ s (mi +7) ]
0Pk, j | (&pr,j + Pk)
- =0, (59)

2
Ak,j [fk (pk pr.j) — 7j (mk + crkz) Pk,j — pkvlf] =0, (60)

Gr,jipk =0, wjprj=0,k=12,---,K (61)

Since pr > 0, pr; > 0, we derive from the comple-
mentary slackness condition (61) that ¢ ; = 0, 7 ; = 0.
By substituting 7x,; = 0 into (59), we derive At ; > 0.
Furthermore, by substituting ¢, ; = 0 and A ; > 0 into (58),
the relationship between py and py,; is given by

Gorr,j (&) — ve) = viepr. (62)

Based on (60) and (62), the KKT solution of J1 is obtained.
Now, we verify the solution under the constrain (25).

dy .
According to (29), pk] < 7('" o ie., & > 0. Then we

derive fkpk J + pr > 0, Vk € {1, --- K}. This means that the
eigenvalues of Y + ka are positive and that Yy + pxI = 0
holds true. Therefore, pk . is the optimal power solution of
both J1 and J. Based on (15) (30) is obtained.

B. Proof of Theorem 2

To simplify the problem, we first assume that Rank (Si) =
1 holds and later verify the solution under this constrain.

We define W = [Z,’; Tl 0, @4k = 0, and gux > 0

e Tk
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as the multipliers of (39), Sy and ug,respectively; then,
the Lagrangian of P-E is given by

L({Seh, {uad (91, { @5k}, {duk})

K K K
=D Tr ) — D Tr (®iSk) — D ki
k=1 k=1 k=1
K N
Xk + pil Xihy
‘Z“’k[ﬁﬂx By — o2 I 2}
=1 Ak k Mg — oy k — Hke)
(63)

In case 1, (32) is substituted into (63) to obtain

L ({8}, {uad (9}, {®si ), {duk})
K K
= DT BS0 — D [dusk + Tr ) = mest | e
k=1

k=1

K K lk n0'2
gl w
pay o (18] —va)’
K lk,nEI ljln 2]
where By = [ 1+ > ny——L | I— Ak-f—ZA —®; i,

= o37)
t;ék
Ay =7y + rkh,f’ + hkr};’ + nkhkh,f’. Then the KKT condition

about {S;} is

oL  OTr (BiSy)

= =0, 65
oSt oSt 63)
and the solution of (65) is given by
~ |2
K lknE I n ] A K
o, =11 — | I-— A;. (66
s,k +HZ:;7M O'nzyj Va +§ i ( )
i#k

Since Ay > 0 and yg,y; > 1 hold for Vk € {I,---, K},
we derive that for Yk # i,

o7, + @]
>21+(1—i)Ak+(1—i)A +2 > A,
Vd Vi ki
> 0. (67)
In case 2, (63) is rewritten as
({Sk} {urd A9} { @i} {buk})
K
= Z Tr (B'kSk) — |:¢,11,k +Tr (Zy) — nkef] Lk
k=1
+ Z e [od + 1], (68)

k=1

where B’y = 1— Ak + > Aj — @, ;. The KKT condition about
i#k

sk_I__+ZA

i#k

{Sk} is given by

(69)
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Similar to (67), we derive that ®* sxt <I>S ; > 0. This implies
that Rank (<I>* +<I>* ) = M holds for both cases. Let

{us k} and {us ,} denote the set of eigenvectors of @7 si @ and
@7 ., respectively. Let Iy; = [eq, - -- , ey ]. Then the full rank

5,0

property leads to

Span {{us i} U{usi}} = Span{er,--- ,ey}.  (70)
Furthermore, the complementary slackness of (63) is
<I>§,kS;:0, Vke{l,---,K}. (71)

When S} # 0, we must have Rank (<I>;‘ k) < M and Sy is in
the null space of <I>;‘k, i.e., SZJ_Span {us,k}; then, we have

Si € Span{uy;}, Vi #k. (72)
Since S;‘LSpan {us,,-} also holds true, we derive
SiS; =0, Vi#k. (73)

This implies that the optimal anti-jamming precoding has the
same model as the generalized ZF precoding in both cases,

PN |
Wiz = \[p@#PR(AMR) vk e

{1,---, K}. Since HszH2 =
precoding can be modeled as

\/7 GZF
“lw

Then (41) is obtained, meanwhile the solution satisfies
Rank (SZ) =1

which is given by

Py the optimal anti-jamming

Vkef{l,---,K}. (74)

C. Proof of (48)

We define {Ax} and {7x} as the sets of nonnegative multi-
pliers. The Lagrangian of P1 is

E({Tk} {#. k} {Ak})

= Zpk Z¢/l kMk — Z TkPZ
k=1
(e

“epy e |2
o )

Pk + Yaltk

)
o fmln] L
+2. 2 Ak - ——| %
k=1 n=1 %ili (1&] —vn)
and the KKT conditions are given by
. 2
oL Pi H
o= k| 5 e |~ k=0, (T6)
Mk (pi + yanx)

B[]
oL /Ikyd,u,% K n.k [H kH ]
F=1—Tk—ﬁ+zln 3
P (Pk + Vd#k) n=1 or7Vij

=0, (77)

hy

2
2 2
— Ok ~ /“kgk)

. ( Kk Py
Pi+ valk
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~ 12
K p;E[ h, ] o2
_Ziklk’” 2, BTPSTRY
o o7 (& ] = vn)
_ o, (78)
gb,ll,k/uk = 09 TkpZZO» Vk € {19 5K} (79)

Since uy > 0 and py > 0 hold for Vk € {1, --- , K}, we derive
from the complementary slackness condition (79) that ¢y =
0, ©x = 0. Furthermore, by substituting 7z = 0 into (77),
we derive A > 0. Then (76) can be simplified into

(] =)

Py (
EkVd

Based on (78) and (80), (48) is obtained.

Hk = (80)
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