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A Delaunay Quadrangle-Based Fingerprint
Authentication System With Template Protection

Using Topology Code for Local Registration
and Security Enhancement

Wencheng Yang, Jiankun Hu, and Song Wang

Abstract— Although some nice properties of the Delaunay
triangle-based structure have been exploited in many finger-
print authentication systems and satisfactory outcomes have
been reported, most of these systems operate without template
protection. In addition, the feature sets and similarity measures
utilized in these systems are not suitable for existing template
protection techniques. Moreover, local structural change caused
by nonlinear distortion is often not considered adequately in
these systems. In this paper, we propose a Delaunay quadrangle-
based fingerprint authentication system to deal with nonlinear
distortion-induced local structural change that the Delaunay
triangle-based structure suffers. Fixed-length and alignment-free
feature vectors extracted from Delaunay quadrangles are less
sensitive to nonlinear distortion and more discriminative than
those from Delaunay triangles and can be applied to existing
template protection directly. Furthermore, we propose to con-
struct a unique topology code from each Delaunay quadrangle.
Not only can this unique topology code help to carry out accurate
local registration under distortion, but it also enhances the secu-
rity of template data. Experimental results on public databases
and security analysis show that the Delaunay quadrangle-based
system with topology code can achieve better performance and
higher security level than the Delaunay triangle-based system,
the Delaunay quadrangle-based system without topology code,
and some other similar systems.

Index Terms— Fingerprint, Delaunay triangle, Delaunay
quadrangle, topology code, template protection.

I. INTRODUCTION

F INGERPRINT-BASED authentication is one of the most
reliable and mature biometric recognition techniques own-

ing to the distinctiveness and stability that fingerprints can
provide compared to other biometrics, e.g. iris, palm print
or face [1]. The methods used in fingerprint authentication
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systems can be roughly divided into following two categories:
texture-based methods and minutiae-based methods. Gener-
ally speaking, minutiae-based methods are more reliable and
popular [2]. In minutiae-based algorithms [3]–[5], a fingerprint
image is represented by a set of labeled minutiae, which refer
to ridge ending and bifurcation. Fingerprint matching with
minutiae-based algorithms can be considered as point pattern
matching [6].

Although much attention has been given to minutiae-based
matching in recent years, fingerprint matching is not an easy
task due to the fingerprint uncertainty caused by rotation,
translation and nonlinear deformation at each fingerprint image
acquisition. In order to mitigate fingerprint uncertainty and
improve the recognition rate, the Delaunay triangle-based
structure is proposed and studied, leveraging its benefits that
the relative position and orientation between each minutia
and its neighbours can remain unchanged under rotation,
translation and a certain extent of nonlinear distortion in
fingerprint images.

A. Delaunay Triangle-Based Structure

The Delaunay triangle-based structure has demonstrated
some excellent characteristics [7], [8]. Firstly, it has a good
structural stability under random positional disruptions [9].
Each minutia is likely to maintain a similar structure with its
neighbouring minutiae under translation, rotation and a small
scale change caused by nonlinear distortion. Secondly, missing
and spurious minutiae influence the Delaunay triangulation
net only locally, which means that under random positional
perturbations, some parts of the Delaunay triangulation net can
still maintain structural stability [10]. Figure 1(a) shows a set
of minutia points and Figure 1(b) gives the Voronoi diagram
(thin line) and Delaunay triangulation net (bold line) formed
by this minutia point set.

Due to the pleasant properties of the Delaunay triangu-
lation net, a number of methods based on Delaunay tri-
angles have been proposed for minutiae-based fingerprint
matching [11]–[18]. In [11], Parziale and Niel proposed an
approach that applies the minutia point set to forming a
Delaunay triangulation net, and utilizes several rotation, trans-
lation unchanged features (e.g., the length of the sides, the
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Fig. 1. Examples of (a) Minutiae points, (b) Voronoi diagram (thin line) and
Delaunay triangulation net (bold line).

internal angles) of each Delaunay triangle to perform matching
between the template and query images. In [12], some possible
best-matching edge pairs, instead of best-matching minutiae
pairs, are first found in local structure matching, and then
a global matching score between two fingerprint images is
computed by the triangle matching procedure guided by the
aligned-edges. In both [13] and [14], the authors first select
some similar minutiae pairs from both template and query
images as reference points for alignment. Then fingerprint
matching is performed on the aligned feature sets.

In [15], the identification of the Delaunay triangle-based
features is carried out first, followed by applying a function
named Radial Basis Function (RBF) to aligning the fingerprint
image. After that, a global matching is conducted to calculate
the matching score between the template and query images
with additional information. In [16], triangle candidates which
are formed by Delaunay triangulation are obtained and larger
local structures (growing regions) are generated by joining
several triangles based on the credibility of each triangle
candidate. Then a much larger local structure (fusion region)
is fused via several growing regions. This step is similar to the
procedure proposed in [19] which merges minutiae triangles
according to their compatibility in an extended searching step.
The matching score [16] is calculated using both the growing
region and the fusion region. In this way, fingerprint matching
can be accomplished without image pre-alignment.

To account for the problem of missing and spurious minu-
tiae, Uz et al. [17] proposed a hierarchical matching based
template synthesis approach to combine several enrolment
feature sets into a higher quality super-template set. Built
upon Delaunay triangulation, the hierarchical matching based
algorithm enables higher levels of the hierarchy to corre-
spond to higher quality minutiae and lower levels of the
hierarchy to correspond to low and medium quality minutiae.
In [18], Soleymani et al. combined Delaunay triangulation and
Voronoi diagram together to generate a hybrid matching
algorithm. The comparison of global topological polygons

generated from the boundaries of the Delaunay triangulation
net is carried out firstly, and then the central Voronoi cells
are compared to calculate the similarity between template and
query fingerprint images.

B. Template Protection

Apart from the issue of large variability caused by nonlinear
distortion during fingerprint acquisition, template protection is
another important issue that needs more attention. In biomet-
ric authentication systems, templates are usually stored in a
central database at the enrollment stage and compared with
queries at the verification stage [20], [21]. However, serious
security concerns may arise from the storage of raw template
data as biometric traits cannot be replaced or reset. Once they
are compromised, they cannot be changed like passwords or
tokens. Furthermore, the same template is usually used in
different applications, such as banking systems, mobile devices
or building entry systems. Template loss in one application
means its loss in all other applications [22].

Cancellable biometrics and biometric cryptosystems are
two major techniques to provide secure protection to bio-
metric templates. In cancellable biometrics [23]–[30], original
template features are transformed into a new format by a
non-invertible transformation function during the enrolment
stage. The same non-invertible transformation function is
applied to query features during the authentication stage, and
fingerprint matching is performed between the transformed
template and query features rather than between the origi-
nal features. In such a way, original template features are
concealed and protected. For example, in [24] the authors
designed cancelable fingerprint templates in the form of
binary strings. The proposed binary string representation for
fingerprint minutiae avoids the requirement for registration and
is computationally infeasible to invert and recover original
minutiae data. Ferrara et al. [29] proposed a non-invertible
minutiae-based template to protect the state-of-the-art minu-
tia descriptor, Minutia Cylinder-Code (MCC), through a
non-invertible transform based on dimensionality reduction
and binarization. The MCC [31] is a fixed-length local minu-
tia descriptor for fingerprint recognition in the unencrypted
domain. The protected MCC (P-MCC) [29] greatly improves
the security of the original MCC although the P-MCC cannot
be revoked.

One drawback of cancellable biometrics is that it can
only provide a matching/non-matching sign. As an alternative
to cancellable biometrics, biometric cryptosystems [32]–[34]
merge the advantages of both biometrics and cryptosystems.
The security level of a biometric cryptosystem is adjustable
and the trouble of remembering a long password or carrying
a token is avoided. In a biometric cryptosystem, a secret
key is either technically bound with the biometric features
or directly extracted from the biometric features. Meanwhile,
the original biometric template features are encrypted by a
secure sketch, e.g. fuzzy commitment [32], fuzzy vault [33]
or PinSketch [34], which outputs some helper data. The helper
data are generated by an irreversible encryption process
so that it is computationally difficult for the adversary to
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obtain the original biometric template features from the
helper data.

C. Motivation and Contribution

There exist some challenging issues in relation to the
Delaunay triangle-based structure and, in general, fingerprint
authentication with template protection, among which we list
two such issues in the following. The motivation for this
research work is to find an effective approach in addressing
these issues.

1) The Issue of Feature Set Suitability and Fingerprint
Matching With Template Protection Over the Encrypted
Domain: In spite of significant improvement in recogni-
tion accuracy by using the Delaunay triangle-based struc-
ture in the unencrypted domain (without template protection)
[11]–[18], (for example, the EERs of the method [18] are
reported to be 2.04%, 3.44% and 2.27% for databases
FVC2002 DB2, FVC2004 DB3 and FVC2006 DB1, respec-
tively,) fingerprint matching over the encrypted domain (with
template protection) remains an open issue for two reasons.
Firstly, the feature sets used in the unencrypted domain
[11]–[18] are not suitable for currently available template
protection techniques, e.g. fuzzy commitment [32], fuzzy
vault [33] and PinSketch [34], all of which deal with fea-
ture disparity in terms of metrics, such as hamming dis-
tance or set difference, and tend to require fixed-length and
alignment-free feature descriptors [29]. Secondly, similarity
measures are restricted in the encrypted domain. The methods
[11]–[18] for measuring feature similarities that work well
in the unencrypted domain are inapplicable to the encrypted
domain. Some reference features, e.g., best-matching edge
pairs [12], reference points [13] and [14], radial basis struc-
ture [15], growing regions [16], lower levels of the hierar-
chy [17] and global topological polygons [18], are acquired or
generated in order to assist subsequent matching steps in these
methods. However, with template protection, all the features
in the original (unprotected) template are encrypted by secure
sketches, and hence these reference features are unavailable for
access. In other words, fingerprint matching in the encrypted
domain cannot make use of the same similarity measures that
have been used in the unencrypted domain.

2) Delaunay Triangle-Based Structural Change Under
Non-Linear Distortion: None of the aforementioned
work [11]–[18] has considered the local Delaunay structural
change under elastic distortion. If distortion moves a minutia
out of the tolerance region, the local Delaunay structure
which contains that minutia will be altered [7]. Figure 2 gives
an example of the local Delaunay structural change under
distortion that moves a minutia out of the tolerance region.
The gray region in Figure 2(a) and 2(b) is the tolerance region
of a Delaunay triangle. As long as minutia c moves within
the tolerance region, triangles, T(acb) and T(acd), contained
by convex quadrilateral Q(abcd) would not be altered in this
case, as shown in Figure 2(a). However, if the distortion
moves c by a large amount out of the tolerance region, then
triangles, T(acb) and T(acd), originally contained by convex
quadrilateral Q(abcd) will be changed to be triangles, T(abd)

Fig. 2. Local Delaunay structural change under distortion (a) minutia c
moves within the tolerance region, (b) minutia c moves out of the tolerance
region.

and T(cbd), as shown in Figure 2(b). We assume that the
convex quadrilaterals in Figure 2(a) and Figure 2(b) are from
the template image and query image, respectively. In this
case, during the matching procedure, the triangles, T(acb)
and T(acd), from the template image would surely not match
with the triangles, T(abd) and T(cbd), from the query image
in a Delaunay triangle-based fingerprint authentication system
even if they are formed by corresponding minutiae.

In this paper we propose a Delaunay quadrangle-based
fingerprint authentication system which exploits the stable
Delaunay quadrangle-based structure to reduce biometric
uncertainty and provide strong security protection to the
template data. The main contributions of this work are:

1) We propose a new local Delaunay quadrangle-based
structure. The feature vector obtained from each local
structure is of fixed-length and alignment-free, so it
can be readily applied to existing template protection
techniques, e.g. PinSketch [34]. This solves the problem
of incompatibility between unencrypted and encrypted
domains.

2) The proposed local Delaunay quadrangle-based structure
has better structural stability than the Delaunay triangle-
based structure and is able to tolerate a certain extent of
nonlinear distortion-induced structural change that the
Delaunay triangle-based structure suffers.

3) Feature representation from the Delaunay quadrangle-
based structure is potentially more discriminative than
that from the Delaunay triangle-based structure.

4) A polar coordinate based auxiliary feature is proposed
to increase the system matching reliability.

5) A unique topology code is derived from each Delaunay
quadrangle. The topology code not only can assist in
accomplishing accurate local registration in the presence
of distortion, but also contributes to enhancing the
security level of the proposed system.

The rest of the paper is organized as follows. In Section II,
we introduce the local Delaunay quadrangle-based structure
and its feature representations, including a derived topology
code. A polar coordinate based auxiliary feature is also
proposed. Encrypted matching using the feature represen-
tations extracted from the proposed Delaunay quadrangle-
based structure is presented in Section III. In Section IV,
experimental results and security analysis are demonstrated
and discussed. The conclusion is given in Section V.
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Fig. 3. Examples that the Delaunay quadrangles (bold line) are not changed
but the Delaunay triangles which comprise them are altered under distortion.

II. THE DELAUNAY QUADRANGLE-BASED STRUCTURE

AND FEATURE REPRESENTATIONS

In this section, we present the Delaunay quadrangle-based
structure and its feature representations. A unique topology
code is derived from each Delaunay quadrangle. Not only can
this unique topology code help to carry out accurate local
registration that absolute geometrical measurement usually
fails when distortion is present, but it also enhances the
security of template data, which will be discussed in the next
section. A polar coordinate based auxiliary feature is also
proposed.

A. Delaunay Quadrangle Generation

The construction of the Delaunay quadrangle-based struc-
ture is motivated by the observation that even if the tri-
angles that constitute a Delaunay quadrangle are changed,
the minutiae that form this Delaunay quadrangle do not
change. In Figure 3, we show some real examples from the
publicly available database FVC2002 DB2 that the Delaunay
quadrangles (bold line) do not alter but the Delaunay triangles
which comprise them are changed under distortion, even if the
fingerprint images in the same row are from the same finger.

Delaunay quadrangles are built upon the construction of the
Delaunay triangulation net. The algorithm for producing the
Delaunay triangulation net is detailed in [35]. Here we give
a brief description. Given a set of minutiae M = {mi }N

i=1,
where N is the number of minutiae, as shown in Figure 1(a),
a Voronoi diagram is generated first, which partitions the entire
fingerprint region into small cells centering on each minutia.
All the points in the cell around mi are closer to mi than
to any other minutiae. Then the Delaunay triangulation net
is produced by linking the centers of every pair of neighbor
cells as shown in Figure 1(b). For a Delaunay triangulation net
formed by the minutia set M = {mi }N

i=1, it is composed of
(2× N −2− K ) Delaunay triangles, where K is the number of
minutiae on the convex hull of the Delaunay triangulation net.
Once the Delaunay triangulation net is generated, a Delaunay
quadrangle can be formed by joining any two Delaunay
triangles that share a common side.

The proposed Delaunay quadrangle-based structure can
tolerate the local structural change suffered by the Delaunay
triangle-based structure under nonlinear distortion, as dis-
cussed in Section I. Generally speaking, the features extracted
from the proposed Delaunay quadrangle-based structure are
more discriminative than those from the Delaunay triangle-
based structure. This is because a quadrangle has more
attributes (e.g., one more edge and angle) than a triangle.

B. Local Registration Using Topology Code

Fingerprint image registration or alignment is a critical
process in fingerprint matching. But unfortunately, fingerprint
registration usually takes place in the unencrypted domain
rather than the encrypted domain. This is because for a
fingerprint authentication system with template protection, the
original template data are unavailable to compute the align-
ment parameters. For instance, reference points, e.g., singular
point, are usually used as the reference to establish a rota-
tion and translation relationship between query and template
images; however, the exposure of the reference points during
the alignment procedure would leak important information
about the fingerprint data, thus weakening the security of the
associated fingerprint authentication system.

The proposed Delaunay quadrangle-based structure can
avoid this global image registration process because only local
registration is needed by using local minutiae information. For
example, as shown in Figure 4, there is a pair of corresponding
Delaunay quadrangles, Q(ABC D) and Q(A′B ′C ′D′) from
the template and query images, respectively. The key to
matching Q(ABC D) with Q(A′B ′C ′ D′) is that Q(A′B ′C ′D′)
has to be correctly aligned with Q(ABC D). Assume that
the points A, B , C and D in Q(ABC D) are corresponding
to points A′, B ′, C ′ and D′ in Q(A′ B ′C ′ D′), respectively,
and that the feature extraction procedure starts from point A,
the vertex of the smallest angle, in Q(ABC D) and then
moves to point D in the clock-wise direction. In this case,
the correct local registration is about precisely finding A’s
corresponding point A′ in Q(A′ B ′C ′ D′). A straightforward
method is to search the vertex of the smallest angle from
Q(A′B ′C ′ D′) and consider it as the starting point of the
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Fig. 4. Corresponding Delaunay quadrangles Q(ABC D) and Q(A′ B ′C ′D′)
in (a) the template fingerprint image and (b) the query fingerprint image,
respectively.

quadrangle Q(A′B ′C ′ D′). This method, which uses an
absolute geometrical measurement, is effective only when
no structural change happens. Unfortunately, nonlinear dis-
tortion caused by elastic finger skin always exists in fin-
gerprint images, thus structural change is inevitable. Dis-
tortion may cause the genuine corresponding angle � A′
of the smallest angle � A in Q(ABC D) to be the sec-
ond smallest angle in Q(A′B ′C ′D′) as shown in Fig-
ure 4. As a result, point B ′ would be mistakenly chosen
as the starting point of Q(A′B ′C ′ D′). Then, the match-
ing result between Q(ABC D) and Q(A′B ′C ′D′) would
definitely be negative because the corresponding attributes
(e.g. edge length, orientation of minutiae) of these two
Delaunay quadrangles are different.

From the above analysis, we can see that using absolute
geometrical measurement in deciding a starting point under
distortion is inaccurate. Naturally, the quantization operation
is expected to solve this issue because it can make angle values
insensitive to small-scale differences and assign same symbols
to those angles that are located in the same range. The value of
an angle in a Delaunay quadrangle is in the range of 0 to 2π .
Assume the quantization step size is sstc = π/6 and the
quantized angle value is expressed as a binary string of mtc

bits or an integer ranging from 0 to 2mtc , then the smallest and
second smallest angles, � A and � B , in Q(ABC D) are both
quantized into the same value ‘2’ or ‘0010’ in a binary form.
Similarly, � A′ and � B ′ in Q(A′B ′C ′D′) are also quantized
into the same value ‘2’ or ‘0010’ in a binary form. We use
the integer value in the remaining part of the paper unless
stated otherwise. In this way, point B ′ will not be mistaken for
the starting point of the Delaunay quadrangle Q(A′ B ′C ′ D′).
However, another issue arises from this treatment. Since the
values of the smallest and second smallest angles, � A and
� B , after quantization, are both denoted by the same integer
value ‘2’, which point should be considered as the starting
point?

The angles, � A, � B , � C and � D, of Q(ABC D) are
quantized into ‘2’, ‘2’, ‘4’ and ‘5’, respectively. We observe
that, by changing the starting point from A to D and counting
the quantized angle values sequentially in clock-wise direction,
four different code strings, 2-2-4-5, 2-4-5-2, 4-5-2-2 and

5-2-2-4, can be generated. Similarly, four code strings,
2-2-4-5, 2-4-5-2, 4-5-2-2 and 5-2-2-4, can also be produced
for Q(A′B ′C ′ D′).

We shall now seek a descriptor from each Delaunay
quadrangle that owns two properties: (1) it should uniquely
describe the different shape of each Delaunay quadrangle;
(2) it should reflect the impact of different starting point
selections. The second property of such a descriptor is highly
critical in helping us to decide the starting point of a
Delaunay quadrangle in local registration. In order to make
each quadrangle correspond to a unique descriptor, we use an
equation from [36] as follows:

T C = p1 × �3 + p2 × �2 + p3 × �1 + p4 × �0 (1)

where {pi}4
i=1 are the quantized angle values of the Delaunay

quadrangle and � = max(p1, p2, p3, p4) + 1. Using
equation (1), we calculate a value for each of the four code
strings and choose the smallest value to be the descriptor of
the Delaunay quadrangle under consideration. The descriptor
obtained by equation (1) is unique and the proof of the
uniqueness of this descriptor can be found in [36]. Since the
descriptor TC describes the shape feature of the Delaunay
quadrangle, we call it topology code in this paper.

According to the topology code TC generation rule, each
Delaunay quadrangle can be indexed by a unique value.
For example, it follows from equation (1) that the resulting
values of the four code strings, 2-2-4-5, 2-4-5-2, 4-5-2-2
and 5-2-2-4, from Q(ABC D) are 533, 608, 1058 and 1168,
respectively. Hence, the smallest value 533, which corresponds
to the starting point of A, is chosen as the topology code
of Q(ABC D). Similarly, the topology code of Q(A′B ′C ′D′)
is also calculated to be 533, which is corresponding to the
starting point A′. The starting points A of Q(ABC D) and
A′ of Q(A′B ′C ′D′) are just the correct corresponding points
that we want to find. By this means, accurate local registration
is achieved and the mistake that point B ′ is considered as
the starting point of Q(A′B ′C ′ D′) by using the absolute
geometrical measurement can be avoided.

C. Invariant Features Extracted From
the Delaunay Quadrangle

Several invariant features extracted from the Delaunay quad-
rangle can be used for matching. Below we define some
rotation- and translation-invariant local features of a Delaunay
quadrangle:

- the length of edges, ledge;
- the angles between the each minutia orientation and its

neighbor edge in the clock-wise direction, am ;
- angles between two edges, aq ;
- the type of each minutia, tm ;

All the above invariant features can be easily computed
by the given minutia information {(xi , yi , oi , ti )}N

i=1, where
(xi , yi ) are the x , y coordinates, oi ∈ [0, 2π] is the orientation
of the ith minutia, ti is the type of the ith minutia and
N is the total number of minutiae in a fingerprint image.
Figure 5 gives an example of the four invariant features
for point A in a Delaunay quadrangle. Since there are
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Fig. 5. An example of the invariant features (ledge−a , am−a , aq_a , tm−a )
from the point A in a Delaunay quadrangle.

four points in each Delaunay quadrangle, a total of 16(=
4 × 4) invariant features are extracted from each Delaunay
quadrangle.

Due to the elasticity of finger skin, a certain extent
of deformation could be admitted to the invariant features
extracted from each Delaunay quadrangle. To accommodate
this, we quantize these features into short binary strings so as
to tolerate the variability between template and query images.
We assume that the quantization step size of ledge is ssedge

and each ledge after quantization is represented by qledge in
L1 bits; the quantization step size of aq is ssq and each aq after
quantization is represented by qaq in L2 bits; the quantization
step size of am is ssm and each am after quantization is
represented by qam in L3 bits; the type of each minutia tm
is represented by L4 bit. After quantization, all these short
binary strings are concatenated into a long binary string Qi

ordered from the starting point of the Delaunay quadrangle,
which we can obtain using the topology code, to the end
point in the clock-wise direction. For example, in Figure 5, the
features at point A after quantization is represented by Q A =
qledge−a ‖ qaq−a ‖ qam−a ‖ tm−a , and a Delaunay quadrangle
can be represented as DQ = Q A ‖ QB ‖ QC ‖ QD . So the
i th Delaunay quadrangle can be represented by DQi which
contains Lq−i = 4×(L1 + L2 + L3 + L4) bits and a fingerprint

image can be represented by a set of binary strings {DQi }NDQ
i=1 ,

where NDQ is the number of Delaunay quadrangles in the
fingerprint image. It is noted [24] that a small quantization
step size might be overly sensitive to slight distortions, while a
large quantization step size would result in losing the discrim-
inative power of these invariant features. The optimal setting
of the step sizes based on our experiments will be given in
Section IV.

D. Auxiliary Features Extracted From the
Delaunay Quadrangle-Centered Polar Coordinate Space

To increase the discriminative ability of each Delaunay
quadrangle, we further explore an auxiliary feature from the
local region around each Delaunay quadrangle. To be specific,
firstly, the center of each Delaunay quadrangle is found and

Fig. 6. A Delaunay quadrangle-centered polar coordinate space.

considered as the reference point of a polar coordinate space.
For example, the (x , y) coordinate of center CABC D of
Delaunay quadrangle Q(ABC D) is obtained by calculating
the average of the x , y coordinates of minutiae A, B , C and D,
i.e., CABC D(x, y) = ((A(x)+B(x)+C(x)+D(x))/4, (A(y)+
B(y) + C(y) + D(y))/4) and the orientation of CABC D is
set to be the same as the orientation of the start point A,
i.e., CABC D(o) = A(o). Secondly, all minutiae covered by the
circle of radius R centered at CABC D are translated and rotated
into polar coordinates as shown in Figure 6. In this way, each
minutia mi in this circle range can be represented by a feature
set (ρi , αi , βi ), where ρi , αi and βi are respectively the radial
distance, radial angle and orientation relative to CABC D in
the polar coordinate. To reduce the influence of nonlinear
distortion, a polar grid quantization on all the minutiae in the
circle of radius R is carried out [24], [30]. The quantization
steps of ρi , αi and βi are set to be ssρ , ssα and ssβ ,
respectively. As a result, the feature set (ρi , αi , βi ) is quantized
to be (ρq−i , αq−i , βq−i ) with

⎧
⎪⎨

⎪⎩

ρq−i = ρi/ssρ

αq−i = αi/ssα

βq−i = βi/ssβ

(2)

where ρq−i ∈ (0, R/ssρ ], αq−i ∈ (0, 2π/ssα] and βq−i ∈
(0, 2π/ssβ ]. However, (ρq−i , αq−i , βq−i ) is an unprotected
feature set which would expose information about minutia mi .
To solve this, we transform the feature set (ρq−i , αq−i , βq−i )
into an integer value tmi by a non-invertible one-way function,
implemented by tmi = (ρq−i × αq−i ) + Puser × βq−i , where
Puser is a user specific parameter. By using this function, it
is hard to restore three variables ρq−i , αq−i and βq−i , because
the number of equation is less than that of variables [37].
To produce an ordered feature set, we apply a similar idea to
bin-indexing [30]. Specifically, a one-dimensional zero vector
a fi of length La f is constructed, and then we inspect the
value of tmi and replace 0 in the corresponding (bin) position
indexed by tmi with 1. If tmi > La f , tmi is set to be
mod(tmi , La f ). After bin-indexing, we obtain the ordered
auxiliary feature set a fi .
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Fig. 7. An example of PinSketch construct.

The similarity between two auxiliary features a fi and a f j

can be calculated as follows:

score(a fi, a f j )=

La f∑

k=1
(a fi,k − a fi )(a f j,k − a f j )

√
La f∑

k=1
(a fi,k − a fi )2

Laf∑

k=1
(a f j,k − a f j )2

(3)

where a fi = mean(a fi ) and a f j = mean(a f j ). If the value of
score(a fi , a f j ) is larger than threshold value tscore, a fi and
a f j can be considered as corresponding auxiliary feature sets.

Note that the auxiliary feature a fi is only utilized to assist in
enhancing the discriminatory power of Delaunay quadrangles
rather than used for key binding.

III. FEATURE MATCHING WITH

TEMPLATE PROTECTION

In the proposed fingerprint authentication system,
fingerprint matching between template and query images is
performed in the encrypted domain. Each local feature vector
extracted from the Delaunay quadrangles is encrypted by the
secure sketch, PinSketch. In other words, multiple secure
sketches are applied in the proposed system.

A. The Template Protection Technique: PinSketch

PinSketch, which was first proposed by Dodis et al. [34],
is a construct that is based on Bose Chaudhuri Hocquenghem
(BCH) code to recover biometric template data, and at the
meantime, to provide the secure protection of the template
data. Below we give a brief overview of PinSketch which
contains two modals, namely the encode modal and decode
modal, as shown in Figure 7. More details about PinSketch
can be found in [34].

1) Encode: Let ω be a template feature vector that is error-
prone and needs protection. A sketching procedure SS(·) is
applied to ω to compute the helper data, syndrome of ω,
expressed as:

SS(ω) = syn(ω) = (s1, s3, s5, . . . , s2t−1) (4)

where si = ∑
α∈sup p(ω) αi and supp(ω) is represented by a

list of non-zero positions of ω and is called the support set;
t is the error tolerance which PinSketch can deal with.

2) Decode: Let ω′ be a query feature vector. ω′ together
with SS(ω) is given as the input to the recover module Rec(·)
of PinSketch, where the syndrome of ω′ is first computed by

SS(ω′) = syn(ω′) = (s′
1
, s′

3
, s′

5
, . . . , s′

2t−1
) (5)

Then the difference between syndromes SS(ω) and SS(ω′) is
calculated as

syn(λ) = SS(ω) − SS(ω′)
= (s1 − s′

1
, s3 − s′

3
, s5 − s′

5
, . . . , s2t−1 − s′

2t−1
) (6)

where λ = ω − ω′ according to the fact that SS(ω − ω′) =
SS(ω) − SS(ω′). If the difference between ω and ω′,
dis(ω, ω′), is no more than t , applying BCH decoding to
syn(λ) can successfully recover λ. Then ω can be recovered
by adding λ to ω′, i.e.

ω = Rec(λ, ω′) = syn(λ) + syn(ω′). (7)

B. Enrollment Stage

In the enrollment stage, a security key k that needs
protection is skillfully bound with template features which
are protected by PinSketch. The procedure of the enrollment
stage is shown in Figure 8 and the detailed steps are explained
below:

1) Template Protection by PinSketch:

1) Given the template fingerprint image f pT , the template
quadrangle feature set V T = {DQT

i }NT
i=1, topology code

set {T CT
i }Ntc

i=1 and auxiliary feature set {a f T
i }NT

i=1are
extracted from f pT using the approach described in
Section II, where NT is the number of Delaunay quad-
rangles and Ntc is the number of unique topology codes
in f pT .

2) The user-specific secret key k that needs protection is
technically bound with the template feature set V T.
To be specific, it is encoded into a polynomial P of
degree n by dividing it into (n + 1) segments and using
them as the coefficients of P , e.g., P(x) = knxn +· · ·+
k1x + k0 [38], [39]. P is evaluated at all the elements
in the feature set V T = {DQT

i }NT
i=1 to obtain a value

set, P(V T ) = {P(DQT
i )}NT

i=1. Security protection should
be provided to the data set {V T , P(V T )} because the
polynomial P can be reconstructed using Lagrange
interpolation [38], if more than n pairs of elements from
{V T , P(V T )} are obtained by an adversary.

3) To protect {V T , P(V T )}, the sketching procedure SS(·)
of PinSketch is applied to each element DQT

i in V T and
this process will output the sketch data SS(DQT

i ) which
will act as the helper data in the verification stage,
where SS(·) is defined in Section III-A and the error-
correction capability is set to be tps. After SS(V T ) =
{SS(DQT

i )}NT
i=1 is generated, V T is destroyed.

2) Security Enhancement Using Topology Code: Since the
template data V T is destroyed, an adversary can only obtain
V T from sketch data SS(V T ) through brute force attack.
The security of each element SS(DQT

i ) from SS(V T ) can
be evaluated from entropy analysis, which will be discussed
in Section IV-C, and the entropy depends on several factors,
such as the length of the sketch data SS(DQT

i ) and the
error tolerance tps. In order to further enhance the secu-
rity level of the system, a security enhancement method
using topology code set {T CT

i }Ntc
i=1 is applied to each sketch

data SS(DQT
i ).
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Fig. 8. Enrollment stage.

Fig. 9. Verification stage.

1) A user specific seed value ktc is bound with the topology
code set {T CT

i }Ntc
i=1 by using a polynomial Ptc of degree

of n, which is the same as the degree of polyno-
mial P . Ptc is evaluated at all the elements in the set
{T CT

i }Ntc
i=1 to obtain a value set {Ptc(T CT

i )}Ntc
i=1, where

topology code T CT
i is obtained from each Delaunay

quadrangle using the scheme described in Section II-B.
{T CT

i , Ptc(T CT
i )}Ntc

i=1 is generated as a genuine set
for seed ktc. To protect {T CT

i , Ptc(T CT
i )}Ntc

i=1, a chaff

point set {ci , di }Nc f
i=1 is added to form the final secure

vault {T CT
i , Ptc(T CT

i )}Ntc
i=1 ∪ {ci , di }Nc f

i=1 for ktc, which
is similar to the encoding procedure of the fuzzy vault
technique [40].

2) ktc acts as a seed to a hash function hash(·) that
generates two random binary strings C ST

1 and C ST
2 of

the same length as SS(DQT
i ) and P(V T ), respectively.

3) The random binary string C ST
1 is XORed with sketch

data SS(DQT
i ) to generate the security enhanced

sketch data E S(DQT
i ) = C ST

1 ⊕ SS(DQT
i ), where

the helper data has been hidden. The set of all the
enhanced sketch data can be denoted by E S(V T ) =
{E S(DQT

i )}NT
i=1. By the same token, C ST

2 is XORed
with each element of P(V T ) to generate a secure data
set E P(V T ) = C ST

2 ⊕ P(V T ).

4) Instead of storing the original template feature
set {V T, P(V T )}, a double secured key lock set
{E S(V T ), E P(V T )} is stored in the database and the
original template data V T is destroyed. By this means,
template protection is achieved.

C. Verification Stage

In the verification stage, if enough sketch data from the
key lock set {E S(V T ), E P(V T )} can be decoded, the secret
key k can be retrieved by reconstructing the polynomial P .
The procedure of the verification stage is shown in Figure 9
and the detailed steps are explained below:

1) Given a query fingerprint image f pQ , the query feature
set V Q = {DQQ

j }N Q
j=1, topology code set {T C Q

j }Nqc
j=1 and

auxiliary feature set {a f Q
j }N Q

j=1 are extracted from f pQ

by using the approach described in Section II, where NQ
is the number of Delaunay quadrangles and Nqc is the
number of unique topology codes in f pQ.

2) To retrieve the secret key k, a sufficient number of
elements should be decoded from the secured key
lock set {E S(V T ), E P(V T )}. Since both E S(V T ) and
E P(V T ) are encrypted by random binary strings C ST

1
and C ST

2 generated from seed ktc, it should be retrieved
first. The retrieval process of ktc is similar to the
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TABLE I

DETAILED INFORMATION ABOUT THE DATABASES USED IN OUR EXPERIMENTS

fuzzy vault decoding procedure [40]. For example,
if an element T C Q

j from f pQ is equal to T CT
i , then

(T CT
i , Ptc(T CT

i )) can be considered as a genuine point.
If (n + 1) genuine points from {T CT

i , Ptc(T CT
i )}Ntc

i=1 ∪
{ci , di }Nc f

i=1 can be found, the polynomial Ptc can be
successfully reconstructed and a seed k ′

tc can be restored.
3) The restored seed k ′

tc is applied to the same hash
function hash(·) used in the enrolment stage, outputting
binary strings C SQ

1 and C SQ
2 which are further XORed

with the security enhanced sketch data E S(V T ) and
E P(V T ) respectively, to generate the recovered helper
data set SS′(V T ) = C SQ

1 ⊕ E S(V T ) = {C SQ
1 ⊕

E S(DQT
i )}NT

i=1 and polynomial value set P ′(V T ) =
C SQ

2 ⊕ E P(V T ) == {C SQ
2 ⊕ E P(DQT

i )}NT
i=1.

4) For each element SS′(DQT
i ) from SS′(V T ), we check

whether the element DQQ
j from the query feature

set V Q can decode it or not. First, the similarity
between a fi and a f j is checked. If the similarity
score score(a fi, a f j ) is less than the threshold tscore,
then next matching attempt will be carried on; other-
wise, DQQ

j and its recovered helper data SS′(DQT
i )

are further inputted into the recover module Rec(·)
of PinSketch, which would output a recovered value,
Rec(SS′(DQT

i )). dis(DQQ
j , DQT

i ) is the hamming

distance between DQQ
j and DQT

i . If k ′
tc = ktc (equiv-

alent to C SQ
1 = C ST

1 ) and dis(DQQ
j , DQT

i ) ≤ tps , it
can guarantee that Rec(SS′(DQT

i )) = DQT
i ; otherwise

a failed decryption is reported.
5) Steps 3 and 4 are repeated until matching between

all the elements in template and query feature sets is
carried out. All the recovered feature data and their
corresponding polynomial values in P ′(V T ) form the
key unlock set {Rec(SS′(DQT

i )), P ′(DQT
i )}NU

i=1, where
NU is the number of elements in the unlock set.

6) If NU is smaller than (n+1), a non-match report is
generated. If NU is equal to or greater than (n+1), then
the polynomial P can be reconstructed by Lagrange
interpolation and the secret key k can be retrieved
by sequentially concatenating the (n+1) coefficients as
k0||k1|| . . . ||kn.

IV. EXPERIMENTAL RESULTS AND SECURITY ANALYSIS

A. Database Selection and Parameter Setting

We evaluated the proposed fingerprint authentication system
on six publicly available databases, namely, three databases
(DB1, DB2 and DB3) of FVC2002, FVC2004 DB2 and
two databases (DB2 and DB3) of FVC2006 [41]. Detailed
information about these six databases is shown in Table I.

TABLE II

PARAMETERS AND VALUE RANGE

The software VeriFinger 4.0 from Neurotechnology [42]
was used to extract minutiae from fingerprint images.
As mentioned previously, choosing a small quantization step
size increases sensitivity to slight distortions, whereas a large
quantization step size is not discriminative enough [24]. Here,
we list all the parameters and their value range used in our
experiments in Table II. For example, the bit length Lq−i
of each feature representation DQi is set to be 63 bits.
Because different quantization step sizes are used for different
databases, the lengths of the generated binary strings would
be different. If the length of DQi is smaller than 63 bits, zeros
will be padded to it; if the length of DQi is larger than 63,
only the first 63 bits are kept.

B. Performance Evaluation

To evaluate the performance of the proposed fingerprint
authentication system, three performance indices are utilized
in this paper: (1) false reject rate (FRR), which is defined
as the ratio of unsuccessful genuine attempts to the total
genuine attempts, (2) false accept rate (FAR), which is defined
as the ratio of successful impostor attempts to the total
impostor attempts, and (3) equal error rate (EER), which
is defined as the error rate when the FRR and FAR are
equal.

On all the six databases, two matching protocols, the 1VS1
protocol and standard FVC protocol [29], [43], are employed.
For the 1VS1 protocol, according to the rule, we set the
1st image from each finger in the data set as the template image
and the 2nd image from the same finger as the query image to
compute the FRR. And we set the 1st image from each finger
in the data set as the template image and the 1st image from the
remaining fingers in the data set as query images to calculate
the FAR. For the standard FVC protocol, we set each image in
the database as the template and compare it with the remaining
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seven images from the same finger to calculate the FRR.
And we set the 1st image from each finger in the database as
the template to compare with the 1st image from the remaining
fingers in the database to calculate the FAR. In order to
avoid correlation, if image x has been compared with y, then
the symmetric comparison (i.e. y against x) is not executed.
Therefore, using the 1vs1 protocol results in 100 genuine
matching attempts and ((100 × 99)/2) = 4, 950 impostor
matching attempts for each of the databases of FVC2002 DB1,
FVC2002 DB2, FVC2002 DB3 and FVC2004 DB2, while
140 genuine matching attempts and ((140 × 139)/2) = 9730
impostor matching attempts are made for each of the databases
of FVC2006 DB2 and FVC2006 DB3. Also, according to the
standard FVC protocol, ((8 × 7)/2) × 100 = 2, 800 genuine
matching attempts and ((100 × 99)/2) = 4, 950 impostor
matching attempts are made for each of the databases of
FVC2002 DB1, FVC2002 DB2, FVC2002 DB3 and FVC2004
DB2, while ((12 × 11)/2) × 140 = 9, 240 genuine matching
tests and ((140 × 139)/2) = 9, 730 impostor matching tests
are tried on each of the databases of FVC2006 DB2 and
FVC2006 DB3.

1) Performance Comparison of Different Structures:
In order to evaluate the effects of the proposed Delaunay
quadrangle-based structure and topology code, we tested and
compared three different structures: (1) Delaunay triangle-
based structure, (2) Delaunay quadrangle-based structure, and
(3) Delaunay quadrangle-based structure with topology code
for local registration, over the database FVC2002 DB2 by
using the 1VS1 matching protocol. Note that the auxiliary
feature set and topology code set for security enhancement
are not used in this case. The quantization parameters set for
these three structures are (sstc = π/6; ssedge = 20 pixels;
ssm = π/12; ssq = π/12). When testing these three structures,
we used the absolute geometrical measurement to carry out
local registration (i.e. selecting the point with the smallest
angle as the starting point) for the Delaunay triangle-based
structure and Delaunay quadrangle-based structure, while for
the Delaunay quadrangle-based structure with topology code
for local registration, we exploited the topology code for
local registration. The performance comparison of these three
different structures is illustrated in Figure 10. It can be
observed from Figure 10 that the Delaunay quadrangle-based
structure with topology code (EER = 1.07%) exhibits the
best performance among the three structures. Both the Delau-
nay quadrangle-based structure with topology code (EER =
1.07%) and the Delaunay quadrangle-based structure with-
out topology code (EER = 1.65%) perform better than
the Delaunay triangle-based structure (EER = 4.02%). This
proves that the Delaunay quadrangle is more stable than the
Delaunay triangle under nonlinear distortion, and the fea-
ture vector obtained from the Delaunay quadrangle is more
discriminative than that from the Delaunay triangle because
the quadrangle has richer characteristics than the triangle.
Under the same Delaunay quadrangle-based structure, the
use of topology code for local registration also improves
the performance of the system, which is justified by the
EER = 1.07% with topology code, compared to the
EER = 1.65% without topology code.

Fig. 10. Performance comparison of three different structures on the database
FVC2002 DB2.

Fig. 11. Performance of the proposed method using the 1VS1 protocol.

2) Performance Evaluation With Different Public
Databases: We evaluated the proposed system using
the 1VS1 protocol and standard FVC protocol over six
public databases, as discussed in Section IV-A. Feature
representations used for these six databases are all based
on the Delaunay quadrangle with topology code for local
registration and security enhancement incorporating the
topology code. Performance of the proposed method over
these six databases varies because the image quality of
different databases is different.

With the 1VS1 protocol, the proposed system performs best
on database FVC2002 DB2 (FAR = 0, FRR = 2%); however,
the performance drops substantially on databases FVC2006
DB3 (FAR = 0.1%, FRR = 28.67%) and FVC2004 DB2
(FAR = 0.1%, FRR = 24.72%) as shown in Figure 11.
Performance degradation is mainly due to the poor image qual-
ity of these databases. Fingerprint images in FVC2006 DB3
have missing or spurious minutiae, which would adversely
affect recognition accuracy. As indicated in [17], missing
or spurious minutiae may eliminate important triangles or
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Fig. 12. Some images in FVC2004 DB2 that failed genuine matching
attempts.

introduce spurious triangles. As for FVC2004 DB2, the first
two images are heavily distorted because individuals were
requested to exaggerate finger skin distortion at the acqui-
sition time [44]. The proposed method can tackle nonlin-
ear distortion to some extent, as shown in Section IV-B-1).
Apart from large non-linear distortion, small overlap area
between template and query images may be another reason for
low performance on FVC2004 DB2. Figure 12 shows some
mated-pair images in FVC2004 DB2, “x−1.tif” and “x−2.tif”
with x ∈ [70, 85, 96, 99], whose genuine matching attempts
failed in our testing. Take the image pair, “96−1.tif” and
“96−2.tif”, as example. “96−1.tif” acts as the template image
and “96−2.tif” acts as the query image. In “96−1.tif”, the
effective fingerprint region is mainly the lower part under the
core point, whereas in “96−2.tif”, only the upper part above
the core point is available. In this case, template and query
images almost have no overlapping area, which means that

Fig. 13. Performance of the proposed method using the standard FVC
protocol.

few or no corresponding minutiae from the template and query
images can be extracted. Since the proposed system is minutiae
local structure based, the lack of corresponding minutiae from
template and query images [45] would cause matching to fail.
Poor matching performance on FVC2004 DB2 is indicated by
the ROC curve in Figure 11.

With the standard FVC protocol, we can see from
Figure 13 that the proposed system performs best on database
FVC2006 DB2 (EER = 3.07%). It is noted that the perfor-
mance on FVC2002 DB2 with the standard FVC protocol is
EER = 5.99%, which is worse than that (EER = 1.02%) with
the 1VS1 protocol on the same database. This is because for
the 1VS1 matching protocol, only the 1st and 2nd images are
used, while for the standard FVC protocol, all the eight images
from each finger are involved in the matching procedure, and
the 1st and 2nd images in database FVC2002 DB2 are acquired
in the same session and have less variation and distortion than
the other six images.

We also compared the proposed system with some other
similar works, such as the Delaunay triangle-based biomet-
ric cryptosystem [10], the dual layer structure check-based
biometric cryptosystem [46], and three key release biometric
cryptosystems based on fuzzy vault [40], [47], [48] in terms
of the FAR, FRR and EER in Tables III and IV. It is shown
that the performance of the proposed method is better than
that of the existing similar biometric cryptosystems. Note that
different feature extractors may be used for minutiae extraction
in different systems and that accuracy of minutiae information
may impact on system performance.

C. Security Analysis

In the case that no information in the database is available to
an adversary, the security of the biometric template is guaran-
teed because the adversary has to randomly guess the feature
representations of the template image. This is computationally
infeasible. In the case that the adversary has obtained all the
sketch information stored in the database, the security of the
proposed system is guaranteed by two layers of protection,
PinSketch and topology code.
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TABLE III

RECOGNITION ACCURACY USING THE FVC PROTOCOL (VALUES IN PERCENTAGE)

TABLE IV

RECOGNITION ACCURACY USING THE 1VS1 PROTOCOL (VALUES IN PERCENTAGE)

1) Non-Reusability of a User’s Biometric: Under the
assumption that a user’s biometric is used in only one template,
the security of the first layer, PinSketch, can be evaluated by
the min-entropy of the feature vector when the helper data
are acquired by the adversary. According to [34], PinSketch
is equal to a code-offset construction in a small universe.
According to the sphere-packing bound [49], the min-entropy
of each PinSketch data can be expressed as

E ps = log

⎛

⎜
⎜
⎝

(
2Lq−i

)

(
Lq−i

tps

)

⎞

⎟
⎟
⎠ (8)

Regarding the security of the second layer, since the
topology code set is used to bind seed ktc using the fuzzy
vault technique, according to [40], the security of ktc can be
computed as

Etc = − log

⎛

⎜
⎜
⎜
⎜
⎝

(
Ntc

n + 1

)

(
Ntc + Nc f

n + 1

)

⎞

⎟
⎟
⎟
⎟
⎠

(9)

Since the feature vector is secured by the above two layers,
the security of the proposed system can be calculated as
E = Etc + E ps . We assume the average number of topology
codes, Ntc, is 40 and the number of chaff point, Nc f , is set
to be 400 in our experiments. Based on equations (8) and (9),
we plot in Figure 14 and Figure 15 the genuine accept rate
(GAR) versus the number of security bits [50] using the 1VS1
protocol and the standard FVC protocol, respectively.

2) Reusability of a User’s Biometric: Assume that a user’s
biometric is used across different applications. Even if each
measurement of a biometric is slightly different and a secure

Fig. 14. GAR vs the number of security bits using the 1VS1 matching
protocol.

sketch also involves probabilistic selection, when biomet-
ric data from different applications are analyzed together,
information leakage may still happen. Two types of attacks,
namely, distinguishability and reversibility attacks, which aim
at multiple secure sketches generated from the same noisy
biometric, are defined in [51] and [52]. The distinguishability
attack refers to an adversary trying to utilize the template
sketch data as a unique identifier to link information from
different applications. The reversibility attack is about an
adversary obtaining several versions of sketch data from the
same biometric used in different applications in an attempt to
recover the original biometric data.

Similar to other secure sketches, PinSketch used in our
method also suffers from the aforementioned attacks if no
countermeasure is taken. Blanton and Aliasgari [52] utilized
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Fig. 15. GAR vs the number of security bits using the FVC matching
protocol.

a random string generated from a user specific key together
with a pseudo-random function to perform an XOR operation
with the sketch data so as to protect the sketch data against
information leakage. In the proposed method, the security of
the sketch data is strengthened by the topology code in a
similar fashion to [52]. Specifically, to protect the template
sketch data SS(DQT

i ), a random binary string C ST
1 is first

output from a hash function hash(·) by a seed ktc. Then an
XOR operation is performed between SS(DQT

i ) and C ST
1 ,

as E S(DQT
i ) = C ST

1 ⊕ SS(DQT
i ) (details in Section III-B).

To make C ST
1 different in different applications, we can simply

change the seed value ktc in different applications. In this
way, the adversary is unable to gain any information about
the sketch data because all the sketch data are safeguarded.

What is proposed in our method and [52] aims to protect
the resultant sketch data. There is an alternative approach
to achieving this objective in a similar way to cancellable
templates, by distorting original template data before they
are further protected by secure sketches. If a non-invertible
parametric function can be designed to transform the original
template data into different distorted versions and further
protected by secure sketches, then the correlation between
sketch data generated from the different versions of the same
original template data will disappear even when they are put
together.

V. CONCLUSION

Although the Delaunay triangle-based structure has good
local stability, nonlinear distortion, which generally exists in
fingerprint images, may still change the local structure. This
structural alteration might generate some Delaunay triangles
that are different to those constructed from their corresponding
minutiae in the template image. To address this, we propose
to adopt the Delaunay quadrangle-based structure because
Delaunay quadrangles are more stable and robust. They also
contain more attributes than Delaunay triangles, and hence
benefit feature representation.The fixed-length, alignment-free

feature vector extracted from each Delaunay quadrangle is less
sensitive to nonlinear distortion and more discriminative than
that from a Delaunay triangle and is also compatible with
the existing template protection techniques, e.g., PinSketch.
Furthermore, the unique topology code originated from each
Delaunay quadrangle can assist in accomplishing good local
registration in the presence of nonlinear distortion. Experi-
mental results have shown that the use of topology code helps
the proposed system to achieve better recognition performance
than the authentication system that uses the absolute geomet-
rical measurement in local registration. Another benefit of the
topology code is that it can further enhance the security of the
overall system on top of what is provided by the secure sketch.
The comparison with other similar biometric authentication
systems with template protection shows that the proposed
system performs favorably and has strong security.
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